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Section 1. Overview

1.1. Introduction

This guide discusses DeviceMaster Industrial Gateway configuration for the DeviceMaster MOD and
DeviceMaster UP platforms running the Modbus Router application.

Note: In the reminder of this User Guide, the DeviceMaster MOD and DeviceMaster UP are simply referred to
as DeviceMaster.

The Modbus Router application provides enhanced connectivity from a wide variety of Modbus masters to a
wide variety of Modbus slaves, advanced Master-to-Master connectivity, and connectivity from private
Modbus serial networks to public Modbus networks.

Supported Modbus masters include:
e  Modbus/TCP

¢ Modbus/RTU serial

¢  Modbus/ASCII serial

¢ Modbus/ RTU

¢  Modbus/ASCII over Ethernet TCP/IP

Supported Modbus slaves include:
e  Modbus/TCP

e Public and private Modbus/RTU serial
¢  Public and private Modbus/ASCII serial

Connectivity can be easily achieved between any master(s) and any public slave(s) anywhere on an Ethernet
network. Combined with a DeviceMaster running the Modbus/TCP application, both serial and Ethernet
TCP/IP Raw/ ASCII devices can be accessed anywhere on a network from any Modbus master.

Modbus Router was designed to greatly enhance system maintenance capabilities. Included are
comprehensive device and port specific diagnostic web pages that display status, message response timing,
time-outs, other error counts, and overall message statistics. A serial log is also included to provide message
level diagnosis for serial devices.

1.2. Terms and Definitions

This subsection defines terms and definitions used in this guide.

Term Definition

The device ID that the original received ID is changed to when an Alias Device ID is

Alias Device ID configured.

The Modbus device identification number. Device IDs include:

0 = Broadcast

1-247 = Standard device IDs

248-255 = Reserved device IDs (generally used for vendor specific gateway functions)

Device ID

Overview Modbus Router User Guide: 2000547 Rev. E - 5
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Term

Definition

Device ID Offset

An offset applied at the slave serial port interface that changes the message device ID
range to match the serial device(s) device ID range.

Ethernet TCP/
1P

A form of Ethernet connectivity that provides a level of guaranteed delivery and data
verification. This is used for many upper layer protocols such Modbus/TCP and can be
also used for transferring Modbus/RTU and Modbus/ASCII messages.

Local Slave

A local slave device is one that is connected directly to a serial port on the gateway.

Device
Master (or The method of operation when a PL.C, a gateway, or an application is operating as a
Client) Mode Master or the message originator.

An ASCII, or character based, form of Modbus. The base message is the same as
s Modbus/RTU, but the format is somewhat different.

The standard Modbus messages, in hexadecimal format, that are typically transmitted

over serial lines but can also be transmitted over other communication methods such
Modbus/RTU as wireless or Ethernet TCP/IP socket connections.

Note: Modbus/RTU over Ethernet TCP/IP is not the same as Modbus/TCP.

An Ethernet based form of Modbus communication. The base message is the same as
Modbus/TCP Modbus/RTU, but a special Modbus header is included for packet identification and

routing purposes.

The process where a PLC or Application requests data on a continual basis. In this
Polling operation the Master sends the request messages while the Slave responds to the

messages.

A public slave device is one that can communicate to all master(s) on the Modbus
Public Slave network.
Device

Note: If a device is not specifically specified as a “public” or “private” slave device, then
it can be assumed to be a public device.

Private Slave
Device

A private slave device is one that can only communicate to a master that is connected
on the same serial bus, such as RS-485 or RS-422. Private slave device cannot
communicate to other masters on the Modbus network.

Received Device
1D

The original device ID received in the Modbus message from a Modbus master.

Remote Slave
Device

A remote slave device is either a slave Modbus/T'CP device or a serial slave device
attached to another gateway and accessed as a remote Modbus/TCP device.

Slave (or Server)
Mode

The method of operation when a PLC, a gateway, or an application is operating as a
Slave or the message receiver.

Sockets

The method used to communicate between devices while communicating over Ethernet
TCP/IP.

6 - Modbus Router User Guide: 2000547 Rev. E
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1.3. What is Modbus?

This subsection discusses:
e Modbus/RTU

e  Modbus/ASCII on Page 8
e  Modbus/TCP on Page 9

1.3.1. Modbus/RTU

Modbus/RTU is native Modbus in hexadecimal format. These are the base Modbus messages that contain
simple read and write requests. The format is as follows:

1 Byte 1 Byte (Length dependent on message) 2 Byles
Device ID F"::n:;:" Message specific parameters CRC
Modbus/RTU Message Format

Where:

¢ The terms Master or Client are used to identify the sender of the message.

¢ The terms Slave or Server are used to identify the devices responding to the message.
Modbus/RTU is used primarily for:

e Serial port connectivity

RS-485 is the most common serial mode, but RS-232 and RS-422 are also widely used. Commonly used by
both Master and Slave devices.

e Ethernet TCP/IP socket connections

This is not the same as Modbus/TCP on Page 9, but does provide a very simple method of interfacing to
remote devices. It is used by many applications and some OPC servers.

Note: This communication method typically is not supported by PLCs.

What is Modbus?
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1.3.2. Modbus/ASCII

Modbus/ASCII is native Modbus in ASCII format. This protocol is used primarily by legacy devices and is no
longer supported as widely as Modbus/RTU.

Like Modbus/RTU, Modbus/ASCII contains the base Modbus messages that contain simple read and write
requests. The differences between Modbus/ASCII and Modbus/RTU are:

1. The message data is sent in ASCII format, so the message length is twice as long. It requires two ASCII
characters for each byte of data.

2. An 8-bit LRC is attached to verify the message instead of a 16-bit CRC. The LRC is also transmitted in
ASCII format.

3. There are defined starting and ending characters to determine a Modbus/ASCII messages.

The format is as follows:

1;::? 2 Chars 2 Chars (Length depandent on message) 2 Chars 2 Stop Chars
Device 1D F"é":;:fn Message specific parameters LRC CR, LF

Modbus/ASCI Message Format

Where:

¢ The terms Master or Client are used to identify the sender of the message.

¢ The terms Slave or Server are used to identify the devices responding to the message.
Modbus/ASCII is used primarily for:

e Serial port connectivity

RS-485 is the most common serial mode, but RS-232 and RS-422 are also used. Used primarily by legacy
Slave devices.

e Ethernet TCP/IP socket connections

This is not the same as Modbus/TCP, but does provide a very simple method of interfacing to remote
devices. It is used by some applications and some OPC servers.

Note: This communication method typically is not supported by PLCs.

8 - Modbus Router User Guide: 2000547 Rev. E Modbus/ASCII
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1.3.3. Modbus/TCP

Modbus/T'CP is an Ethernet network based protocol that contains a Modbus/RTU message, with the exception
of the 2-byte CRC. The Modbus/TCP message contains a header with information designed to provide
message identification and routing information. The format is as follows:

2 Byles 2 Byles 2 Byles 1 Byta 1 Byle (Length dependent on message)
Transfer ID Protocol ID Message Davice ID Function Modbus Message specific parameters
Length Code
e (Wlodbus TCP header) > - {Modbus/RTU message — no CRE)  =—-
Modbus TCP Message Format

Where:

¢ The terms Master or Client are used to identify the sender of the message.
¢ The terms Slave or Server are used to identify the devices responding to the message.
¢  Modbus/TCP messages are typically sent to and received on a defined Ethernet TCP/IP socket of 502.

¢  Modbus/TCP implementations provide more capability, but also require more processing than simpler
Modbus/RTU implementations.

Modbus/TCP is used for connecting advanced Ethernet based devices, such as PL.Cs, HMIs, SCADA Systems,
and most OPC Servers to:

¢ Other Ethernet devices supporting Modbus/TCP.

¢ Remote serial Modbus/RTU and/or Modbus/ASCII devices through gateways (such as the DeviceMaster
running the Modbus Router or Modbus/T'CP applications).

¢ Remote serial or Ethernet TCP/IP ASCII devices (barcode scanners, printers, RFID readers, visions
systems, etc) through a gateway (such as the DeviceMaster running the Modbus/TCP application).

Modbus/TCP Modbus Router User Guide: 2000547 Rev. E - 9
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1.4. Modbus Router Functionality

The Modbus Router application provides the following functionality:

Provides robust connectivity from all supported master devices to all supported slave devices:

- Supported Masters:

- Modbus/TCP Master - accepts Modbus/TCP messages on up to eight TCP/IP ports. This includes
502 and seven configurable ports.

- Modbus/RTU Serial Master

- Modbus/ASCII Serial Master

- Modbus/RTU over Ethernet TCP/IP Master

- Modbus/ASCII over Ethernet TCP/IP Master
- Supported Slaves:

- Modbus/RTU Serial Slaves

- Modbus/RTU ASCII Slaves

- Remote Modbus/TCP Slaves (addressable to device ID and IP address/port)

- Remote Modbus/RTU Serial Slaves (via Modbus/TCP using another gateway)

- Remote Modbus/ASCII Serial Slaves (via Modbus/TCP using another gateway)
Multiple DeviceMaster chassis can be used together to form a Modbus network.

Supports up to 255 public Modbus devices per gateway and/or Modbus network. Both standard, (1-247),
and reserved, (248-255), device IDs are supported.

All Modbus devices not configured remotely are assumed to be locally connected to the gateway.
The locations of all local Modbus devices are determined automatically.

Modbus Device ID Aliasing. Modbus message device ID can be aliased when messages are received from a
Modbus master.

Device ID Offset. At the serial port interface, device IDs can have a positive or negative offset applied to
change the device ID range.

Supports up to 96 Modbus/TCP connections. This can include any combination of slave and master
connections.

Modbus/RTU and Modbus/ASCII over Ethernet TCP/IP Master specific:

- Can support up to six TCP/IP connections per serial port configuration.

- All messages received from any Ethernet TCP/IP Master connection enter the routing functionality
and can be routed to any local or remote device.

- Combined with a serial port redirector, such as the Comtrol Secure Port Redirector, can provide COM
port functionality from a computer to the Modbus network.

Supports connectivity to private Modbus serial buses, such as a serial master and slave(s) on a RS-485
loop:

- The Modbus master is provided connectivity to the public Modbus network.

- Only the master has direct access to the serial devices on the private serial network.

- Private slaves are protected from intrusion by other master(s).

- Both slave device specific and port level diagnostics are provided for private network communication.
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¢ Advanced Master-to-Master connectivity is provided via the Shared Memory sub-system. Features are:

Eight Holding Register blocks containing 200 registers each.
Eight Coil blocks containing 160 coils each.
Read access to all master(s) on the Modbus network.

Block-specific configurable write-access control. For each block, writes can be enabled for all master(s)
or restricted to a specific serial, Modbus/T'CP, or Ethernet TCP/IP master.

Web pages provide configuration, diagnostics, display of block contents and shared memory clearing
capabilities.

¢  Modbus specific message handling:

CRC verification of all messages received on the TCP/IP and serial Modbus/RTU interfaces.
LRC verification of all messages received on the TCP/IP and serial Modbus/ASCII messages.
Timing out of responses from slave Modbus devices.

Transfer ID verification of all remote Modbus/TCP messages.

Parameter checking of all slave responses.

Broadcast message handling.

¢ System monitoring to ensure gateway operation:

Gateway busy.
Application message time-outs
Message validity checking.

e Advanced diagnostics web pages:

Modbus device specific statistics, response timing, and status. Up to 255 Modbus devices, both
attached and remote, can be monitored simultaneously.

Modbus/T'CP diagnostics, connection(s) status, error messages
Serial port specific statistics and status.
Serial port message logging.

Modbus Router Functionality Modbus Router User Guide: 2000547 Rev. E - 11
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Supported Connectivity includes:

Masters

Modbus Router Modbug | Modbus/ | Modbus/ | ModbusRTU | , Wodbus!
Connectivity Grid u RTU ASCII Master over
TCP . . over
Serial Serial Ethernet
Master Mast Mast TCP/IP Ethernet
aster aster TCP/TP

Modbus/TCP
Slave (remote
gateway or slave X X X X X
Modbus/TCP
device)

Local Public
Modbus/RTU X X X X X
Serial Slave

Local Public
Modbus/ASCII X X X X X
Serial Slave

Slave Remote Modbus/
Devices | FLU Serial X X X X X
Slave (via

remote gateway)

Remote Modbus/
ASCII Serial
Slave (via
remote gateway)

Local Private
Modbus/RTU X
Serial Slave

Local Private
Modbus/ASCII X
Serial Slave
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Modbus/TCP
Master(s) or
Slave(s)

MNOTE: All Masters can
communicate to all public
Slave devices and Shared

Memory.

Modbus/TCR |
- }

OPC Server

E

HMI/SCADA

Modbus/RTU
andlor
Modbus/ASCI over
Ethernet TCP/IP
Master(s)

ModbusRTU
andlor
Modbus/ASCII
Owar
Ethemet
TCRIP

Ethernet Netwcri/ L G

Shared Memory
Holding Cail
Modbus Router Blmw ;:r Blocks
Firmware on
DeviceMaster UP -
y
Madbus/RTU
Serial Mastar
RS-232 f I PLC
Modbus/ASCII
Serial Master
PLC
Modbus/FTU
Private = —=
. " 3 Serial Master
R3-485
’ L™ Discrate 110
Private | & = <
Modbus/RTL J 3|
Serial Slaves -I/
-
Q Relay
RS-485 -
- e Alr Handler
Publlic
Modbus/ASCI
Serial Slaves “arlable

| frequency
i Drrove

MNote: A total of up to 255 public

slave devices can be supported per gateway andf
or Modbus network. This can be any combination
of Modbus/RTU or Modbus/ASCI serial andfor
Modbus/TCP devices.

Modbus Router Functionality
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1.5. Multiple Gateway Modbus Networks

A multiple gateway Modbus Network is created by combining two or more Modbus slave(s) and master(s) with
two or more DeviceMasters running the Modbus Router and/or Modbus/TCP firmware applications.

e Typically, at least one chassis will be running the Modbus Router firmware application.

¢ The Modbus/TCP application can provide connectivity to local or remote serial and Ethernet TCP/IP Raw/
ASCII devices such as barcode scanners, RFID readers, printers, vision systems, and weigh scales.

¢ All Modbus masters connected to a DeviceMaster running Modbus Router can communicate to all public
slaves.

The following connectivity can be provided in a Modbus network when using multiple DeviceMaster chassis
with Modbus Router and Modbus/TCP firmware applications:

Masters
Modbus Network Connectivity Modbus/ Modbus/ | Modbus/ | Modbus/RTU Modbus/
Grid TCP RTU ASCII Master over | ASCII Master
Master Serial Serial Ethernet over Ethernet
Master Master TCP/IP TCP/IP

Modbus/T'CP Slave
(remote gateway or
slave Modbus/TCP X X X X X
device)
Local Public Modbus/
RTU Serial Slave X X X X X
Local Public Modbus/
ASCII Serial Slave X X X X X
Remote Modbus/RTU
Serial Slave (via remote X X X X X
gateway)

Slave Remote Modbus/ASCII

Devices Serial Slave (via remote X X X X X
gateway)
Serial Raw/ASCII
Devices (remote or X X X X X
local)
Ethernet TCP/IP Raw/
ASCII Devices (remote X X X X X
or local)
Local Private Modbus/ X
RTU Serial Slave
Local Private Modbus/ X
ASCII Serial Slave
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The following diagram demonstrates a multiple gateway Modbus network utilizing Modbus Router firmware.

Modbus/TCP NOTE: All Masters can .
Master(s) or : Il bubli Holding .
Slave(s) communicate to all public Regiaier Coil
Slave devices and Shared Modbus Router Blocks Blocks
Memaory. Firmware on
DeviceMaster UP  _~
-
PLC MModbus/ETU
Ethernet NEMGV i A Serial Master
ModbusTCP R3-232 f l PLC
i Modbus/ASCII
QPG Server Serial Master
' FLC
-
Private _ ﬁ MﬂdbuszﬂJ
Metwork Serial Mast
HMI/SCADA RS.485 RN ER
Modbus/RTU - -_I F "'.F Discrete /0
andlor Private =4
Modbus/ASCIl over Modbus/RTU
Ethernet TCP/IP el St
Master(s) - Relay
ModbusRTU e —
andfor R3-485
‘ ModbusfASCH Alr Handber
_. Choer Public Modbus/!
- Ethemeat ASCI
TCRIP Serial Slaves Veriable
MaodbusTCP — freguency
i ‘ Drove
Modbus Router Meodbus Router
Firmware on Firmware on
leneh'laster up Devlcal'ul'laster up
Modbus/RETU
I !__ -_=_ Serial Master
Public Modbus/ASCI
Serial Slaves Public Modbus/RTU
Serial Slaves
P RS-!EE
N =T
1 aEr
] R5-485
Discrate (/0 e Relays ” _ )
- Mote: A total of up to 235 public slave devices can
- RS-485 be supported per Modbus network. This can be
{5 any combination of Modbus/RTU or Modbus!
s ASCI serial and/or Modbus/TCP devices.

Shared Memory

Multiple DeviceMasters Running Modbus Router Firmware in a Modbus Network

Multiple Gateway Modbus Networks
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The following diagram demonstrates a multiple gateway Modbus network utilizing both Modbus Router and

Modbus/TCP firmware.
Shared Memory
"h'n‘:ﬂ';;‘r’:'gg': NOTE: All Masters can e
Slave(s) communicate to all public Regi S'E' Cail
Slave devices and Shared Modbus Router Blocks Blocks
Memory. Firmware on
DeviceMaster UP  _»
-
PLC Modbus/RTU
Ethernet NetwuV A A Serial Master
- Mﬂ-dbus.ITCF'_ | RS-232 f I PLC
‘ . Modbus/ASCII
OPC Sarvar A Serial Master o
-
E Private ﬁ Modbus/RTU
Metwork ial Mast
HMI/SCADA e TN Sertal Master
] "
Modbus/RTU —*: 7 ZF Discrete IO
and/or Private J_,..f
Maodbus/ASCI over Modbus/RTU
Ethernet TCPIIP Serial Slaves
Master(s) - Relay
Modbus/RTU
andlor RS-485 ol
Modbus/ASCI Air Handler
Chver Public Modbus/
Ethermat ASCI
TCPIP Serial Slaves | Variable
Modbus/TCP - . frequency
' ; Drove
i Modbus/TCP
Firmware on ngdbus Router
DeviceMaster UP irmware on
i DeviceMaster UP
. - T
- [ Modbus/RTU
:EJ' ks - - a Senal Master
;:I:ita = Public Modbus/RTU T
RS-232 Serial Slaves A | PLC
Sk (Rew/ASCI) RS-485
Connectivity
to Both
Serial and R5-485 ﬁ Rala
Ethernet . ¥s Mote: A total of up to 255 public slave devices can
TCPIP Raw/ be supported per Modbus network. This can be
AS_CII Barcode any combination of Raw/ASCII, Modbus/RTU or
Devices Scanner Modbus/ASCI serial andfor Modbus/TCP devices,

DeviceMasters Running Modbus Router and Modbus/TCP Firmware in a Modbus Network
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1.6. Modbus/RTU and Modbus/ASCII To-Slaves Interface

The DeviceMaster provides access to serial Modbus/RTU and Modbus/ASCII slave devices. Modbus master
messages are translated to appropriate Modbus slave messages, public slave devices are automatically
located, and appropriate responses are returned to the Modbus master.

DeviceMaster

Modbus/RTU

_____ I
Local
Modbus/ASCII : SR e
e Modbus Requests J——
e ubedtahia gt Modbus Responses
I
—_»
Modbus Responses
(or) | i Ethernet
Local I
Modbus/RTU | | Serial
Slave(s) I | Ethernet Metwork
r @ |
-

Serial Modbus
Slave(s)

A Modbus Requests
-

Master
Serial

fer) Madbus/ASCII

Serial _@ Master

Modbus/TCP
Master(s)

—_— -
Modbus Responses

Modbus Reguests
-4

ModbusTCP
> :

Modbus/RTU
Master(s)

—h.
MModbus Responses

Modbus Requests
-

Ethermnet TCRIP
-

Modbus/ASCH
Master(s)

Ethermet TCR/IP

—_—————
hModbus Responses

-

Modbus Master(s) to Public Modbus Slave(s)

Modbus/RTU and Modbus/ASCII To-Slaves Interface
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1.6.1. Communication Methodology

The DeviceMaster translates various Modbus formats and forwards them to public slave devices attached to
the Modbus To-Slaves configured serial ports. Each Modbus message is transmitted and a response is
expected. The DeviceMaster times out the Modbus messages if there is no response returned within the
configured timeout period.

The following diagram displays the Modbus message transfer. The following apply to Modbus To-slaves serial
ports.

e All valid Modbus messages are translated to the appropriate format for serial port or Modbus/TCP
transmission.
¢ Local public Modbus slave devices are automatically located on a DeviceMaster 2-port or 4- port.

¢ Local and remote public Modbus slave devices can be accessed from a Modbus master as if they were of
that master’s protocol type.

e Messages are timed out if no response is returned within the configured timeout period.
e Appropriate Modbus responses are returned to the Modbus master.

¢ Broadcast Modbus messages, those with a unit identifier of zero, are transmitted out all Modbus To-slaves
serial ports on the DeviceMaster. Depending on the remote device configuration(s), remote slave devices
may or may not receive broadcast messages.
From a message routing standpoint, all local and remote public Modbus slave devices attached to a
DeviceMaster gateway (1, 2, or 4-port) must be addressed with unique Unit Identifiers. Valid Unit Identifiers
are 1 to 255 and the Broadcast Identifier is zero. However, the Device ID Offset functionality can be
configured to change the addressing of serial connected slave devices to allow multiple slave devices with the
same unit ID to be connected to the same gateway, but addressed differently. For more information, see
section on Alias and Device ID Offset functionality.

To communicate to local Modbus slave device(s) through a DeviceMaster, perform the following steps.
1. Using the Serial Interface Configuration page, select the appropriate Port.

2. Under Serial Configuration, configure the serial port parameters such as the Mode, Baud rate, Data Bits,
and so forth.

3. Under General Protocol Settings, set the Select Serial Port Protocol to Modbus/RTU-To-Slaves or Modbus/
ASCII-To-Slaves.

4. Under Modbus Slaves Protocol Settings, set the Device Response Timeout to the desired value.

Note: 2- and 4-Port only: Set the Lost Device Search Enable setting. See Local Public Modbus Slave Device
Search Methodology.(below) for more information.

5. If desired, configure the Device ID Offset Mode and Device ID Offset.
To communicate to remote Modbus slave device(s) through a DeviceMaster, perform the following steps.

1. Access the Remote Modbus/TCP Device Configuration page.

2. Click Add/Modify Remote Modbus/TCP List.

3. Configure each remote device as needed and click Submit.

To enable the Alias Device ID capability for one or more device Ids, perform the following steps.
1. Access the Alias Device ID Configuration/Status page.

2. Click Add/Modify Alias Modbus Device ID List.

3. Configure each alias device ID as needed and click Submit.

18 - Modbus Router User Guide: 2000547 Rev. E Communication Methodology



Overview

1.6.2. Local Public Modbus Slave Device Search Methodology

Locating a local Modbus slave device on a DeviceMaster 1-port is relatively simple. Either the Modbus slave
device is connected to the port or it is not. However, if more than one port 1s configured for Modbus To-Slaves
on a DeviceMaster 2- or 4-port, the device must be found. The following is an explanation of how the search
algorithm works on a DeviceMaster 2- or 4-port.

Locating a Local Modbus slave device after a reboot or port reset: When the DeviceMaster receives a message
for a public Modbus slave device for the first time since reboot or port initialization, it will transmit the
Modbus message out all Modbus To-Slaves serial ports and wait for a response to be returned. Once the
respolnse is returned, the device port is known and all messages sent to the device will be routed through the
serial port.

Lost Devices: Lost devices, or devices that time out, are a special case. The DeviceMaster provides two
methods for handling lost devices via the Lost Device Search Enable option on the web page.

¢ Disabling this option on a Modbus To-Slaves port:

- Prevents the DeviceMaster from searching for a lost device on other Modbus To-Slaves ports.
- Prevents lost devices known to have been on other ports from being searched for on this port.

Note: This is the recommended setting whenever it is desired to prevent timeout delays on other Modbus
To-Slaves ports in the event that a device times out.

¢ Enabling this option on a Modbus To-Slaves port:

- Allows the DeviceMaster to search for lost devices on all Modbus To-Slaves ports with the Lost Device
Search Enable option turned on.

- This will cause timeout delays on all Modbus To-Slaves ports with the Device Search Enable option
turned on until the device is found.

Note: This can be useful for locating devices if a device has been moved onto another port by moving the
serial cable or, perhaps, by moving the device onto a different Modbus To-Slaves serial bus.

1.7. Alias Device ID and Device ID Offset Functionality

One of the most common challenges people face when setting up Modbus systems are the problems caused by
the limited device ID range. The Alias Device ID and Device ID Offset functionality have been developed to
help solve those problems.

The Modbus specification has the following limitations:
¢ Requires all public devices attached to gateway to be addressed by a device ID.
e Allows only 256 device IDs with a range of 0 to 255.
¢ Not all device IDs can be used for addressing devices.
- Device ID 0 is reserved for broadcast messages
- 1-247 are for device addressing

- 248 to 255 are reserved for such things as gateway functions. Depending on your environment, these
device IDs may or may not be available for assignment to devices.

The following are common problems that can occur as a result of the device ID limitations:

e A gateway must route Modbus messages based on the device ID. Therefore, it cannot route to multiple
Modbus devices with the same device ID.

e It is not always possible or practical to change the device ID of serial Modbus slave devices.

¢ Serial and Ethernet TCP/IP Modbus RTU/ASCII masters with one connection may need to access
multiple devices with the same device ID. Furthermore, these devices may be located locally or remotely.

e Itis not always possible or practical to modify the device IDs on existing Modbus master programs. This is
often true when adding a SCADA system to an existing PL.C controlled system.

Local Public Modbus Slave Device Search Methodology Modbus Router User Guide: 2000547 Rev. E - 19



Overview

The Alias Modbus Device ID and Device ID Offset functionality has been developed to solve these problems.
This functionality is described in the following diagram:

DeviceMaster UP

Madbus
Modbus/ TGP Note 1 | ™ Alias ID Alias 1D Note 1 RTUASCII
- - . - =
Masters) Handler Handler Senal
Mote 2 Mote 2 hastar(s)
Modbus RTUASC
over Mote 1 Alias 1D Modbus
Ethemat TCP/IP  —a—-] Handier [ Message Routing
Master(s) Note 2 Handier . Modbus
Devical |, Imate RTUASCII
Off=at Serial
Nate 3 |_Handler Slave(s}
Mote 5
Modbus/TCP & -t
Slaves(s)

Alias Device ID and Device ID Functionality

Note 1:Originally received Modbus messages. All responses will be returned with the original device ID.

Note 2:Modbus messages sent to and responses received from Modbus Message Routing Handler. Depending
on the Alias ID configuration, these messages may contain the originally received device ID or the
alias device ID.

Note 3:Modbus messages received from the Modbus Message Routing Handler. Depending on the Alias ID
configuration, these messages may contain the originally received device ID from the Modbus master
or the alias device ID. All responses contain the device ID as received from the Modbus Message
Routing Handler.

Note 4:Modbus messages sent to Modbus serial slaves. Depending on the Device ID Offset configuration for
the serial port, these messages may be the same as those received from the Modbus Message Routing
Handler or have a device ID that has been either incremented or decremented to match the serial
device ID range.

Note 5:Modbus messages received from the Modbus Message Routing Handler. Depending on the Alias ID
configuration, these messages may contain the originally received device ID from the Modbus master
or the alias device ID. Device ID Offset functionality does not apply to Modbus/TCP slaves.

1.7.1. Alias Modbus Device ID Functionality

The Alias Modbus Device ID functionality allows modification of device IDs only when messages are received
from Modbus masters. When configured, a Modbus message from a master with the specified device ID is
converted to the alias device ID, the message is then routed internally using the alias device ID. All responses
are returned to the master with the original received message device ID.

The following table demonstrates several device ID aliasing examples:

Received Alias Routed Message D ipti
Device ID| Device ID Device ID escription
1 10 10 Convert messages with received device ID 1 to 10. Route
message with device ID 10.
Convert messages with received device ID 50 to 5. Route
50 5 5 . .
message with device ID 5.
Convert messages with received device ID 100 to 254. Route
100 254 254 message with device ID 254.
Invalid configuration attempt. No change to device ID is
10 10 10
performed.
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1.7.2. Device ID Offset Functionality

The Device ID Offset functionality allows modification of device IDs when messages are transmitted to serial
Modbus slave devices. When configured, the Device ID Offset functionality will modify the device ID received
in the message to match the actual device ID range of the serial device(s). The device ID range is effectively
either increased or decreased depending on the serial port Device ID Offset configuration.

The following table demonstrates several Device ID Offset examples:

Msg-ID

Device Valid Valid
Device ID Offset D Message Serial Description
Mode Device ID | Device ID Pt
Offset
Range Range
Off 0 1-255 1-255 Default mode. Device IDs are unchanged.
Increase device ID range by 50. Examples:
Device ID 1 is converted to 51
Add-to-Msg-ID 50 1-205 51-255 Device ID 10 is converted to 60
Device ID 120 is converted to 170
Decrease device ID range by 100.
Examples:
Subtract-from- 100 101-255 1-155 Device ID 101 is converted to 1

Device ID 150 is converted to 50
Device ID 225 is converted to 125

It is highly recommended to take great care when configuring the Device ID Offset functionality. Verify the

following when configuring the Device ID Offset:

¢ Check for Device ID overlaps. Be certain that no two devices can have same device ID as recognized by the
internal Modbus Message Routing Handler.

¢ Check for conflicts with the Alias device ID configuration. The Device ID Offset configuration must
coincide with any Alias device ID configurations.

e Verify the valid device ID ranges are sufficient to address all serial devices.

Device ID Offset Functionality
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1.8. Modus Master/Slaves Serial Port Mode (Private Serial Bus)

As of Modbus Router v5.10, Modbus masters and slave(s) can be connected together on the same serial port.
This provides the following benefits:

1.

A serial Modbus master can communicate to slaves on its’ own private serial bus as well as public slaves
on a Modbus network. In this configuration, a serial master can communicate to:

a. Modbus RTU/ASCII slave(s) on its own serial bus.
b. Public Modbus RTU/ASCII serial slave(s) connected to the same DeviceMaster.

c¢. Modbus/TCP slaves.

d. Remote public Modbus RTU/ASCII serial slave(s) via an Ethernet attached Modbus gateway.

e. All other Modbus master(s) on the Modbus network via the Shared Memory functionality.

The Modbus slaves on the serial bus are private to the master on that serial bus.

a. The slave device(s) are affectively protected from all other Modbus masters on the Modbus network.
b. The master has total control of communication to the slaves on its own serial bus.

c¢. The master can provide data to/from the slave(s) to the Modbus network, and other Modbus masters,
via the Shared Memory functionality.

Deployment can be greatly simplified.

a. An existing serial bus can be left intact, thusly reducing the rewiring effort.

b. The only wiring change is to attach the DeviceMaster to the bus anywhere there is access.
The system can be more fault-tolerant.

a. In the event the DeviceMaster is powered off, the master and slaves on the serial bus can still
communicate.

b. By preventing other masters from communicating to the slave devices on the serial bus:

¢ Other masters cannot cause disruptions in communications between the master and slaves on the
serial bus by overloading the gateway.

e Message latency time between the master and slaves is minimized.

Maintenance and downtime costs can be minimized with detailed diagnostics web pages provided by the
DeviceMaster.
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The following diagram demonstrates the To-Master/Slaves mode compared to the To-Master and To-Slaves
modes.

Modbus Router
Serial Communication Modes

To-Master-Mode

Note: Serial ports can connect to a serial T R3-232/485M422 s
Modbus Master, Modbus Slave(s). or both. Serial Master
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) (OR)
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N - Serial Slaves
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g
S
Relay AirHandler  Discrete /O (OR)
Private Serial Bus
To Master/Slaves Mode RS-485/422 Modbus RTUASCI
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. - LIS
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B
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Serial Master and Slaves
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1.8.1. Master/Slaves Message Routing

On a serial port configured to Master/Slaves, only the master on the private serial bus has access to the serial
slaves on that serial bus. However, the master can also communicate to public devices and shared memory
anywhere on the Modbus network.

The Serial Interface Configuration web page contains two configuration settings that determine how the
serial bus routing is controlled.

1.8.2.1. Forward Broadcasts From Master Option

If this option is selected, all broadcast messages received on this port will be forwarded to the Modbus
network. If this option is not selected, all broadcast messages received on this serial port will be dropped and
only the private slave devices will receive them.

Note: Make sure that broadcasts should be forwarded before selecting this option. If this option is selected, all
public slave devices on the local Modbus network will receive the broadcast messages and that may
cause unpredictable results.

1.8.3.2. Private Device ID Range Setting

This range defines the expected private slave device ID range on the serial bus.

¢ Modbus request messages received on this port that are within this device ID range will not be forwarded
to the Modbus network.

¢ All communication to device(s) in that range must occur between the Modbus master and slave(s) on that
serial bus.

¢ The private device ID range must not include public device(s) addressed by the serial master. Loss of
communication errors will result if this occurs. It is recommended to use either the Alias and/or the
Device ID Offset functionality to address those cases where a public device ID falls into the private device
ID range.

e All received Modbus request messages that are not within the private device ID range or have been
previously detected on the serial bus, will be forwarded to the Modbus network via the DeviceMaster.

¢ Responses, including error messages such as timeouts, received from the Modbus network will be
forwarded to the serial master.

¢ The DeviceMaster has a built-in auto-detect algorithm for detecting private slave device(s) with ID(s) not
defined within the private device ID range. If a response from such a device is received on the serial bus,
the DeviceMaster will add that device ID to the private device list and will no longer route those messages
to the Modbus network.

Note: There is a potential race condition if a slave device ID is not within the private device ID range and
exists both as a public device on the Modbus network and as a private device on the serial bus. If this
situation occurs and the public device responds before the private serial device, the master would receive
two responses for that request, with the first response coming from the public device. If the public and
private device responded at the same time, the Modbus master could detect a corrupted response.
However, once the private slave device responds with a valid response, the auto-detect algorithm will
prevent forwarding of additional requests to the Modbus network.
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1.9. Shared Memory Functionality

The Shared Memory functionality has been added to provide a simple and robust method for master-to-
master communication.

The Shared Memory interface contains eight 200 Holding Register blocks and eight 160 Coil blocks.

All Modbus masters, (Modbus/TCP, serial Modbus RTU/ASCII, and Modbus RTU/ASCII over Ethernet
TCP/IP), can read the contents of the Shared Memory blocks.

Write access can be controlled to each Holding Register and Coil block. Each block can be configured to
provide all masters write access or be restricted to a port-specific serial master, a Modbus/TCP master or

an Ethernet TCP/IP master.

The Shared Memory contents can be displayed and cleared via the embedded web pages.

Diagnostics for each block include read, write and blocked write message counts.

Blocked write messages are recorded in the Write Violation Log.

This table displays the supported Holding Register Block Function Codes.

Function Code Description
3 Read Holding Registers
6 Write Single Register
16 Write Multiple Registers
22 Write Mask Register
23 Read Write Registers

This table shows the supported Coil Block Function Codes.

Function Code Description
1 Read Coils
5 Write Single Coil
15 Write Multiple Coils

Shared Memory Functionality

Modbus Router User Guide: 2000547 Rev. E - 25



Overview

Modbus/TCP Modbus Router
Master(s) Firmware on
DeviceMaster UP
Serial Master
i RS-232/4B85/422
o - - ﬂ
FLC
l E Modbus RTUMASCII
Ethermnet Network — Y
-y "
Modbus/TCP ~~  RS-485/422
-

l
-

L

S

/ PLC Air Handler
HMI/SCADA Ethemet ’ sy
thern
TCPIP [ Mg

I
\

Modbus RTU/ASCI
over

v

l

] "
B = .-fp
i
Discrete [0

Private Slaves

Ethemet TCP/IP 2
Master(s) DeviceMaster UP
Shared Memory
- st Coil
egister BI
’ ocks
‘ e an o= o Blocks
1 1
2 2
3 3
55' NOTE: All Masters : :
can communicate to 5 5
each other via the 6 6
Shared Memory. - -
-+——» Physical connection a8 8
-4- — — = Accessible via Modbus Messages
—® Contained in
Modbus Router Shared Memory Functionality
26 - Modbus Router User Guide: 2000547 Rev. E Shared Memory Functionality



Overview

1.10. Remote Modbus Routing Capabilities

The Modbus Router firmware provides a wide variety of routing options. Combining those options for a
specific installation requires proper configuration of the DeviceMaster and a thorough understanding of the
Modbus master(s) and slave(s) communication capabilities and requirements.

1.10.1. Serial Modbus Master(s) to Modbus/TCP Slave(s)

This routing configuration provides serial Modbus master(s) connectivity to Modbus/TCP slave(s). This is
applicable when Modbus master(s) are limited to serial port connectivity and require connectivity to Modbus/
TCP slave(s) or remote Modbus serial slave(s).

IP = 182.168.0.10

Port = 502
Device ID = 1
Modbus/RTU DeviceMaster .
Master uUP Ethernet Network 1 VED
HMI = *”__/_,,——r ﬁ
s n Serial . Modbus/TCP :

Device ID H o = o . Modbus/TCP Remote
Addressing Only ) Modbus/TCP
Device ID =1 Serial IR == Slave(s)

Device ID = 2 B 4 '::Tr .
IP = 192.166.0.20 Eoiler
FLC -
Modbus/ASCI IP=192.168.0.11
Master Port = 502
Device ID =2

Serial Modbus Masters to Modbus/TCP Slaves

1.10.2. Modbus over Ethernet TCP/IP Master(s) to Modbus/TCP Slave(s)

The Modbus router application provides Modbus RTU/ASCII over Ethernet TCP/IP master(s) connectivity to
Modbus/TCP slave(s). This is especially useful when deploying Modbus masters, such as many SCADA, HMI
or OPC servers, that do not support Modbus/TCP.

DeviceMaster

upP
Modbus/RTU
IP =192.168.0.10
Mast K- =
as f.rl:s} . s P =192.168.0.20 Port = 502
- — — — — — = ﬂ Device ID=1
OPCServer | Mlee = THaas
. l . Generator

IP =192.168.0.21 Mn?u{RTw
ASCI over M;;r:;hra CP
Slave(s)

Modbus/ASCII > “Ethernet TCP/IP
Master:s:!‘/
Ethernet Network
SCADA & : . AIC
3 IP = 192.168.0.11

-il— —p= Ethernet TCP/IP Connection Port = 502
IP = 192.153.0.22 DE'\"iCE ID = 2

-sf}——p Physical Connection

Modbus over Ethernet TCP/IP Masters to Modbus/TCP Slaves
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1.10.3. Modbus/TCP Master(s) to Modbus/TCP Slave(s)

This involves providing Modbus/TCP master(s) connectivity to Modbus/TCP slave(s). This is especially useful

when:

e Modbus/TCP master(s), that can open only one or a very limited number of Modbus/TCP connections,
requires connectivity to multiple Modbus/TCP slaves.

e Multiple Modbus/TCP masters require connectivity to Modbus/TCP slave(s) that can accept only one or a
very limited number of Modbus/TCP connections.

¢  Modbus/TCP master(s), that can send messages only to the standard Modbus/TCP port of 502, require
connectivity to Modbus/TCP slave(s) that accept messages on non-standard port(s), such as 503, 504, 505,
or 506.

DeviceMaster
Modbus/TCP UP
Master(s)
Ao 1P =192,168.0.20 IP = 182.168.0.10

o i Port = 503
3 S ————— "‘-a-hH_H Device ID = 1
) a Relay
IP = 192.168.0.41 ‘_/—"‘
Remote

Port = 502
/ I'H'Ind bus/TCP ModE't‘.lsJ'.'.[CP Modbus/TCP

-._h Slave(s)
1
m Ethernet Network HVAC

IP = 192.168.0.11

-a}— —pp= Ethemet TCP/IP Connection Port = 504
Device ID=2

IP = 192.168.0.42
Port = 502

-f—— Physical Connection

Modbus/TCP Masters to Modbus/TCP Slaves (with Non-Standard Ports)
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Modbus/TCP Masters to Modbus/TCP Slaves (Single Connection Devices)
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1.10.4. Device ID Mapping to IP Address/Port/Slave Device IDs

Combining the Alias and Remote Modbus/TCP configurations can provide connectivity between Modbus
master(s) that address slave(s) based on device ID(s) to Modbus/TCP slave(s) which require specific IP
addresses, port numbers and/or alternate device ID(s). This is especially useful when:

¢ There are multiple Modbus/TCP slaves with the same device ID.

¢ A Modbus/TCP slave has multiple internal applications that are addressable through:
- Different IP addresses, same port, same device ID
- Different IP addresses, different ports, same device ID
- Same IP address, different ports, same device ID

The following example depicts a typical installation requiring Device ID mapping:

Remote
Modbus/TCP
Modbus .
RTU/ASCI Serial De""“ﬁ":as'e’ Slave(s)
Master(s) =
Sid b IP = 192.168.0.10
ria % Port = 502
PLC [ - > Ay = Device ID = 1
- « -
- ! ~
— / e IP = 192.168.0.11
Modbus/TCP - . Port = 502
Master(s) - ~ y = Device ID =1
il Et’ Modbub(TCP Moiibus/TCP
/ IP = 192.168.0.12
- 7 Ethernet Network Port = 502
s 192._16&']'42 Modbué RTU/ASCI over Device ID=1
Port = 502
Ethernet TCP/IP
i IP =192.168.0.12

Modbus RTU/ASCH / Hi g Port = 503
Master(s) Multi- Device ID =1
_ -#}— — Ethernet TCP/IP Connection Application
OPC Unit IP = 192.168.0.12
Server -gf——Pp Physical Connection Port = 504
] . Device ID =1
P 192 168.0.21 Modbus Master(s) Modbus/TCP Slaves
e Device ID Slave Device 1D IP Address Port
1 — 1 192.168.0.10 502
2 EE— 1 192.168.0.11 502
3 = 1 192.168.0.12 502
4 _ 1 192.168.0.12 503
5 —_—l 1 192.168.0.12 504

Modbus Master Device ID to Slave Modbus/TCP Device Mapping Example
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To implement this Device ID Mapping example, the following web page configuration entries are required on
the Modbus Alias Device ID Configuration page, which is accessed by clicking Modbus | Alias Configuration.

ComTROL  Home

TCPR/IP Configuration

Modbus/TCP Configuration

Serial [EEGLELIEE Network Diagnostics System Logout

Remote Modbus Configuration = Alias Configuration  Shared Memory

Add Alias Configuration

Rx Alias
Device Device
ID

Nk

m b WM

Modbus/TCP

Modbus Alias Device Id Configuration

Modbus
Serial
Master

Master

K K &
Kl & & A

Modbus
over TCP Delete
Master
O
O
O
O
Delete All O

-
© Copyright Comtrol Corp.

Where:
Parameter Type Description

Rx Device Configuration The original, or pre-alias, device ID received from
(1-255) Modbus master(s). Required.

Alias Device ID (Cl?gggl ration The corresponding slave device ID. Required.
Conficuration Enables the Alias conversion from Modbus/TCP

Modbus/TCP Master (ves /ngo) masters. Must be enabled if Modbus/TCP master(s)
Y are present.
Confieuration Enables the Alias conversion from serial Modbus

Modbus Serial Master (ves /n%)) masters. Must be enabled if serial Modbus master(s)
Y are present.
Conficuration Enables the Alias conversion from Modbus over

Modbus over TCP Master (ves /n%)) Ethernet TCP/IP masters. Must be enabled if Modbus

over Ethernet TCP/IP master(s) are present.
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Access the Remote Modbus/ TCP Device Configuration page, by clicking Modbus | Remote Modbus Configuation
and the following configuration entries are required.

ComrtroL Home

=GET Modbus

Network Diagnostics

System

TCPR/IP Configuration Modbus/TCP Configuration = Remote Modbus Configuration  Alias Configuration Shared Memory

Logout

Add Remote Configuration |

Device
ID

Remote
IP Address

Remote
Modbus/TCP
Port

Remote Modbus/TCP Device Configuration

Timeout
(ms)

[192.168.0.10

| 502

[ 1000

[192.168.0.11

[502

[ 1000

[192.168.0.12

[192.168.0.12

[503

[ 1000

|
|
3|
|
|

[192.168.0.12

| |
| |
| [502 |
| |
| |

[504]

|
|
[1000 |
|
|

I o

[ 1000

Dedicated
Connection

Send Disable Route on
Wl_'ites Broadcast Pre:AIias
First Messages Device ID
O O
O O O
O O 0
O O O
O O [
Delete All

|E

Delete

|

|
O
|
|
|

© Copyright Comtrol Corp.

Slave Device Slave Slave Slave Slave
1 Device 2 Device 3 Device 4 Device 5
Device ID (Can be pre-
alias as received from 1 2 3 4 5
master)
Message Devme ID 1(not aliased) 1 1 1 1
(can be aliased)
Remote IP Address 192.168.0.10 192.168.0.11 192.168.0.12 192.168.0.12 | 192.168.0.12
Remote IP Port 502 502 502 503 504
Timeout 1000 ms 1000 ms 1000 ms 1000 ms 1000 ms
configurable) (configurable) | (configurable) | (configurable) | (configurable)
Dedicated Connection No No No No No
(configurable) | (configurable) | (configurable) | (configurable) | (configurable)
. . No No No No No
Send Writes First (configurable) | (configurable) | (configurable) | (configurable) | (configurable)
Disable Broadcasts No No No No No
(configurable) | (configurable) | (configurable) | (configurable) | (configurable)
Route on Pre-Alias Yes (See note
Device ID below) No (N/A) No (N/A) No (N/A) No (N/A)

If the following conditions are all met then the routing configuration for the pre-alias device ID will be applied
to the message. This includes the Remote IP Address, Remote IP Port, Dedicated Connection, Send Writes
First and Disable Broadcasts options.

Device ID Mapping to IP Address/Port/Slave Device IDs
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2.
3.

The Route on Pre-Alias Device ID is enabled in the remote message device ID configuration in this example:
device ID 1.

The message device ID has been aliased, or changed from the original device ID.

There is a valid remote device configuration entry for the original, or pre-alias, device ID.

The routing decision making process is depicted in the following diagram:

Modbus

Message
Received
Fram Master

Valid Alias
Device ID
Configuration?

Apply Alias Device
Configuration to Message
Device ID

Valid
Remote Device

Valid Remote
Device

Configuration For Configuration
Message Device For Pre-Alias
[ad Device ID?
No No No
—-
Route based on Route based on
Route to Seral Remate Device Remate Device
Port(s) Configuration for Configuration faor
Message Device ID Pre-Alias Device |D

Modbus Routing Decision Make Process
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Section 2. Configuration Overview

This section provides an overview of how to configure the DeviceMaster and discusses the Home page.

2.1. Prerequisites

Before you can configure Modbus Router on the DeviceMaster, you must have previously performed the
following steps:

¢ Install the hardware
e Install PortVision DX
e Ifnecessary, upload the Modbus Router firmware using PortVision DX

Note: Models that have Modbus Router loaded on the DeviceMaster are identified in PortVision DX and
the DeviceMaster is labeled accordingly.

¢ Configure the DeviceMaster IP address using PortVision DX

Note: If necessary, refer to the DeviceMaster MOD or UP Hardware Installation and Configuration Guide for
the above procedures.

2.2. Configuration Overview

The following overview shows how to access the DeviceMaster Router Configuration embedded web pages.

If you have not configured the network information into the DeviceMaster during initial setup, you must
configure the network information before configuring serial/socket port characteristics. See the DeviceMaster
MOD or UP Hardware Installation and Configuration Guide or the PortVision DX help system for help
configuring the network settings.

1. From PortVision DX, highlight the DeviceMaster that you want to configure and select Webpage.
Note: Optionally, enter the IP address of the device in the Address box of your web browser.

2. Select the appropriate procedure for your environment.
Serial Modbus Master, Slave, or Master/Slaves
a. Click the Serial tab, which defaults to the Serial Port Overview page.
b. Click the port that you want to configure.
c. Change and save the serial port configuration properties as required for your installation.
Ethernet TCP/IP Modbus Master
a. Click the Modbus tab, which displays the Modbus over TCP Overview (not Modbus/TCP) page.
b. Click the socket that you want to configure.
c. Change and save the Ethernet TCP/IP configuration properties as required for the interface.
Modbus/TCP Device
a. Click the Modbus tab, which displays the Modbus over TCP Overview (not Modbus/TCP) page.
b. Click the Modbus/TCP Configuration sub-menu.
c. Change and save the Modbus/TCP configuration properties as required for the device.
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Configuration Overview

Remote Modbus/TCP Device
a. Click the Modbus tab, which displays the Modbus over TCP Overview (not Modbus/TCP) page.
b. Click the Remote Modbus/TCP Device Configuration sub-menu.
c. Update and save the remote Modbus/T'CP configuration properties as required for the device.
Alias Modbus Device ID
a. Click the Modbus tab, which displays the Modbus over TCP Ouverview (not Modbus/TCP) page.
b. Click the Alias Configuration sub-menu.
c. Click Add Alias Configuration.
d. Configure and save the Alias Modbus Device IDs as required.
Shared Memory
a. Click the Modbus tab, which displays the Modbus over TCP Overview (not Modbus/TCP) page.
b. Click the Shared Memory sub-menu.
c. Configure and save the Shared Memory blocks as required.

3. Remember to click Save to commit the changes and repeat for each interface that requires configuration.

Note: You may want to back up your DeviceMaster configuration using PortVision DX. Refer to the PortVision
DX help system for information or the appropriate installation document.
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2.3. Modbus Router Home

Access the DeviceMaster Modbus Router Home page from PortVision DX or enter the IP address of the
DeviceMaster in the Address box of your web browser.

e é http://10.0.0.56/home.asp v & | Search.. 0~
é DM Modbus Router ]

ComrtroL LN Serial Modbus MNetwork Diagnostics System Logout

DeviceMaster Info

Firmware: Modbus Router 7.01
Device Name:
Serial Number: 9447-031380
MAC Address: 00:c0:4e:48:05:69
System Uptime: 00:42:27

IP Config: Static
Address: 10.0.0.56

Netmask: 255.255.0.0
Gateway: 0.0.0.0

© Copyright Comtrol Corp.

The Home page displays the software version and current network configuration for the DeviceMaster.

Modbus Router Home Page

Firmware Modbus Router firmware version currently running on the DeviceMaster.

Device Name You can enter a Device Name in the Network | Configuration page, which will

display in this field.
Serial Number The DeviceMaster serial number.
This is the MAC address of this DeviceMaster, which is located on the
MAC Address . .
compliance label on the DeviceMaster.
System Uptime Displays how long this DeviceMaster has been on-line since powered on or
rebooted.
IP Config Type of IP configuration currently in use (static or DHCP).
IP Address, IP

Netmask, IP Gateway IP address, netmask, and gateway configured in the DeviceMaster.
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Section 3. Serial Menus

This section discusses the Serial Port Querview Page and 3.2. Serial Port Configuration Page on Page 38,
which are located under the Serial menu.

3.1. Serial Port Overview Page

The Serial Port Overview page displays information about the configured serial settings for each port.

ComtroL Home RSCGEIM Modbus Network Diagnostics System

Overview Port1l Port2 Port3 Port4

Logout

Serial Port Overview

This is the current configuration of the serial port(s). Select a serial port from the menu above to change the configuration.

Serial Port Settings Port 1 Port 2 Port 3 Port 4
Port Name:
Port Mode: RS-232 R5-232 R5-232 R5-232
Baud Rate: 38400 38400 38400 38400
Parity: none none none none
Data Bits: 8 a8 8 8
Stop Bits: 1 1 1 1
Flow Control: none none none none
DTR Mode: off off off off
Rx Timeout Between Packets (ms): 200 200 200 200
Discard Messages With Errors: yes yes yes yes

Serial Port Protocol:
Modbus To-Slaves Settings

Modbus/RTU-to-Slaves

Modbus/RTU-to-Slaves

Modbus/RTU-to-Slaves

Modbus/RTU-to-Master

Response Timeout (ms): 1000 1000 1000 N/A
Inactivity Wait Time Before Tx (ms): 0 0 0 N/A
Lost Device Search Enable: no no no N/A
Send Write Messages First: no no no N/A
Disable Writes (Read Only): no no no MN/A
Device ID Offset Mode: Off Off Off N/A
Device ID Offset: 0 0 0 N/A
Valid Rcvd Msg Device ID Range: 1-255 1-255 1-255 MN/A
Valid On Port Device ID Range: 1-255 1-255 1-255 N/A
Modbus To-Master Interface Settings
Discard Modbus Error Responses: M/A N/A MN/A no
Modbus Master/Slaves Settings (Master with Private Slaves)
Forward Broadcasts From Master: N/A N/A N/A N/A
Private Slave Device ID Range: N/A N/A N/fA N/A

© Copyright Comtrol Corp.

Valid Revd Msg Device ID Range (1-255) — (1-255): Displays the valid received message device ID range.
Messages with other valid device IDs will not be transmitted out this port. (Informational only.)

Valid On Port Device ID Range (1-255) — (1-255): Displays the valid device ID range for slave devices connected
to the serial port. Slave devices with other device IDs will not be accessible on this port. (Informational only.)

For additional diagnostic information, see Section 6. Diagnostics Menu on Page 59
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3.2. Serial Port Configuration Page

To access the Serial Port Configuration page, click Serial | Port x.

ComrtroL Home RESEGEIN Modbus MNetwork Diagnostics System Logout

Overview | Port 1 Port2 Port3 Port4 Port3 Port6 Port7 Port8 Port® Port10 Port11l Port12 Port13 Port14 Port15 Port 16

Port 1 Serial Configuration

Serial Configuration Modbus Settings

Port Name: l:l Serial Port Protocol: |MDdbusfF{TU-to—SIaves v
Port Mode: RS-232 v Modbus To-Slaves Settings

Baud Rate: Response Timeout (ms):

Parity: Lost Device Search Enable: O

Data Bits: Inactivity Wait Time Before Tx (ms): D

Stop Bits: Send Write Messages First: O

Flow Control: Disable Writes (Read Only): O

RS-485 Terminating Resistor: Device ID Offset Mode: |Off v
DTR Mode: Device ID Offset: D

Rx Timeout Between Packets (ms): Modbus To-Master Settings

Discard Rx Pkts With Errors: ] Discard Modbus Errors: U

Modbus Master/Slaves Settings
Forward Broadcasts From Master: [

Private Slave Device ID Range: min: max:

S
] clone settings to all serial ports

© Copyright Comtrol Corp.
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The following tables provide information about serial configuration settings.

Serial Configuration Page

Serial Configuration

Port Name (Default =
blank)

User-definable string used to describe the serial interface. Valid characters include
a-z, A-Z, 0-9, underscores, spaces and dashes. All other characters are discarded.
The Port Name supports up to an 80 character ASCII string.

Port Mode (Default =
RS-232)

All panel or rack mount models:
e RS-232 (default)

e RS-485
e RS-422
All DIN rail models:
e RS-232 (default)
e RS-422

e RS-485 2-wire
e RS-485 4-wire_Master
e RS-485 4-wire_Slave

Baud Rate (Default =
38400)

300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, and 230400

None
Parity

Even
(Default = None)

Odd
Data Bits (Default = 5.6,7.8
8)
Stop Bits (Default = Lor?
1

RTS/CTS
Flow Control (Default XON/XOFF
= None)

Half Duplex

Terminating Resistor
(Only displays on
applicable models)

To ensure the best signal integrity on a long distance high-speed RS-422 or RS-485
network, sometimes it is required to place a 120Q termination resistor between
each of the transmit differential pair or receive differential pair. Signal reflection
is reduced and a reliable communication is ensured by placing the 120Q
termination resistor. Using the software, you can place 120Q termination resistors
between the signals shown below:

e RS-422 Mode
- Between TxD+ and TxD- (Pin 5 and 7)
- Between RxD+ and RxD- (Pin 4 and 2)
e RS-485 - Between TxD/RxD+ and TxD/RxD- (Pin 5 and 7)

Serial Port Configuration Page
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Serial Configuration Page (Continued)

DTR Mode (Default =
Off)

0=0ff
1=On

Rx Timeout Between

Receive time-out (0-65535) between packets in msec. This is the maximum spacing

Packets (ms) (Default | between received bytes allowed before the received Modbus serial message is
= 200) expected to be complete.

On or Off: If selected, the DeviceMaster drops all packets received with parity,
Discard Rx Packets framing, or overrun errors.

With Errors (Default
= On)

Note: Modbus/RTU messages with invalid CRCs and Modbus/ASCII messages
without correct start and end of transmission characters are always
discarded independent of this setting.

Modbus Settings

Serial Port Protocol
(Default = Modbus/
RTU-to-Slaves)

The Modbus Protocol, setting for this serial port:

e Modbus/RTU-to-Slaves — Configures the serial port to communicate to Modbus/
RTU slaves.

¢ Modbus/ASCII-to-Slaves — Configures the serial port to communicate to
Modbus/ASCII slaves.

¢ Modbus/RTU-to-Master — Configures the serial port to communicate to a
Modbus/RTU master.

e Modbus/ASCII-to-Master — Configures the serial port to communicate to a
Modbus/ASCII master.

¢ Modbus/RTU-to-Master/Slaves — Configures the serial port to communicate to a
serial bus with a Modbus/RTU master and Modbus/RTU slave(s).

e Modbus/ASCII-to-Master/Slaves — Configures the serial port to communicate to
a serial bus with a Modbus/ASCII master and Modbus/ASCII slaves.

Modbus To-Slaves Settings

Response Timeout
(Default = 1000 msec)

The maximum allowable time (0 to 65535 msec.) for a slave device to respond to a
message before the message is considered timed out.

Lost Device Search
Enable

Not supported: 1-port
(Default = Off)

If selected, lost devices that were on this port are searched for on other Modbus/
RTU and Modbus/ASCII slave ports that also have this option set.

Inactivity Wait Time
Before Tx (ms)
(Default = 0 ms)

The minimum time (0 to 65535 msec.) that the DeviceMaster waits after receiving
a response or transmitting a Modbus request before transmitting the next request.

Send Write Messages
First (Default = Off)

If selected, it transmits any write messages before transmitting any read
messages that may have already been queued for transmission.

Disable Writes (Read
Only) (Default = Off)

If selected, it disables transmission of all standard Modbus write messages.
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Serial Configuration Page (Continued)

Device ID Offset
Mode (Default = Off)

e Off disables Device ID Offset functionality.
* Add-to-Msg-ID adds the Device Offset to the message device ID.

¢  Subtract-from-Msg-ID subtracts the Device ID Offset from the message device
ID.

Device ID Offset

e (0 =disables Device ID Offset functionality.

e 1-254 = dependent on the Device ID Offset Mode, is added to or subtracted from
the message device ID before the Modbus message is transmitted out the
serial port.

Modbus To-Master Settings

Discard Modbus
Errors (Default = Off)

If selected, all broadcast messages from the serial master will be forwarded to the
Modbus network through the DeviceMaster.

Modbus Master/Slave Settings

Forward Broadcasts
from Master (Default
= Off)

If selected, all broadcast messages from the serial master will be forwarded to the
Modbus network through the DeviceMaster.

Private Slave Device
ID Range (Default:
Min =1, Max =1)

This range (1-255) defines the expected slave device ID range on the serial bus.
Modbus request messages received on this port within this device ID range will
not be forwarded to the Modbus network.

Note: The DeviceMaster has a built-in auto-detect algorithm for detecting private
slave device(s) with ID(s) not defined within the private device ID range.

For a more complete discussion, refer to 1.8. Modus Master/Slaves Serial Port
Mode (Private Serial Bus) on Page 22.

Note: The minimum value must be less than or equal to the maximum value.

Serial Port Configuration Page
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Section 4. Modbus Menus

This section discusses the Modbus configuration pages:
e 4.]1. TCP/IP Configuration Pages on Page 43

e 4.2. Modbus/TCP Configuration Page on Page 46
e 4.3. Remote Modbus/TCP Device Configuration Page on Page 47
e 4.4, Modbus Alias Device ID Configuration Page on Page 49

e 4.5. Shared Memory Configuration Page on Page 50

4.1. TCP/IP Configuration Pages

This subsection discusses the Modbus over TCP Querview (not Modbus/TCP) Page and Modbus over TCP (not
Modbus/TCP) Socket Configuration Page for the Ethernet TCP/IP interface.

Each Ethernet TCP/IP interface provides connectivity to either Modbus/RTU or Modbus/ASCII masters. All
request messages received from the Ethernet TCP/IP interface are forwarded to the routing process which, in
turn, forwards the messages to either local or remote Modbus slave devices.

Note: The Ethernet TCP/IP interfaces are not directly tied to a serial port. All messages received over the
Ethernet TCP/IP interface receive the same local and remote routing capabilities as messages received
over the Modbus/TCP or serial Master interfaces.

4.1.1. Modbus over TCP Overview (not Modbus/TCP) Page

Access the Modbus over TCP QOuverview (not Modbus/TCP) page by clicking Modbus | TCP/IP Configuration and
the following page appears. This page provides an overview of the settings for each socket.

ComTROL Home Serial QELLLITEE Metwork Diagnostics System Logout

TCP/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration Alias Configuration Shared Memory

Overview Socket1l Socket2? Socket3 Socket4

Modbus over TCP Overview (not Modbus/TCP)

This is the current configuration of the Modbus over TCP/IP socket(s). Select a socket port from the menu above to change the configuration.

Modbus over TCP/IP Settings Socket 1 Socket 2 Socket 3 Socket 4
Protocol: Modbus/RTU-to-Master Modbus/RTU-to-Master Modbus/RTU-to-Master Modbus/RTU-to-Master
Enabled: yes no no no
Listen: yes no no no
Listen Port: 8000 8001 8002 8003
Connect To Mode: Never Never Never MNever
Connect Port 0 0 o o]
Disconnect Mode: Never Mever Mever Never
Idle timeout (ms): 0 0 0 ]
Rx Timeout Between Packets (ms): 100 100 100 100

Discard Modk Error R no no no no

{ o

© Copyright Comtrol Corp.
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4.1.2. Modbus over TCP (not Modbus/TCP) Socket Configuration Page

Access the Modbus over TCP (not Modbus/TCP Socket Configuration page by clicking Modbus | TCP/IP
Configuration | Socket x. The following table provides information about each configuration setting.

ComrtroL Home Serial QELLITEE MNetwork Diagnostics System Logout

TCE/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration  Alias Configuration Shared Memory

Overview Socket1 Socket2 Socket3 Socket4

Modbus over TCP (not Modbus/TCP) Socket 1 Configuration

TCP Configuration TCP/IP Port note
Connect To Mode: |Modbus,l'RTU—tD-Master V| TCP/IP ports 0, 22, 23, 80,
i oz 443, 502, 4606 and 4607 are not allowed.
Listen: [

Listen Port:

Connect To Mode:

Connect Port: EI

Connect IP Address:

Disconnect Mode:

Idle Timeout {ms): III

Rx Timeout Between Packets (ms):

Discard Modbus Error Responses: []

Save

© Copyright Comtrol Corp.

Modbus over TCP (not Modbus/TCP) Socket Configuration Page

TCP Configuration

¢  Modbus/RTU-to-Master — Configures the TCP/IP connection(s) to
communicate to Modbus/RTU master(s).

¢  Modbus/ASCII-to-Master — Configures the TCP/IP connection(s) to
communicate to Modbus/ASCII master(s).

Connect To Mode

Enable (Default = Off) | If selected, this TCP/IP socket interface will be enabled.

Listen (Default = Off) If se!ected,'the TCP/IP socket interface will listen for a connection at the
specified Listen Port.
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Modbus over TCP (not Modbus/TCP) Socket Configuration Page (Continued)

The Listen Port values are 1-65535.

Listen Port If Enable and Listen are both selected, allows acceptance of:

(Defaults: . . — . . .
Port 1=8000 e Up to six connections from external applications if there is no active
Port 2=8001 Connect-to connection.

Port 3=8002 ¢ Up to five connections if there is an active Connect-to connection.

Port 4=8003) Note: The defined Modbus/TCP socket port of 502 will not be accepted as

valid configuration data.

e If Enable is selected, this setting determines how to connect to an

application.

Connect to Mode .
(Default = Never) e IfNever: Do not attempt to make a connection.
e If Connect-Always: Always attempt to maintain a connection to the

application at Connect IP Address and Connect Port.

Connect Port (Default | Socket port to connect to (1 to 65535). Used in conjunction with Connect to

=0) Mode and Connect IP Address.

IP Address of application to create a connection. Used in conjunction with
Connect IP Address Connect to Mode and Connect Port.
(Default = 0) Note: The IP Address of this DeviceMaster will not be accepted as valid

configuration data.

Mode on which to disconnect from the application.
Disconnect Mode

(Default = Never) e Never — Will not disconnect when connection(s) are idle.

e Jdle — Utilizes the Idle Timer to determine when to close the connection.

Idle Timer (Default = If the Disconnect Mode is set to Idle, the idle or inactivity time (1 to 65535 ms)
0) when the connection(s) will be closed.

Receive timeout (0-65565) between packets in msec. This is the maximum
spacing between received bytes allowed before the received Modbus message is
expected to be complete.

Rx Timeout Between
Packets (Default = 100)
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4.2. Modbus/TCP Configuration Page

Access the Modbus/ TCP Interface Configuration page by clicking Modbus | Modbus/TCP Configuration. The
following table provides information about each configuration setting.

ComrtroL Home Serial QUGLLITEE Network Diagnostics System Logout

TCR/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration  Alias Configuration Shared Memory

Modbus/TCP Configuration

Modbus/TCP Slave (From Master) Configuration TCP/IP Port note

Enabled TCP/IP Port TCR/IP ports 0, 22, 23, 80,

(53]
iy
[==}

Modbus/TCP Port 8
Options:

Modbus/TCP Port 1: yes 502 443, 4606 and 4607 are not allowed.
Modbus/TCP Port 2 O
Modbus/TCP Port 3 O 505
Modbus/TCP Port 4 |
Modbus/TCP Port 5 O
Modbus/TCP Port 6 [l 508
Modbus/TCP Port 7 O
O
O

Discard Modbus Error Responses:

ISﬁve

© Copyright Comtrol Corp.

Modbus/TCP Configuration Page

Modbus TCP/IP Port 1

Enabled Always enabled. Cannot be disabled.

TCP/IP Port The standard Modbus TCP/IP port of 502. This port is always enabled.
Modbus TCP/IP Ports 2 to 16

Enabled If selected, the DeviceMaster will listen for Modbus/TCP requests on the
(Default: No) configured TCP/IP port.
TCP/IP Port

The specified TCP/IP port(1-65535) that the DeviceMaster will listen for Modbus/
Default Port 2 =503 | TCP requests on.

Default Port 3 = 505 . .
Default Port 4 = 506 Default ports are the first seven unassigned ports, as determined by the Internet

Default Port 5 < 507 Assigned Numbers Authority after the standard Modbus/TCP port of 502.

Default Port 6 = 508 | Note: TCP/IP ports 0, 22, 23, 80, 443, 4606 and 4607 are not qllowed. Enabling
Default Port 7 = 509 TCP/IP ports other than the defaults may cause disruptions on your
Default Port 8 = 510 network. Please verify any configuration changes with your IT department.
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4.3. Remote Modbus/TCP Device Configuration Page

All Modbus devices not configured remotely are assumed to be local, or connected to this gateway. The location
of all local Modbus devices is determined automatically. Access the Remote Modbus/TCP Device
Configuration page by clicking Modbus | Remote Modbus Configuration. Click the Add Remote Configuration
button to add additional remote devices.

| ComrtroL Home Serial QUGLLLITEE Network Diagnostics System Logout

TCR/IP Configuration Modbus/TCP Configuration = Remote Modbus Configuration  Alias Configuration Shared Memory

Remote Modbus/TCP Device Configuration

[ |Add Remote Configuration |]

Device Remote Hemote Timeout Dedicated Send Disable Houte on
D IP Address Modbus/TCP (ms) Connection Writes Broadcast Pre-Alias Delete
Port First Messages Device ID
1 192.168.41.184 | [502 | [1000 | O O O O O
Delete All |

| Save
© Copyright Comtrol Corp.

The following table provides details about configuration options.

Remote Modbus/TCP Device Configuration Page

The Device ID (also often called the unit ID) of the remote device must be

Device ID # unique. The Device ID range is 1-255. 0 means that it is not configured.

IP address of the Modbus/T'CP device. All Os means that it is not configured.

Remote TP Address Note: The IP address of the DeviceMaster will not be accepted as valid
configuration data.

Remote Modbus/TCP

Port (Default = 502) The TCP/IP port (1-65535) to connect to on the remote device.

Timeout (ms) . . .
The maximum allowable time (0 to 65535 msec) for a slave device to respond to

(Default = 1000 a message before the message is considered timed out.
msec)
. If selected, a dedicated Modbus/TCP connection will be used to connect to this
Dedicated ;
’ remote device.

Connection (Default

= Off) Note: This is most commonly used when connecting to another gateway,
multiple devices are being accessed, and maximum bandwidth is desired.

If selected, will forward write messages before forwarding any pending read
Send Writes First messages.
(Default = Off) Note: Thisis most commonly used when multiple messages may be outstanding

for the remote device(s) and low latency for write messages is desired.
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Remote Modbus/TCP Device Configuration Page (Continued)

Disable Broadeast If selected, will disable broadcasts to this remote device.

Messages (Default = | Note: If multiple remote devices are accessed through another gateway, then
Off) this option must be selected for all remote devices configured to that
gateway to prevent broadcast messages from being sent to those devices.

This setting only applies to a Modbus message if the following two statements
are true:

¢ The Modbus message device ID has been aliased, or changed, as a result of
a corresponding Alias Device ID configuration via the Modbus Alias Id

Route on Pre-Alias Configuration page.

Device ID (Default = . . . .
Off) ¢ A Remote Modbus/TCP Device configuration exists for the pre-aliased, or

original, device ID.

If selected and all requirements are true, then the Remote Device ID
configuration for the pre-aliased device ID will be applied to the Modbus
message. This includes the IP address/port, timeout and control flags.

Delete If enabled, that Device ID or IDs are deleted when you click the Save button.
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4.4. Modbus Alias Device ID Configuration Page

You can configure up to four alias device IDs at one time.
Access the Modbus Alias Device ID Configuration page by clicking Modbus | Alias Configuration.

ComrtroL Home Serial QELLITEE MNetwork Diagnostics System Logout

TCPR/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration = Alias Configuration  Shared Memory

Modbus Alias Device Id Configuration

[ Add Alias Configuration ]

Rx Alias Modbus Modbus
Device Device Mo:hu::/TCP Serial over TCP Delete
1D D aster Master Master
209 ] O O O
Delete All |

© Copyright Comtrol Corp.

The following configuration options apply:

Modbus Alias Device ID Configuration Page

The device ID (also often called the unit ID) of the received message

Rx Device ID from a master. Device IDs range from 1 to 255.

The alias device ID to convert the received device ID to. Alias Device

Alias Device ID IDs range from 1 to 255.

Modbus/TCP Master Enable If selected, this applies the alias device ID configuration to messages

(Default = Off) received from Modbus/TCP masters.

Modbus RTU/ASCII Serial If selected, this applies the alias device ID configuration to messages
Master Enable (Default = Off) | received from serial Modbus masters.

Modbus RTU/ASCII over

If selected, this applies the alias device ID configuration to messages

Ethernet Master Enable received from Modbus RTU/ASCII over Ethernet TCP/IP masters.

(Default = Off)
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4.5. Shared Memory Configuration Page

Access the Shared Memory Configuration page by clicking Modbus | Shared Memory.

ComtroL Home Serial QEGLLIEN Metwork Diagnostics System Logout

TCP/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration Alias Configuration = Shared Memory

Shared Memory Configuration

Enable Shared Memory [
Shared Memory Device ID 252
Holding Register Start Address (Base 1) @
Coil Block Start Address (Base 1) 1

Shared Holding Registers

Accept
Block Address Range at:sda‘;aesst Write Master(s) Sliﬁ.:(li::-)er;s/ Description
1 400001-400200 O [ v | | | [200 read write holdingr| | Display
2 400201-400400 O [ v] | ' [200 read write holdingr| | Display
3 400401-400600 O (A v | | [200 read write holdingr| | Display
4 400601-400800 O [ v | ' [200 read write holding r| | | Display
5 400801-401000 O [ v | | | [200 read write holdingr| | Display
6 401001-401200 O [ v | | ' [200 read write holdingr| | Display
7 401201-401400 O [ v | | | [200 read write holdingr| | Display
8 401401-401600 O [ v | ' [200 read write holdingr| | Display
Shared Coils
Accept A
Block Coil Range &r::sda“;a:; Write Master(s) S;;”:L:?;;S/ Description
1 1-160 O [an v | | | [160read wite coils | | Display
2 161-320 O [an v | | | [160read write coils | | Display
3 321-480 O [an v | | ' [160read wite coils | | Display
4 481-640 O [an NN | ' [1B0read write coils | | Display
5 641-800 O (4 v |  [160read write coils | | Display
6 801-960 O [an v | | | [160read wite coils | | Display
7 961-1120 O [an v | | ' [160read wiite coils | | Display
8 1121-1280 O [an v | | | [160read wiite coils | | Display

Save
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The following table displays the supported Holding Register Block function codes.

Holding Register Block Function Codes
3 Read Holding Registers
6 Write Single Register
16 Write Multiple Registers
22 Write Mask Register
23 Read Write Registers
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This shows the supported Coil Block function codes.

Coil Block Function Codes

1 Read Coils
5 Write Single Coil
15 Write Multiple Coils

The following table provides details about the configuration options. Click the Display button to view detailed
information about a specific block or coil.

Shared Memory Configuration Page

Enable Shared

Memory (Default = If selected, enables the Shared Memory functionality.

Off)

Shared Memory The Device ID (also often called the unit ID) of the Shared Memory
Device ID (Default = must be unique within the public Modbus network. The Device ID
252) range is 1 to 255.

Holding Register

Specifies the starting address of the Shared Memory Holding Register

Start Address (Base | ) 1y o oo is 400001 to 463935,

1) (Default = 400001)

Coil Block Start
Address (Base 1)
(Default =1)

Specifies the starting address of the Shared Memory Coil blocks. The
range is 1 to 64255.

Shared Holding Registers

Block Specifies the block number.

Address Range Specifies the block address range.

Accept Broadcast

Messages (Default = If selected, the Shared Memory block(s) will accept broadcast messages

addressed to their memory block(s).

No)
Indicates which master(s) have write access to the Shared Memory
block.
e All - All masters have write access to the block
e Port specific serial master:
- Port-1
Write Master(s) - Port-2 (2-port and 4-port models only)

(Default = All) - Port-3 (4-port models only)

- Port-4 (4-port models only)
¢ Ethernet based masters:

- Modbus/TCP - Modbus/TCP master(s) at a specified IP address

- Ethernet TCP/IP — Ethernet TCP/IP master(s) at a specified IP
address
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Shared Memory Configuration Page (Continued)

IP address of the Modbus/TCP or Ethernet TCP/IP master. Zeros

Serial Port / IP indicate that there is no configuration.
Address o )
Note: Does not apply to All or port-specific serial masters.
Desecrintion User-defined description of the Shared Memory block. ASCII string
P with a maximum of 80 characters in length.
Shared Coils
Block Specifies the block number.
Coil Range Specifies the coil range.

Accept Broadcast

Messages (Default = If selected, the Shared Memory block(s) will accept broadcast messages

addressed to their memory block(s).

No)
Indicates which master(s) have write access to the Shared Memory
block.
e All — All masters have write access to the block
e Port specific serial master:
- Port-1
Write Master(s) - Port-2 (2-port and 4-port models only)

(Default = All) - Port-3 (4-port models only)

- Port-4 (4-port models only)
e EKEthernet based masters:

- Modbus/TCP - Modbus/TCP master(s) at a specified IP address

- Ethernet TCP/IP — Ethernet TCP/IP master(s) at a specified IP
address

IP address of the Modbus/TCP or Ethernet TCP/IP master. Zeros

Serial Port / TP indicate that there is no configuration.
Address . .
Note: Does not apply to All or port-specific serial masters.
.. User-defined description of the Shared Memory block. ASCII string
Description

with a maximum of 80 characters in length.
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Section 5. Network Menu

This section discusses the pages under the Network menu, which includes:
e 5.1. Network Configuration Page on Page 53

e 5.2, Password Page on Page 55

e 5.3. Security Page on Page 56
e 5.4. Keys/Certs Page on Page 57

5.1. Network Configuration Page

You can use the Network Configuration page to change the DeviceMaster network configuration after using
PortVision DX for initial network configuration.

Click the Network tab to access this page.

ComtroL Home Serial Modbus EWLL@ Diagnostics System Logout

Configuration Password Security Keys/Certs

Network Configuration

General IP Configuration (IPv4)

Device Name: I:l O Use DHCP

TCP Keepalive: s ® Use static configuration below:

Boot Timeout: s 1P Address:
Subnet Mask:
Default Gateway: |:|

NOTE: Changing these options will cause the gateway to reboot.

Save

@ Copyright Comtrol Corp.
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The following table provides information about the Network Configuration fields.

Network Configuration Page

General

You can enter a 16-character Host Name to identify this DeviceMaster on the Home
page.

Host Name

The TCP protocol has a keepalive feature where the two network stacks periodically
ping each other to make sure the connection is still up.

Upon loss of a TCP/IP connection, the network stack starts a timer. If the TCP/IP
connection is still lost after the number of seconds set by the TCP Keepalive value,
TCP Keepalive | then the DeviceMaster closes the connection and frees all the ports associated with the

Default = 60 connection.

If the DeviceMaster was the originator of the first connection, it will then try to re-
connect the TCP/IP connection. This allows the DeviceMaster to be connected and
ready to send/receive data even after a network disturbance.

For most networks the default value should not need to be changed.

Allows you to change the bootloader time-out value before the default application,
Modbus Router loads.
Boot Timeout

Default = 15 You may need to increase this time-out value to 45 for compatibility with spanning tree
devices (normally switches). If you change the time-out value to 0, this prevents
Modbus Router from loading.

IP Configuration (IPv4)

Configures the DeviceMaster to use DHCPv4 mode.
If you select Use DHCP, the IPv4 Address field below is disabled and set to 0.0.0.0.

Use DHCP See your System Administrator to acquire a unique reserved IPv4 address if you are
using DHCP. They will need the MAC address of the unit to provide you with an IPv4
address.

Configures the DeviceMaster with the static IPv4 address information that you
provide in the IPv4 Address, IPv4 Netmask, and IPv4 Gateway fields below.

Use static The DeviceMaster is shipped from the factory with the following default IPv4 network

configuration settings:

below e [Pv4 address = 192.168.250.250

e [Pv4 Netmask = 255.255.0.0
e [Pv4 Gateway address = 192.168.250.1
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5.2. Password Page

You can easily set up a password to secure the DeviceMaster.
There is no password set from the factory.

ComtroL Home Serial Modbus EEWLL@ Diagnostics System Logout

Configuration | Password Security Keys/Certs

Password Configuration

Confirm New Password: |:|

Save

@ Copyright Comtrol Corp.

Use the following information to configure a password for this DeviceMaster.

If necessary, click Network | Password.

If changing an existing password, enter that password in the Old Password field.
Enter a new password.

Enter the password in the Confirm New Password field.

Click the Save button.

ouk W

To log into the DeviceMaster, you must enter the following:

e admin for the username

¢ The configured password for the password
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5.3. Security Page

The following table discusses Security Settings options.

ComtroL Home Serial Modbus QUlEailded Diagnostics System Logout

Configuration Password = Security  Keys/Certs

Security Settings

Enable Secure Config Mode: O
Enable Telnet/ssh: M
Enable SNMP: il

Minimum Allowed SSL/TLS Version: |SSLv3.0 v

Save

® Copyright Comtrol Corp.

Security Settings Page

Enable Secure

If Secure Config mode is enabled, unencrypted access to administrative and
diagnostic functions is disabled. Secure Config mode changes DeviceMaster
behavior as follows:

e Telnet access to administrative and diagnostic functions is disabled. SSH
access is still allowed.

¢ Unencrypted access to the web server via port 80 (http:// URLs) is disabled.
Encrypted access to the web server via port 443 (https:// URLSs) is still allowed.

Config Mode
¢ Administrative commands that change configuration or operating state which
are received using the Comtrol proprietary TCP driver protocol on TCP port
4606 are ignored.
¢ Administrative commands that change configuration or operating state that
are received using the Comtrol MAC mode proprietary Ethernet protocol
number 0x11FE are ignored.
Enable Telnet/ssh This option enables or disables the telnet security feature after you click Save and
the DeviceMaster has been rebooted. This option is enabled by default.
Enable SNMP This option enables or disables the SNMP security feature after you click Save and

the DeviceMaster has been rebooted. This option is enabled by default.

Minimum Allowed
SSL/TLS Version

You can select the appropriate version for your environment.

e SSLv3.0
e TLSv1.0 (default)
e TLSvl.1
e TLSv1.2

Use the following steps to change security settings in the DeviceMaster.
1. Click the Network | Security.

2. Click the appropriate check boxes in the Security Settings page to enable or disable security accordingly.
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3. After making changes, you must click Save.

4. You may need to configure security keys or certificates depending on your choices using the next

subsection.

5.4. Keys/Certs Page

For secure operation, the DeviceMaster uses a set of three keys and certificates. These keys and certificates

are user configurable.

ComtRoL Home Serial Modbus QUELIEE Diagnostics System Logout

Configuration Password Security  Keys/Certs

Key and Certificate Management

RSA Key pair used by SSL and SSH servers: Factory
RSA Server Certificate used by SSL servers: Factory |Browse
DH Key pair used by SSL servers: Factory | Browse | | Delete

Note
Key and certificate changes will take effect after a reboot.

Files must be in DER. format.

The RSA key and RSA certificate are used together by clients to authenticate
the identity of the server. If you update one without updating the other, clients
will be unable to authenticate the server and you will receive warnings from
the web browser and other SSL clients.

© Copyright Comtrol Corp.

Note: All DeviceMaster units are shipped from the factory with identical configurations. They all have the
identical self-signed, Comtrol Server RSA Certificates, Server RSA Keys, and Server DH Keys.

For maximum data and access security, you should configure all DeviceMaster units with custom

certificates and keys.

Key and Certificate Management Page

RSA Key pair used by
SSL and SSH servers

This is a private/public key pair that is used for two purposes:

e It is used by some cipher suites to encrypt the SSL/TLS handshaking
messages. Possession of the private portion of this key pair allows an
eavesdropper to both decrypt traffic on SSL/TLS connections that use RSA
encryption during handshaking.

e Itis used to sign the Server RSA Certificate in order to verify that the
DeviceMaster MOD or DeviceMaster UP is authorized to use the server
RSA identity certificate.

Note: Possession of the private portion of this key pair allows somebody to pose
as the DeviceMaster.

If the Server RSA Key is to be replaced, a corresponding RSA identity
certificate must also be generated and uploaded or clients are not able to
verify the identity certificate.

Keys/Certs Page
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Key and Certificate Management Page (Continued)

This is the RSA identity certificate that the DeviceMaster uses during SSL/
TLS handshaking to identify itself. It is used most frequently by SSL server
code in the DeviceMaster when clients open connections to the DeviceMaster's
secure web server or other secure TCP ports.

RSA Server Certificate | If a DeviceMaster serial port configuration is set up to open (as a client) a TCP
used by SSL servers connection to another server device, the DeviceMaster also uses this
certificate to identify itself as an SSL client if requested by the server.

In order to function properly, this certificate must be signed using the Server
RSA Key. This means that the server RSA certificate and server RSA key
must be replaced as a pair.

This is a private/public key pair that is used by some cipher suites to encrypt
the SSL/TLS handshaking messages.

DH Key pair used by

SSL servers Note: Possession of the private portion of the key pair allows an eavesdropper
to decrypt traffic on SSL/TLS connections that use DH encryption
during handshaking.

Use the following steps to update security keys and certificates in the DeviceMaster.

1. Click the Network | Keys/Cert.

2. Click Browse to locate the key or certificate file, highlight the file, and click Open.

3. Click Upload when you return to the Key and Certificate Management page.
The key or certificate notation changes from factory or none to User when the DeviceMaster is secure.
Note: You do not need to click Save, but changes will not take effect until the DeviceMaster is rebooted.
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Section 6. Diagnostics Menu

The following pages are located under the Diagnostics menu:

e 6.1 Serial Commaunication Statistics Page on Page 59
e  6.2. Modbus RTU/ASCII over Ethernet TCP Statistics Page on Page 61
e 6.3. Serial Interface Logs Page on Page 62

e  6.4. Known Modbus Slave Device List Page on Page 63
e  6.5. Modbus/TCP and Serial Modbus Master Statistics Page on Page 66

e 6.6. Modbus/TCP Connections Page on Page 70

e 6.7. Modbus Alias Device ID Statistics Page on Page 71
e 6.8. Shared Memory Contents Page on Page 72

e 6.10. System Log Page on Page 76

6.1. Serial Communication Statistics Page

Click Diagnostics | Communication | Serial Statistics to access the Serial Communication Statistics page.

|
ComtroL Home Serial Modbus Network JMELRGLE-E System Logout ‘

Communication Modbus Diagnostics System Log

Serial Statistics TCP Statistics  Serial Logs

Serial Communication Statistics
Serial Interface Statistics Port 1 Port 2 Port 3 Port 4
TX Byte Count (To Device): 976 1020776 1048 [
TX Message/Response Count: 122 127597 131 i}
RX Byte Count (From Device): 2761 26138571 2385 0
RX Message/Response Count: 11 127473 21 i}
Tx or Rx Broadcast Msg Count: i} Q 0 i}
Master /Sl Private M ges: N/A N/A N/A N/ A
Parity Error Count: 0 0 0 0
Framing Error Count: 0 0 0 0
Overrun error count: 0 0 0 0
Dropped Message/Response Count: 0 0 0 0
Invalid Modbus Message/Response Count: 0 1 0 0
Device Timeouts: 106 122 106 N/A
Blocked Write Messages: 0 0 0 N/A

@ Copyright Comtrol Corp.
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The following table provides detailed information about the Serial Communications Statistics page.

Serial Communication Statistics Page

TX Byte Count (To Device)

Displays the number of bytes transmitted out the serial port.

TX Message/Response Count

Displays the number of messages or responses transmitted out of the
serial port.

RX Byte Count (From Device)

Displays the number of bytes received on the serial port.

RX Message/Response Count

Displays the number of messages or responses received on the serial port.

TX or RX Broadcast Msg
Count

Displays the number of broadcast messages transmitted out the serial
port.

Master/Slaves Private
Messages

Displays the number of private messages detected, those between a
master and private slave(s), on a serial port configured in Master/Slaves
mode.

Parity Error Count

Displays the number of parity errors received on the serial port. Typically
occurs due to an incorrect parity setting.

Framing Error Count

Displays the number of framing errors received on the serial port.
Typically occurs due to an incorrect baud rate or stop bit setting.

Overrun Error Count

Displays the number of overrun errors received on the serial port. This
typically occurs to one of the following events: incorrect flow control,
incorrect baud rate, incorrect data size, or incorrect stop bit setting.

Dropped Message/Response
Count

Displays the number of messages or responses dropped to any of the
following:

¢ Incomplete message or response.

¢ Did not receive valid start and/or end characters (Modbus/ASCII
only).

Invalid Message/Response

Count

Displays the number of invalid messages or responses received to any of
the following events:

e DMessage received after the timeout period. This may require
increasing the Device Response Timeout.

¢ Incorrect device ID in response message.

e Incorrect function code in response message.

Device Timeouts

Displays the number of device timeouts that occurred when there was no
response for a Modbus message.

Blocked Write Messages

Displays the number of Modbus write messages that were not
transmitted as a result of the Disable Writes (Read Only) option being set.
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6.2. Modbus RTU/ASCII over Ethernet TCP Statistics Page

Click Diagnostics | Communication | TCP Statistics to access the Modbus RTU/ASCII over Ethernet TCP

Statistics page.
Pleanostics

Home Serial Modbus Network

ComrroL

Communication Modbus Diagnostics System Log

Serial Statistics = TCP Statistics  Serial Logs

Modbus RTU/ASCII over Ethernet TCP Statistics

Reset Statistics

Ethernet TCP/IP Interface Statistics Socket 1 Socket 2 Socket 3 Socket 4
TX Byte Count (To Application): 0 0 0 0
TX Response Count: Q 1] 1] 1]
Dropped TX Responses: Q Q 1] 1]
RX Byte Count (From Application): 0 0 0 0
RX Message Count: Q Q 1] 1]
Dropped RX Messages Due to Congestion: 0 0 0 0
Dropped I lid or Incomplete RX M ges: 0 0 0 0
Dropped RX Messages Due To Invalid CRCs: 0 0 0 0

Remote Connection Status:

—_

(no connection) no connection)

—
—

no connection) no connection)

@ Copyright Comtrol Corp.

The following table provides information about Ethernet TCP/IP interface statistics on the Modbus RTU/
ASCII over Ethernet TCP Statistics page.

Modbus RTU/ASCII over Ethernet TCP Statistics Page

TX Byte Count (To
Application)

The number of bytes transmitted out of the TCP/IP connection(s).

TX Response Count

The number of responses transmitted out of the TCP/IP connection(s).

The number of responses that were intended to be transmitted out the

Dropped TX Responses TCP/TP connection(s) but could not be and were dropped. This typically
occurs when one or more connections close unexpectedly.

RX B'yte.Count (From The number of bytes received on the TCP/IP connection(s).

Application)

RX Message Count

The number of messages received on the TCP/IP connection(s).

Dropped RX Messages Due to
Congestion

The number of messages that were dropped to the gateway being overly
congested. This typically occurs when the application(s) send messages
faster than the slave device(s) can respond.

Dropped Invalid or
Incomplete RX Messages

The number of messages from the application(s) that were dropped to:
¢ (Containing an invalid Modbus message format.

e Containing an incomplete Modbus message.

Dropped RX Messages Due to
Invalid CRCs

The number of messages from the application(s) that were dropped due to
an invalid Modbus/RTU CRC or Modbus/ASCII LRC.

Remote Connection Status

Displays remote TCP/IP connections.

Modbus RTU/ASCII over Ethernet TCP Statistics Page
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6.3. Serial Interface Logs Page

This page displays the serial messages transmitted and received during normal operation. Click Diagnostics
| Communication | Serial Logs to access this page.

The format is as follows:
Pkt(N): ddd:hh:mm:ss.mss Rx/Tx>(data packet)
Where:
ddd — days since last system restart
hh — hours since last system restart
mm — minutes since last system restart
ss — seconds since last system restart
mss — milliseconds since last system restart
(data) — Modbus/RTU or Modbus/ASCII message data.
¢ Private messages between the master and slaves on the Master/Slaves ports are indicated with “(Private)”.

e All other messages are those routed through the Modbus gateway to the Modbus network or Shared
Memory.

ComtroL Home Serial Modbus Network QEMELLUE{E System Logout

Communication Modbus Diagnostics System Log

Serial Statistics TCP Statistics  Serial Logs

Serial Interface Logs ~

Reset Log

Port 1 Rx/Tx Packets (first 32 packets, max of 512 bytes):
Pkt ddd hh:mm:ss:ms TX/Rx Data

000 00:00:19.958 Tx (02h)(03h)(0s6h)(Csh){00h)(7Bh)(15h}(6Fh)
000 00:00:20.089 Rx (02h}(03h)(F6h)(02h)(E3h)(02h)(E4h)(02h)(ESh}(02h){E6N)(02h)(E7h)(02h)(E8h)(02h)(ESh)(02h)(EAR)(02Zh)(EBh)(02h)(ECh){02h)(EDh)(C
000 00:00:20.941 Tx (02h)(03h)(06h)(Csh){00h)(7Bh)(15h)(6Fh)
000 00:00:21.069 Rx (02h}(03h)(F6h)(02h)(5Fh)(02h)(60h)(02h)(61h)(02h)(62h)(02h)(63h)(02h)(64h)(02h)(65h)(02h)}(66h)(02h)(67h])(02h)(68h)(02h)(69h)(0.
000 00:00:21.960 Tx (02h)(03h)(06h)(Csh){00h)(7Bh)(15h)}(6Fh)
000 00:00:22.089 Rx (02h)(03h)(FBh)(02h)(DAR)(02h)(DBR)(02h)(DCh)(02h)(DCh)(02h)(DER){02h)(DFh)(02h)(EOh)(02h)(E1h)(02h)(E2h)(02h)(E3h)(02h)(E4h)
000 00:00:22.970 Tx (02h)(03h)(0eh)(Csh){00h)(7Bh)(15h)}(6Fh)
000 00:00:23.109 Rx (02h)(03h)(FBh)(02h)(56h)(02h)(57h)(02h)(58h}(02h){59h)(02h)(5ANh)(02h)(5Bh)(02h)(5Ch)(02h)(5Dh)(02h)(5EN)(02h)(5Fh)(02h)(60h)(C
9 000 00:00:23.990 Tx (02h)(03h)(06h)(C5h){00h)(7Bh)(15h)(6Fh)
10 000 00:00:24.129 Rx (02h){03h)(F6h)(02h)(D1h})(02h)(D2h}(02h)(D3h)(02h}(D4h)(02h)(D5h)(02h)(D6h)(02h)(D7h)(02h)(D8h)(02h)(D5Sh)(02h)(DAK)(02h)(DBh
11 000 00:00:25.000 Tx (02h)(03h)(06h)(CSh){00h)(7Bh)(15h)(6Fh)
12 000 00:00:25.129 Rx (02h)(03h)(F5h)(02h)(4Dh})(02h)(4EN)(02h)(4Fh)(02h)(50h)(02h}(51h){02h)(52h)(02h)(53h}(02h)(54h)(02h)({55h)(02h)(56h)(02h)(57h)(D0

(02h)(

(0zh)(

(02h)(

(02h)(

(02h)(

(02h)(

(0zh)(

(02h)(

(0zh)(

(

[ RENE- AT AR AR

13 00000:00:26.020  Tx 02h)(03h)(06h)(C5h)(00h)(7Bh)(15h)(6Fh)

14 | 000 00:00:26.149 Rx 02h)(03h)(F6h)(02h)(C8h)(02h)(COh)(02h)(CAh)(02h)(CBh)(02h)(CCh){02h)(CDh)(02h)(CER)(02h)(CFh)(02h)(DON)(02h)(D1h)(02h)(D2h)
15 000 00:00:27.030  Tx 02h)(03h)(06h)(C5h)(00h)(7Bh)(15h)(6Fh)

16 | 000 00:00:27.169 Rx 02h)(03h)(F6h)(02h)(44h)(02h)(45h)(02h){46h){02h)(47h)(02h)(48h)(02h)(48h)(02h)(4Ah) (02h)(4Bh)(02h)(4Ch)(02h)(4Dh){02h)(4Eh)(C
17 000 00:00:28.040  Tx 02h)(03h)(06h)(C5h)(00h)(7Bh)(15h)(6Fh)

18 | 000 00:00:28.169 Rx 02h)(03h)(F6h)(02h)(BFh)(02h)(C0h)(02h)(C1h)(02h)(C2h}(02h)(C3h)(02h)(C4h){02h)(C5h)(02h)(Csh)(02h)(C7h)(02h)(C8h)(02h)(Cah)(
19 00000:00:29.060  Tx 02h)(03h)(06h)(C5h)(00h)(7Bh)(15h)(6Fh)

20 000 00:00:29.189 Rx 02h)(03h)(F6h)(02h)(38h)(02h)(3Ch)(02h)(3Dh)(02h)(3EN)(02h)(3FN)(02h)(40h)(02h)(41h)(D2h)(42h)(02h)(43h)(02h)(44h)(02h)(45h)(0
21 00000:00:30.070  Tx 02h)(03h)(06h)(C5h)(00h)(7Bh)(15h)(6Fh)

22 000 00:00:30.209 Rx 02h)(03h)(F6h)(02h)(B6h)(02h)(B7h)(02h)(B8h)(02h)(Boh)(02h)(BAR)(02h)(BBh)(02h)(BCh)(02h)(BDh)(02h)(BER)(02h)(BFh)(02h)(COR) (W

e 23 000 00:00:30.220 T (1Ah(03h)06h)CShI(00R)(7Bh) 16h)(BTh) -
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6.4. Known Modbus Slave Device List Page

The Known Modbus Slave Device List page provides device specific status and statistics for each device
connected locally to one or more of the serial ports or remotely through a remote Modbus/TCP device

configuration.

Access the Known Modbus Slave Device List page by clicking Diagnostics | Modbus Diagnostics | Modbus Devices.

ComTroL  Home Serial Modbus Network QEELGUCHTEE System Logout

Communication = Modbus Diagnostics  System Log

Modbus Devices Modbus/TCP Interface  Modbus/TCP Connections  Alias Diagnostics Shared Memory
Known Modbus Slave Device List
Auto-Located Serial Modbus Devices:
Port 1 Modbus/RTU Public Slave(s):
3 . Last Avg Min Max - Tx
PI° Adive? ot pis  ome Kb R R Rep i QU SDCE sroad
Time Time Time Time casts
52(SP=82) Yes 307 306 1 0.09 sec 0.07 sec 0.06 sec 0.10 sec Q 0 (1] i}
101(5P=131) yes 300 300 0 0.09 sec 0.07 sec 0.06 sec 0.09 sec Q 0 1] 1]
Port 2 Modbus/RTU Master:
NfA
Port 3 Modbus/RTU Private Slave(s):
q Last Avg . Max
Do e meps SO M B R M =
i Time Time Time
70 32 32 0 o 0.27 sec 0.27 sec 0.26 sec 0.28 sec 0
Port 4 Modbus/RTU Public Slave(s):
Device Active? Tx Rx Time- Enﬂ:pt g;g :5': L= Error  Invalid Blocked I!rl]a( d-
0] Reqs Resps outs Time Time Time Time Resps Resps Writes e
50(SP=30) yes 320 320 0 0.09 sec 0.07 sec 0.06 sec 0.10 sec 0 0 (1] 1]
142(SP=122) yes 313 313 0 0.09 sec 0.07 sec 0.06 sec 0.10 sec 0 0 o 0
Configured Remote Modbus Devices:
Device ip 1P Active? Tx Rx Time- Last Avg Min Max Error No Invalid Hru?a(df
D Address Port ) Reqs Resps outs Rsp Time Rsp Time  Rsp Time Rsp Time  Resps Path Resps casts
1 192.168.41.181 502 yes 346 323 22 0.02 sec 0.02 sec 0.01 sec 0.03 sec 0 0 o 0

© Copyright Comtrol Corp.

The following table provides detailed information about this page.

Known Modbus Slave Device List Page - Public Devices

Device ID
serial port displays as (SP=xxx).

Displays the device ID associated with this device.
Note: If Device ID Offset Mode is enabled, the actual device ID transmitted out the

Displays the status of device:
Active?

message.

¢ Yes means that the last request received a valid response and did not time out.

¢ No means that the last request timed out or the device has not yet received a

IP Address Modbus Devices.

Displays the IP address associated with the local device under Configured Remote

IP Port Modbus Devices.

Displays the TCP/IP port associated with the remote device under Configured Remote

Known Modbus Slave Device List Page
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Known Modbus Slave Device List Page - Public Devices (Continued)

Tx Req Displays the number of Modbus messages transmitted to this device.
Rx Rsp Displays the number of Modbus responses received from this device.
Timeouts Displays the number of response timeouts associated with this device.
Last Rsp Time Displays the last response time from the Modbus device.
Avg Rsp Time Displays the average response time from the Modbus device.
Min Rsp Time Displays the minimum response time from the Modbus device.
Max Rsp Time Displays the maximum response time from the Modbus device.
Error Rsp Displays the number of responses with Modbus error indications.
This displays under Configured Remote Modbus Devices the number of times the
network path could not be connected. This could be a result of:
No Path ¢ Out of Modbus/TCP connections.
e  Modbus/TCP device not responding.
¢ Incorrect IP address.
Displays the number of invalid messages or responses received to any of the
following:
Invalid ¢ Message received after the timeout period. This may require increasing the Device
Responses Response Timeout.
e Incorrect device ID in response message.
¢ Incorrect function code in response message.
Blocked Writes Displays the number of Modbus write messages that were not transmitted for this

device. This only occurs when the Disable Writes (Read Only) serial port option is
selected.

Tx Broadcasts

Displays the number of Modbus broadcast messages transmitted to this device.

Known Modbus Slave Device List Page - Private Devices

Displays the device ID associated with this device.

Device ID Note: If Device ID Offset Mode is enabled, the actual device ID transmitted out the
serial port displays as (SP=xxx).

Requests Displays the number of private requests addressed to this Modbus device.

Responses Displays the number of private responses from this Modbus device.

ReqOrResp? Displays the number of private requests/responses addressed to/from this Modbus

device that could not be identified specifically as either a request or a response.

No Responses

Displays the number of requests that this Modbus device did not respond to.

Last Rsp Time

Displays the last response time from the Modbus device.
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Known Modbus Slave Device List Page - Private Devices (Continued)

Avg Rsp Time Displays the average response time from the Modbus device.

Min Rsp Time Displays the minimum response time from the Modbus device.

Max Rsp Time Displays the maximum response time from the Modbus device.

Error Rsp Displays the number of responses with Modbus error indications.
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6.5. Modbus/TCP and Serial Modbus Master Statistics Page

Click Diagnostics | Modbus Diagnostics | Modbus/TCP Interface to access the Modbus/TCP and Serial Modbus
Master Statistics page, which is explained in the following table.

ComtrRoOL Home Serial Modbus Network JMELRGLE:0 System Logout

Communication | Modbus Diagnostics System Log
Modbus Devices Modbus/TCP Interface  Modbus/TCP Connections  Alias Diagnostics Shared Memory
Modbus/TCP and Serial Modbus Master Statistics
Modbus/TCP Slave Mode Specific Statistics
Active Modbus/TCP Slave Connections: 3
Modbus/TCP Slave Connections Opened: 4
Modbus/TCP Slave Connections Closed: 1
Messages Received From Modbus/TCP Master(s): 388461
Responses Sent To Modbus/TCP Master(s): 388244
Responses Dropped To Modbus/TCP Master(s): 0
Modbus Broadcasts Received From Modbus/TCP Master:: 0
Invalid Command Lengths: 0
Invalid Message Data Errors: 217
Invalid Request Protocol Types: 0
| Invalid Command Lengths: 0
Invalid Message Data Errors: 217
Invalid Request Protocol Types: 0
Modbus/TCP Master Mode Specific Statistics
Active Modbus/TCP Master Connections: 0
Modbus/TCP Master Connections Opened: 60
Modbus/TCP Master Connections Closed: 60
! Messages Sent To Modbus/TCP Slave(s): 59
| Responses Received From Modbus/TCP Slave(s): 116
Invalid Response Data Errors From Modbus/TCP Slave(s): 0
Remote Modbus/TCP Device Timeouts: 0
Unexpected Responses From Modbus/TCP Slave(s): 0
Error Responses From Modbus/TCP Slave(s): 57
Unexpected Response Function Codes From Modbus/TCP Slave(s): 0
Invalid Response Protocol Types From Modbus/TCP Slave(s): 57
Failed Modbus/TCP Connection Attempts To Modbus/TCP Slave(s): 2
Modbus/TCP Connection Problems: 2
Unexpected Dropped Connections: 0

Non-Mode Specific Statistics/Diagnostics

! No Available Modbus/TCP Connection Errors: 0
Improper Configuration Errors: 0
System Resource Errors: 0
First Error Description: Modbus/TCP connect: Cannot set NoDelay
Last Error Description: Modbus/TCP request message with invalid length of 257 bytes

@ Copyright Comtrol Corp.

Note: The Modbus/TCP interface uses the standard socket port of 502.

Modbus/TCP and Serial Modbus Master Statistics Page

Modbus/TCP Slave Mode Specific Statistics

Active Modbus/TCP Displays the current number of active Modbus/TCP slave connections. These
Slave Connections connections were initiated by a controller to the DeviceMaster.

Modbus/TCP Slave Displays the total number of Modbus/TCP slave connections that have been
Connections Opened opened.
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Modbus/TCP and Serial Modbus Master Statistics Page (Continued)

Modbus/TCP Slave
Connections Closed

Displays the total number of Modbus/TCP slave connections that have been
closed.

Messages Received
From Modbus/TCP
Master(s)

Displays the total number of Modbus/TCP messages received from Modbus/TCP
master(s).

Responses Sent to
Modbus/TCP
Master(s)

Displays the total number of Modbus/TCP responses sent to Modbus/TCP
master(s).

Modbus Broadcasts
Received From
Modbus/TCP Masters

Displays the number of Modbus broadcast messages received from Modbus/TCP
Masters.

Invalid Command

Lengths

Displays the number of messages received with invalid command lengths.

Invalid Message Data
Errors

Displays the number of messages received with invalid message data errors.
These errors occur when the DeviceMaster receives a message that cannot be
processed due to improper message data.

Invalid request

Displays the number of messages received with invalid protocol errors. This
occurs when a message is received with a protocol other than the Modbus/TCP

Protocol Types protocol value of zero.
Modbus/TCP Master Mode Specific Statistics
Active Modbus/TCP Displays the current number of active Modbus/TCP master connections. These

Master Connections

connections were initiated by the DeviceMaster to a Modbus/TCP slave.

Modbus/TCP Master
Connections Opened

Displays the total number of Modbus/TCP master connections that have been
opened.

Modbus/TCP Master
Connections Closed

Displays the total number of Modbus/TCP master connections that have been
closed.

Messages Sent To
Modbus/TCP Slave(s)

Displays the total number Modbus messages sent to remote Modbus/TCP slaves.

Responses Received
From Modbus/TCP
Slave(s)

Displays the total number of Modbus responses received from the Modbus/TCP
Slave(s).

Invalid Response
Data Errors From

Displays the number of response data errors to polling requests returned from
the Modbus/TCP Slave(s). Possible causes include:

¢ TIncorrect transaction ID incorrect.

Modbus/TCP Slave(s) | o Message command length to large.
¢ Incorrect device Id in response.
Remote Modbus/TCP | Displays the number of messages to remote devices that were determined to have

Device Timeouts

timed out by this gateway.

Modbus/TCP and Serial Modbus Master Statistics Page
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Modbus/TCP and Serial Modbus Master Statistics Page (Continued)

Unexpected
Responses From
Modbus/TCP Slaves

Displays the number of responses received when no response was expected.

Error Responses from

Displays the number of responses received from Modbus/TCP slaves with errors
indicated. This may be caused by such things as:

¢ Device timeouts detected by slave Modbus/TCP device, such a gateway.

Modbus/TCP Slave(s) | ® Invalid device address.

e Invalid device ID.

¢ Invalid message data.
Unexpected Response | Displays the number of unexpected response function codes from Modbus/TCP
Function Codes From | slaves. This occurs when a response was received with a different function code
Modbus/TCP Slave(s) | than what was sent.

Invalid Response
Protocol Types From

Displays the number of responses with invalid protocol errors. This occurs when
a response is returned with a protocol other than the Modbus/TCP protocol value

Modbus/TCP Slave(s) | of zero.

Failed Modbus/TCP

Connection Attempts | Displays the number of failed Modbus/T'CP connection attempts to the specified

to Modbus/TCP PLC IP address.

Slave(s)
Displays the number of Modbus/TCP connection attempt problems. This occurs
when the device responds and the connection is made, but there are problems
setting up the connection options.

Modbus/TCP The possible option problems include:

Connection Problems

¢ Setting the TCP connection to TCP_NODELAY.
e Setting the socket connection to SO_OOBINLINE.
e Setting the socket connection to SO_KEEPALIVE.

Unexpected Dropped
Connections

Displays the number of Modbus/TCP connections that were unexpectedly
dropped.
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Modbus/TCP and Serial Modbus Master Statistics Page (Continued)

Non-Mode Specific Statistics/Diagnostics

No Available Modbus/ Displays the number of connections aborted when there are no available Modbus/
v TCP connections. This error occurs when the maximum number of Modbus/TCP

Eslzr(slonnect10n connections has been reached and the DeviceMaster is attempting to form
another Modbus/TCP connection.
Improper

Configuration Errors Displays the number of errors that were caused by improper configuration errors.

System Resource Displays the numbers of system resource errors. These errors are typically
Errors caused by congestion and/or non-responding devices.

First Error

Description Displays the first error detected.

Last Error

.. Displays the last or most recent error detected.
Description
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6.6. Modbus/TCP Connections Page

Access the Modbus/TCP Connections page by clicking Diagnostics | Modbus Diagnostics | Modbus/TCP

Connections.

Home Serial Modbus Network

ComrroL

Diagnostics [ESSGEN] Logout

Communication | Modbus Diagnostics System Log

Modbus Devices Modbus/TCP Interface Modbus/TCP Connections  Alias Diagnostics Shared Memory

Modbus/TCP Connections

Reset Statistics

Slave Mode (From Master) Modbus/TCP Connections

Remote Connection Local IP Port Rx Requests Tx Resp Time Since Open

192.168.40.11:62486 502 13 13 3 days 49 min 59 sec
192.168.41.129:1205 502 260002 260002 3 days 42 min 50 sec
192.168.41.129:1341 502 129591 129591 3 days 7 min 32 sec

@ Copyright Comtrol Corp.

Modbus/TCP Connections Page

Slave Mode (From Master) Modbus/TCP Connections

Note: Only displayed if active connections.

Remote The Modbus/TCP master connection in IP Address:Port Number format
Connection (XXX .XXX.XXX.XXX:PPPP)-
The local TCP/IP port on the DeviceMaster. The standard Modbus/TCP port of 502 is
Local IP Port | always enabled. Optionally, up to seven additional Modbus/TCP ports may also be
enabled.
Displays the number of Modbus requests that have been received since the connection
Rx Requests

was opened.

Tx Responses

Displays the number of Modbus responses that have been transmitted since the
connection was opened.

Time Since
Open

The time that has elapsed since the connection was opened.

Master Mode (To Slave) Modbus/TCP Connections

Note: Only displayed if active connections.

Remote
Connection

The Modbus/TCP master connection in IP Address:Port Number format
(XXX.XXX.XXX.XXX:PPPP)-

Tx Requests

Displays the number of Modbus requests that have been transmitted since the
connection was opened.

Rx Responses

Displays the number of Modbus responses that have been received since the connection
was opened.
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Modbus/TCP Connections Page (Continued)

Dedicated Indicates if the connection is dedicated for a specified Modbus device ID.

Device ID If the connection is dedicated, the corresponding device ID.

Time Since

Open The time that has elapsed since the connection was opened.

6.7. Modbus Alias Device ID Statistics Page

Access the Modbus Alias Device ID Statistics page by clicking Diagnostics | Modbus Diagnostics | Alias

Diagnostics.
o ’ nostie

Modbus Devices Modbus/TCP Interface Modbus/TCP Connections Alias Diagnostics  Shared Memory

Home Serial Modbus Network

ComrroL

Communication | Modbus Diagnostics System Log

Modbus Alias Device Id Statistics

Reset Statistics

Rx Alias

Device  Device Serial over TCP Serial over TCP
D D Master Master Count Count
209 47 yes no no 13 ] 0

Modbus Modbus Modbus Modbus

Modbus/TCP
Master

Modbus/TCP
Count

@ Copyright Comtrol Corp.

Modbus Alias Device ID Statistics Page

Rx Device ID

Displays the device ID (also often called the unit ID) of the received message
from a master.

Alias Device ID

The alias device ID to convert the received device ID to.

Modbus/TCP Master

If selected, this applies the alias device ID configuration to messages received
from Modbus/TCP masters.

Modbus Serial

If selected, this applies the alias device ID configuration to messages received

Master from serial Modbus masters.

Modbus over TCP If selected, this applies the alias device ID configuration to messages received
Master from Modbus RTU/ASCII over Ethernet TCP/IP masters.

Modbus/TCP Count Number of Aliased Modbus messages received from Modbus/TCP masters.

Modbus Serial Count

Number of Aliased Modbus messages received from Modbus Serial masters.

Modbus over TCP
Count

Number of Aliased Modbus messages received from Modbus over TCP masters.

Modbus Alias Device ID Statistics Page
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6.8. Shared Memory Contents Page

This page displays the contents of a Shared Holding Register block. Access this page by clicking Diagnostics |
Modbus Diagnostics | Shared Memory and select the Holding Register block that you want to display in the drop

list.
ComtroL Home Serial Modbus Network JMELRGLE-E System Logout
Communication | Modbus Diagnostics System Log
Modbus Devices Modbus/TCP Interface Modbus/TCP Connections  Alias Diagnostics Shared Memory
Shared Memory Contents
Shared Memory Config Clear This Block | | Clear Entire Shared Memory
[Shared Holding Register Block 1 v| Write Messages: 523  Description: 200 read write holding registers
Display Format: Read Messa_ges: 0 Write Enabled Master(s): All
£ Blocked Writes: 0 Accept Broadcasts: No
Data lines per row:
Address +0 +1 +2 +3 +4 +5 +6 +7 +8 +9
400001 0000 276F 2770 2771 2772 2773 2774 2775 2776 2777
400011 2778 2779 277A 277B 277C 277D 277E 277F 2780 2781
400021 2782 2783 2784 2785 2786 2787 2788 2789 2784 278B
400031 278C 278D 278E 278F 2790 2791 2792 2793 2794 2795
400041 2796 2797 2798 2799 2794 2798 279C 279D 279E 279F
400051 27A0 27A1 27A2 27A3 27A4 27A5 27A6 27A7 27A8 27A9
400061 27AA 27AB 27AC 27AD 27AE 27AF 27B0 27B1 27B2 27B3
400071 2784 27B5 27B6 2787 27B8 27B9 27BA 27BB 27BC 27BD
400081 27BE 27BF 27C0 27C1 27C2 27C3 27C4 27C5 27C6 27C7
400091 27C8 27C9 27CA 27CB 27CC 27CD 27CE 27CF 27D0 27D1
400101 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400111 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400121 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400131 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400141 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400151 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400161 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400171 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400181 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400191 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
© Copyright Comtrol Corp.
Shared Memory Contents Page
Shared Memor . . . . .
y Click this button to jump to the Shared Memory Configuration page.
Config button
Click this button to reset the following:
. . [} 1
Reset Statistics Write messages
button ¢ Read messages
¢ Blocked writes
Refresh button Click this button to refresh this page.
Clear This Block Click this button to clear the diagnostics and data contents of this Holding
button Register block.
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Shared Memory Contents Page (Continued)

Clear Entire Click this button to clear the diagnostics and data contents of all Holding Register

Shared Memory and Coil blocks.
button
Sha.red Holding Use this drop list to select the Shared Holding Register Block or Shared Coil Block
Register Block .
. that you want to display.
drop list
Rx Rsp Displays the number of Modbus responses received from this device.

Selectable data format to display the contents of the Holding Register block data.
¢ Hex - 16 bit word (default)

Display Format ¢ word-16 - unsigned 16 bit decimal

e word-32 - unsigned 32 bit decimal

e string - ASCII character string

Selectable data entries per row to display the contents of the Holding Register
block data.

Data line per row | 10-per-row — ten entries display per row

e 20-per-row — twenty entries displayed per row (default)

Write Messages Displays the number of successful write messages to this Shared Memory block.

Read Messages Displays the number of read messages addressed to this Shared Memory block.

Displays the number of write messages that were blocked, or prevented, from
writing to this Shared Memory block.

Blocked Writes
Note: Blocked writes are treated as write violations and are added to the Write
Violation Log.
Description This is the description from the Shared Memory Configuration page.
Write Enabled Displays how this is configured in the Shared Memory Configuration page.
Master(s)
Accept Broadcasts Displays if the Accept Broadcast Messages option is enabled in the Shared Memory

Configuration page.
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6.9. Shared Memory Contents Page - Shared Coil Blocks

This page displays the contents of the selected Shared Coil block. Access this page from the Shared Memory
Configuration page and click Display next to the Coil block that you want to display.

ComrtroL Home Serial Modbus Network EMELLLEISE System Logout

Communication | Modbus Diagnostics  System Log

Modbus Devices Modbus/TCP Interface Modbus/TCP Connections Alias Diagnostics Shared Memory

Shared Memory Contents

Shared Memory Config |Reset Statiskics| | Refresh | Clear This Block | |Clear Entire Shared Memory

|Shared Coil Block 1 V| Write Messages: 0  Description: 160 read write coils
Read Messages: 0  Write Enabled Master(s): All
Blocked Writes: 0  Accept Broadcasts: Mo
Address +15 +14 +13 +12 +11 +10 +9 +8 +7 +6 +5 +4 +3 +2 +1 +0
1 0] 0 o o 0] 0 0 0] 0 0] 1] 0 0 0 0 0
17 0] 0 0 0 ] 1] 0 0 ] ] 0 0 0 0 ] 0]
33 0 0 0 ] o] 0 ] 0 ] o] 0 0 0 0] 0 0]
49 0 0 ] 0 0 1] 1] 0 0 0 0 0 0 0 0 0]
65 0] e] 0 ] ] 0 0 0 0 ] 0 0 0 0] 0 0
81 0 0 0 0 0] 0 ] 0 ] 0] 0 0 1] 0] 0 0]
a7 ] 0 ] 0 0] 0 0 0] 0 0] 0 0] 0 0 0 0]
113 0] 0 ] 0 0 0 0 0] ] 0 0 0 0 0 0 0]
129 0 1] 0 o 0 0 0 ] 0 0 0 0 0 0 0 0
145 0 0 0 0 0] 1] 0 0] 0 0] 0 0 0 0 0 0]
< >

© Copyright Comtrol Corp.

Shared Memory Contents Page - Shared Coil Blocks

Buttons

Shared Memory

Config Selecting this button returns you to the Shared Memory Configuration page.

Reset Statistics Click this button to clear the diagnostics for this Holding Register block.

Refresh Click this button to refresh the data on the page.

Selecting this button clears the diagnostics and data contents of the Holding

Clear This Block Register block in the drop list.

Clear Entire Click button to clear the diagnostics and data contents of all Holding Register and
Shared Memory Coil blocks.
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Shared Memory Contents Page - Shared Coil Blocks (Continued)

Drop Lists and Fields

Shared Coil Block | Use this drop list to display data for a specific Shared Holding Register Block or
Drop List Shared Coil Block.

Write Messages Displays the number of successful write messages to this Shared Memory block.

Read Messages Displays the number of read messages addressed to this Shared Memory block.

Displays the number of write messages that were blocked, or prevented, from
writing to this Shared Memory block.

Blocked Writes
Note: Blocked writes are treated as write violations and are added to the Write
Violation Log.
Description This is the description from the Shared Memory Configuration page.
X/IV:;Z félsl)abled Displays how this is configured in the Shared Memory Configuration page.

Displays if the Accept Broadcast Messages option is enabled in the Shared Memory

Accept Broadcasts Configuration page.
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6.10. System Log Page

If you call Technical Support, they may have you send a log file.

Access the System Log page by clicking Diagnostics | System Log.

Home | Modbus Network JMELLLE:0 System Logout

Communication Modbus Diagnostics System Log

System Log

starting discoverysrv
configuring KSZ8863
discowverysrv starting
localSslStartup ()
localSshStartup O
localSslStartup OK
starting snmp daemeon
starting tadmin
starting telnetsrv
socket interface init
TICP Keepaliwve timecut walue = 60 seconds
webs: Listening for HTTP reguests on port 80, ipvd sccket 0O
33licceptTask listing on IPv4 port 443 for HITPS connecticns
SS5-TcpRx0 started
TcpTx0 started
55-TcpRxl started
TcpTxl started
55-TcpRx2 started
TcpTx2 started
SS5-TcpRx3 started
TcpTx3 started
55-Tcphccept started
Modbus TCP stack started
discowvery: found bootloader version 4.26
Starting tadmin
telnetsrv running
discoversrv: not for me

|Refresh | |Clear| |Sa\re Logﬁle|

Copyright Comtrol Corp.
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Section 7. System Menu

This section discusses the web pages under the System menu:
e 7.1. Update Firmware Page on Page 77

e 7.2. Configuration File Page on Page 80

e 7.3. Device Snapshot Page on Page 82

e 7.4. Restore Defaults Page on Page 82
e 7.5. Reboot Page on Page 83

7.1. Update Firmware Page

You can upload firmware (Modbus Router or Bootloader) using the System | Update Firmware page. You must
first unpackage the firmware from the .msi file.

Note: Optionally, you can use PortVision DX to upload firmware after unpackaging the .msi file.
Use the following procedure to upload the latest firmware onto the DeviceMaster.
1. If necessary, download the firmware from the Comtrol download site.

2. Execute the Modbus_Router_x.x.msi file.
3. Click the Next button.

ﬁ Comtrol Modbus Router Setup * :

Welcome to the Comtrol
Modbus Router Setup Wizard

The Setup Wizard will install Comtrol Modbus Router on your
computer, Click "Mext”™ to continue or "Cancel” to exit the
Setup Wizard.

< Back Cancel
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4. After reviewing the license, click I accept the terms in the License Agreement and the Next button.

ﬁ Comtrol Modbus Router Setup x|

End-User License Agreement

2 ComTROL
v

Please read the following license agreement carefully

DEVICEMASTER UP™

END USER LICENSE AGREEMENT

I COMTROL CORPORATION ("COMTROL") HAS DEVELOPED AN
INDUSTRIAL PROTOCOL TRANSLATION SYSTEM THAT CONTAINS
COMPUTER HARDWARE AND SOFTWARE COLLECTIVELY REFERRED v

(®)1 accept the terms in the License Agreement
(01 do not accept the terms in the License Agreement

Advanced Installer

< Back Cancel

5. Click the Next button or browse to the location you want the files stored.

6. Click the Install button.

Iﬁ Comtrol Modbus Router Setup = *

Select Installation Folder

A .
This is the folder where Comtrol Modbus Router will be installed. v ComrroL

To install in this folder, dick Next”™, To install to a different folder, enter it below or dick
“Browse”.

Folder:
|C: \Comtrol\Modbus_Router, Browse. ..

Advanced Installer

< Back Cancel

Iﬁ Comtrol Modbus Router Setup *

Ready to Install N
—

®
The Setup Wizard is ready to begin the Comtrol Modbus Router instaliatgn. ComtroL

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back glnsfll | Cancel
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7. Click Yes to the Do you want to allow this app to make changes to your device pop up message.
8. Click the Finish button.

lﬁ Comtrol Modbus Router Setup *

Completing the Comtrol
Modbus Router Setup Wizard

Click the "Finish” button to exit the Setup Wizard.

< Back Finish [ Cancel

9. Open your web browser and enter the IP address of the DeviceMaster.

10. Click the System menu.
11. Click the Browse button, navigate to the file, select it and click the Open button.

12. Click the Update button.

ComTtROL Home Serial Modbus Network Diagnostics VG

Update Firmware Configuration File System Snapshot Restore Defaults Reboot

Update Firmware

To update the firmware of this DeviceMaster, select the .cmtl firmware file and click "Update".

File: | modbusrouter-7.01.cmt
.56/ cgi-bin/updateFirmware @© Copyright Comtrol Corp.

An Update In Progress pop up notifies you with the upload duration, not to reset or disconnect the device
or to close the page.

I
|
|

Me
Update Firi n
Update In Progress

Firmware update is in progress and may take 1-2 minutes.

Do not reset or disconnect the device.

Do not close this page or press the browser back/forward
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7.2. Configuration File Page

You can use the Save Configuration option to save a DeviceMaster configuration file for recovery purposes or to
quickly configure other DeviceMasters that require the same configuration using the Load Configuration
option.

Note: Optionally, you can use PortVision DX to save and load configuration files.

7.2.1. Saving a Configuration File

You can use this procedure to save a DeviceMaster configuration file.
1. Click System | Configuration File.

2. Click the Save Configuration button.

3. Save the configuration file following your browser prompts.

Configuration File

Save Configuration Load Configuration
To save this DeviceMaster's configuration to a file on To load a configuration file to this DeviceMaster, select the file,
your PC, click "Save Configuration”. select options, and then click "Load Configuration”.
Configuration file: |:|
[] Everything

[ Serial Port settings

[ Ethernet TCP interface settings

[] Modbus settings

[ IP address, subnet mask, default gateway settings ***
[ General network settings ***

[] Security settings ***

*** These options will cause the gateway to reboot.

Load Configuration

Do you want to open or save dm_192-168-41-41.ds from 192.168.41.417

Open Save |v Cancel
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7.2.2. Loading a Configuration File

You can use this procedure to load a previously saved DeviceMaster configuration file.
1. Click System | Configuration File.

2. Click the Browse button, highlight the configuration file you want to load, and click the Open button.
3. Click the Load Configuration button.

ComtroL Home Serial Modbus Network Diagnostics BSlEe

Update Firmware Configuration File System Snapshot Restore Defaults Reboot

Configuration File

Save Configuration Load Configuration
To save this DeviceMaster's configuration to a file on To load a configuration file to this DeviceMaster, select the file,
wour PC, click "Save Configuration”. select options, and then click "Load Configuration”.
Configuration file: [ dm_192-168-4141.ds
[ Everything

[ Serial Port settings

[ Ethernet TCP interface settings

[] Modbus settings

[ IP address, subnet mask, default gateway settings ***
[1 General network settings ***

[] Security settings ***

*** These options will cause the gateway to reboot.

L nfiguration

@ Copyright Comtrol Corp.
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7.3. Device Snapshot Page

You can use the Device Snapshot page to download a snapshot of the device status, log, and configuration. You
may find the information can help you diagnose a problem with the DeviceMaster. In addition, this
information may be requested by technical support if you have called for assistance.

1. Open your browser and enter the IP address of the DeviceMaster.
2. Click System | System Snapshot.

3. Click the Device Snapshot button.

4. Save the file using the method for your browser.

|
ComrroL Home Serial Modbus Network Diagnostics ESEE :

Update Firmware Configuration File = System Snapshot Restore Defaults Reboot

System Snapshot

Download a snapshot of DeviceMaster system status, log, and configuration to aid in troubleshooting

System Snapshot

© Copyright Comtrol Corp.

7.4. Restore Defaults Page

You can easily some or all of your settings to factory defaults by using the procedure below.
1. Open your browser and enter the IP address of the DeviceMaster.

2. Click System | Restore Defaults.

|
ComtroL Home Serial Modbus Network Diagnostics EEgEE

Update Firmware Configuration File System Snapshot ~Restore Defaults  Reboot

Restore Defaults

Select the settings you would like to restore to factory defaults, then dick the
'Restore’ button. After the settings are restored to defaults, the DeviceMaster
will reboot and the browser will redirect to the home page.

¥ Everything

[+ Serial, Ethernet TCP interface and Modbus settings
M General network settings

M Security settings, password, keys, and certificates
[+ IP address, subnet mask, default gateway settings

@ Copyright Comtrol Corp.

3. Select Everything or the specific setting or settings that you want to restore.
4. Click the Restore button.
5. The DeviceMaster reboots and re-opens the web interface.
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7.5. Reboot Page

You can reboot the DeviceMaster remotely using the Reboot web page.

1. Click System | Reboot.
2. Click the Reboot Now button or wait the 10 seconds for it automatically reboot.

ComtroL Home Serial Modbus Networkk Diagnostics EEacin

Restore Defaults | Reboot

Update Firmware Configuration File System Snapshot

Reboot

Rebooting will drop all connections, apply any pending settings, and restart the
DeviceMaster.

Re'}at Now I
@ Copyright Comtrol Corp.

Reboot Page Modbus Router User Guide: 2000547 Rev. E - 83



System Menu

84 - Modbus Router User Guide: 2000547 Rev. E Reboot Page



Section 8. Troubleshooting and
Technical Support

This section contains troubleshooting information for your DeviceMaster. You should review the following
subsections before calling Technical Support because they will request that you perform many of the
procedures or verifications before they will be able to help you diagnose a problem.

e 8.1. Troubleshooting Checklist on Page 85

e 8.2. General Troubleshooting on Page 87
e 8.3. Daisy-Chaining DeviceMaster 2E / 4-Port Units on Page 87

If you cannot diagnose the problem, you can contact 8.4. Technical Support on Page 88.

8.1. Troubleshooting Checklist

The following checklist may help you diagnose your problem:
e Verify that you are using the correct types of cables on the correct connectors and that all cables are
connected securely.

Note: Most customer problems reported to Comtrol Technical Support are eventually traced to cabling or
network problems.

¢ Isolate the DeviceMaster from the network by connecting the device directly to a NIC in a host system.

Model Connected to Ethernet Connector Name
Cable
1-Port thernethubor | Standard | 10/100 ETHERNET
1-Port Embedded Eti}éernet hub or Standard RdJ45 port (not labeled)
2-Port - 1E (All models) Renernethubor | Standard | 10/100

2-Port - 2E (All dual Ethernet NIC or Ethernet Standard 10/100 - E1/E2

ports) hub

NIC Standard DOWN
4-Port

Ethernet hub Standard UP

16-Port - 2E (Dual Ethernet NIC or Ethernet

Ports) hub Standard 10/100

e Verify that the Ethernet hub and any other network devices between the system and the DeviceMaster
are powered up and operating.
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¢ Reset the power on the DeviceMaster and watch the PWR or Status light activity.

1/2/4-Port DeviceMaster MOD or UP Models

PWR or Status LED

Description

5 sec. off, 3 flashes, 5 sec. off, 3 flashes ...

Redboot™ checksum failure.

5 sec. off, 4 flashes, 5 sec. off, 4 flashes ...

SREC load failure.

5 quick flashes

The default application is starting up.

10 sec. on, .1 sec. off, 10 sec. on .1 sec. off ...

The default application is running.

16-Port DeviceMaster MOD or UP

Status LED

Description

5 quick flashes

The default application is starting
up.

10 sec. on. 1 sec. off, 10 sec. on.1 sec. off...

The default application is running.

e Ifthe device has a power switch, turn the device’s power switch off and on, while watching the LED

diagnostics.

e Ifthe DeviceMaster does not have a power switch, disconnect and reconnect the power cord.

e Verify that the network IP address, subnet mask, and gateway is correct and appropriate for the network.
If IP addressing is being used, the system should be able to ping the DeviceMaster.

¢ Verify that the IP address programmed into the DeviceMaster matches the unique reserved IP configured

address assigned by the system administrator.

e Ifusing DHCP, the host system needs to provide the subnet mask and gateway.

¢ Reboot the system and the DeviceMaster.

e Ifyou have a spare DeviceMaster, try replacing the device.
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8.2. General Troubleshooting

This table illustrates some general troubleshooting tips.
Note: Make sure that you have reviewed the Troubleshooting Checklist (Page 85).

General Condition Explanation/Action

Indicates that boot program has not downloaded to the unit.
1. Reboot the system.

PWR or Status LED flashing | 2. Make sure that you have downloaded the most current
firmware for Modbus Router.

Note: If the PWR or Status LED is still flashing, contact Technical
Support.

Indicates that power has not been applied or there is a hardware

PWR or Status LED not lit failure. Contact Technical Support.

Cannot ping the device Isolate the DeviceMaster from the network. Connect the device
through Ethernet hub directly to the NIC in the host system (see Page 85).

The default IP address is often not accessible due to the subnet
masking from another network unless 192.168 is used in the

Cannot ping or connect to network.

the DeviceMast _— .
¢ Levicentaster In most cases, it will be necessary to program in an address that

conforms to your network.

DeviceMaster continuously | Invalid IP information may also cause the switch or router to check

reboots when connected to :
some Ethernet switches or for a gateway address. Lack of a gateway address is a common

routers cause.

8.3. Daisy-Chaining DeviceMaster 2E/4-Port Units

The DeviceMaster 2E/4-port models with external power supplies follow the IEEE specifications for standard
Ethernet topologies.

When using the UP and DOWN ports, the DeviceMaster 2E/4 is classified as a switch. When using the UP port
only, it is a simple end node device.

The maximum number of daisy-chained DeviceMaster 2E/4 units, and the maximum distance between units
is based on the Ethernet standards and will be determined by your own environment and the conformity of
your network to these standards.

Comtrol has tested with seven DeviceMaster 2E/4 units daisy-chained together using 10 foot CAT5 cables, but
this is not the theoretical limit. You may experience a performance hit on the devices at the end of the chain,
so it is recommended that you overload and test for performance in your environment. The OS and the
application may also limit the total number of ports that may be installed.

Following are some quick guidelines and URLs of additional information. Please note that standards and
URLs do change.

e Ethernet 10BASE-T Rules
- The maximum number of repeater hops is four.
- You can use Category 3 or 5 twisted-pair 10BASE-T cables.
- The maximum length of each cable is 100m (328ft).

Note: Category 3 or 5 twisted pair cables look the same as telephone cables but they are not the same.
The network will not work if telephone cables are used to connect the equipment.
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e Fast Ethernet 100BASE-TX rules

The maximum number of repeater hops is two (for a Class II hub). A Class II hub can be connected
directly to one other Class II Fast Ethernet hub. A Class I hub cannot be connected directly to another
Fast Ethernet hub.

You must use Category 5 twisted-pair 100BASE-TX cables.
The maximum length of each twisted-pair cable is 100m (328ft).
The total length of twisted-pair cabling (across directly connected hubs) must not exceed 205m (672ft).

Note: Category 5 twisted pair cables look the same as telephone cables but they are not the same. The
network will not work if telephone cables are used to connect the equipment.

e JEEE 802.3 specification: A network using repeaters between communicating stations (PCs) is subject to
the “5-4-3” rule of repeater placement on the network:

Five segments connected on the network.
Four repeaters.

Three segments of the 5 segments can have stations connected. The other two segments must be inter-
repeater link segments with no stations connected.

See hitp:/ /www.optronics.gr/ Tutorials/ethernet.htm for more specific information.

Additional information may be found at htip:/ /compnetworking.about.com/cs/ethernetl/ or by
searching the web.

8.4. Technical Support

It contains troubleshooting procedures that you should perform before contacting Technical Support since
they will request that you perform, some or all of the procedures before they will be able to help you diagnose
your problem. If you need technical support, use one of the following methods.

Comtrol Contact Information

ftp://ftp.comtrol.com/html/up_main.htm
Downloads

http:/downloads.comtrol.com
Web site http://www.comtrol.com

763.957.6000
Phone

8AM - 5PM CST
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