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Chapter 1. Introduction

This User Guide provides detailed information about the following topics:

e  Programming Interface on Page 21

e Embedded Configuration Pages on Page 89

* Diagnostic and Statistics Pages on Page 139
The EtherNet/IP Hardware Installation and Configuration Guide provides the following information:

¢ Connecting the hardware and devices
¢ Programming the DeviceMaster UP or DeviceMaster EIP IP address,
¢ Uploading EtherNet/IP firmware

The EtherNet/IP Interface Configuration Quick Start provides embedded web page configuration procedures
if you have Read-only or read /write devices, which provides procedures for your devices.

See Locating the Latest Software and Documents on Page 10 to locate the latest firmware, documentation, and
tools.

1.1. Product Name Change Notification

Comtrol has implemented a product name change for the DeviceMaster UP 2-port DIN rail models that align
with our new 1-port and 4-port DIN rail model names.

Note: Please note that the form, fit, and function of the DeviceMaster has not changed - only the name.

Old Name/Description New Model Name
DeviceMaster UP 2-Port 1E EtherNet/IP DeviceMaster EIP-2202
DeviceMaster UP 2-Port DB9 1E EtherNet/IP DeviceMaster EIP-2102
DeviceMaster UP 2-Port 2E EtherNet/IP DeviceMaster EIP-2402
DeviceMaster UP 2-Port DB9 2E EtherNet/IP DeviceMaster EIP-2302

In this manual, the DeviceMaster UP or DeviceMaster EIP is simply referred to as the DeviceMaster.

1.2. Audience

The primary audience of this document is the person responsible for installing the DeviceMaster and
programming the PLC. This guide assumes you are familiar with the following topics:

¢  Windows operating system

e EtherNet/IP

e Allen-Bradley ControlLogix family, PLC-5, SLC or MicroLogix PLCs
¢ RSLogix 5000, RSLogix 500 or RSLogix 5 programs
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Product Overview

1.3. Product Overview

Your particular DeviceMaster model may or may not have the EtherNet/IP firmware loaded (depending on

the model you purchased).

Note: Models that have EtherNet/IP loaded on the DeviceMaster are identified in PortVision DX and the

DeviceMaster is labeled accordingly.

This document describes how to configure the DeviceMaster for the EtherNet/IP protocol after basic
DeviceMaster installation and configuration procedures.

You can configure and manage the DeviceMaster through one of the following methods:
e Embedded web page interface
¢ EtherNet/IP Interface Profile objects

1.4. EtherNet/IP Firmware

The following subsections provide EtherNet/IP system information.

1.4.1. Locating the Latest Software and Documents

You can use the links in this table to check for updated software or documentation.

Software and Documentation FTP

Use PortVision DX to manage Comtrol Ethernet-attached devices to:

¢ Scan the network for attached devices

¢ View networked devices in real-time

®  Access product-specific network settings configurations

e Assign IP addresses and network settings to one or multiple

devices

e Upload the latest firmware or Bootloader
PortVision DX e Save and load configuration files
(Windows) e Access DeviceMaster configuration web pages o

e Access Telnet/SSH sessions

¢ Remotely reboot devices

¢ Download technical documentation

¢ Enable event logging to assist in monitoring and troubleshooting

e (Create shortcuts to quickly access your favorite applications

¢ Organize devices into folders and create multiple views

e Enter notes about a folder or device

This is the application that may or may not have been loaded on the
EtherNet/IP Firmware DeviceMaster depending on the model that was ordered. o

You may need to use PortVision DX to load this firmware.
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Data Type Definitions

Software and Documentation FTP
This contains hardware installation, configuration information, and
EtherNet/IP Hardware connector information. )
Installation and Configuration a
Guide This includes using PortVision DX to configure the IP address and if &
necessary, how to update the firmware.
gz});%g{vjfég;{rgzlg (zces tart This document with web interface configuration procedures. @
The User Guide contains detailed information about the EtherNet/IP
(application) firmware, which includes additional information about
EtherNet | IP User Guide the web configuration interface for EtherNet/IP. o
It also discusses the example PLC programs that were installed on =
your system and provides a Programming Interface chapter.
This Guide discusses the data extraction and filtering processes in the
DeviceMaster are designed to off load as much work as possible from
DeviceMaster UP Filtering and |the PLC and/or application and provide a very simple and easy to use
Data Extraction Reference interface for standard RFID and barcode data. @

Guide

This functionality and interface is designed to save dozens, possibly
hundreds of lines of ladder logic in a typical PLC program.

1.4.2. Data Type Definitions

The following list defines the available data types.

Data Type Definition
USINT Unsigned short integer (8-bits)
UINT Unsigned integer (16-bit)

UDINT Unsigned double integer (32-bits)
INT Signed integer (16-bits)

DINT Signed double integer (32-bits)
BYTE Bit string (8-bits)

WORD Bit string (16-bits)

DWORD Bit string (32-bits)

STRING Character string (1-byte per character)
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Terms and Definitions

1.4.3. Terms and Definitions

This section uses the following terms and definitions.

Term Definition

Otherwise called implicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:

Class 1 ¢ Uses Ethernet UDP messages.

¢ Is cyclic in nature. Input and/or output data is exchanged between the
controllers and devices at regular time intervals.

Otherwise called explicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:

Class 3 ¢ Uses Ethernet TCP/IP messages.

¢ By itselfis not cyclic in nature. The controller and devices must send
individual messages to each other.

EtherNet/IP An Ethernet based industrial communication protocol utilized to communicate
between controllers, often times PLCS, and devices.

Standard Ethernet communications protocol utilizing socket communication
Ethernet TCP/IP interfaces that guarantees delivery to the intended device.

Standard Ethernet communications protocol utilizing socket communication
Ethernet UDP/IP |interfaces that does not guarantee delivery. The data may or may get to the
intended device.

Multicast addressing involves Ethernet devices sending messages to each other
‘ using a multicast address. Multicast addressing:
Multicast e Uses a specified IP address range designated for multicast communication.

e Allows either one or multiple devices to receive the same messages.

Point-to-Point, otherwise called unicast, addressing involves Ethernet devices
Point-to-Point sending messages directly to each other using their own IP addresses. Messages
are sent to only one device.

1.4.4. EtherNet/IP System Architecture

The Ethernet TCP/IP firmware
provides a raw/ASCII interface to both Dl UP Switch
serial and Ethernet TCP/IP devices. evice wite

Ethernet and/or

PLC
For example: . Serial “ Ethernet/IP Ethemei m
e The DeviceMaster 1-port provides — > &8

EtherNet/IP support for one serial [ _
device and one Ethernet device for ~ Ethemet e I

a total of two devices. Device. - B Application

> TT——
¢ The DeviceMaster 2-port provides '4
EtherNet/IP support for two serial
devices and two Ethernet devices

for a total of four devices. , _ i
-4—— Physical Connection

* The DeviceMaster 4-port provides  <-—-» Ethemet Socket Connection
gg&;ig?ﬁ{lpfiﬁg%’gﬁef;?gefgggsggsl Comtrol EtherNet/IP System Architecture (V3.x)
for a total of eight devices.

Serial DeviceMaster Ethernet

iy
-

|

Ethernet TCP/IP Ethernet TCP/IP

EtherNet/IP firmware provides an application interface for both serial and Ethernet devices. You can connect
any application, such as a configuration, database, or control application, via the application socket port to
the serial and/or Ethernet devices while the device(s) are attached to the PLC via EtherNet/IP.
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1.4.5. Filtering and Data Extraction Functionality (Patent Pending)

EtherNet/IP firmware provides the

. . . Serial DeviceMaster Ethernet
gollovymg 1f.iltgrlng and data extraction Device UP Switch (Fittred PLC
unctionality: ) Méiir;";s) Ethernet and/or Messages)
. Filtering Serial Ethernet/IP Ethernet/IP
- String Filtering of up to 128 -
bytes of raw/ASCII data toboth /’ T _
the PLC and/or application. Deizzee e Méiaar;’;s) I M{g::rge:s) Application
- RFID filtering of EPCglobal Tt
formatted RFID tag data to '
bOth the PLC and/or Ethernet TCP/IP Ethernet TCP/IP
application.
- Barcode filtering of all UPC/ «— Physical Connection
EAN formatted barcodes data - ——-» Ethemet Socket Connection
to b?th éc.he PLC and/or EtherNet/IP Filtering Functionality (V3.x)
application.

e Data extraction

- RFID data extraction extracts all parameters, such as company code, product code, and serial
numbers, from any or all of the 43 EPCglobal tag formats. It then transfers the data to the PLC and/
or application in a consistent and simple format.

- Barcode data extraction extracts the company, product, and numbering codes from UPC/EAN
formatted barcodes. It then transfers the data to the PLC and/or application in a consistent and
simple format.

¢ Environment specific support
- Support for multiple RFID reader tag formats.
- RFID antenna grouping.
- Aging of filtered string/RFID/barcode entries.
- Discarding of unrecognized RFID and barcode messages.

For detailed information about filtering and data extraction, see the DeviceMaster UP Filtering and Data
Extraction Reference Guide.

1.5. EtherNet/IP Application Setup

Before you can configure the EtherNet/IP firmware on the DeviceMaster, you must have previously
performed the following steps:

¢ Install the hardware
e Install PortVision DX
¢ Ifnecessary, upload the EtherNet/IP firmware using PortVision DX

Note: Models that have EtherNet/IP loaded on the DeviceMaster are identified in PortVision DX and the
DeviceMaster is labeled accordingly.

¢ Configure the DeviceMaster IP address using PortVision DX

Note: If necessary, refer to the EtherNet /IP Hardware Installation and Configuration Guide for the above
procedures.
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EtherNet/IP Application Setup

Use the following steps to complete the DeviceMaster configuration for EtherNet/IP.

1. Select the appropriate programming procedure for the following interfaces:

Interfaces Programming Procedure

¢ Program the PLC. See the instructions in ControlLogix PLC
Programming Example Instructions on Page 157.

ControlLogix ¢ (Optional) Access the DeviceMaster Serial | Port and Ethernetf] Device
PLC Configuration pages to configure the serial/socket port settings, if you did
not configure the serial/socket port setting in the PL.C program. See the
DeviceMaster Interface Configuration Guide for procedures and reference
Embedded Configuration Pages on Page 89, if necessary.

¢ Program the SLC or MicroLogix PLC, see the instructions in SLC or
MicroLogix PLC Programming Example Instructions on Page 170.

SLCor e Access the DeviceMaster Serial | Port and Ethernet | Device
MicroLogix PLC Configuration pages to configure the serial/socket port settings. See the
DeviceMaster Interface Configuration Guide for procedures and reference
Embedded Configuration Pages on Page 89, if necessary.

e Program the PLC-5 PLC, see the instructions in PLC-5 PLC
Programming Example Instructions on Page 197.

PLC-5 PLC e Access the DeviceMaster Serial | Port and Ethernet | Device
Configuration pages to configure the serial/socket port settings. See the
DeviceMaster Interface Configuration Guide for procedures and reference
Embedded Configuration Pages on Page 89, if necessary.

2. Connect your serial device or devices and make sure all Ethernet devices are attached to the same
Ethernet subnet. If necessary, refer to the EtherNet/IP Hardware Installation and Configuration Guide.
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Chapter 2. Data Transfer

This chapter discusses data transfer.

2.1. Data Message Format

The following data message format is used for all interfaces. The ControlLogix interface uses SINT, (8 bit
bytes), and the MicroLogix/SLC/PLC-5 interface uses 16 bit words for the data arrays. All data is sent to and
received from the PLC in little endian format.

2.1.1. Receive Data Message

The Receive Data message format contains a sequence number, a length and a data array.
The following table displays the format of the Receive Data message.

Name Data Type Data Value(s) Access Rule

Receive (DeviceMaster to PLC) message data

Structure of:

Produced data sequence number UINT 0-65535 (FFFF hex) |Read-only
Data length (in bytes) UINT 0-(MSG payload-4)
Data array Array of SINT 0-255

Receive messages have the following characteristics:
¢ The Produced data sequence number is incremented when the data is updated.
¢ The data length field indicates the number of valid bytes contained in the message.

¢ The message received from the PLC determines the actual length of the message returned to the PLC.
(This is often greater than the length of the actual Receive Data message.)

e All unused bytes in a message returned to the PLC are filled with zeros.

e The GW EIP/ASCII supports serial packets of up 1518 bytes and socket packets up to 2048 bytes in the
Write-To-Tag/File transfer to PLC mode.

e For large received data packets, see sections on Serial and Socket Data Transfer objects or MicroLogix/
SLC/PLC-5 interface.
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Transmit Data Message

2.1.2. Transmit Data Message

Just like the Receive Data message, the Transmit Data message format contains a sequence number, a length

and a data array.

The following table displays the format of the Transmit Data message.

Name Data Type Data Value(s) Access Rule
Transmit (PLC to DeviceMaster) message data
Structure of:
Produced data sequence number UINT 0-65535 (FFFF hex) |Read/Write
Data length (in bytes) UINT 0-(MSG payload-4)
Data array Array of SINT 0-255

Transmit messages have the following characteristics:

¢  For Write MSG from PLC mode, all messages received from a PLC will be transmitted, whether or not the
produced data sequence number has changed or not.

e For Class 1 from PLC mode, messages received from a PLC will only be transmitted if the sequence

number has changed.

e Ifthe TX MSG Sequence Number Checking option is selected, produced data sequence numbers that are not
incremented from the last transmit message will be identified as errors. Statistics will be provided in the

diagnostic web pages.

e The data length field indicates the number of valid bytes contained in the message.

¢ The actual length of a message received from the PLC may contain extra, unused data.

e Itignores all unused bytes in a message.

¢ A Get returns the last successfully transmitted serial/socket packet.
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Data Transfer Methods

2.2. Data Transfer Methods

The GW EIP/ASCII gateway provides a selection of data transfer methods and a number of options to
customize the data handling for different environments.

2.2.1. Receive Data Methods

The GW EIP/ASCII supports the following receive data methods:
2.2.1.1. Polling-PLC Requests Data

Also called Slave-Mode for some industrial protocols, the polling method requires the controller to request
received data from the DeviceMaster via messages. The DeviceMaster does not respond until it receives a
request for data.

Raw/ASCN

Gateway =i

PLC

(Read meassaga)

EthaerNetIP

Sarial andior
[Ethermet

_I‘:‘- \ Barcode
L q
- l g Scanner

(Read message response) - &F
.; lag RFID Tunned
_ Ll

Polling Rx Transfer Method

2.2.1.2. Write-to-Tag/File Gateway Writes Data Directly Into PLC Memory

Also called Master-Mode for some industrial protocols, the Write-to-Tag/File method requires the DeviceMaster
to send messages that write data directly into a tag or file on the PLC. The DeviceMaster sends new data to
the PLC immediately.

Raw/ASCI
PLC DeviceMaster UP Devices
{Tag/File Write data message) - Barcode
- “.. Scanner
EtherNet/IP I Serial andior
L aeed Ethemset
(TagiFile Write data o AF e
message rasponse) t. LMS Scanner

Write-to-Tag/File Rx Transfer Method
e Serial packets up to 1518 bytes may be received while operating in the Write-To-Tag transfer to plc mode.
e Socket packets up to 2048 bytes may be received while operating in the Write-To-Tag transfer to plc mode.
¢  ControlLogix family PLCs (ControlLogix/CompactLogix/SoftLogix/FlexLogix, etc):
- All tags must be single dimension arrays of type SINT. (i.e. Com1_RdData[444], type= SINT)

- For packets over 440 bytes, the DeviceMaster places the data into a sequence of tags. These tags must
meet the following criteria:

- The entire sequence of tags must be large enough to contain the maximum sized receive packet
plus four SINTS for the sequence number and length parameters.

- All tags except the last of the sequence must be 444 SINTSs in size.

- The tags must have the same base name and numbered in sequence. The first tag is not numbered
(i.e. Com1_RxData), the second tag has a 2 appended (i.e. Com1_RxData2), the third has a 3
appended (i.e. Com1_RxData3) and so on.
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- The sequence number and total length is placed in the first tag and the first tag is the last tag
updated. Therefore, once the sequence number is updated, the entire serial packet has been
received and the PLC can process the data.

¢ For MicroLogix/SCL/PLC-5 PLCs:
- All files must be of type integer, (i.e. N10:0, length = 256)
- For large received data packets:
- The data is automatically placed in sequential files.

- The files must be 256 integers in size with the exception of the last file. The last file may be shorter
than 256 integers as long as the total length of all files in the sequence is sufficient to hold the
largest receive packet, plus two integers for the sequence number and length parameters.

- All data has been transferred to the PL.C when the sequence number is updated.
2.2.1.3. Class 1 Connection (Input Only)-PLC and Gateway Utilize an I/O Connection

Also called I/0 Mode for some industrial protocols, the Class 1 connection method requires the DeviceMaster
and PLC to connect to each via an I/O connection. For EtherNet/IP, a connection over UDP must first be
created. Once the connection is established, the gateway sends input data to the PL.C at a cyclic rate.

RawlASCII
PLC DaviceMastar UP Devices
- {Continuous Rx Updates) -_ i
- y —————————— y RFID Reader
- i il
Class 1 EtherNel/IP Connaction » Sevial andfor
a I ‘—1 E it *._

(Hearibeat only — no Tx data) i '

Waigh Scala

Class 1 Rx Transfer Method

2.3. Transmit Data Methods

The DeviceMaster gateway supports the following transmit data methods.

2.3.1. PLC-Writes

Also called Slave-Mode for some industrial protocols, the PLC-Writes method requires the PLC to send data
to the DeviceMaster via write messages.

RawlASCI
PLC DeviceMaster UP Davices

I — (Write message) . =
i - " - p‘.' Label Printes
ﬂllll ! EtherMet/IP H m Serial ardiorn "-:;_
-} Ethamat
o &

(Write message response)

Prirvlar

PLC-Writes Tx Transfer Method
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2.3.2. Class 1 Connection (Input & Output) - PLC and DeviceMaster Utilize an I/0
Connection

Also called I/0 Mode for some industrial protocols, the Class 1 connection method requires DeviceMaster and
PLC to connect via an I/O connection. For EtherNet/IP, a connection over UDP must first be created. Once the
connection is established, the PLC and DeviceMaster continually exchange data at a cyclic rate.

Raw/ASCII
DeviceMaster UP Devices

(Continuous Rx Updates) .&_
- Printer
Class 1 EtherNet/IP Connection ' E Serial andios

Ethemeat
Continuous Tx Updates '
( uou p ) Conveyor
Sorter

Class 1 Rx/Tx Transfer Method
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Chapter 3. Programming Interface

3.1. Overview

The DeviceMaster provides an EtherNet/IP interface to:

¢ Transmit and receive raw/ASCII serial and socket (Ethernet device) data
¢ Filtering of the data

e Extraction of RFID and barcode parameters

e A connection to an optional application via a TCP/IP socket

The DeviceMaster provides EtherNet/IP connectivity to the entire ControlLogix family of PLCs as well as the
SLC, PLC-5, and MicroLogix PLCs.

3.1.1. ControlLogix Family

The DeviceMaster supports ControlLogix PL.Cs. You can configure DeviceMaster through the PL.C program or
the DeviceMaster EtherNet/IP | Device Configuration web page. The DeviceMaster interface for the
ControlLogix PLC is described in 3.2. EtherNet/IP Interface Profile (ControlLogix) on Page 22.

The EtherNet/IP Quick Start describes the quick start for read-only devices such as barcode scanners and
read/write devices such as printers.

6.4. ControlLogix PLC Programming Example Instructions on Page 157 provides descriptions of the RSLogix
5000 PLC program examples intended to aid the PLC programmer.

You can also use the Serial Port and Ethernet Device Configuration pages on the DeviceMaster when you do
not want to use the PLC programming interface to configure the DeviceMaster. Chapter 4. Embedded
Configuration Pages on Page 89 describes the web pages on the DeviceMaster and provides instructions for
configuring the serial/socket port settings.

3.1.2. PLC-5/SLC or MicroLogix

The DeviceMaster supports PLC-5, SLC and MicroLogix PLCs. You must configure the DeviceMaster through
the web pages on the DeviceMaster. The DeviceMaster interface for the PLC-5/SLC or MicroLogix PLC is
described in 3.3. PLC-5/SLC and MicroLogix Interfaces on Page 79.

The EtherNet/IP Quick Start describes the quick start for read-only devices such as barcode scanners and
read/write devices such as printers.

e SLC or MicroLogix PLC and want more information than provided in the EtherNet/IP Quick Start, see
6.5. SLC or MicroLogix PLC Programming Example Instructions on Page 170, which contains
descriptions of the RSLogix 500 PLC program examples intended to aid the PLC programmer.

¢ PLC-5PLC and want more information than provided in the EtherNet/IP Quick Start, see 6.6. PLC-5 PLC
Programming Example Instructions on Page 197, which contains descriptions of the RSLogix 5 PL.C
program examples intended to aid the PLC programmer.
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3.1.3. What is EtherNet/IP?

EtherNet/IP is an industrial application layer protocol for industrial automation applications. The IP stands
for ‘Industrial Protocol’. Built on the standard TCP/IP and UDP/IP protocols, it uses long established
Ethernet hardware and software to define an application layer protocol for configuring access and controlling
industrial automation devices. The EtherNet/IP application layer protocol is based on the Common Industrial
Protocol (CIP) layer. Building on these protocols, EtherNet/IP provides a seamless integrated system from the
Industrial floor to the enterprise network.

3.2. EtherNet/IP Interface Profile (ControlLogix)

This section describes the EtherNet/IP objects included in the ControlLogix EtherNet/IP interface and
supported by the DeviceMaster.

3.2.1. Serial Port Configuration Object Definition (70 Hex)

The Serial Port Configuration vendor specific object defines the protocol by which:
e A PLC can communicate with a serial port device through a DeviceMaster over EtherNet/IP.

¢ An optional application can communicate with a serial device through the DeviceMaster over an Ethernet
TCP/IP socket port.

¢ The optional serial data filtering and data extraction functions can be implemented.

Note: The instance number corresponds to the associated serial port number on the DeviceMaster. (Port
numbers are numbered from one to N.)

You can disregard this object definition if you configure the DeviceMaster using the Serial Port Configuration
web page. See Chapter 4. Embedded Configuration Pages on Page 89 to configure the DeviceMaster using the
embedded web page.

3.2.1.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 4 Get
2 Max Instance UINT Number of ports on the DeviceMaster Get
3 Num Instances |UINT Number of ports on the DeviceMaster Get

3.2.1.2. Instance Attributes

Note: Get returns the last command sent.

Attribute ID Name %;It)ae Data Value(s) Aféfﬁss
1
Serial Port Device Type UDINT |0=Raw Data Device Set/Get
(Default=0)
1=Reset Serial Port
2 2=S in Flash
Serial Port Commands DWORD avemn tias Set/Get
(Default=0) 4=Clear Sequence Counters
8=Clear Statistics Counters
Valid rates:
¥ Baud Rate UDINT |30, 600, 1200, 2400, 4800, 9600 Set/Get
(Default=9600) (default), 19200, 38400, 57600, 115200,
230400
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Instance Attributes

Attribute ID Name ,]r);;‘;g Data Value(s) Access
4 0=RS-232 (Default)
(Default=0 Interface Mode USINT 1=RS-422 Set/Get
RS-232) 2=RS-485
5 0=None (Default)
(Default=0 Parity USINT |1=Even Set/Get
None) 2=0dd
6 Valid Values: 5-8
Data Bits USINT | ¢ Yaues Set/Get
(Default=8)
7
(Default=1) Stop Bits USINT |Valid Values: 1 or 2 Set/Get
3 0=None (Default)
(Default=0  |Flow Control ysiNt | LTRISCTS Set/Get
efault= 0 ontro et/Ge
" v 2=XON/XOFF
None)
3=Half Duplex
9
0=0Off (Default
(Default=0 DTR Control USINT 120 (Default) Set/Get
=On
Off)
PLC Transmit STX Append Value
Structure of:
Length USINT |0,1,2 (0=No STX)
10
(Default=0 ‘1
Valuel (Only valid if Length [USINT |0 to 255 Set/Get
No STX) not zero)
Vf}f‘elﬁztﬁ‘g)y valid if USINT |0 to 255
PLC Transmit ETX Append Value
Structure of:
Length USINT |0,1,2 (0=No ETX) (Default=0)
11
(Default=0) |Valuel (Only valid if Length |USINT |0 to 255 Set/Get
not zero)
Value2 (Only valid if
Length=2) USINT |0 to 255
12 Reserved UINT 0 Get
Receive STX Detect Value
Structure of:
Length USINT |0,1,2 (0=No STX) (Default=1)
13
(Default=1) |Valuel (Only valid if Length |USINT |0 to 255 Set/Get
not zero)
Value2 (Only valid if . _
Length=2) USINT 0 to 255 (Default: Valuel = 2)
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Instance Attributes

Attribute ID Name %j‘;z Data Value(s) Access
Receive ETX Detect Value
Structure of:
Length USINT |0,1,2 (0=No ETX) (Default=1)
14
(Default=Valuel |y,1ye1 (Only valid if Length [ysiNT |0 to 255 Set/Get
Valuel=3) not zero)
Value2 (Only valid if
L:nlg‘ih=(2)n yvauat USINT |0 to 255 (Default: Valuel = 3)
15 Receive Timeout Between
Packets (if no ETX or time to UINT ODt 0f6515 3_5 Set/Get
(Default=200)  |wait for ETX value) (msec) |(Default = 200 msec)
01 Hex = Strip received STX/ETX
characters to the PLC
02 Hex = Discard received packets with
errors
04 Hex = (PLC-5/SLC) Rx MS Byte First
16 WORD |08 Hex = (PLC-5/SL.C) Tx MS Byte First
3 Serial Port Transfer Options |(pitwise |10 Hex = Tx Sequence Number Checking | Set/Get
(Default_03) OR)
20 Hex = Disable Queuing of Non-
Filtered Rx Messages
40 Hex = Strip received STX/ETX
characters to the application
(Default = 03)
80 Hex = Drop oversized received packets
0=0OFF
17 1=Unsolicited - Write-to-Tag
_ Receive (DeviceMaster to _ .. .
(Default=4 PLC) Data Transfer Method USINT  |2=Unsolicited - Write-to-Tag-Synced Set/Get
Class 1) 3=Polling
4=Class1 (Default=4)
18 Transmit (PLC to 0=Write-Message
(Default =1 |DeviceMaster) Data transfer |USINT  |1=Class1 (Default = 1) Set/Get
Method
Class 1)
19 Maximum Receive Data UINT 1-1518 (Default is dependent on the Set/Get
Packet Size number of serial ports)
20 Maximum Rx PLC Update
Rate (No more than one UINT _
(Default=40) |message per time interval in |(ms) 10-65535 (Default = 40) Set/Get
ms.)
21 Reserved USINT |0 Get
22 0 to Max Slot Number on PL.C
(Default=0) PLC Controller Slot Number |[USINT (Default=0) Set/Get
00000000 Hex to FFFFFFFF H
23 PLC IP Address UDINT e X Set/Get
(Mask= 255.255.255.255)
Receive (DeviceMaster to STRING
24 PLC) Produced Data Tag (Array of |ASCII string Set/Get
Name 40 SINTs)
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Instance Attributes

Attribute ID Name Pota Data Value(s) Access
0=Disabled
25 Application Socket Enable |USINT 1sabie Set/Get
1=Enabled
0=Disabled
26 Application Listen Enable |USINT 15able Set/Get
1=Enabled
0=Never
27 Application Connect Mode |USINT |1=Connect Always Set/Get
2=Connect On Data
0=N
28 Application Disconnect Mode |USINT 'ever Set/Get
1=Disconnect On Idle
29 %gﬂhcatlon Listen Socket |y 0-65535 Set/Get
30 %gﬂlication Connect Socket | yinT 0-65535 Set/Get
Application Connect IP 00000000 Hex to FFFFFFFF Hex
31 UDINT Set/Get
Address (Mask=255.255.255.255) e
32 Application Idle Timeout | /D"NT |0 to FFFFFFFF Hex Set/Get
0=0ff
1=String (128 byte maximum)
33 To PLC Filter Mod USINT Set/Get
0 Hher Mode 2=RFID (EPCglobal formats) e
3= Barcode (UPC/EAN formats)
0=0ff
1=Stri 128 byt i
34 To Application Filter Mode |USINT ring ( yte maximum) Set/Get
2=RFID (EPCglobal formats)
3= Barcode (UPC/EAN formats)
Discard Unrecognized Data 0=0ff
35 Mode usiNt | TR0 PLC Set/Get
et/Ge
(RFID and Barcode Filter 2=To application
mode only) 3=To PLC/application
0=None
1=Groups of Twos
2=G f Th
36 RFID Antenna Grouping  |USINT roups of Zrees Set/Get
3=Groups of Fours
4=First Two Only
5=First Three Only
01 Hex = Encoding Scheme
02 Hex = Filter Code
WORD |04 Hex = Ant Numb
37 To PLC Filter Options (Bitwise ex = Antennia umber Set/Get
OR) 08 Hex = Company Code
10 Hex = Product/Location Code
20 Hex = Serial Number
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Instance Attributes

Attribute ID Name IT);‘; Data Value(s) Access
01 Hex = Encoding Scheme
02 Hex = Filter Code
WORD 104 Hex = Ant Numb
38 To Application Filter Options |(Bitwise ox nbenna Aumber Set/Get
OR) 08 Hex = Company Code
10 Hex = Product/Location Code
20 Hex = Serial Number
UDINT
39 Filter Age Time (ms) 0 - FFFFFFFF Hex Set/Get
ms

0=Unspecified

10=Ali Text Mod
40 RFID Reader Interface Type |UINT %en( ext Mode) Set/Get
11=Alien (Terse Mode)

20=Intermec (Hex ASCII Mode)

Standard 12-14 Digit Format
(Mask = 000F Hex)

00 Hex=NONE

01 Hex=Five Company/Five Product
Digits

02 Hex=Six Company/Four Product
Digits

03 Hex=Seven Company/Three Product
Digits

B deF ¢ 04 Hex=Eight Company/T'wo Product

arcode Formats Digit
41 (Barcode Filtering Only) UINT 1818 . Set/Get
05 Hex=Nine Company/One Product

Digits

Eight Digit Format
(Mask = 00F0 Hex)

00 Hex=NONE

10 Hex=EAN-8; Two Company/Five
Product Digits

20 Hex=EAN-8; Three Company/Four
Product Digits

30 Hex=UPC-E

Application Transmit STX Append Value
Structure of:

Length USINT |0,1,2 (0=No STX) (Default=0)
42
(Default=0) Valuel (Only valid if Length |USINT |0 to 255 Set/Get
not zero)

Value2 (Only valid if

Length=2) USINT |0 to 255
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Common Services

Attribute ID Name Pota Data Value(s) Access
Application Transmit ETX Append Value
Structure of:
Length USINT |0,1,2 (0=No ETX) (Default=0)
43
(Default=0)  |y7g1ye1 (Only valid if Length [USINT |0 to 255 Set/Get
not zero)
Value2 (Only valid if
Length=2) USINT |0 to 255
1-1518 (Default =dependent on the
Maximum Transmit Data number of serial ports)
44 . UINT Set/Get
Packet Size Note: Applicable only to Classl euiae
Transmit Transfer mode.

3.2.1.3. Common Services

Service Code Implemented in Class Implemented in Instance Service Name
01 Hex Yes Yes Get_Attributes_All
02 Hex No Yes Set_Attributes_All
OE Hex Yes Yes Get_Attribute_Single
10 Hex No Yes Set_Attribute_Single
3.2.1.4. Instance Attribute Definitions
Attribute Description

Attribute 1
Serial Port Device

This attribute indicates the Serial Port Device Type. Raw Data device is the only
currently supported option.

Attribute 2

Serial Port
Commands

The DeviceMaster supports the following commands:

Reset serial port - This option resets the serial port hardware and statistics
counters. You must reset the DeviceMaster after modifying any of the serial port
configuration options, including: baud rate, interface mode, parity, data bits, stop
bits, flow control, or DTR control. It does not clear the sequence counters.

Save in Flash - This option saves the port configuration in flash memory. These
settings are restored when you reboot the DeviceMaster.

Clear sequence counters - This option clears the Receive Produced and Consumed
Sequence counters for the selected port.

Clear statistics counters - This option clears the statistics counters for the selected
port.

Attributes 3 to 9

Standard Serial Port
Settings

These are standard serial port settings.

Attribute 10 - PLC Transmit STX Append Value - You can set this attribute to append
an STX (start of transmission) byte sequence which is configurable as 1 or 2-bytes to
the beginning of the serial packet before it is sent.

The length indicates the number of STX bytes. The valid values for length are:

0 (zero) - Setting this attribute to zero disables this function.
1 (one STX byte) - Inserts one STX byte before the data.
2 (two STX bytes) - Inserts two STX bytes before the data.

Valuel - Specifies the transmit character associated with the first STX byte. (Only
if the length is not zero.) You can specify a value between 0 and 255.

Value2 - Specifies the transmit character associated with the second STX byte.
(Only if length is two bytes.) You can specify a value between 0 and 255.
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Instance Attribute Definitions

Attribute

Description

Attribute 10

PLC Transmit STX
Append Value

You can set this attribute to append an STX (start of transmission) byte sequence
which is configurable as 1 or 2-bytes to the beginning of the serial packet before it is
sent.

The length indicates the number of STX bytes. The valid values for length are:
¢ 0 (zero) - Setting this attribute to zero disables this function.

¢ 1 (one STX byte) - Inserts one STX byte before the data.

e 2 (two STX bytes) - Inserts two STX bytes before the data.

¢ Valuel - Specifies the transmit character associated with the first STX byte. (Only
if the length is not zero.) You can specify a value between 0 and 255.

e Value?2 - Specifies the transmit character associated with the second STX byte.
(Only if length is two bytes.) You can specify a value between 0 and 255.

Attribute 11

PLC Transmit ETX
Append Value

You can set this attribute to append an ETX (end of transmission) byte sequence
which is configurable as 1 or 2 -bytes to the end of the serial packet before it is sent.

The length indicates the number of ETX bytes. The valid values for length are:
e 0 (zero) - Setting this attribute to zero disables this function.

¢ 1 (one ETX byte) - Inserts one ETX byte at the end of the data.

e 2 (two ETX bytes) - Inserts two ETX bytes at the end of the data.

® Value - Specifies the transmit character associated with the first ETX byte. (Only if
the length is not zero.) You can specify a value between 0 and 255.

® Value2 - Specifies the transmit character associated with the second ETX byte.
(Only if length is 2-bytes.) You can specify a value between 0 and 255.

Attribute 13

Receive STX Detect
Value

This attribute detects an STX (start of transmission) byte sequence which is
configurable as 1 or 2-bytes when it receives a serial packet.

The length indicates the number of STX bytes. The valid values for length are:

e 0 (zero) - Setting this attribute to zero disables this function. When disabled, the
DeviceMaster accepts the first byte received after the last ETX byte(s) as the start
of the next data packet.

® 1 (one STX byte) - Scans serial data for one STX byte. If the DeviceMaster finds an
STX byte it collects the data. If the first byte is not the STX byte, the
DeviceMaster discards the byte. The DeviceMaster continues to discard the bytes
until the DeviceMaster finds an STX byte.

e 2 (two STX bytes) - Scans serial data for two STX bytes. If the DeviceMaster finds
two STX bytes it collects the data. If the first two bytes are not the STX bytes, the
DeviceMaster discards the bytes. Bytes continue to be discarded until the
DeviceMaster finds two STX bytes.

e Valuel - Specifies the character that represents the first STX byte. DeviceMaster
looks for this character in the first STX byte. (Only if the length is not zero.) You
can specify a value between 0 and 255.

e  Value2 - Specifies the character that represents the second STX byte.
DeviceMaster looks for this character in the first STX byte. (Only if length is two
bytes.) You can specify a value between 0 and 255.
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Attribute

Description

Attribute 14

Receive ETX Detect
Value

This attribute detects an ETX (end of transmission) byte sequence which is
configurable as 1 or 2 bytes marking the end of the serial packet.

The length indicates the number of ETX bytes. The valid values for length are:

® (0 (zero) - Setting this attribute to zero disables this function. When disabled, the
DeviceMaster uses the Receive Timeout Between Packets (attribute 15) to
indicate the end of data packet.

e 1 (one ETX byte) - Scans serial data for one ETX byte. When the DeviceMaster
finds an ETX byte it identifies the data as a serial packet.

e 2 (two ETX bytes) - Scans serial data for two ETX bytes. When the DeviceMaster
finds two ETX bytes it identifies the data as a serial packet.

e Valuel - Specifies the character to scan for in the first ETX byte. (Only if the length
is not zero.) You can specify a value between 0 and 255.

e Value2 - Specifies the character to scan for in the second ETX byte. (Only if length
is 2-bytes.) You can specify a value between 0 and 255.

Attribute 15

Receive Timeout
Between Packets

This attributes specifies:

e How long DeviceMaster waits (in milliseconds) if the Receive ETX length is not
zero (0) and it does not receive an ETX byte sequence.

e The time to wait (in milliseconds) between serial packets if the Receive ETX
Detect length is set to zero (0).

Attribute 16

Serial Port Transfer
Options

This attribute specifies special serial port transfer options. The following options are
supported:

e 01 Hexadecimal (Bit 0) - DeviceMaster strips received STX/ETX characters from
received packets before sending the packet to the PLC.

® (2 Hexadecimal (Bit 1) - DeviceMaster discards received packets with errors.

¢ (04 Hexadecimal (Bit 2) - (PLC-5/SLC only) DeviceMaster receives Most Significant
(MS) byte of 16-bit integer first. The default is transmit Least Significant (LS)
byte first.

08 Hexadecimal (Bit 3) - (PLC-5/SLC only) DeviceMaster transmit Most significant
(MS) byte of 16-bit integer first. The default is transmit Least Significant (LS)
byte first.

¢ 10 Hexadecimal (Bit 4) - Enable Transmit Sequence Number Checking.

- DeviceMaster rejects messages with duplicate sequence numbers (that is, the
same sequence number as the previous transmit data message) and
increments the Duplicate Transmit Sequence Error Count.

- DeviceMaster transmits messages with unexpected transmit sequence
numbers (that is, sequence numbers that are not the same as or are not equal
to the previous sequence number plus one) and increments the Unexpected
Transmit Sequence Error Count.

e 20 Hexadecimal (Bit 5) - Disable Queuing of Non-Filtered Rx messages to PLC. If
filtering is disabled, only the last message received is sent to the PLC.

¢ 40 Hexadecimal (Bit 6) - DeviceMaster strips received STX/ETX characters from
received packets before sending the packet to the application.

¢ 80 Hexadecimal (Bit 7) - Drop oversized received data packets.

Attribute 17

Receive
(DeviceMaster to
PLC) Data Transfer
Method

This attribute specifies the Receive Ethernet data transfer method used by the
DeviceMaster. There are four methods that DeviceMaster can use to transfer data
received from a serial device to the PLC.

Refer to Chapter 2. Data Transfer on Page 15 for a discussion on transfer modes.
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Attribute Description
Attribute 18 This attribute specifies the Transmit Ethernet data transfer method used by the
Transmit (PLC to DeviceMaster. There are two methods that DeviceMaster can use to transfer data
DeviceMaster) Data from the PLC to a serial device.
Transfer Method Refer to Chapter 2. Data Transfer on Page 15 for a discussion on transfer modes.

Attribute 19

Maximum Receive
Data Packet Size

Specifies the maximum acceptable size of a received serial packet. The maximum
received serial packet size is 1518 bytes while operating in Class 1, Write-to-Tag/ File
or Write-to-Tag-File-Synced receive modes.

PLC Controller Slot
Number

Attribute 20 The maximum rate (or minimum time interval) in milliseconds, that messages are

. sent to the PLC tag in the Write-To-Tag receive method. This attribute configures the
Maximum PLC DeviceMaster to space the messages to the PLC to prevent overrunning of data before
Update Rate the PLC can process it.
Attribute 22 This attribute specifies the slot number on the PL.C where the controller resides. The

slot numbers typically start at zero (0) for the first slot.
Note: The Polling and Class 1 methods do not use this attribute.

This attribute specifies the IP address in hexadecimal format for the PLC EtherNet/IP

Application Socket
Enable

Attribute 23 card. For example, an IP address of 10.1.2.100 is 0A010264 in hexadecimal.
PLC IP Address Note: The Polling and Class 1 methods do not use this attribute.
Attribute 24 . . . . . .
This attributes specifies the PLC tag name. It indicates where to write received data
Receive while operating in the Unsolicited - Write-to-Tag or Unsolicited - Write-to-Tag-Synced
(DeviceMaster to receive method.
%g\ggguced Data The maximum length for the tag name is 40 characters.
This setting enables/ e .
disables the erial Device
Application Socket )
Interface. Enabling s
this function allows an
application to be
Attribute 25 connected to the serial

port. If both the PLC
and application are
connected to the serial
port, both can Ethernet TCP/IP

Application

transmit to and 8
receive data from the Application Socket Interface %‘
the PLC and

application cannot communicate directly to each other.

serial port. However,
Enabling this setting allows the application to connect to the DeviceMaster via an

Application Connect
Mode

Attribute 26 Ethernet TCP/IP socket.

Application Listen e 0= Disables listening - The DeviceMaster does not accept connection attempts.

Enable e 1 = Enables listening - The DeviceMaster accepts connection attempts from the
application socket port.

Attribute 27 This setting controls if and how the DeviceMaster attempts to connect to the

application at the application connection IP address and application connection socket
port.

¢ 0 = Never - The DeviceMaster does not attempt to connect to the application.

¢ 1= Connect Always - The DeviceMaster attempts connecting to the application
socket port until a connection is made.

e 2 = Connect On Data - The DeviceMaster does not attempt to connect to the
application socket port until there is data to send to the application. Once data is
received from the serial device, the DeviceMaster attempts connecting to the
application.
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Attribute Description
Attribute 28 This setting controls if and how the DeviceMaster disconnects from an application.
Application e 0= Never - The DeviceMaster does not disconnect from the application socket

Disconnect Mode

port.

¢ 1 = Disconnect On Idle - The DeviceMaster disconnects when there has been no
transmit or received data between the serial device and application socket port for
a specified Idle period (Attribute 32: Application Connection IP Address).

Attribute 29

Application Listen
Socket Port

This is the socket port number on the DeviceMaster the application connects to if
Application Listen Enable is enabled.

Attribute 30

Application
Connection Socket
Port

This is the application socket port number the DeviceMaster connects to if the
Application Connect Mode is set to either Connect Always or Connect On Data.

Attribute 31

This is the application IP address in hexadecimal format that the DeviceMaster

Application connects to if the Application Connect Mode is set to either Connect Always or Connect
gggnectlon Ip On Data. For example, an IP address of 10.1.2.100 is 0A010264 in hexadecimal.
ress
Attribute 32 . . . g - . . . .
L The idle timeout period in milliseconds that is used if the Application Disconnect Mode
%pphcatlon Idle is set to Disconnect On Idle.
imeou

Attribute 33

To PLC Filter/Data
Extraction Mode

The filter / data extraction mode to be employed on data to be sent to the PLC.
e 0=0ff

e 1 =String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or
bytes) in length.

e 2 =RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is
filtered, the associated parameters is extracted, and the extracted data and RFID
tag is sent to the PLC in a specified format.

e 3 = Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats is
filtered, the associated parameters is extracted, and the extracted data and
barcode is sent to the PLC in a specified format. See the barcode format
definitions in Attribute 41 on Page 34.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for
further details.
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Attribute Description
The filter / data extraction mode to be employed on data to be sent to the application.
e 0=0ff
e 1 =String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or
bytes) in length.

e 2 =RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is
filtered, the associated parameters is extracted, and the extracted data and RFID
tag is sent to the application in a specified format.

Attribute 34 e 3 =Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats is
L . filtered, the associated parameters is extracted, and the extracted data and
To Application Filter/ barcode is sent to the application in a specified format. See the barcode format
I\D/Iatial Extraction definitions in Attribute 41 on Page 34.
ode

The application filter mode can be set independently of the PLC filtering mode. The
only exceptions are:

e Ifthe PLC filter mode is set to RFID, the application filter mode cannot be set to
Barcode.

e Ifthe PLC filter mode is set to Barcode, the application filter mode cannot be set to
RFID.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for
further details.

This attribute controls what to do with unrecognized RFID or barcode data.

Attribute 35 ¢ 0 = Off - Send unrecognized data to the PLC and/or application.
ribute
¢ 1 = Discard unrecognized data to the PL.C. Allow sending of unrecognized data to

Discard the application.

Unrecognized Data . . .. . .

Mode e 2 = Discard unrecognized data to the application. Allow sending of unrecognized
data to the PLC.

¢ 3 = Discard unrecognized data to both the PL.C and application.

This attribute is applicable only to RFID filtering and only if the Antenna filtering
option is enabled. It allows the DeviceMaster to filter RFID tags based on Antenna
groupings. The possible groupings are:

. Setting Group1l  Group 2 Group 3 Group N
Attribute 36 Antennas Antennas Antennas Antennas
RFID Antenna None 1 2 3 4
Grouping Groups of Twos 1,2 3,4 5,6 Etc.

Groups of Threes 1,2,3 45,6 7,8,9 Etc.
Groups of Fours 1,2,3,4 5,6,7,8 9,10,11,12 Ete.
First Two Only 1,2 3 4 N+1
First Three Only 1,2,3 4 5 N+2
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Attribute

Description

Attribute 37

To PLC Filtering
Options

This attribute defines the RFID filtering criteria to the PLC. If an option is enabled, it
is used to decide when an RFID tag can be filtered or sent to the PLC.

¢ (01 Hex = Encoding/Numbering - Include the Encoding/Numbering code in the
filtering criteria, which is part of the RFID tag or barcode data.

e 02 Hex = Filter Value - Include the Filter Value in the filtering criteria, which is part
of the RFID tag data.

¢ 04 Hex = Antenna - Include the Antenna number in the filtering criteria. This is
data from the RFID reader and not from the RFID tag.

¢ (08 Hex = Company - Include the Company code in the filtering criteria, which is
part of the RFID tag or barcode data.

¢ 10 Hex = Product/Location - Include the Product/Location code in the filtering
criteria, which is part of the RFID tag or barcode data.

e 20 Hex = Serial Number - Include the Serial Number in the filtering criteria, which
is part of the RFID tag data.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for
further details.

Attribute 38

To Application
Filtering Options

This attribute defines the RFID filtering criteria to the application. If an option is
enabled, it is used to decide when an RFID tag can be filtered or sent to the
application.

¢ 01 Hex = Encoding/Numbering - Include the Encoding/Numbering code in the
filtering criteria, which is part of the RFID tag or barcode data.

e 02 Hex = Filter Value - Include the Filter Value in the filtering criteria, which is part
of the RFID tag data.

¢ 04 Hex = Antenna - Include the Antenna number in the filtering criteria. This is
data from the RFID reader and not from the RFID tag.

e (08 Hex = Company - Include the Company code in the filtering criteria, which is
part of the RFID tag or barcode data.

e 10 Hex = Product/Location - Include the Product/Location code in the filtering
criteria, which is part of the RFID tag or barcode data.

¢ 20 Hex = Serial Number - Include the Serial Number in the filtering criteria, which
is part of the RFID tag data.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10) for
further details.

Attribute 39
Filter Age Time

This attribute defines the time a filter string, RFID tag, or barcode continues to be
filtered after the last time it was received. If an entry is received before the Filter Age
Time has passed, the entry is filtered and the data is not be sent to the PLC and/or
application. However, if the Filter Age Time has passed, it passes filtering and be sent
to the PLC and/or application.

Attribute 40

RFID Reader
Interface Type

This attribute defines the expected RFID data format. Each format is unique and
pertains to the RFID reader manufacturer. If a RFID reader is to be used and it
provides a similar format to the ones listed below, it can also be used.

e 0=Unspecified

e 10 (Decimal) = Alien (Text Mode)

e 11 (Decimal) = Alien (Terse Mode)

e 20 (Decimal) = Intermec (Hex ASCII Mode)

See the DeviceMaster UP Filtering and Data Extraction Reference Guide for details.
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Attribute Description
This attribute defines barcode format to be used for both standard and eight digit
UPC labels. The term standard refers to UPC-A, EAN-13, JAN, and EAN-14 barcodes
which all have ten company/product digits.
The standard and eight digit formats are selected independently and each operates
independently. Barcode filtering/data extraction does not function if no format is
selected.
Format Numbering Company Product Check
Digits Digits Digits Digit
Attribute 41 Standard Formats
None N/A N/A N/A N/A
Barcode Formats Company-5/ Product-5 1-3 5 5 1
Company-6/ Product-4 1-3 6 4 1
Company-7/ Product-3 1-3 7 3 1
Company-8/ Product-2 1-3 8 2 1
Company-9/ Product-1 1-3 9 1 1
Eight Digit Formats
EAN-8 Number-2/Product 5 2 0 5 1
EAN-8 Number-3/Product 4 3 0 4 1

UPC-E
See the DeviceMaster UP Filtering and Data Extraction Reference Guide for details.

You can set this attribute to append an STX (start of transmission) byte sequence
which is configurable as 1 or 2-bytes to the beginning of the serial packet before it is
sent.

The length indicates the number of STX bytes. The valid values for length are:

Maximum Transmit
Data Packet Size

Attribute 42 * 0 (zero) - Setting this attribute to zero disables this function.
Application Transmit |® 1 (ene STX byte) - Inserts one STX byte before the data.
STX Append Value e 2 (two STX bytes) - Inserts two STX bytes before the data.
e Valuel - Specifies the transmit character associated with the first STX byte. (Only
if the length is not zero.) You can specify a value between 0 and 255.
® Value2 - Specifies the transmit character associated with the second STX byte.
(Only if length is two bytes.) You can specify a value between 0 and 255.
You can set this attribute to append an ETX (end of transmission) byte sequence
which is configurable as 1 or 2 -bytes to the end of the serial packet before it is sent.
The length indicates the number of ETX bytes. The valid values for length are:
. ® (0 (zero) - Setting this attribute to zero disables this function.
Attribute 43
L . |* 1 (one ETX byte) - Inserts one ETX byte at the end of the data.
Application Transmit
ETX Append Value |® 2 (two ETX bytes) - Inserts two ETX bytes at the end of the data.
®  Value - Specifies the transmit character associated with the first ETX byte. (Only if
the length is not zero.) You can specify a value between 0 and 255.
®  Value2 - Specifies the transmit character associated with the second ETX byte.
(Only if length is 2-bytes.) You can specify a value between 0 and 255.
Attribute 44 Specifies the maximum acceptable size of transmit serial packet. The maximum

transmit serial packet size is 1518 bytes while operating in the Class1 transmit mode.
This attribute is not used in the Write-Msg transmit mode.
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3.2.2. Serial Port Data Transfer Object Definition (71 Hex)

The Serial Port Data Transfer vendor specific object defines the attributes by which the PL.C can transfer data
to and from a serial port device through a DeviceMaster over EtherNet/IP.

Note: There is one instance of this object per serial port. The instance number corresponds to the associated
serial port number on the DeviceMaster. (Port numbers are numbered from one to N.)

3.2.2.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT Number of ports on the DeviceMaster Get
3 Num Instances UINT Number of ports on the DeviceMaster Get
3.2.2.2. Instance Attributes
Attribute ID Name Data Type Data Value(s) |Access Rule
Transmit (PLC to DeviceMaster) message data.
Structure of:
1 Produced data sequence number UINT 0-65535 (FFFF hex) Set/Get
et/Ge
Data length UINT 1-440%*
Data array Array of USINT |0-255
Receive (DeviceMaster to PLC) message data
Structure of:
2 Produced data sequence number UINT 0-65535 (FFFF hex) Get
Data length UINT 0-440%* ©
Data array Array of USINT |0-255
Receive (DeviceMaster to PLC) produced data sequence number
3 Normally sent to the PLC from the
DeviceMaster in data transfer. UINT 0-65535 (FFFF hex) Set/Get
Receive (DeviceMaster to PLC) consumed sequence number
4 Normally updated by the PLC in the
Write-to-Tag-Synced receive method. UINT 0-65535 (FFFF hex) Set/Get
Transmit (PLC to DeviceMaster) produced data sequence number
5 .
Normally sent to the DeviceMaster |y 0-65535 (FFFF hex) | Set/Get
*  For the Polling receive method only. The maximum sized serial port message in the Class 1 Write-to-Tag
and Write-to-Tag-Synced receive method is 1518 bytes.
*¥%  For Write-Msg Transmit method only. The maximum sized serial port message in Class 1 is 1518 bytes.

3.2.2.3. Common Services

Service Name

Get_Attribute_Single
Set_Attribute_Single

Service Code

OE Hex
10 Hex

Implemented in Instance

Yes
Yes

Implemented in Class

Yes
No
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3.2.2.4. Instance Attribute Definitions

Attribute

Description

Attribute 1
Transmit (PLC to

This attribute transmits data out of a serial port on the DeviceMaster.

¢ In most cases, incrementing the sequence number is optional. However, it is
required if you enable the Transmit Sequence Number Checking option. (For more
information, see Attribute 16 - Serial Port Transfer Options on Page 29.)

(DeviceMaster to
PLC) Consumed
Data Sequence
Number

DeviceMaster)
Message Data ¢ The length must be at least one and a maximum of 440-bytes.
e A Get returns the last successfully transmitted data message.
This attribute provides the receive data while operating in the Polling communication
) method.
Attribute 2 e DeviceMaster increments the sequence number for each new serial port packet
Receive received.
%%%I;ﬁ\sl%sas?gé ]t)O ata |° A length of zero indicates no data was received on the specified serial port.
e Two or more Gets may return the same data packet, but the messages will also
have the same sequence number.
Attribute 3
Receive Use this attribute to get and set the Produced Data Sequence number. This is the
(DeviceMaster to same Produced Data Sequence number sent to the PLC in all the receive
PLC) Produced Data |communication methods.
Sequence Number
Attribute 4 Use this attribute to get and set the Consumed Data Sequence number. You can only
Receive specify this attribute when you are using the Unsolicited - Write-to-Tag-Synced receive

method under Attribute 17 in the Serial Port Configuration object definition. When
used, the PLC increments this attribute to indicate the data received has been
consumed and it is now ready for another serial data packet. For more information,
see the description of Unsolicited -Write-to-Tag-Synced in Attribute 17 on Page 29.

Attribute 5

Transmit (PLC to
DeviceMaster)
Produced Data
Sequence Number

Use this attribute to get and set the Transmit Produced Data Sequence number. This
is the same Produced Data Sequence number sent to the DeviceMaster in the
Transmit Message data.
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3.2.3. Serial Port Statistics Object Definition (72 Hex)

The Serial Port Statistics object defines the statistics gathered by the DeviceMaster on a serial port basis.

Note: There is one instance of this object per serial port. The instance number corresponds to the associated

serial port number on the DeviceMaster. (Port numbers are numbered from one to N.)

3.2.3.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT Number of ports on the DeviceMaster Get
3 Num Instances UINT Number of ports on the DeviceMaster Get
3.2.3.2. Instance Attributes
Attribute ID Name Data T Data A Rul
YPe| vValue(s) ccess Rule
1 Receive Byte Count UDINT O=default Get
2 Receive Packet Count UDINT O=default Get
3 Transmit Byte Count UDINT O=default Get
4 Transmit Packet Count UDINT O=default Get
5 Dropped Packet to PLC Count UDINT O=default Get
6 Parity Error Count UDINT O=default Get
7 Framing Error Count UDINT O=default Get
8 Overrun Error Count UDINT O=default Get
9 Received Consumed Sequence Error Count UDINT O=default Get
10 Duplicate Transmit Sequence Number errors UDINT O=default Get
11 Unexpected Transmit Sequence Number errors UDINT O=default Get
12 Dropped Packet to Application Count UDINT O=default Get
3.2.3.3. Common Services
Service Code | Implemented in Class | Implemented in Instance Service Name
01 Hex Yes Yes Get_Attribute_All
OE Hex Yes Yes Get_Attribute_Single
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3.2.3.4. Instance Attribute Definitions

Attribute

Description

Attribute 1
Receive Byte Count

This attribute counts the number of bytes received over the serial port.

Receive Packet Count: This attribute counts the packets received over the serial

Attribute 2
port.
Attribute 3
. This attribute counts the number of bytes sent out the serial port.
Transmit Byte Count
Attribute 4

Transmit Packet
Count

This attribute counts the number of packets sent out the serial port.

This attribute counts the number of received serial packets intended for the PLC
dropped due to:

e No STX byte(s) found

Parity Error Count

Attribute 5
Dropped Packet to e No ETX byte(s) found
PLC Count ¢ Time-outs
¢ Too large of packet
¢ Receive buffer queue overflows
Attribute 6

This attribute counts the number of received serial packets dropped due to
parity errors.

Attribute 7

Framing Error Count

This attribute counts the number of received serial packets dropped due to
framing errors.

Attribute 8
Overrun Error Count

This attribute counts the number of received serial packets dropped due to
overrun error incidents.

Attribute 9

Received Consumed
Sequence Error Count

This attribute counts the number of received consumed sequence number errors.
The DeviceMaster only increments this number when all of the following
statements are true:

* You selected the Unsolicited - Write-to-Tag-Synced method of receive
communication.

e DeviceMaster receives a serial packet.

¢ The Consumed Sequence number is out of sync. (It is not equal to the
Produced Sequence number or equal to the Produced Sequence number
minus one.)

Attribute 10

Duplicate Transmit
Sequence Number
Error Count

This attribute counts the number of Duplicate Transmit Sequence Number
errors. The DeviceMaster only increments this number when the following
statements are true:

*  You enabled the Transmit Sequence Number Checking configuration option.
(See Attribute 16 - Serial Port Transfer Options on Page 29 for additional
information.)

e DeviceMaster receives a transmit message with a sequence number equal to
the previous sequence number. (The DeviceMaster expects this sequence
number to be incremented by one from the sequence number in the previous
transmit message.)
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Attribute Description

This attribute counts the number of Unexpected Transmit Sequence Number
errors. The DeviceMaster increments this number when the following
statements are true:

Attribute 11 ¢  You enabled the Transmit Sequence Number Checking configuration option.

U tod T " (See Attribute 16 - Serial Port Transfer Options on Page 29 for additional
nexpected lransmi information.

Sequence Number . ) . . . .

Error Count ¢ DeviceMaster receives a transmit message with a sequence number that is

not equal to either the previous transmit sequence number or the previous
transmit sequence number plus one. (The DeviceMaster expects this
sequence number to be incremented by one with each new transmit
message.)

This attribute counts the number of received serial packets intended for the
application dropped due to:

Attribute 12 ¢ No STX byte(s) found

Dropped Packet to e No ETX byte(s) found
Application Count ¢ Time-outs

¢ Too large of packet

¢ Receive buffer queue overflows

3.2.4. Socket Port Configuration Object Definition (73 Hex)

The Socket Port Configuration vendor specific object defines the protocol by which:
¢ A PLC can communicate with an Ethernet TCP/IP device through a DeviceMaster over Ethernet/IP.

¢ An optional application can communicate with the Ethernet device through the DeviceMaster over an
Ethernet TCP/IP socket port.

¢ The optional data filtering and data extraction functions can be implemented.

Note: The instance number corresponds to the associated socket port number on the DeviceMaster. (Socket
port numbers can be numbered form 1 to N.)

You can disregard this object definition if you configure the DeviceMaster using the embedded Ethernet |
Device Configuration web page. Use Chapter 4. Embedded Configuration Pages on Page 89 to configure the
DeviceMaster using the embedded web pages.

3.2.4.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 3 Get
2 Max Instance UINT Number of ports on the DeviceMaster Get
3 Num Instances UINT Number of ports on the DeviceMaster Get

3.2.4.2. Instance Attributes

Note: Get returns the last command sent.

Attribute Data Access
1D Name Type Data Value(s) Rule
1 Socket Port Device UDINT 0=Raw/ASCII Data Device Set/Get
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Attribute Data Access
ID Name Type Data Value(s) Rule
1=Reset Socket Port
2=Save in Flash
2 Socket Port Commands |DWORD Set/Get
4=Clear Sequence Counters
8=Clear Statistics Counters
0=Disabled
3 Device Socket Enable USINT 1sabie Set/Get
1=Enabled
0=Disabled
4 Device Listen Enable USINT 1sabie Set/Get
1=Enabled
5 Device Listen Socket Port |[UINT 0-65535 Set/Get
0=Never
6 Device Connect Mode USINT 1=Connect Always Set/Get
2=Connect On Data
. . 0=Never
7 Device Disconnect Mode |USINT . Set/Get
1=Disconnect On Idle
8 pevice Connect Socket | gINT  |0-65535 Set/Get
Device Connect IP 00000000 Hex to FFFFFFFF Hex
9 UDINT Set/Get
Address (Mask=255.255.255.255) evie
10 Device Idle Timeout &DSIJE)T 0 to FFFFFFFF Hex Set/Get
Receive Timeout Between 0 to 65535
11 Packets (if no ETX or time gls\g) ° Set/Get
to wait for ETX value) (Default = 0)
0000000 Hex to FFFFFFFF H
12 |PLC IP Address UDINT ex to o Set/Get
(Mask = 255.255.255.255)
0=0OFF
1=Unsolicited - Write-to-Tag
Receive (DeviceMaster to 2=Unsolicited - Write-to-Tag-S d
13 PLC) Ethernet Data USINT nsotcited - Wiite-to-tagoynee Set/Get
Transfer Method 3=Polling
4=Class 1
(Default=4)
PLC Controller Slot 0 to Max Slot Number on PLC
14 USINT Set/Get
Number (Default = 0) evie
01 Hex = (PLC/SLC) Rx MS Byte First
02 Hex = (PLC/SLC) Tx MS Byte First
15 %oili{sfl Eort Transfer ggvf:ge 04 Hex = Tx Sequence Number Checking Set/Get
p OR) 08 Hex = Disable Queuing of Non-Filtered
Rx Messages
10 Hex = Drop oversized received packets
Maximum PLC Update 10-65535
16 Rate (No more than one gﬁls\g) Set/Get
message per time period.) (Default = 40)
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3=Groups of Fours
4=First Two Only
5=First Three Only

Attribute Data Access
D Name Type Data Value(s) Rule
Maxi Receive Dat 1-2048
aximum Receive Data
17 Packet Size UINT Default = Dependent on the number of Set/Get
serial ports.
Received (DeviceMaster |STRING
18 to PLC) Produced Data (Array of |ASCII String Set/Get
Tag Name 40 SINTS)
19 Application Socket USINT 0=Disabled Set/Get
Enable 1=Enabled
0=Disabled
20 Application Listen Enable| USINT 1ante Set/Get
1=Enabled
o 0=Never
21 ﬁ%%lécatlon Connect USINT 1=Connect Always Set/Get
2=Connect On Data
929 ﬁplzilication Disconnect | yqINT 0=N‘ever Set/Get
ode 1=Disconnect On Idle
23 %(}))Iﬂlication Listen Socket UINT 0-65535 Set/Get
Application Connect
24 Socket Port UINT 0-65535 Set/Get
ress (Mask=255.255.255.255)
26 |Application Idle Timeout g}ggg)T 0 to FFFFFFFF Hex Set/Get
0=0Off
1=Stri 128 byt i
27 |To PLC Filter Mode USINT ring (128 byte maximum) Set/Get
2=RFID (EPC Global formats)
3= Barcode (UPC/EAN formats)
0=0ff
To Application Filter 1=String (128 byte maximum)
28 USINT Set/Get
Mode 2=RFID (EPC Global formats) eviae
3= Barcode (UPC/EAN formats)
0=0ff
Discard Unrecognized 1=To PLC
Data Mode =lo
29 (RFID and Barcode Filter USINT 2=To application Set/Get
mode only) ..
3=To PLC/application
0=None
1=Groups of Twos
2=G: f Th
30  |RFID Antenna Grouping |USINT roups of “arees Set/Get
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Attribute Data Access
1D Name Type Data Value(s) Rule

01 Hex = Encoding Scheme

02 Hex = Filter Code

31 To PLC Filter Options (WBIOt\];_{VIIDSG 04 Hex = Antenna Number Set/Get

OR) 08 Hex = Company Code

10 Hex = Product/Location Code

20 Hex = Serial Number

01 Hex = Encoding Scheme

02 Hex = Filter Code

39 g% égrll)shcation Filter y]ggf){v]l)se 04 Hex i Antenna Number Set/Get
OR) 08 Hex = Company Code

10 Hex = Product/Location Code

20 Hex = Serial Number

UDINT

0 - FFFFFFFF Hex Set/Get
(msec)

33 Filter Age Time

0=Unspecified

RFID Reader Interface UINT 10=Alien (Text Mode) Set/Get

Type 11=Alien (Terse Mode)
20=Intermec (Hex ASCII Mode)

Standard 12-14 Digit Format
(mask = 000F Hex)

00 Hex=NONE
01 Hex=Five Company/Five Product Digits

34

02 Hex=Six Company/Four Product Digits

03 Hex=Seven Company/Three Product
Digits

04 Hex=Eight Company/Two Product Digits

05 Hex=Nine Company/One Product Digits Set/Get

Eight Digit Format
(mask = 00F0 Hex)

00 Hex=NONE

10 Hex=EAN-8; Two Company/Five
Product Digits

20 Hex=EAN-8; Three Company/Four
Product Digits

30 Hex=UPC-E

Barcode Formats
35 (Barcode Filtering Only) UINT

42 - Chapter 3. Programming Interface DeviceMaster EtherNet/IP User Guide: 2000424 Rev. M



Instance Attributes

Attlii]l))ute Name

Data
Type

Data Value(s)

Access
Rule

As defined for Get/Set All
PLC Transmit STX Appen

Structure of:

Valuel (Only valid if
Length not zero)

Value2 (Only valid if
Length=2)

As defined for Get/Set
Single

PLC Transmit STX
Append Value

36

Structure of:
Length

Valuel (Only valid if
Length not zero)

Value2 (Only valid if
Length=2)

d Value

USINT

USINT

USINT

USINT

USINT

0 to 255

0 to 25

0,1,2 (0=No STX) (Default=0)

0 to 255

0 to 255

Set/Get

As defined for Get/Set All

PLC Transmit ETX
Append Value

Structure of:

Valuel (Only valid if
Length not zero)

Value2 (Only valid if
Length=2)

37 As defined for Get/Set
Single

PLC Transmit ETX
Append Value
Structure of:

Length

Valuel (Only valid if
Length not zero)

Value2 (Only valid if
Length=2)

USINT

USINT

USINT

USINT

USINT

0 to 255

0 to 25

0,1,2 (0=No ETX) (Default=0)

0 to 255

0 to 255

Set/Get
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Attribute Data Access
ID Name Type Data Value(s) Rule
Receive STX Detect Value
Structure of:
Length USINT 0,1,2 (0=No STX) (Default=0)
38 |Valuel (Only validif  |[USINT |0 to 255 Set/Get
Length not zero)
Value2 (Only valid if
Length=2) USINT 0 to 255
Receive ETX Detect Value
Structure of:
Length USINT 0,1,2 (0=No ETX) (Default=0)
39 |Valuel (Only validif  |[USINT |0 to 255 Set/Get
Length not zero)
Value2 (Only valid if
Length=2) USINT 0 to 255
Application Transmit STX Append Value
Structure of:
Length USINT 0,1,2 (0=No STX) (Default=0)
40 o
Valuel (Only valid if USINT 0 to 255 Set/Get
Length not zero)
Value2 (Only valid if
Length=2) USINT 0 to 255
Application Transmit ETX Append Value
Structure of:
Length USINT 0,1,2 (0=No ETX) (Default=0)
41 L.
Valuel (Only valid if USINT 0 to 255 Set/Get
Length not zero)
Value2 (Only valid if
Length=2) USINT 0 to 255
Transmit (PLC to 0=Write-M
42 DeviceMaster) Data USINT rite-iessage Set/Get
Transfer Method 1=Classl (Default = 1)
43 Reserved USINT 0 Get
1-2048 (Default= dependent on number of
Maximum Transmit Data serial ports).
44 . UINT Set/Get
Packet Size Note: Applicable only to Classl Transmit euiae
Transfer mode
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Common Services

3.2.4.3. Common Services

Service Code Implemented in Class Implemented in Instance Service Name
01 Hex Yes Yes Get_Attributes_All
02 Hex No Yes Set_Attributes_All
OE Hex Yes Yes Get_Attribute_Single
10 Hex No Yes Set_Attribute_Single
3.24.4. Instance Attribute Definitions
Attribute Description
Attribute 1
. This attribute indicates the socket port device type. Raw/ASCII Data Device is the
%00ket Port Device only currently supported option for EtherNet/IP.
ype
DeviceMaster supports the following commands:
® Reset socket port - This option resets the device socket port, application socket
port, and the statistics counters. Generally this is not required when changing
socket port settings because the DeviceMaster detects the changes and, if
necessary, automatically reset the socket connection(s).
Attribute 2

Socket Port Commands

e Save in Flash - This option saves the socket port configuration in flash memory.
These settings are restored when you reboot the DeviceMaster.

¢ Clear sequence counters - This option clears the Receive Produced, Receive
Consumed, and Transmit Produced sequence counters for the selected socket
port.

e (Clear statistics counters - This option clears the statistics counters for the
selected socket port.

Attribute 3
Device Socket Enable

This attribute enables/disables the Device Socket Interface. Enabling this function
allows an Ethernet device to be connected to the DeviceMaster via an Ethernet
TCP/IP socket.

Device Socket Interface

Ethernet Device

PLC
~
Ethemet/IP |3
= o
S

Attribute 4
Device Listen Enable

Enabling this setting allows the device to connect to the DeviceMaster via an
Ethernet TCP/IP socket.

¢ 0 = Disables listening - The DeviceMaster does not accept connection attempts.

¢ 1 =Enables listening - The DeviceMaster does accept connection attempts from
the specified socket.

Attribute 5

Device Listen Socket
Port

This is the socket port number on the DeviceMaster the device connects to if Device
Listen Enable is enabled.
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Attribute

Description (Continued)

Attribute 6
Device Connect Mode

This setting controls if and how the DeviceMaster attempts to connect to the device
at the specified IP Address and socket.

¢ 0= Never - The DeviceMaster does not attempt to connect to the device.

¢ 1= Connect Always - Attempts to connect to the device until a connection is
made.

e 2= Connect On Data - The DeviceMaster does not attempt to connect to the
device until there is data to send to the device from either the PL.C or
application. Once data is received for the socket device, the DeviceMaster
attempts to connect to the device until a connection is made.

Attribute 7

Device Disconnect
Mode

This setting controls if and how the DeviceMaster disconnects from a socket device.
¢ (= Never - The DeviceMaster does not disconnect from the device.

e 1= Disconnect On Idle - The DeviceMaster disconnects when there has been no
transmit or received data between the socket device and PLC and/or application
for a specified Idle period. (Please see Attribute 10.)

Attribute 8

Device Connection
Socket Port

This is the device socket port number the DeviceMaster connects to if the Device
Connect Mode is set to either Connect Always or Connect On Data.

Attribute 9

Device Connection IP
Address

This is the device IP address the DeviceMaster connects to if the Device Connect
Mode is set to either Connect Always or Connect On Data. The IP address is in
hexadecimal format. For example, an IP address of 10.1.2.100 is 0A010264 in
hexadecimal.

Attribute 10
Device Idle Timeout

The idle timeout period in milliseconds that is used if the Device Disconnect Mode is
set to Disconnect On Idle.

Attribute 11

Receive Timeout
Between Packets

This attributes specifies:

¢ How long DeviceMaster waits (in milliseconds) if the Receive ETX length is not
zero (0) and it does not receive an ETX byte sequence.

¢ The time to wait (in milliseconds) between Ethernet packets if the Receive ETX
Detect length is set to zero (0).

Attribute 12
PLC IP Address

This attribute specifies the IP address in hexadecimal format for the PLC EtherNet/
IP card. For example, an IP address of 10.1.2.100 is 0A010264 in hexadecimal.

Note: The Polling method does not use this attribute.

Attribute 13

Receive (DeviceMaster
to PLC) Ethernet Data
Transfer Method

This attribute specifies Ethernet data transfer method used by the DeviceMaster for
the specified socket port. Refer to Chapter 2. Data Transfer on Page 15 for a detailed
explanation of these methods.

Attribute 14

PLC Controller Slot
Number

This attribute specifies the slot number on the PLC where the controller resides.
The slot numbers typically start at zero (0) for the first slot.

Note: This is generally zero for CompactLogix PLCs. The Polling method does not
use this attribute.
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Attribute

Description (Continued)

Attribute 15

Socket Port Data
Transfer Options

This attribute specifies the socket port transfer options. The following options are
supported:

¢ (01 Hexadecimal (Bit 0) = (PLC-5/SLC only) Receive Most Significant (MS) byte of
16 bit integer first. The default is transmit least significant (LS) byte first.

¢ (2 Hexadecimal (Bit 1) = (PLC-5/SLC only) Transmit Most Significant (MS) byte
of 16 bit integer first. The default is transmit least significant (LLS) byte first.

¢ (04 Hexadecimal (Bit 2) = Tx Sequence Number Checking

- DeviceMaster rejects messages with duplicate sequence numbers, (that is,
the same sequence number as the previous transmit data message), and
increments the Duplicate Transmit Sequence Error Count.

- DeviceMaster transmits messages with unexpected transmit sequence
numbers, (that is, sequence numbers that are not the same as or are not
equal to the previous sequence number plus one) increments the
Unexpected Transmit Sequence Error Count.

e (8 Hexadecimal (Bit 3) = Disable Queuing of Non-Filtered Rx Messages to the
PLC. If filtering is disabled, only the last message received is sent to the PLC.

e 10 Hexadecimal (Bit 4) = Drop oversized received data packets.

Attribute 16

Maximum PLC Update
Rate

The maximum rate (or minimum time interval) in milliseconds, that messages are
sent to the PLC tag in the Write-To-Tag receive method. This attribute configures
the DeviceMaster to space the messages to the PLC to prevent overrunning of data
before the PLC can process it.

Attribute 17

Maximum Receive
Data Packet Size

Specifies the maximum acceptable size of a received Ethernet packet. The
maximum received Ethernet packet size is 2048 bytes while operating in Class 1,
Write-to-Tag/ File or Write-to-Tag-File-Synced receive modes.

Attribute 18

Receive (DeviceMaster
to PLC) Data Tag
Name

This attribute specifies the PL.C tag name. It indicates where to write received data
while operating in the Write-to-Tag or Write-to-Tag-Synced receive method.

Note: This attribute is not used in the Polling or Class 1 methods.

Attribute 19

Application Socket
Enable

This attribute enables/ -
disables the Application . PLC
Socket Interface. o

Enabling this function
allows an application to
be connected to the
device socket port. If both
the PLC and application
are connected to the
device socket port, both Application Socket Interface
can transmit to and
receive data from the '
device socket port.

However, the PLC and application cannot communicate directly to each other.

DeviceMaster
Ethermet/IP

Ethernet TCP/IP

Attribute 20

Application Listen
Enable

Enabling this setting allows the application to connect to the DeviceMaster via an
Ethernet TCP/IP socket.

¢ 0 = Disables listening - The DeviceMaster does not accept connection attempts.

e 1= Enables listening - The DeviceMaster accepts connection attempts from the
specified socket.
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Application Connect
Mode

Attribute Description (Continued)
This setting controls if and how the DeviceMaster attempts to connect to the
application at the specified IP address and socket.
¢ (= Never - The DeviceMaster does not attempt to connect to the application.
Attribute 21

¢ 1= Connect Always - Attempts to connect to the application until a connection
is made.

e 2= Connect On Data - The DeviceMaster does not attempt to connect to the
application until there is data to send to the application. Once data is received
from the socket device, the DeviceMaster attempts to connect to the application
until a connection is made.

Attribute 22

Application Disconnect
Mode

This setting controls if and how the DeviceMaster disconnects from an application.
¢ 0= Never - The DeviceMaster does not disconnect from the application.

¢ 1= Disconnect On Idle - The DeviceMaster disconnects when there has been no
transmit or received data between the socket device and application for a
specified Idle period. (See Attribute 32.)

Attribute 23 .. . . .

L . This is the socket port number on the DeviceMaster the application connects to if
Application Listen Application Listen Enable is enabled.

Socket Port
Attribute 24 .. .. . .

L. This is the application socket port number the DeviceMaster connects to if the
Application Application Connect Mode is set to either Connect Always or Connect On Data.
Connection Socket Port
Attribute 25 .. .. . . N

L This is the application IP address the DeviceMaster connects to if the Application
Application Connect Mode is set to either Connect Always or Connect On Data.

Connection IP Address
Attribute 26
L. The idle timeout period in milliseconds that is used if the Application Disconnect
Apphcatlon Idle Mode is set to Disconnect On Idle.
Timeout
The filter / data extraction mode to be employed on data to be sent to the PLC.
e 0=0ff
e 1= String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or
bytes) in length.
Attribute 27 e 2 =RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is
filtered, the associated parameters is extracted, and the extracted data and
To PLC Filter/Data RFID tag is sent to the PLC in a specified format.
Extraction Mode

e 3 =Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats
is filtered, the associated parameters is extracted, and the extracted data and
barcode is sent to the PLC in a specified format. See the barcode format
definitions in Attribute 41 on Page 34.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10)
for further details.
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Data Extraction Mode

Attribute Description (Continued)
The filter/data extraction mode to be employed on data to be sent to the application.
e 0=0ff
¢ 1= String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or
bytes) in length.
e 2 =RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is
filtered, the associated parameters is extracted, and the extracted data and
RFID tag is sent to the application in a specified format.
] e 3 =Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats
Attribute 28 is filtered, the associated parameters is extracted, and the extracted data and
To Application Filter/ barcode is sent to the application in a specified format.See the barcode format

definitions in Attribute 41 on Page 34.

The application filter mode can be set independently of the PLC filtering mode. The
only exceptions are:

e Ifthe PLC filter mode is set to RFID, the application filter mode cannot be set to
Barcode.

e Ifthe PLC filter mode is set to Barcode, the application filter mode cannot be set
to RFID.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10)
for further details.

Attribute 29

Discard Unrecognized
Data Mode

This attribute controls what to do with unrecognized RFID or barcode data.
¢ 0 = Off - Send unrecognized data to the PLC and/or application.

e 1 = Discard unrecognized data to the PLC. Allow sending of unrecognized data
to the application.

e 2 =Discard unrecognized data to the application. Allow sending of unrecognized
data to the PLC.

¢ 3 = Discard unrecognized data to both the PL.C and application.

Attribute 30

RFID Antenna
Grouping

This attribute is applicable only to RFID filtering and only if the Antenna filtering
option is enabled. It allows the DeviceMaster to filter RFID tags based on Antenna
groupings. The possible groupings are:

Setting Group1l  Group 2 Group 3 Group N
Antennas Antennas Antennas Antennas

None 1 2 3 4

Groups of Twos 1,2 3,4 5,6 Etc.
Groups of Threes 1,2,3 45,6 7,8,9 Ete.
Groups of Fours 1,2,3,4 5,6,7,8 9,10,11,12 Ete.

First Two Only 1,2 3 4 N+1
First Three Only 1,2,3 4 5 N+2
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Attribute Description (Continued)
This attribute defines the RFID filtering criteria to the PLC. If an option is enabled,
it is used to decide when an RFID tag can be filtered or sent to the PLC.
¢ (1 Hex = Encoding/Numbering - Include the Encoding/Numbering code in the
filtering criteria, which is part of the RFID tag or barcode data.
¢ 02 Hex = Filter Value - Include the Filter Value in the filtering criteria, which is
part of the RFID tag data.
Attribute 31 ¢ 04 Hex = Antenna - Include the Antenna number in the filtering criteria. This is
o data from the RFID reader and not from the RFID tag.
go tl:l%r?s Filtering * 08 Hex = Company - Include the Company code in the filtering criteria, which is
p part of the RFID tag or barcode data.
e 10 Hex = Product/Location - Include the Product/Location code in the filtering
criteria, which is part of the RFID tag or barcode data.
e 20 Hex = Serial Number - Include the Serial Number in the filtering criteria,
which is part of the RFID tag data.
See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10)
for further details.
This attribute defines the RFID filtering criteria to the application. If an option is
enabled, it is used to decide when an RFID tag can be filtered or sent to the
application.
e 01 Hex = Encoding/Numbering - Include the Encoding/Numbering code in the
filtering criteria, which is part of the RFID tag or barcode data.
e (02 Hex = Filter Value - Include the Filter Value in the filtering criteria, which is
part of the RFID tag data.
Attribute 32 ¢ (04 Hex = Antenna - Include the Antenna number in the filtering criteria. This is
To Application data from the RFID reader and not from the RFID tag.
Filtering Options ¢ 08 Hex = Company - Include the Company code in the filtering criteria, which is
part of the RFID tag or barcode data.
¢ 10 Hex = Product/Location - Include the Product/Location code in the filtering
criteria, which is part of the RFID tag or barcode data.
e 20 Hex = Serial Number - Include the Serial Number in the filtering criteria,
which is part of the RFID tag data.
See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10)
for further details.
This attribute defines the time a filter string, RFID tag, or barcode continues to be
Attribute 33 filtered after the last time it was received. If an entry is received before the Filter
. . Age Time has passed, the entry is filtered and the data is not sent to the PL.C and/or
Filter Age Time application. However, if the Filter Age Time has passed, it passes filtering and be
sent to the PLC and/or application.
This attribute defines the expected RFID data format. Each format is unique and
pertains to the RFID reader manufacturer. If a RFID reader is to be used and it
provides a similar format to the ones listed below, it can also be used.
Attribute 34 * 0=Unspecified
RFID Reader Interface |© 10 (Decimal) = Alien (Text Mode)
Type e 11 (Decimal) = Alien (Terse Mode)
e 20 (Decimal) = Intermec (Hex ASCII Mode)
See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10)
for further details.
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Attribute Description (Continued)
This attribute defines barcode format to be used for both standard and eight digit
UPC labels. The term standard refers to UPC-A, EAN-13, JAN, and EAN-14 bar
codes which all have ten company/product digits.
The standard and eight digit formats are selected independently and each operates
independently. It is important to note that the barcode filtering/data extraction does
not function if no format is selected.
Format Numbering Company Product Check
Digits Digits Digits Digit
. Standard Formats
Attribute 35 Igone . N/A N/A N/A N/A
ompany-5/ Product-5 1-3 5 5 1

Barcode Formats Company-6/ Product-4 1-3 6 4 1
Company-7/ Product-3 1-3 7 3 1
Company-8/ Product-2 1-3 8 2 1
Company-9/ Product-1 1-3 9 1 1
Eight Digit Formats
EAN-8 Number-2/Product 5 2 0 5 1
EAN-8 Number-3/Product 4 3 0 4 1

UPC-E

See the DeviceMaster UP Filtering and Data Extraction Reference Guide (Page 10)
for further details.

Attribute 36

PLC Transmit STX
Append Value

You can set this attribute to append an STX (start of transmission) byte sequence
which is configurable as 1 or 2-bytes to the beginning of the Ethernet packet before
it is sent. The length indicates the number of STX bytes. The valid values for length
are:

e 0 (zero) - Setting this attribute to zero disables this function.
e 1 (one STX byte) - Inserts one STX byte before the data.
e 2 (two STX bytes) - Inserts two STX bytes before the data.

® Valuel - Specifies the transmit character associated with the first STX byte.
(Only if the length is not zero.) You can specify a value between 0 and 255.

® Value2 - Specifies the transmit character associated with the second STX byte.
(Only if length is two bytes.) You can specify a value between 0 and 255.

Attribute 37

PLC Transmit ETX
Append Value

You can set this attribute to append an ETX (end of transmission) byte sequence
which is configurable as 1 or 2-bytes to the end of the Ethernet packet before it is
sent. The length indicates the number of ETX bytes.

The valid values for length are:

e 0 (zero) - Setting this attribute to zero disables this function.

e 1 (one ETX byte) - Inserts one ETX byte at the end of the data.

e 2 (two ETX bytes) - Inserts two ETX bytes at the end of the data.

® Value - Specifies the transmit character associated with the first ETX byte.
(Only if the length is not zero.) You can specify a value between 0 and 255.

® Value2 - Specifies the transmit character associated with the second ETX byte.
(Only if length is 2-bytes.) You can specify a value between 0 and 255.
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Attribute Description (Continued)
This attribute detects an STX (start of transmission) byte sequence which is
configurable as 1 or 2-bytes when it receives a Ethernet packet. The length
indicates the number of STX bytes. The valid values for length are:
e 0 (zero) - Setting this attribute to zero disables this function. When disabled, the
DeviceMaster accepts the first byte received after the last ETX byte(s) as the
start of the next data packet.
¢ 1 (one STX byte) - Scans Ethernet data for one STX byte. If the DeviceMaster
finds an STX byte it collects the data. If the first byte is not the STX byte, the
Attribute 38 DeviceMaster discards the byte. The DeviceMaster continues to discard the
) bytes until the DeviceMaster finds an STX byte.
‘R}gﬁge STX Detect e 2 (two STX bytes) - Scans Ethernet data for two STX bytes. If the DeviceMaster

finds two STX bytes it collects the data. If the first two bytes are not the STX
bytes, the DeviceMaster discards the bytes. Bytes continue to be discarded until
the DeviceMaster finds two STX bytes.

® Valuel - Specifies the character that represents the first STX byte.
DeviceMaster looks for this character in the first STX byte. (Only if the length is
not zero.) You can specify a value between 0 and 255.

¢ Value2 - Specifies the character that represents the second STX byte.
DeviceMaster looks for this character in the first STX byte. (Only if length is
two bytes.) You can specify a value between 0 and 255.

Attribute 39

This attribute detects an ETX (end of transmission) byte sequence which is
configurable as 1 or 2 bytes marking the end of the Ethernet packet. The length
indicates the number of ETX bytes. The valid values for length are:

e 0 (zero) - Setting this attribute to zero disables this function. When disabled, the
DeviceMaster uses the Receive Timeout Between Packets (attribute 11) to
indicate the end of data packet.

¢ 1 (one ETX byte) - Scans Ethernet data for one ETX byte. When the

Receive ETX Detect DeviceMaster finds an ETX byte it identifies the data as a Ethernet packet.
Value e 2 (two ETX bytes) - Scans Ethernet data for two ETX bytes. When the
DeviceMaster finds two ETX bytes it identifies the data as a Ethernet packet.
® Valuel - Specifies the character to scan for in the first ETX byte. (Only if the
length is not zero.) You can specify a value between 0 and 255.
® Value2 - Specifies the character to scan for in the second ETX byte. (Only if
length is 2-bytes.) You can specify a value between 0 and 255.
You can set this attribute to append an STX (start of transmission) byte sequence
which is configurable as 1 or 2-bytes to the beginning of the Ethernet packet before
it is sent. The length indicates the number of STX bytes. The valid values for length
are:
Attribute 40 e 0 (zero) - Setting this attribute to zero disables this function.
Application Transmit 1 (one STX byte) - Inserts one STX byte before the data.
STX Append Value e 2 (two STX bytes) - Inserts two STX bytes before the data.

¢ Valuel - Specifies the transmit character associated with the first STX byte.
(Only if the length is not zero.) You can specify a value between 0 and 255.

® Value2 - Specifies the transmit character associated with the second STX byte.
(Only if length is two bytes.) You can specify a value between 0 and 255.
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Attribute Description (Continued)

You can set this attribute to append an ETX (end of transmission) byte sequence
which is configurable as 1 or 2-bytes to the end of the Ethernet packet before it is
sent. The length indicates the number of ETX bytes. The valid values for length are:

. ® 0 (zero) - Setting this attribute to zero disables this function.
Attr%bufe 41 ~|* 1(one ETX byte) - Inserts one ETX byte at the end of the data.
%%’gﬁ%%gﬁg{gﬁgﬂt e 2 (two ETX bytes) - Inserts two ETX bytes at the end of the data.

¢ Valuel - Specifies the transmit character associated with the first ETX byte.
(Only if the length is not zero.) You can specify a value between 0 and 255.

® Value2 - Specifies the transmit character associated with the second ETX byte.
(Only if length is 2-bytes.) You can specify a value between 0 and 255.

Attribute 42 This attribute specifies the Transmit Data Transfer method used by the

Transmit (PLC to DeviceMaster. There are two methods that DeviceMaster can use to transfer data
DeviceMaster) Data from the PLC to an Ethernet device. Refer to Chapter 2. Data Transfer on Page 15
Transfer Method for a discussion on transfer modes.

Attribute 44 Specifies the maximum acceptable size of transmit Ethernet packet. The maximum
Maximum Transmit |transmit Ethernet packet size is 2048 bytes while operating in the Class1 transmit
Data Packet Size mode. This attribute is not used in the Write-Msg transmit mode.
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3.2.5. Socket Port Data Transfer Definition Object (74 Hex)

The Socket Port Data Transfer vendor specific object defines the attributes by which the PLC can transfer
data to and from an Ethernet device, via a socket port through a DeviceMaster over EtherNet/IP.

Note: There is one instance of this object per socket port. The instance number corresponds to the associated

socket port number on the DeviceMaster. (Port numbers are numbered from one to N.)

3.2.5.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT Number of ports on the DeviceMaster Get
3 Num Instances UINT Number of ports on the DeviceMaster Get
3.2.5.2. Instance Attributes
Attribute ID Name Data Type Data Value(s) |Access Rule
Transmit (PLC to DeviceMaster) message data
Structure of:
1 Produced data sequence number UINT 0-65535 (FFFF hex Set/Get
Data length UINT 1-440%*
Data array Array of USINT |0-255
Receive (DeviceMaster to PLC) message data
Structure of:
2 Produced data sequence number UINT 0-65535 (FFFF hex) Get
Data length UINT 0-440%
Data array Array of USINT |0-255
Receive (DeviceMaster to PLC) produced data sequence number
3 Rormally sent o the FLO from the gy 0-65535 (FFFF hex) |  Set/Get
Receive (DeviceMaster to PLC) consumed sequence number
4 %Tvggg_jé{%gg?gy“gfegyrz&ji})’jggghg%‘? UINT 0-65535 (FFFF hex) | Set/Get
Transmit (PLC to DeviceMaster) produced data sequence number
5 Normally sent to the DeviceMaster |y 0-65535 (FFFF hex) |  Set/Get
#  For the Polling receive method only. The maximum sized socket port message in the Class 1, Write-to-
Tag and Write-to-Tag-Synced receive method is 2048 bytes.
#+  For Write-to-Msg Transfer only. The maximum sized socket port message for Class 1 is 2048 bytes.

3.2.5.3. Common Services

Service Code

Implemented in Class

Implemented in Instance

Service Name

OE Hex

Yes

Yes

Get_Attribute_Single

10 Hex

No

Yes

Set_Attribute_Single
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3.2.5.4. Instance Attribute Definitions

Attribute

Description

Attribute 1

Transmit (PLC to
DeviceMaster) Message
Data

This attribute transmits data out of a socket port on the DeviceMaster.

In most cases, incrementing the sequence number is optional. However, it is
required if you enable the Transmit Sequence Number Checking option. (For
more information, see Attribute 16 - Serial Port Transfer Options on Page 29.)

The length must be at least one and a maximum of 440-bytes.

A Get returns the last successfully transmitted data message.

Attribute 2

Receive (DeviceMaster to
PLC) Message Data

This attribute provides the receive data while operating in the Polling
communication method.

e DeviceMaster increments the sequence number for each new socket port
packet received.

e Alength of zero indicates no data was received on the specified socket port.

¢ Two or more Gets may return the same data packet, but the messages will
also have the same sequence number.

Attribute 3

Receive (DeviceMaster to
PLC) Produced Data
Sequence Number

Use this attribute to get and set the Produced Data Sequence number. This is the
same Produced Data Sequence number sent to the PLC in all the receive
communication methods.

Attribute 4

Receive (DeviceMaster to
PLC) Consumed Data
Sequence Number

Use this attribute to get and set the Consumed Data Sequence number. You can
only specify this attribute when you are using the Unsolicited - Write-to-Tag-
Synced receive method under Attribute 17 in the Serial Port Configuration object
definition. When used, the PLC increments this attribute to indicate the data
received has been consumed and it is now ready for another socket data packet.
For more information, see the description of Unsolicited -Write-to-Tag-Synced in
Attribute 17 on Page 29.

Attribute 5

Transmit (PLC to
DeviceMaster) Produced
Data Sequence Number

Use this attribute to get and set the Transmit Produced Data Sequence number.
This is the same Produced Data Sequence number sent to the DeviceMaster in
the Transmit Message data.
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3.2.6. Assembly Object (For Class 1 Interface)

The EtherNet/IP specification requires that all Class 1 interfaces be provided through the Assembly Object
interface. The Assembly Object interface is used to directly tie Vendor Specific objects to a standard interface,
which the EtherNet/IP controller, or PLC, uses to communicate to the device.

For the DeviceMaster gateway, the Assembly Object corresponds to the Serial and Socket Data Transfer
objects. Each instance of the Assembly Object corresponds to one or more of the Serial and/or Socket Data
Transfer Object attributes.

The Assembly object defines the interface by which a Class 1 PLC or controller can:
¢ Request the receive data packets from the DeviceMaster.
e  Write the transmit data to the DeviceMaster.

3.2.6.1. Class Attributes

This table shows the Class Attributes for the Assembly Object for a Class 1 interface.

Attlii]l))ute Name Data Type Data Value(s) Access Rule
1 Revision UINT 2 Get
113: (1-Port Models)
2 Max Instance UINT 114: (2-Port Models) Get
116: (4-Port Models)
4: (1-Port Models)
3 Num Instances UINT 8: (2-Port Models Get
16: (4-Port Models)
4 E_ptional Attribute UNIT 4 Get
ist
Maximum Number
6 Class Attribute UNIT 7 Get
Maximum Number
7 Instance Attribute UNIT 4 Get

3.2.6.2. Instance Attributes

This table shows the Instance Attributes for the Assembly Object for a Class 1 interface.

Attli%mte Name Data Type Data Value(s) Access Rule
3 Data Array of BYTE |0-255 Get/Set
4 Data Length |UINT Maximum number of bytes in attribute 3 |Get

3.2.6.2.1. Instance Attribute Definitions: Attribute 3-Request/Write Data

Dependent on the instance number, this is either the receive data block and/or the transmit data block.

3.2.6.2.2. Instance Attribute Definitions: Attribute 4-Data Length

This is the maximum data length for each Assembly instance.

56 - Chapter 3. Programming Interface DeviceMaster EtherNet/IP User Guide: 2000424 Rev. M



Common Services

3.2.6.3. Common Services

This table shows the Common Services for the Assembly Object for a Class 1 interface.

Sgrvice | Implenentedin | Implementedin [ gorvice Name
01 hex Yes No Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single

3.2.6.4. Instance Definitions (1-Port Models)

This table shows the Instance Definitions for the Assembly Object for a Class 1 interface for the 1-port

models.
3.2.6.4.1. Assembly Input Instances
?lslsS(:::ll::lg Description Data Type Data Values Aﬁfﬁ:s
Number
BYTE Array
101 Receive data from Serial Port 1 |Length = 0-255 Get
(4+Maximum RX packet size)
BYTE Array
105 Receive data from Socket Port 1 |Length = 0-255 Get
(4+Maximum RX packet size)
3.2.6.4.2. Assembly Output Instances
?Islss:::lt(’:lg Description Data Type Data Values Aﬁfﬁzs
Number
BYTE Array
109 Transmit data to Serial Port 1 |Length = 0-255 Set,
(4+Maximum RX packet size)
BYTE Array
113 Transmit data to Socket Port 1 |Length = 0-255 Set
(4+Maximum RX packet size)
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3.2.6.5. Instance Definitions (2-Port Models)

This table shows the Instance Definitions for the Assembly Object for a Class 1 interface for the 2-port

models.
3.2.6.5.1. Assembly Input Instances
Assembly
Instance Description Data Type Vlz)x?liz s Aﬁfﬁzs
Number
BYTE Array
101 Receive data from Serial Port 1 Length = 0-255 Get
(4+Maximum RX packet size)
BYTE Array
102 Receive data from Serial Port 2 Length = 0-255 Get
(4+Maximum RX packet size)
BYTE Array
105 Receive data from Socket Port 1 Length = 0-255 Get
(4+Maximum RX packet size)
BYTE Array
106 Receive data from Socket Port 2 Length = 0-255 Get
(4+Maximum RX packet size)
3.2.6.5.2. Assembly Output Instances
Assembly
Instance Description Data Type Vlz)x?liz s Aﬁfﬁzs
Number
BYTE Array
109 Transmit data to Serial Port 1 Length = 0-255 Set
(4+Maximum RX packet size)
BYTE Array
110 Transmit data to Serial Port 2 Length = 0-255 Set
(4+Maximum RX packet size)
BYTE Array
113 Transmit data to Socket Port 1 Length = 0-255 Set
(4+Maximum RX packet size)
BYTE Array
114 Transmit data to Socket Port 2 Length = 0-255 Set
(4+Maximum RX packet size)
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3.2.6.6. Instance Definitions (4-Port Models)

This table shows the Instance Definitions for the Assembly Object for a Class 1 interface for the 4-port
models.

3.2.6.6.1. Assembly Input Instances

Assembly
Instance Description Data Type Data
Number

Access
Values Rule

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

101 Receive data from Serial port 1 0-255 Get

102 Receive data from Serial port 2 0-255 Get

103 Receive data from Serial port 3 0-255 Get

104 Receive data from Serial port 4 0-255 Get

105 Receive data from Socket port 1 0-255 Get

106 Receive data from Socket port 2 0-255 Get

107 Receive data from Socket port 3 0-255 Get

108 Receive data from Socket port 4 0-255 Get
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Overview of Assembly Interface

3.2.6.6.2. Assembly Output Instances

Assembly
Instance Description Data Type
Number

Data Access
Values Rule

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

BYTE Array
Length =

(4+Maximum RX
packet size)

109 Transmit data to Serial Port 1 0-255 Set

110 Transmit data to Serial Port 2 0-255 Set

111 Transmit data to Serial Port 3 0-255 Set

112 Transmit data to Serial Port 4 0-255 Set

113 Transmit data to Socket Port 1 0-255 Set

114 Transmit data to Socket Port 2 0-255 Set

115 Transmit data to Socket Port 3 0-255 Set

116 Transmit data to Socket Port 4 0-255 Set

3.2.6.7. Overview of Assembly Interface

The Assembly interface is designed to:

¢ Provide access to all Receive and Transmit assemblies.

e Maximize flexibility for the PLC programmer.

¢  Minimize required PLC and gateway communication bandwidth.
¢ Be as easy to use as possible.
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Overview of Assembly Interface

3.2.6.7.1. 1-Port Gateways

The following diagram illustrates the Assembly instances for a one port DeviceMaster gateway when all
serial and socket interfaces are configured to Class 1. There is one Assembly input and output instance

assigned to each serial and socket port.
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3.2.6.7.2. 2-Port Gateways
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The following diagram illustrates the Assembly instances for a two port DeviceMaster gateway when all
serial and socket interfaces are configured to Class 1. There is one Assembly input and output instance

assigned to each serial and socket port.
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3.2.6.7.3. 4-Port Gateways

The following diagram illustrates the Assembly instances for a four port DeviceMaster gateway when all
serial and socket interfaces are configured to Class 1. There is one Assembly input and output instance

assigned to each serial and socket port.
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3.2.6.8. Grouping of Assembly Instances

In order to minimize the number of required I/O connections, the input and output assembly instances are
organized as follows. The Input Assembly instances are grouped into one continuous array with no gaps
between the instances. The same is also true for Output Assembly Instances.
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3.2.6.8.1. 1-Port Models - Assembly Controller Access
Serial Port 1 Socket Port 1
Assen&l:}zl{)l;itance Receive Transmit Receive Transmit

101 X

Read (Input)  |(Serial Port 1)

Rx Msg Dat 1

x Msg Data 05 X <

(Socket Port 1)
109 X

Write (Output) |(Serial Port 1)

Tx Msg Data 113 x X
(Socket Port 1)

Where:
e All accessible data can be read (input) and written (output) from one I/O connection.
¢ Controller Read (Input) access:

- One or more input instances may be read with one I/O connection. (i.e. If addressing the instance 101,
all input instances for both serial and socket data, 101 and 105 (for 1-port models), may be read in one
connection.)

- The length of the Read (Input) connection can range from 1 to the total length for all input instances.
- Multiple controllers can have read access to the Input Assembly instances at one time.
¢ Controller Write (Output) access:

- Only output instances may be written.

- One or more output instances may be written to with one connection.

- Starting at output instance 109, the length of the Write (Output) connection must be equal to either:
- The length of the output instance 109.
- The total length of all output instances (109 and 113).

- Starting at output instance 113, the length of the Write (Output) connection must be equal to the
length of the output instance 113.

- Only one controller may have write access to an output instance.

3.2.6.8.2. 2-Port Models - Assembly Controller Access

Assembly Instance Serial Port 1 | Serial Port 2 | Socket Port 1| Socket Port 2

Number Rx Tx Rx Tx Rx Tx Rx Tx

101 (Serial Port 1) X
Read (Input) 102 (Serial Port 2) X X
Rx Msg Data [105 (Socket Port 1) X X X
106 (Socket Port 2) X X X X
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Serial Port 1 | Serial Port 2 | Socket Port 1| Socket Port 2
Assembly Instance

Number Rx Tx Rx Tx Rx Tx Rx Tx

109 (Serial Port 1) X
Write 110 (Serial Port 2) X X
(Output)Tx
Msg Data 113 (Socket Port 1) X X X
114 (Socket Port 2) X X X X

Where:

e All accessible data can be read (input) and written (output) from one I/O connection.

e Controller Read (Input) access:

One or more input instances may be read with one I/O connection. (i.e. If addressing the instance 101,
all input instances for both serial and socket data, 101, 102, 105 and 106 (for 2-port models), may be
read in one connection.)

The length of the Read (Input) connection can range from 1 to the total length of that instance and all
following input instances.

Multiple controllers can have read access to the Input Assembly instances at one time.

¢ Controller Write (Output) access:

Only output instances may be written.

One or more output instances may be written to with one connection.

Starting at output instance 109, the length of the Write (Output) connection must be equal to either:
- The length of output instance 109 (serial port 1).

- The lengths of output instances 109 and 110 (serial ports 1 and 2).

- The lengths of output instances 109, 110 and 112 (serial ports 1 and 2, socket port 1).

- The total length of all output instances 109, 110, 113, and 114 (serial ports 1 and 2, socket ports 1
and 2).

Starting at output instance 110, the length of the Write (Output) connection must be equal to either:
- The length of output instance 110 (serial port 2).

- The lengths of output instances 110 and 113 (serial port 2 and socket port 1).

- The lengths of output instances 110, 113, and 114 (serial port 2, socket ports 1 and 2).

Starting at output instance 113, the length of the Write (Output) connection must be equal to either:
- The length of output instance 113 (socket port 1).

- The lengths of the output instances 113 and 114 (socket port 1 and 2).

Starting at output instance 114, the length of the Write (Output) connection must be equal to the
length of output instance 114.

Only one controller may have write access to an output instance.
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3.2.6.8.3. 4-Port Models - Assembly Controller Access

Assembl Serial | Serial | Serial | Serial | Socket | Socket | Socket | Socket
Instancg Portl | Port2 | Port3 | Port4 | Port1l | Port2 | Port3 | Port 4

Number Rx Tx | Rx|Tx | Rx | Tx |Rx | Tx |Rx | Tx |Rx | Tx | Rx | Tx | Rx | Tx

101
Serial Port 1
102
Serial Port 2
103
Serial Port 3
104

Read (Input) |Serial Port 4
Rx Msg

Data 105
Socket Port 1

106
Socket Port 2
107
Socket Port 3
108
Socket Port 4
109
Serial Port 1
110
Serial Port 2
111
Serial Port 3
112

Write Serial Port 4
(Output) Tx
Msg Data 113

Socket Port 1
114
Socket Port 2
115
Socket Port 3
116
Socket Port 4

X

Where:
e All accessible data can be read (input) and written (output) from one I/O connection.
¢ Controller Read (Input) access:
- One or more input instances may be read with one I/O connection. (i.e. If addressing the instance 101,
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all input instances for both serial and socket data, 101 to 108 (for 4-port models), may be read in one
connection.)

The length of the Read (Input) connection can range from 1 to the total length of that instance and all
following input instances.

Multiple controllers can have read access to the Input Assembly instances at one time.

¢ Controller Write (Output) access:

Only output instances may be written. One or more output instances may be written to with one
connection.

Starting at an output instance, the length of the Write (Output) connection must be equal to the total
length of the desired sequential output instances. The length cannot include only part of an output
instance.

Only one controller may have write access to an output instance.

3.2.7. Informational Objects

The following object definitions are included for informational purposes only. While some software packages
such as RSLinx make use of these objects, few PLC programmers will have a need to directly access them.

3.2.7.1. Identity Object (01 Hex, 1 instance)

The Identity Object provides identification of and general information about the DeviceMaster.

3.2.7.1.1. Class Attributes
Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
6 Maximum Number UINT 7 Get
7 Tnogance Attribute UINT 7 Get
3.2.7.1.2. Instance Attributes
Attribute ID Name Data Type Data Value(s) Access Rule
1 Vendor ID UINT 909 (Comtrol) Get
2 Device Type UINT 43 (Generic product device) Get
3 Product Code UINT As defined by Comtrol Get
Revision (product or software release)
Structure of:
4 Major Revision USINT 1to 127 Get
Minor Revision USINT 1to 127
5 Status WORD See 3.2.7.1.3. Status Word, below. Get
6 Serial Number UDINT 1-FFFFFFFF hex Get
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Attribute ID Name Data Type Data Value(s) Access Rule
Product Name

Structure of:

7 Name Length USINT Length of string: DeviceMaster Get
Name Strin STRING xPnE (where x is the number of
g serial ports and n is the number of
Ethernet ports depending on the
model)
3.2.7.1.3. Status Word

Refer to Pages 52 of Volume 3.5 of the CIP Common Specification. The following applies to the Identity Object
status word for the GW EIP/ASCII gateway.

Status Word Bit Setting Description
0 0 Ownership Flag. Does not apply to the DeviceMaster
gateway.
1 0 Reserved.
0 DeviceMaster gateway is operating on the default
9 configuration.
1 The DeviceMaster gateway has a configuration other
than the default configuration.
3 0 Reserved.
Indicates that there is a major fault (either Bit 10 or
0101 (0x50) Bit 11 s set).
0100 (0x40) Indicates the stored configuration is invalid.
0011 (0x30) Indicates the system is operational and there are no I/O
(Class 1) connections.
Indicates the system is operational and there is at least
4-7 0110 (0x60) one active I/O (Class 1) connection.

Indicates the system is not operational. It may be in
any of the following states:

e System startup.
0000 ¢ Configuration in process.
e Idle

e (Critical (major) fault.

0 No recoverable minor fault. No error history entry
reported within the last ten seconds.

8 Recoverable minor fault. The DeviceMaster gateway
1 has reported an error within the last ten seconds and a
major fault has not been detected.

9 1 Unrecoverable minor fault. Does not apply to the
DeviceMaster gateway.

0 No recoverable major fault.

A major recoverable fault exists. This is a fault that the
10 DeviceMaster may be able to recover from by a system
1 reset. If the system does not recover automatically, a
system reset message or a power cycle of the
DeviceMaster gateway may be required.
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Status Word Bit Setting Description
0 No major unrecoverable fault.
1 A major unrecoverable fault has occurred in the

1 DeviceMaster. If the major fault is not corrected with a
system reset or a power cycle, refer to the User Manual
or call Comtrol support.

12-15 0 Reserved.
3.2.7.1.4. Common Services
Service Code Implemented in Class Implemented in Instance Service Name
01 hex No Yes Get_Attribute_All
05 hex No Yes Reset
OE hex Yes Yes Get_Attribute_Single
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3.2.7.2. Message Router Object (02 Hex)

The Message Router Object provides a messaging connection point through which a client may address a
service to any object or instance residing in the physical device.

3.2.7.2.1. Class Attributes
Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
4 Optional Attribute List UINT 2 Get
5 Option Service List UINT 1 Get
Maximum Number Class
6 Attribute UINT 7 Get
Maximum Number
7 Instance Attribute UINT 2 Get
3.2.7.2.2. Instance Attributes
Attli%)ute Name Data Type Data Value(s) Algfﬁzs
Object List
1 Structure of: Get
e
Number UINT Number of supported class codes
Classes Array of UINT |List of supported class codes
2 Max Connections |UINT 128 Get
3.2.7.2.3. Common Services

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 Hex Yes Yes Get_Attribute_All
OE Hex Yes Yes Get_Attribute_Single
0A Hex No Yes Multiple_Service_Reg

3.2.8. Connection Manager Object (06 Hex)

The Connection Manager Object provides services for connection and connection-less communications.

3.2.8.1. Class Attributes Object (06 Hex)

The following table displays the Class Attributes for the Connection Manager Object (06 hex).

Attribute ID Name Data Type |Data Value(s)| Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
4 Optional Attribute List UINT 8 Get
6 Maximum Number Class Attribute UINT 7 Get
7 Maximum Number Instance Attribute UINT 8 Get
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3.2.8.2. Instance Attributes (06 Hex)

This table displays the Instance Attributes for the Connection Manager Object (06 hex).

Attribute ID Name Data Type | Data Value(s) | Access Rule
1 Open Requests UINT 0-OxfTfff Set/Get
2 Open Format Rejects UINT 0-Ox Tttt Set/Get
3 Open Resource Rejects UINT 0-OxfTfffff Set/Get
4 Open Other Rejects UINT 0-Oxffffff Set/Get
5 Close Requests UINT 0-Ox T Set/Get
6 Close Format Requests |UINT 0-Oxfffffff Set/Get
7 Close Other Requests UINT 0-OxfTTfTff Set/Get
8 Connection Time Outs UINT 0-Ox Tt Set/Get

3.2.8.3. Common Services Object (06 Hex)

This table displays the Common Services for the Connection Manager Object (06 hex).

Service Code | Implemented in Class | Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
02 hex No Yes Set_Attribute ALL
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
4F hex No Yes Forward_Close
52 hex No Yes Unconnected_Send
54 hex No Yes Forward_Open
5A hex No Yes Get_Connection_Owner
5B hex No Yes Large_Forward_Open

70 - Chapter 3. Programming Interface DeviceMaster EtherNet/IP User Guide: 2000424 Rev. M



Port Object (F4 Hex - 1 Instance)

3.2.9. Port Object (F4 Hex - 1 Instance)

The Port Object enumerates the CIP ports on the DeviceMaster.

3.2.9.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 2 Get
2 Max Instance UINT 2 Get
3 Num Instances |UINT 2 Get

Maximum
6 Number Class UINT 9 Get
Attributes
Maximum
7 Number Class UINT 10 Get
Attributes
8 Entry Port UINT 1 Get
[0]=0
[1]=0
2]=1 (Vend ifi
9 All Ports Array of UINT [2]=1 (Vendor specific) Get
[3]=1 (Backplane)
[4]=TCP_IP_PORT_TYPE (4)
[6]=TCP_IP_PORT_NUMBER(2)

3.2.9.2. Instance Attributes

This table illustrates the Instance Attributes for the Port Object (F4 hex — Instance 1).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Port Type UINT 1 Get
Port Number UINT 1 Get
Port Object
Structure of:
3 . . 2 Get
16-bit word count in path |UINT
[0]=6420 Hex
Path Array of UINT
[1]1=0124
Port Name
Structure of:
4 . Get
String Length USINT 10
Port Name Array of USINT Backplane
7 Node Address USINTI[2] 10 hex, 0 hex Get
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Attribute ID

Name

Data Type

Data Value(s)

Access Rule

10

Port Routing Capabilities

UDINT

17 hex:

Bit 0: Routing of incoming
Unconnected Messaging
supported

Bit 1: Routing of outgoing
Unconnected Messaging
supported

Bit 2: Routing of incoming
Transport Class 0/1
Connections supported

Bit 4: Routing of incoming
Transport Class 2/3
Connections supported

Get

This table illustrates the Instance Attributes for the Port Object (F4 hex — Instance 2).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Port Type UINT 4 (TCP/IP) Get
2 Port Number UINT 2 (TCP/IP) Get

Port Object
Structure of:
3 16-bit word count in path UINT 2 Get
Path Array of UINT [0]=F520 hex
[1]=0124 hex
Port Name
Structure of:
4 . Get
String Length USINT 17
Port Name Array of USINT |“Ethernet/IP Port”
7 Node Address USINTI[2] 10 hex, 0 hex Get
17 hex:
Bit 0: Routing of
incoming Unconnected
Messaging supported
Bit 1: Routing of
outgoing Unconnected
) o Messaging supported
10 Port Routing Capabilities UDINT Bit 2: Routing of Get
incoming Transport
Class 0/1 Connections
supported
Bit 4: Routing of
incoming Transport
Class 2/3 Connections
supported
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3.2.9.3. Common Services

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 Hex

Yes

Yes

Get_Attribute_All

OE Hex

Yes

Yes

Get Attribute Single

3.2.10. TCP Object (F5 Hex - 1 Instance)

The TCP/IP Interface Object provides the mechanism to retrieve the TCP/IP attributes for DeviceMaster.

3.2.10.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule

1 Revision UINT 4 Get

2 Max Instance UINT 1 Get

3 Num Instances UINT 1 Get
Optional Attribute

4 List UINT 4 Get
Maximum Number

6 Class Attribute UINT 7 Get
Maximum Number

7 Instance Attribute UINT 13 Get

3.2.10.2. Instance Attributes

This table provides the Instance Attributes for the TCP Object (5 Hex).

Attribute ID

Name

Data Type

Data Value(s)

Access Rule

Status

DWORD

Bit O:

0 = The Interface Configuration
attribute has not been
configured.

1 = The Interface Configuration
attribute contains
configuration obtained from

DHCP or nonvolatile storage.

Bit 5: If set, the gateway must
be reset in order to apply
changes made to the
Interface Configuration (via
Attribute 5)

Get

Configuration Capability

DWORD

54 Hex (DHCP and SETTABLE,
Reset Required to apply new
configuration)

Get

3 Configuration Control

DWORD

0=Use stored IP address (static
IP address)

2=DHCP

Get
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Attribute ID Name Data Type Data Value(s) Access Rule
Physical Link Object
Structure of:
Path Size UINT 4
4 Path Array of USINT|[0]=20 Hex Get
[1]=F6 Hex
[2]=24 Hex
[3]=01 Hex
Interface Configuration
Structure of:
IP Address UDINT <IP address>
Network Mask UDINT <Network mask>
5 Gateway Address UDINT <Gateway Addr> Set
Name Server UDINT <Name server>
Name Server 2 UDINT <Name server2>
Domain Name Length UINT <Length of name>
Domain Name STRING <Domain name>
Host Name
Structure of:
6 Set
Host Name Length UINT 0to15
Host Name STRING <Default=IP address>
8 TTL (Time-to-Live) value USINT 1to 255 Set
for IP multicast packets <Default = 1>
Struct of:
USINT —
Allocation Allocation Control
Control 0=Default Algorithm
1 = Configuration
9 IP Multicast Address USINT - Set
Configuration Reserved
UINT — Num  |Num Multicast Addresses:
Mcast 1-32
UDINT —Start |Start Multicast Address:
Multicast 239.192.1.0 to
Address 239.255.255.255
13 Pncapsulation Inactivity | ygrN g%z%%é)gsfcfgggftgﬁﬁcttﬁgty Set
session is closed.

3.2.10.3. Common Services

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 Hex Yes Yes Get_Attribute_All
OE Hex Yes Yes Get_Attribute_Single
10 Hex No Yes Set_Attribute_Single
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Ethernet Link Object (F6 Hex)

3.2.11. Ethernet Link Object (F6 Hex)

The Ethernet Link object maintains link-specific counters and status information for the Ethernet
communications on the DeviceMaster.

3.2.11.1. Class Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 4 Get
1 = One Ethernet Port
Models
2 Max Instance UINT Get
3 = Two Ethernet
Port Models
1 = One Ethernet Port
Models
3 Num Instances UINT Get
3 = Two Ethernet
Port Models
4 Eptional Attribute UINT 4 Get
ist
Maximum Number
6 Class Attributes UINT 7 Get
Maximum Number
7 Instance Attributes UINT 1 Get

3.2.11.2. Instance Attributes

Attribute ID Name Data Type Data Value(s) Access Rule
Interface speed (current 10=10-Mbit
1 operational speed) UDINT 100=100-Mbit Get

Bit 0 =link status

(O=inactive)

(1=active)

Bit 1=Half/Full Duplex

(0=half duplex)
Interface Flags (Current (2=full duplex)

2 operational status) DWORD Bits 2-4: Get

00 = negotiation in progress

01 = negotiation failed

02 = negotiation failed speed
OK

03 = negotiation success
3 Physical Address Array of 6 USINT |MAC address Get
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Attribute ID Name Data Type Data Value(s) Access Rule
¢ Single Ethernet Port
Models
- Port 1: 2 = Twisted
Pair
e Dual Ethernet Port Models
7 Interface Type USINT - Instance 1: 2 = Twisted | Get
Pair
- Instance 2: 2 = Twisted
pair
- Instance 3: 1=
Internal
1 = Interface is enabled and
8 Interface State USINT operational Get
9 Admin State USINT 1 = Interface enabled Get
Length= 1 to 64 ASCII
characters
¢ Single Ethernet Port
Models
- <IP ADDRESS>
USINT16 ¢ Dual Ethernet Port Models
10 Interface Label - Instance 1: <IP Get
Array of USINT ADDRESS>: E1-
external-1
- Instance 2: <IP
ADDRESS>: E2-
external-2
- Instance 3: <IP
ADDRESS>-internal
UDINT Capability bits - Interface
capabilities; other than speed/
duplex
Value = 6
11 Interface Capability Bit 1: Auto-negotiate Get
Bit 2: Auto-MDIX
USINT Speed/Duplex Array Count = 0
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3.2.11.3. Common Services

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 Hex

Yes

Yes

Get_Attribute_All

OE Hex

Yes

Yes

Get_Attribute_Single

3.2.12. PCCC Object (67 Hex)

The PCCC object provides the ability to encapsulates, and then transmit and receive PCCC messages between
devices on an EtherNet/IP network. This is the primary interface for the PLC-5 and SLC PLCs.

The PCCC Object does not support the following:

e (Class Attributes
e Instance Attributes

3.2.12.1. Class Attributes

Not supported.
3.2.12.2. Instance Attributes

Not supported.
3.2.12.3. Instances

Supports Instance 1.

3.2.12.4. Common Services

Service Code

Implemented in Class

Implemented in Instance

Service Name

4B Hex No Yes Execute_PCCC
3.2.12.5. Message Structure for Execute PCCC
Request Message Name Data Type Description
Length USINT Length of requestor ID
Vendor UINT Vendor number of requestor
Serial Number UDINT ASA serial number of requestor
CMD USINT Command byte
STS USINT 0
TNSW UINT Transport word
FNC USINT Function code
PCCC_params Array of USINT |[CMD/FMC specific parameters
M eES:gg‘ﬁ: me Data Type Description
Length USINT Length of requestor ID
Vendor UINT Vendor number of requestor
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M eIs{::ggIl{IS: me Data Type Description
Serial Number UDINT ASA serial number of requestor
CMD USINT Command byte
STS USINT Status byte
TNSW UINT Transport word - Same value as request.
EXT STS USINT Extended status (if error)

PCCC_params

Array of USINT |CMD/FMC specific result data

%‘(‘)I;g(:::sg '{"Sp(i(s) FNC Description
OF Hex 67 Hex |PLC-5 typed write
OF Hex 68 Hex |[PLC-5 typed read
OF Hex A2 Hex |SLC 500 protected typed read with 3 address fields
OF Hex AA Hex |SLC 500 protected typed write with 3 address fields
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3.3. PLC-5/SLC and MicroLogix Interfaces

EtherNet/IP firmware supports EtherNet/IP connections to the PLC-5 and SLC PLCs. The PLC-5 and SLC
interface supports:

Polling, Write-to-File, and Write-to-File-Synced receive communication methods.
PCCC based messages transferred by means of the PCCC object, including:

- SLC Typed Read Message

- SLC Typed Write Message

- PLC-5 Typed Read Message (Logical ASCII address format)

- PLC-5 Typed Write Message (Logical ASCII address format)

Configuration of the DeviceMaster only through the embedded web page. There is no DeviceMaster
configuration available through the PLC-5 and SLC PLCs. See the following topics for more information:

- 6.5. SLC or MicroLogix PLC Programming Example Instructions on Page 170
- 6.6. PLC-5 PLC Programming Example Instructions on Page 197

Receive, transmit and statistics data.

Standard PLC-5/SLC file naming conventions.

Ethernet device interface via Ethernet TCP/IP sockets.

Application interface via Ethernet TCP/IP sockets.

Filtering and data extraction:

- String filtering of up to 128 bytes.

- RFID - EPCglobal tag data filtering and data extraction.

- Barcode - UPC/EAN barcode data filtering and data extraction.
- Independent filtering criteria to the PLC and application.

Serial data packet transfers up to 1518 bytes and socket packet data transfers up to 2048 bytes in the
Write-to-File and Write-to-File-Synced receive methods.

Controlled message rate to the PLC when operating in the Write-to-File receive method. This is
accomplished by setting the Maximum PLC Update Rate.

The primary differences between the PLC-5/SLC interface and the ControlLogix interfaces are:

Since the PLC-5 and SLC PLCs operate on a file memory system, the PLC-5/SLC interface provides
Write-to-File and Write-to-File-Synced communication methods. They operate in a very similar manner to
the Write-to-Tag and Write-to-Tag-Synced methods available for the ControlLogix family of PLCs.

Polling is performed through the PLC-5/SLC specific messages instead of accessing the Serial Port Data
Transfer object.

When configuring the DeviceMaster to operate in Write-to-File or Write-to-File-Synced, enter the file
name starting with a $ (i.e. $N10:0) for SLC and PLC-5, and with a # (i.e. #N10:0) for MicroLogix.

The maximum serial and socket port packet sizes in polling mode are smaller due to PCCC message size
limitations.

The configuration options cannot be set through SLC or PLC-5 messages.

Note: While ControlLogix PLCs support the SLC and PLC-5 messages, using those messages on ControlLogix

PLCs is not recommended due to data size and performance considerations. For ease of programming,
Comtrol recommends the Write-to-File receive method used with the Maximum PLC Update Rate option
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3.3.1. Requirements

Your PLC-5/SLC must support:

e  MultipHop

¢ ControlLogix devices

e EtherNet/IP

The following tables list PLCs that support EtherNet/IP and the required firmware version for each PLC.

Note: Older versions of the PLC firmware may or may not provide EtherNet/ IP functionality. You must verify
that an older version of the PLC firmware provides EtherNet/IP functionality before you can use it with
DeviceMaster. If you need to update your PLC firmware, contact your Rockwell distributor.

3.3.1.1. SLC 5/05

Models Catalog Numbers Required Firmware Version for EtherNet/IP
1747-L551 Series A: FRN 5 or later
SLC 5/05 .
1747-1.552, 1747-1L553  |Series C: FRN 3 or later

Reference: SLC 500 Instruction Set, Appendix A Firmware History, Rockwell Publication 1747-RM001D-
EN-P

3.3.1.2. PLC-5

Models Catalog Numbers Required Firmware Version for EtherNet/IP
Base EtherNet/IP functionality:

Series C: Revision N or later

Series D: Revision E or later

Series E: Revision D or later
1785-L20E, 1785-L40E,

Ethernet PLC-5 1785-L8OE

Full EtherNet/IP Compliance:
Series C: Revision R or later
Series D: Revision H or later

Series E: Revision G or later
1785-L.11B, 1785-L20B Series B: Revision N.1 or later
E&Eﬁﬁlggi(}’wﬁ 1785-L30B, 1785-L40B Series C: Revision N or later
Ethernet Module |1785-L40L, 1785-L60B Series D: Revision E or later

1785-L60L, 1785-1.80B Series E: Revision D or later

1785-LL30C15 Series C: Revision N or later
ControlNet PLC-5 |1785-1.40C15 Series D: Revision E or later
attached to . .
Fthernet Module |1785-L60C15 Series E: Revision D or later
1785-L.80C15 All revisions
Series B:
Ethernet Module |1785-Enet Base EtherNet/IP functionality: All revisions
Full EtherNet/IP Compliance: Revision D or later
References:

e Enhanced & Ethernet PLC-5 Series and Enhancement History, Rockwell Publication G19099
e ControlNet Processor Phase, Series and Enhancement History, Rockwell Publication G19102
e  PLC-5 Programmable Controllers System Selection Guide, Rockwell Publication 1785-SG001A-EN-P - March 2004

e Ethernet Interface Module Series B, Revision D Product Release Notes, Rockwell Publication 1785-RN191E-EN-P -
December 2002
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3.3.2. Messages

The PLC-5 and SLC 5/05 PLCs support the following PCCC messages:

Message Type

PCCC Message ID

Maximum Message Size

Maximum Serial Packet Size

SLC Typed Read

162

CLX: 242 SINTs (121 INTs)
SLC: 206 SINTSs (103 INTSs)
PLC-5: 240 SINTs (120 INTs)

CLX: 238 SINTSs (119 INTs)
SLC: 202 SINTSs (101 INTSs)
PLC-5: 236 SINTSs (118 INTSs)

SLC Typed Write

170

CLX: 220 SINTSs (110 INTs)
SLC: 206 SINTSs 103 INTSs)
PLC-5: 238 SINTs (119 INTs)

216 SINTSs (108 INTSs)
SLC: 202 SINTSs (101 INTSs)
PLC-5: 234 SINTSs (117 INTSs)

PLC-5 Typed Read

104

CLX: 234 SINTs (117 INTs)
SLC: 252 SINTSs (126 INTSs)
PLC-5: 238 SINTs (119 INTs)

230 SINTS (115 INTs)
SLC: 248 SINTSs (124 INTSs)
PLC-5: 234 SINTs (117 INTs)

PLC-5 Typed Write

103

CLX: 226 SINTSs (113 INTs)
SLC: 226 SINTs (113 INTs)
PLC-5: 224 SINTs (112 INTs)

CLX: 222 SINTSs (111 INTSs)
SLC: 222 SINTs (111 INTs)
PLC-5: 220 SINTSs (110 INTSs)

3.3.3. DeviceMaster File Addressing

The following tables display the DeviceMaster file addressing for the PLC-5/SLC messages.

Serial . Receive Data Receive Data .. |Transmit Data
Port R]escaetgre Produced Consumed TrBI;::;mt Sequence Statistics
Number Sequence Number|Sequence Number Number
1 N10:0 [N10:128 N10:129 N11:0 N11:128 N12:0
2 N20:0 [N20:128 N20:129 N21:0 N21:128 N22:0
3 N30:0 [N30:128 N30:129 N31:0 N31:128 N32:0
4 N40:0 |[N40:128 N40:129 N41:0 N41:128 N42:0
Socket . Receive Data Receive Data .. | Transmit data
Port Rf)(;ftl:e Produced Consumed Trg‘;:gnt Sequence
Number Sequence Number | Sequence Number Number
1 N50:0 N50:128 N50:129 N51:0 N51:128
2 N60:0 N60:128 N60:129 N61:0 N61:128
3 N70:0 N70:128 N70:129 N71:0 N71:128
4 N80:0 N80:128 N80:129 N81:0 N81:128
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Receive Data Message

3.3.4. Receive Data Message

The Receive Data message format is similar to the format used in the Serial Port Data Transfer Object.
However, the data is in 16-bit integer format instead of byte format. The 16-bit integer format is required
when connecting to PLC-5 and SLC PLCs.

The following table displays the format of the Receive Data message.

Name Data Type Data Value(s) Access Rule

Receive (DeviceMaster to PLC) message data

Structure of:

Produced data sequence UINT 0-65535 (FFFF hex)
number
Read only
UINT 0-222 (SLC) 0-248 (PLC-5)*
Data length (in bytes)

Array of UINT 0-65535

Data array

Receive messages have the following characteristics:
e It returns all data in UINTs.
¢ The data length field indicates the number of valid bytes contained in the message.

¢ The message received from the PLC determines the actual length of the message returned to the PLC.
(This is often greater than the length of the actual Receive Data Message.)

¢ All unused bytes in a message returned to the PLC are filled with zeroes.

e The default order of the bytes is Least Significant Byte First. However, you can select the (PLC-5/SLC)
Rx MS Byte First option in the web page to return bytes by Most Significant Byte First. For more
information, see (PLC-5/SLC) Rx MS Byte First under 4.3.3. Serial | Serial Settings | SerialPacket

Identification on Page 101.

¢ The DeviceMaster supports serial packets of up 1518 bytes and socket packets up to 2048 bytes in the
Write-To-File and Write-to-File-Synced receive methods.

e For large received data packets:

- The data is automatically placed in sequential files.

- The files must be 256 integers in size with the exception of the last file. The last file may be shorter
than 256 integers as long as the total length of all files in the sequence is sufficient to hold the largest
receive packet, plus two integers for the sequence number and length parameters.

- All data has been transferred to the PLC when the sequence number is updated.
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3.3.5. Transmit Data Message

The Transmit Data message format is similar to the format used in the Serial Port Data Transfer Object.
However, the data is in 16-bit integer format instead of byte format. The 16-bit integer format is required
when connecting to PLC-5 and SLC PLCs.

The following table displays the format of the Transmit Data message.

Name Data Type Data Value(s) Access Rule

Transmit (PLC to DeviceMaster) message data

Structure of:

Produced data sequence number UINT 0-65535 (FFFF hex) Read/Writ
ead/Write

Data length (in bytes) UINT 1-202 (SLC) 1-222 (PLC-5)

Data array Array of UINT |0-65535

Transmit messages have the following characteristics:

e It transfers all data in UINTs.

¢ The data length field indicates the number of valid bytes contained in the message.

¢ The actual length of a message received from the PLC may contain extra, unused data.
e Itignores all unused bytes in a message.

¢ The default order of the bytes is Least Significant Byte First. However, you can select the (PLC-5/SLC) Tx
MS Byte First option in the web page to transmit bytes by Most Significant Byte First. For more
information, see (PLC-5/SLC) Tx MS Byte First under 4.3.3. Serial | Serial Settings | SerialPacket

Identification on Page 101.

¢ A Get returns the last successfully transmitted serial/socket packet.
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3.3.6. Sequence Number Messages

PLC-5/SLC typed read and typed write messages can read and modify both receive and transmit produced
data sequence numbers. These are the same sequence numbers returned to the PLC in the Receive Data
Message and sent to the DeviceMaster in the Transmit Data message. Access to these sequence numbers are
provided primarily for initialization purposes at the start of the PLC program when you may want to
initialize the sequence numbers on the PLC, DeviceMaster or both.

PLC-5/SLC typed read and write messages can also read and modify the consumed receive sequence
number(s). The consumed receive sequence number(s) are used in the Write-to-File-Synced communication
method.

3.3.7. Retrieve Statistics Message

The data returned from the Retrieve Statistics message is identical to the data returned for the Serial Port
Statistics Object. The Retrieve Statistics message formats the data into 32-bit integers and returns data in an
array of s just like all data sent to a PLC-5 or SLC PLC. The first contains the least significant word and the
second contains the most significant word.

The following table displays the format of the Retrieve Statistics message.

Index Name Data Type Data Value(s) Access Rule
1 Receive Byte Count UDINT O=default Read only
2 Receive Packet Count UDINT O=default Read only
3 Transmit Byte Count UDINT O=default Read only
4 Transmit Packet Count UDINT O=default Read only
5 Dropped Packet to PLC Count UDINT O=default Read only
6 Parity Error Count UDINT O=default Read only
7 Framing Error Count UDINT O=default Read only
8 Overrun Error Count UDINT O=default Read only
9 légfﬁll:ed Consumed Sequence Error UDINT 0=default Read only
10 g«ggllaiscate Transmit Sequence Number UDINT 0=default Read only

Unexpected Transmit Sequence _
11 Number errors UDINT O=default Read only
12 Dropped Packet to Application Count UDINT O=default Get

The Retrieve Statistics messages have the following characteristics.

Retrieve Statistics Message Description

Receive Byte Count This attribute counts the number of bytes received on the serial port.
Receive Packet Count This attribute counts the number of packets received on the serial port.
Transmit Byte Count This attribute counts the number of bytes transmitted on the serial port.
Transmit Packet Count This attribute counts the number of packets transmitted on the serial port.

This attribute counts the number of dropped receive packets on the serial
port intended for the PLC due to:

e No STX byte(s) found
Dropped Packet to PLC Count |®* No ETX byte(s) found
¢ Time-outs

e Too large of packet

® Receive buffer queue overflows
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Retrieve Statistics Message Description (Continued)

Parity Error Count

This attribute counts the number of packets with parity errors received on
the serial port.

Framing Error Count

This attribute counts the number of packets with framing errors received
on the serial port.

Overrun Error Count

This attribute counts the number of packets with overrun type errors
received on the serial port.

Received Consumed Sequence
Error Count

This attribute counts the number of received consumed sequence number
errors. The DeviceMaster only increments this number when all of the
following statements are true:

* You selected the Unsolicited - Write-to-Tag-Synced method of receive
communication.

e DeviceMaster receives a serial packet.

¢ The Consumed Sequence number is out of sync. (It is not equal to the
Produced Sequence number or equal to the Produced Sequence number
minus one.)

Duplicate Transmit Sequence
Number Error Count

This attribute counts the number of Duplicate Transmit Sequence Number
errors. The DeviceMaster increments this number when the following
statements are true:

¢  You enabled the Transmit Sequence Number Checking configuration
option. See Transmit Sequence Number Checking under 4.6.1.
Ethernet/IP Settings on Page 108 for additional information.

¢ DeviceMaster receives a transmit message with a sequence number
equal to the previous sequence number. (The DeviceMaster expects this
sequence number to be incremented by one from the sequence number
in the previous transmit message.)

Unexpected Transmit
Sequence Number Error Count

This attribute counts the number of Unexpected Transmit Sequence
Number errors.The DeviceMaster increments this number when the
following statements are true.

*  You enabled the Transmit Sequence Number Checking configuration
option. See Transmit Sequence Number Checking under 4.6.1.
Ethernet/IP Settings.

¢ DeviceMaster receives a transmit message with a sequence number
that is not equal to either the previous sequence number or the previous
sequence number plus one. (The DeviceMaster increments this
sequence number by one with each new transmit message.)

Dropped Packet to Application
Count

This attribute counts the number of dropped receive packets on the serial
port intended for the application due to:

e No STX byte(s) found
e No ETX byte(s) found
¢ Time-outs

¢ Too large of packet

¢ Receive buffer queue overflows
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3.3.8. Receive Communication Methods

There are three methods of transferring received data to the PLC from the DeviceMaster.
e Unsolicited - Write to File Receive Method on Page 86

e Unsolicited - Write to File Synced Receive Method on Page 86

e Polling Receive Method on Page 87

3.3.8.1. Unsolicited - Write to File Receive Method

Note: This is the recommended receive method.
When a serial/socket packet is received on

the DeviceMaster, the data packet is Unsolicited - Write to File Receive Data Flow
immediately written to a file data location  Serial/Socket :

on the PLC. The following diagram shows Device ceveeiloser —— FEk
the data flow.

(Tag Write message
with serial/socket
data)

The following restrictions apply to this
method:

¢ The Receive Data File Name must be the
same file name and offset defined to
receive data on the PLC.

¢ The file on the PLC must be of integer type and must be of sufficient size to contain the sequence number,
length, and data field associated with the maximum sized received data structure. See 3.3.4. Receive Data
Message on Page 82 for more information.

W -1

¢ New data is indicated with an incremented sequence number.

¢ The PLC program must be able to process the new data faster than the data can be received. To
accomplish this, set the Maximum PLC Update Rate to an interval time that allows your PLC to process
the data. The default of 40 milliseconds may or may not need to be increased for your PLC application.

3.3.8.2. Unsolicited - Write to File Synced Receive Method

This method provides a syncing option to allow the PLC to control the data flow by indicating when it is ready
for the next serial data packet.

In this method, the serial/socket packet is not . e . . . .
written into the file on the PLC until the Unsolicited - Write to File Synced Receive Data Flow

consumed receive sequence number has been  Serial/Socket :

updated by the PL.C to match the produced Device DeviceMaster o ikt
receive data sequence number. Then the data ome

is written into the file data location on the
PLC in the same way as the Write-to-File
method.

The following restrictions apply to this
method:

¢ The Receive Data File Name must be the
same file name and offset defined to receive data on the PLC.

(Tag Write message
with serial/socket
data)

W -1

(Update Consumed
Sequence Number)

e The file on the PLC must be of integer type and must be of sufficient size to contain the sequence number,
length, and data field associated with the maximum sized received data structure. See 3.3.4. Receive Data
Message on Page 82 for more information.

¢ New data is indicated with an incremented sequence number.

e New data is not written to the file on the PLC until the consumed receive sequence number has been
incremented to match the last produced receive sequence number.

e  While the DeviceMaster queues received serial/socket port data, the PLC program must consume the new
data faster than the data can be received on the serial port to ensure the receive buffers on the
DeviceMaster do not overflow. (Example: If two packets can be received per second on the serial port, then
the consumption rate would need to be at least one packet every 500 msec.)
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3.3.8.3. Polling Receive Method

This method provides the polling method that allows the PL.C to request data on a periodic basis.

In this method, the serial/socket data is
returned in the response to the data request
message. Serial/Socket

Polling Receive Data Flow

. DeviceMaster PL
The following restrictions apply to this Revics 2 =R &
method: Ethernet
e The file on the PLC must be of integer i NS
type and must be of sufficient size to o
contain the sequence number, length, NS
and data field associated with the (Data response
maximum sized received data structure. Message)

See 3.3.4. Receive Data Message on Page
82 for more information.

¢ New data is indicated with an incremented sequence number.

¢ The same data may be returned more than once. However, the same data packet also returns the same

sequence number.
¢ No data is indicated with a length of zero.

¢  While the DeviceMaster queues received serial port data, the PL.C program must poll for new data faster
than the data can be received on the serial port to ensure the receive queues on the DeviceMaster do not
overflow. (Example: If two packets can be received per second on the serial port, then the polling rate

would need to be at least once every 500 msec.)
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Chapter 4. Embedded Configuration Pages

This chapter provides detailed information about the following web pages:
e  Serial menu, which includes:
- Serial Port Overview page
- Port Serial Settings - the default Port Configuration page
- Port EtherNet/IP Settings - the Port EtherNet/IP Configuration page
- Port Filtering - the Port Filtering / Data Extraction Configuration page
- Port Application Interface - the Application TCP Configuration page
- Port Class 1 Interface - the Port Class 1 Interface page
- Class 1 Overview page
e Ethernet menu, which includes:
- Ethernet Device Overview page
- Device Socket Connection - Device Interface Configuration page
- Device EtherNet/IP Settings - the Device EtherNet/IP Configuration page
- Device Filtering - Device Filtering/ Data Extraction Configuration page
- Device Application Interface - the Device Application TCP Configuration page
- Device Class 1 Interface page
- Class 1 Overview page
¢ Network menu
- Network Configuration page
- Password Configuration page
- Security Settings page
- Key and Certificate Management page
- EtherNet/IP Stack Configuration page
e System menu
- Update Firmware page
- Configuration File page
- System Snapshot page
- Restore Defaults page
- Reboot page
Note: The Diagnostics menu is discussed in Chapter 5. Diagnostic and Statistics Pages on Page 139.

The latest EtherNet/IP firmware must be installed before you can configure network or serial/socket port
characteristics. For firmware installation and setup information, see the EtherNet/IP Hardware Installation
and Configuration Guide or the PortVision DX help system.

Use the EtherNet/IP Interface Configuration Quick Start to locate configuration procedures for your site and
use this chapter as a reference if you need information about specific fields. The Interface Configuration Quick
Start is intended to provide you with a way to quickly configure.devices such as barcode scanners, RFID
readers, and printers. In addition, there is also a section that discusses configuring read/write devices such as
some printers and weigh scales.

Note: ControlLogix PLC environments can optionally change the serial/socket port settings through the
ControlLogix PLC using the Serial Port Configuration (3.2.1. Serial Port Configuration Object
Definition (70 Hex) on Page 22) or Socket Port Configuration (3.2.4. Socket Port Configuration Object
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Configuration Overview

Definition (73 Hex) on Page 39) objects.

4.1. Configuration Overview

The following overview shows how to access the DeviceMaster embedded web page and configure serial and
Ethernet device interfaces.

If you have not configured the network information into the DeviceMaster during initial setup, you must
configure the network information before configuring serial/socket port characteristics. See the EtherNet/IP
Hardware Installation and Configuration Guide or the PortVision DX help system for help configuring the
network settings.

1. From PortVision DX, highlight the DeviceMaster that you want to configure and select Webpage.
Note: Optionally, enter the IP address of the device in the Address box of your web browser.
2. Select the appropriate procedure for your environment.

e & http://10.0.0.54/home.asp v & || Search.. 0o~
(= DM EtherNet/IP

OGN Serial Ethernet  Network Diagnostics System

DeviceMaster Info

Firmware: EtherMNet/IP 7.03
Device Name:
Serial Number: 9447-010201
MAC Address: 00:c0:4e:07:43:84
System Uptime: 4 days 01:34:01

IP Config: Static
Address: 10.0.0.54
Netmask: 255.255.0.0
Gateway: 0.0.0.0

© Copyright Comtrol Corp.
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Serial Device - Configuration Overview

4.1.1. Serial Device - Configuration Overview

a. Click the Serial menu.

b. Click the port number that you want to configure and the Port Configuration page appears.

COMTHOL' Home RESi=yEI Ethernet Network  Diagnostics System Logout

Overview Portl Port2 Class 1 Overview

Serial Settings  EtherNetlP Settings  Filtering  Application Interface  Class 1 Interface

Port 1 Configuration

Serial Configuration Serial Packet Identification

Port Name: STX (Start of Transmission) Rx Detect: |one byte ¥ |Byte 112 | Byte 20 |(dec)
Port Mode: |RS-232 ¥ ETX (End of Transmission) Rx Detect: |one byte Y |Byte 1:3 | Byte 20 |(dec)
Baud Rate: |9600 ¥

= Append Delimiters from PLC:

Parity:
Data Bits: STX (Start of Transmission) Tx Append: | none ¥ |Byte 1:0 | Byte 210 |(dec)
Stop Bits: ETX (End of Transmission) Tx Append: |none ¥ |Byte 1.0 |Byte 2:0 | (dec)

Flow Control: | nane ) Strip Rx STX/ETX: <

Rx Timeout Between Packets (ms): 200 L . .
Application Specific Settings

Discard Rx Pkts With Errors: i
STX (Start of Transmission) Tx Append: | none ¥ | Byte 10 Byte 20 (dec)
ETX (End of Transmission) Tx Append: |none ¥ |Byte 10 |Byte 2:0 |(dec)

Strip Rx STX/ETX:

—
Clone settings to all serial ports

© Copyright Comtrol Corp.

c. Change the serial port configuration properties (Page 99) as required for your site.
d. Click the Save button.
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Serial Device - Configuration Overview

3. Click the Ethernet/IP Settings option.
a. Change the socket port configuration properties (Page 108) as required for your site.

[ DM Etheriet/IP -

i (D 100092

m -~

Crherviirsy | Pl ]| Potl  Class | Ohvisiveew
Serial Semngs  ElerhellP Semngs  Filerg  Applcation inkerface  Class 1 inkerface

Port 1 EtheriNetiP Configuration
EtherNeliiP Seitings MisCeilANE OLls Wﬂiwmhﬂn
Fx (T PLIC) Trassslion A Clasal v T Soqumncs Mummber Chicking
Tk {Froem PLC) Transier Mothod Classl ¥ Desabie Mon-Filweod To PLE Ry Quaus
PLC B Addrass 0.0.0.0 (PLC-SSLCAtcroLogin A MS Byte First
P Coneimier Sang Mrvis 0 (PLC-SSLCABcroLogin) Tx MG Byte Fist
Mlanimiem PLC Updaie Rabe (ms) A0

Mlaimium Rix Data Packet Soe (byies): 120
Maxrmien Te Daia Packet See (iytes) (116
Crrsiend Ry PRci Handiieg Trrnis
e Proaacced Dass TagFae Names

Peote’ Fie raarmas. For SLCAPLC-D must begn withi a F (e BMILD0E)
Poter; File radivweies fof AL ogin M) Degan wish & F (L. #N1000)

b. Click the Save button.
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Serial Device - Configuration Overview

4. Ifrequired for your site, click Filtering.

a. Change the filtering configuration (Page 111) to meet your needs.

Y DM Etharst 1P

Ovirnveiwr | INELD. Pond  Cuds | Ovirvew

Senal SEIINE  EreelD Comegs Fleeny  AppRcEDen Weerale

Cuad | vertaie

Advanced Configuration

T PLE Filie hode:
5o FLC Filke Do (RF I Ondy)
Ep PLC Fime Oyptaes (RF DB &N000]
e Apshiaton Fller Mods
T Appicabon Faes Dpoadm (FFID iy
Ba Apphcansn Fms Opooi (FFIDAS Do)
RFC Amienng Tirogeng
RFID Feaoe i Tioe
Baicods LBLAN Thandesd L2-14 Dagd Fosmal
Barode LIPCAEAN Exqpt Dagel Formai
Faer Age Timw (Tiew Sdeedd afier Laa regaf)

Discad Limregnpngred Claca [FRCVRar oo |

Port 1 FiltetingData Extraction Configuration

o
Armsra

Compary
L=

Armsrma
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Fuues
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b. Click the Save button when you have completed the changes.
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Ethernet Device - Configuration Overview

5. Ifrequired for your site, click Application Interface.

a. Change the configuration (Page 115) to meet your needs.

[ DM Etherbet i

& | @ 1000127

Port 1 Application TCP Configuration

Advanced Conliguraticn

Enatis

Lishen

L Poit L ar ]

Connesst To Mode Figmwir L3
Connet Pom BILD

Connett IP Addiess: 0.0.0.0

Descorract Mode Hervas =

e Temecut (ms). O

b. Click the Save button when you have completed the changes.

4.1.2. Ethernet Device - Configuration Overview

Use the following overview to configure an Ethernet device.
1. Click the Ethernet menu.

2. Click the appropriate Device number to access the Device Configuration page for that port.
a. Change the socket configuration properties (Page 104) as required for you site.

wesvew | Degs ] Dwows I i | Oveses

lini| Cmmmmon [t Salieqp, Py Aipim e ievims Dl | it

Device 1 Imerface Confguraton

1 Frommind P Pt o |00

b. Click the Save button after completing the changes.
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Ethernet Device - Configuration Overview

3. Click the EtherNet/IP Settings option.

[ DM EtherNet/IP

&« C | ® 10.0.0.127

ComrtroL

Home Serial @agEGEE MNetwork Diagnostics  System Logout
Overview  Dewvice 1 Device 2 Class 1 Overview
Socket Connection ~ EtherNet/IP Settings  Filtering  Application Interface  Class 1 Interface
Device 1 EtherNet/IP Configuration
EtherNet/IP Settings Miscellaneous Configuration
Rx (To PLC) Transfer Method: | Classl \ Tx Sequence Number Checking:
Tx (From PLC) Transfer Method: | Class1 Y| Disable Non-Filtered To PLC Rx Queue:
PLC IP address: 0.0.0.0 (PLC-5/SLC/MicroLogix) Rx MS Byte First:
PLC Controller Slot Number: 0 PLC-5/SLC/MicroLogix) Tx MS Byte First:
Maximum PLC Update Rate (ms): 40
Maximum Rx Data Packet Size (bytes): 244
Maximum Tx Data Packet Size (bytes): 236
Oversized Rx Packet Handling: |'T-runcate Y|
Rx Produced Data Tag/File Name: .
Mote: File names for SLC/PLC-5 must begin with a '$' (i.e. $N10:0).
Note: File names for MicroLogix must begin with a &' (i.e. #N10:0).

a. Change the EtherNet/IP settings (Page 108) as required for your site.

b. Click the Save button after completing the changes.
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Ethernet Device - Configuration Overview

4. Ifrequired for your site, click the Filtering option.

a. Change the parameters (Page 111) to meet your needs.

Crvge 7
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T Applcason Fie Opoons (RF DT ) Cormgary
FFID Armerau GHRDT ]
PR Fipater irnadace Tygs Lbrgme X
Barpode YPCIEAN Slandard §7-14 Dge Foomas | None s
Basros UPLIEAN Exprn Dugpr Fodma s
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Filtee Wik

ProssciLocaiion
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b. Click the Save button.
5. Ifrequired, click the Application Interface option.
a. Make the necessary changes (Page 115) for your site.

Y DM EtherMetfiP

- c

10u0,0, 527

Chevrvirw Qv ]

e G | Chysirvene

Socket Connecion  Ethertiet P Seitngs. Filenng  Appcmsn iniertacs

Clarss | wdwsrimce

Dwvice 1 Application TCP Configuration

Advanced Confifjutation

[ =

Lo

sl Por (INEi =]

Connecs To Mode: | Nt )
Connect Port 8110

Connecd IP Addess. 0000
Desconnec Mods vt ¥

ket Tinecat [may 0

b. Click the Save button.

6. Repeat the previous steps for each serial port and Ethernet device.
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Embedded Web Pages Overview

7. Use the appropriate procedure for your environment to complete the DeviceMaster installation.

¢ ControlLogix PLC: 6.4. ControlLogix PL.C Programming Example Instructions on Page 157
describes how to use RSLogix 5000 to configure and run the DeviceMaster.

¢ SLC or MicroLogix PLC: 6.5. SL.C or MicroLogix PL.C Programming Example Instructions on Page
170 describes how to use RSLogix 500 to configure and run the DeviceMaster.

e PLC-5 PLC: 6.6. PLC-5 PL.C Programming Example Instructions on Page 197 describes how to use
RSLogix 5 to configure and run the DeviceMaster.

4.2. Embedded Web Pages Overview

The embedded web pages are the easiest way to configure serial and Ethernet device port settings for a
DeviceMaster.

Access the main DeviceMaster web page from PortVision DX or enter the IP address of the DeviceMaster in
the Address box of your web browser.

e @ http://10.0.0.54/home.asp v & || Search.. 0o~

-

& DM EtherNet/IP =

OGN Serial Ethernet  Network Diagnostics System

DeviceMaster Info

Firmware: EtherMNet/IP 7.03
Device Name:
Serial Number: 9447-010201
MAC Address: 00:c0:4e:07:43:84
System Uptime: 4 days 01:34:01

IP Config: Static
Address: 10.0.0.54
Netmask: 255.255.0.0
Gateway: 0.0.0.0

© Copyright Comtrol Corp.

The Home page displays the DeviceMaster information including the firmware version, device name, serial
number, MAC address and current network configuration..

Home Page

Firmware Version EtherNet/IP firmware version currently running on the DeviceMaster.

This is the device name of the DeviceMaster, which can be configured in the Network

Device Name Configuration page.

Serial Number DeviceMaster serial number.
MAC Address The six byte MAC address of the DeviceMaster.

. The time that has elapsed since the DeviceMaster has powered on. The format is n
System Uptime

days and hh:mm:ss.

IP Config Type of IP configuration currently in use (static or DHCP).
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Serial Device Configuration

Home Page (Continued)

IP Address, IP
Netmask, and IP IP address, netmask, and gateway configured in the DeviceMaster.
Gateway

4.3. Serial Device Configuration

Use these steps to change the settings for a port.
1. Click the Serial menu, which opens the Serial Overview page.

3 DM EtherMetiP

C TO0Q2T

Chvardiew| Poil Pori2 Class 1 Overview
Serial Port Overview
This i the cutnend confiquraSion of the Seral por(s). Select 4 serial pon Som he menu above (o change the ooniguration
Serial Pan Sewings Part 1 Por 2
Porl Mama:
Porl kbode: RS-212 RS-k
Baud Aate: S5O0 GH00
Parity: Facan T
Data Bira: a a
Stap Bis: 1 1
Flow Controb: L nong
Ax Timecut Beteveen Packets {ms): 200 200
DHscard Messages With Emors: s yeL
Gerial Packed |0 Sefiings
5TX Ax Detect: onetyte o byin
5T Rx (dec): 2 2
ETH Rx Detect: onotyte  one byte
ETH R fdec): 3 3
PLC Specific Seitings
5TK Tx Append: e nons
ETH T [dec):
ETE Tx Appand: THC T
ETX Tx [dec):
Strip Rix STRETH chars: yes yos
EthbistilP Setmings
Rx (To PLE) Tranador Mathd: Class] Clasal
Tx [Fiom PLEC) Transier Mathod: Class] Chusal
PLC 1P Adddieaa L P,
PLE Comroller Shet Mumbse: WA M
Masimnim PLE Update Rate (ma): §ITY P,
Mamirmim fex Dats Paciet Sioe (ytes) 120 130
Maxinmim Tx Daks Packel Sioe (Eytes): 116 -
Owersiied Rx Packel Handling: Trunemo Trunoats
Fix Produced Dats TagFiss Mama: L A
Ta Sty Husmber Chocking: L A
Disabile Mon-Fillsied To PLEC Bx Queus (L] ]
[PLC-SSLCMicrologix] Ax MS Byte First:  NIA MR
PLC-SSLCMIcrologix) T M5 Byte Firat: L A

2. Click the Port # that you want to configure.
See 4.3.1. Serial Port Configuration on Page 99 to locate information for each setting area.
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Serial Port Configuration

4.3.1. Serial Port Configuration

Use the Serial menus to change a serial port’s configuration parameters.

You can use the following procedure to access the Serial | Serial Settings Port Configuration page:
1. Click the Serial menu.

2. Click the appropriate port number menu option (for example, Port 1).

Selecting the Port # defaults to the Serial Settings page for that port. The next subsections discuss the Serial
Port and Serial Packet ID Settings areas on the Serial Settings (Port Configuration) page. The remainder of
the configuration pages are discussed in the following subsections, which are located under the 4.6. Common
Configuration Areas (Serial or Ethernet Device) section:

e 4.6.1. Ethernet/IP Settings on Page 108
e 4.6.2. Filtering/ Data Extraction Configuration on Page 111

e 4.6.3 Application Interface | Application TCP Configuration on Page 115
e 4.7. EtherNet/IP Class 1 Interface Pages on Page 116

4.3.2. Serial Settings | Port | Serial Configuration

Use the Serial Configuration area of the Serial Settings (Port Configuration) page to configure serial port
characteristics for the device that you plan on connecting to the port.

Serial Configuration

Port Name:

Port Mode: RS-232 v
Baud Rate: 9600 ¥

Parity: none ¥

Data Bits: -

Stop Bits: 1%

Flow Control: none \d

Rx Timeout Between Packets (ms). 200
Discard Rx Pkts With Ermors: L4

Clone settings to all serial ports

Serial Settings | Port | Serial Configuration

Up to 80 character ASCII string. A user definable string used to describe the serial
Port Name port. Valid characters include a-z, A-Z, 0-9, underscores, spaces and dashes. All
other characters are discarded. The default name is blank.

Port Mode Select the communications mode for the serial device that you are connecting to the
port. The available modes are RS-232, RS-422, and RS-485.
Baud Rate Select a baud rate from the list. The baud rate that you select determines how fast

information is transferred through a port.
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Serial Settings | Port | Serial Configuration

Serial Settings | Port | Serial Configuration (Continued)

Select a method for error checking.

* None - When the parity is set to none, there is no parity bit, and DeviceMaster
does not perform parity checking.

Parity ¢ Odd - Indicates that the sum of all the 1-bits in the byte plus the parity bit
must be odd. When the total is odd, the parity bit is set to zero, when it is even,
the parity bit is set to one.

¢ Even - When the sum of all the 1-bits is even, the parity bit must be set to zero;
when it is odd, the parity bit must be set to one.

Data Bits Select the number of bits that make up the data. Choose from 5, 6, 7 or 8-bits.

Stop Bits Select the number of bits to mark the end of data transmission.

Specifies the ability to start and stop the flow of data without the loss of bytes.
Select a method for controlling the flow of data from the following list:

e None - Indicates flow control is not in affect.

e RTS/CTS - Request To Send (RTS) tells the receiving device that the sending
Flow Control device has data that is ready to send and Clear To Send (CTS) indicates the
device is ready to accept data.

¢ XON/XOFF - When selected, applies the standard method of controlling data
flow between two modems.

e Half Duplex - Transmits data in half-duplex mode.
Select the state of Data Terminal Ready (DTR).
¢ on - Enables DTR.

DTR Mode e off - Disables DTR.
¢  WhenEnabled - Select this option when enabling the serial port through the
PLC.

Specifies the following information, once the start of a packet is received:

e  How long the DeviceMaster should wait (in milliseconds) before timing-out, if
the ETX Rx Detect length is one byte or two bytes and the ETX byte(s) are not
received.

Rx Timeout

Between

Packets (ms)

¢ The time to wait in milliseconds between serial packets if the ETX Rx Detect
length is set to none.

Discard Rx Pkts By default, this box is checked and the DeviceMaster discards serial packets with
errors. Clear the check box when you need to receive a serial packet with errors to

with Errors troubleshoot an issue.

Clone settings to |Selecting this option before selecting Save applies these settings to all of the serial
all ports ports.
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Serial | Serial Settings | SerialPacket Identification

4.3.3. Serial | Serial Settings | SerialPacket Identification

Use the Serial Packet Identification area of the Serial Settings page to configure the raw data serial port
packet identification (ID) settings for a serial port.

Serial Packet Identification

STX (Start of Transmission) Rx Detect: | one byte ¥ Byte 112  Byte 2:0 | (dec)
ETX {(End of Transmission) Rx Detect: one byte ¥ |Byte 103 | Byte 2.0 |({dec)
Append Delimiters from PLC:

STX (Start of Transmission) Tx Append: | none ¥ | Byte 1:0 Byte 2.0 | (dec)

ETX (End of Transmission) Tx Append: |none Y /Byte 1:0 Byte 2:0 |(dec)
Strip Rx STAETX s

Application Specific Settings
STX [Start of Transmission) Tx Append: none ¥ Byle 1:0 | Byte 2:0 |(dec)

ETX (End of Transmission) Tx Append: | none ¥ |Byte 1:0  Byte 2.0 | (dec)
Strip Rx STXETX:

For more information on serial packet ID settings, see 3.2.1. Serial Port Configuration Object Definition (70

Hex) on Page 22.

Serial | Port | Serial Settings | Serial Packet Identification

STX (Start of
Transmission)
Rx Detect

When enabled, the DeviceMaster detects an STX (start of transmission) byte sequence
which is configured as one byte or two bytes when it receives a serial packet.

The length indicates the number of STX bytes, valid values for length are:

* none - Disables this function and the DeviceMaster accepts the first byte received
after the last ETX byte(s) as the start of the next data packet.

® one byte - Scans serial data for one STX byte and when the DeviceMaster finds an
STX byte it collects the data. If the first byte is not the STX byte, it discards the byte.
The DeviceMaster continues to discard the bytes until it finds an STX byte.

e two bytes - Scans serial data for two STX bytes and when the DeviceMaster finds two
STX bytes it collects the data. If the STX bytes cannot be found, it discards the bytes.
The DeviceMaster continues to discard the bytes until it finds the two STX bytes.

Byte 1 - Specifies the character that represents the first STX byte. The DeviceMaster
looks for this character in the first STX byte, if the length is one byte or two bytes. You can
specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character that represents the second STX byte. The DeviceMaster
looks for this character in the second STX byte, only if the length is two bytes. You can
specify a value between 0 and 255 in decimal format.
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Serial | Serial Settings | SerialPacket Identification

Serial | Port | Serial Settings | Serial Packet Identification (Continued)

When enabled, the DeviceMaster detects an ETX (end of transmission) byte sequence
that is configured as one byte or two bytes marking the end of the serial packet.

The length indicates the number of ETX bytes, valid values for length are:

e none - Disables this function and the DeviceMaster uses the Rx Timeout Between
Packets to indicate the end of data packet.

ETX (End of ® one byte - Scans serial data for one ETX byte and when the DeviceMaster finds the
Transmission) ETX byte, it identifies the data as a serial packet.
Rx Detect

® two bytes - Scans serial data for two ETX bytes and when the DeviceMaster finds the
ETX bytes, it identifies the data as a serial packet.

Byte 1 - Specifies the character to scan for in the first ETX byte, if the length is one byte
or two bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character to scan for in the second ETX byte, if the length is two
bytes. You can specify a value between 0 and 255 in decimal format.

Append Delimiters from PLC and Application Specific Settings Options

When enabled, the DeviceMaster appends an STX (start of transmission) byte sequence
which is configured as one byte or two bytes to the beginning of the serial packet before it
is sent.

The length indicates the number of STX bytes, values for length are:
* none - Disables this function.

STX Tx Append |® one byte - Inserts one STX byte before the data.

e two bytes - Inserts two STX bytes before the data.

Byte 1 - Specifies the transmit character associated with the first STX byte, if the length
is one byte or two bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the transmit character associated with the second STX byte, if the
length is two bytes. You can specify a value between 0 and 255 in decimal format.

When enabled, the DeviceMaster appends an ETX (end of transmission) byte sequence
which is configured as one byte or two bytes to the end of the serial packet before it is
sent.

The length indicates the number of ETX bytes, valid values for length are:
* none - Disables this function.

ETX Tx Append e one byte - Inserts one ETX byte at the end of the data.

® two bytes - Inserts two ETX bytes at the end of the data.

Byte 1 - Specifies the transmit character associated with the first ETX byte, if the length
is set to one byte or two bytes. You can specify a value between 0 and 255 in decimal
format.

Byte 2 - Specifies the transmit character associated with the second ETX byte, if the
length is two bytes. You can specify a value between 0 and 255 in decimal format.

When you select this check box, the DeviceMaster strips STX/ETX characters from
received serial packets. Clear the check box when you do not want the DeviceMaster to
strip STX/ETX characters from received serial packets.

%%gg Rx STX/ Serial Packets sent from the PLC or application to the DeviceMaster (over Ethernet),

and then sent out the serial port, are not checked for STX/ETX.

No STX/ETX character stripping occurs in these serial packets, and framing/parity/
overrun error checking does not apply.
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Ethernet Device Configuration

4.4. Ethernet Device Configuration

Change the configuration for an Ethernet device using the following steps,
1. Click the Ethernet menu, which displays the Ethernet Device Overview page.

[ DM EtherNet/IP

i 2 @ 1000127

ComrroL  Home  Sedal [ESTEIE

Ohvervewy Dedce 1 Dedce 2 Chasa | Ohedrvainy
Ethernet Device Overview
This i the cuiment configuiation of the Ethedsnet device socked pomns. Selact &n Ethamet devie nom (e meri abowe 1o
change i confgurabon
Dervice TCP Connection Configuration Darvisce 1 Dwrvice 2
Device Marme:
Emabled: no no
Listen: no no
Listen Pom: 8000 |00L
Connect To Mode: Mo hintig
Connect Port 8010 a011
Connect io IF address: 00000 0000
Disconnoct Mode: Horenr Nr
It timeout (ms): 0
RX timpout bobwoen packets (ms) 100 100
Sochet Packet 1D Settings
STX Rx Detect: o o
STX Ru (dec):
ETK Rx Dwiect: none T
ETX Ru [dac):
PLC Specific Settings
STH Tu Append: nong nona
STX T [dec):
ETX Tx Append: nong none
ETX Tu [dac):
Strip Rx STWETX chars: no L]
EtherketP Sattings
Rx (Te PLC) Transfer Mathod: Class] Class]
Tx (From PLC) Transter Methosd: Class] Lhassl
PLC IP agdeoss: WA hA
PLC Controller Shat Numiser: A hA
Maximum PLC Update Rate (mis): A A
Max|maim Rx Dath Packat Sipe (bytas): 244 244
Maximum Tx Data Packet Size (bytes): 236 235
Oversied Rx Packet Handling: Truncae TrursCane
Rx Produced Dats Tag/File Mame: WA WA
Tx Sequence Numbsr Checking: HA A
Disable Mon-Filered To PLC Rx Quaue:: no L]
(PLC-S/SLCMIcrologix) Rx MS Byte Firse: WA A
(PLC-WSLCMIcrolagix) Tx MS Byle First: WA A

2. Click the Device #, which by default opens the Socket Connection page for that port.
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Ethernet | Device | Socket Connection Configuration

4.5. Ethernet | Device | Socket Connection Configuration

This section discusses the following area of the Device Interface Configuration page:
e 4.5.1. Socket Configuration
e 4.5.2. Device Socket Packet ID Settings on Page 106

ComrtroL Home Serial ESOETGEE Network

Overview Device 1 Device 2 Device 3 Device 4 Class 1 Overview

Socket Connection  EtherNet/IP Settings  Filtering  Application Interface  Class 1 Interface

Device 1 Interface Configuration

Socket Configuration Device Socket Packet ID Settings

Device Mame: l:l STX (Start transmission) Rx Detect: |ncne V| Byte 1:|0 |B\_.rte 2:|O |(dec]

Enable: | ETX (End of Transmission) Rx Detect: |ncne V| Byte 1:|0 |B\_.rte 2:|O |(dec]

Listen: O " )

e hare PLC Specific Settings

Connect To Mode: Start transmission (STX): Byte 1:E| Byte Z:EI (dec)

Connect Port: ETX (End of Transmission) Tx Append: Byte 1:E| Byte Z:EI (dec)

Connect IP Address: Strip Rx STX/ETX Chars: O

[EEoRmect hadc. Application Specific Settings

Idle Timer (ms): D

Rx Timeout Between Packets (ms): STX (Start of Transmission) Tx Append: Byte I:EI Byte Z:EI (dec)
ETX (End of Transmission) Tx Append: Byte I:EI Byte Z:EI (dec)
Strip Rx STX/ETX: |

Save

4.5.1. Socket Configuration

Access to the Device Interface Configuration page (Socket

Connection submenu is the default menu displayed) is . )
provided by selecting the corresponding Device number Socket Configuration
(for example, Socket 1) under the Ethernet menu.

The other area of this page are discussed in the following KNG Basrc

subsections, which are located under the 4.6. Common Enable:

Configuration Areas (Serial or Ethernet Device) section: Listen:

e 4.6.1. Ethernet/IP Settings on Page 108 Listen Port: 8000

e 4.6.2. Filtering / Data Extraction Configuration on Connect To Mode: Never v
Page 111 Connect Port: 8010

e 4.6.3. Application Interface | Application TCP Connect IP Address: 0.0.0.0
Configuration on Page 115 5 . ' S

isconnect Mode Never ¥
e 4.7. EtherNet/IP Class 1 Interface Pages on Page 116
Idle Timer (ms): 0

The following table provides information about .
configuring the Socket Configuration area of the Device £ THTGOU Seiwaen baccats (ms): |10
Interface Configuration page.
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Socket Configuration

Device Interface Configuration Page | Socket Configuration

Device Name

A user definable string used to describe the serial interface. Valid characters
include a-z, A-Z, 0-9, underscores, spaces and dashes. All other characters are
discarded. Up to 80 character ASCII string. The default is blank.

This setting enables/disables the Device Ethernet Device. Enabling this function
allows an Ethernet TCP/IP device to be connected to a PL.C and/or application. If
both the PLC and application are connected to the device, both can transmit to and
receive data from the device socket port. However, the PLC and application cannot
communicate directly to each other.

Enable Ethernet Device Device Socket Interface —
DeviceMaster
\ EthemetiP |
g S
Enabling this setting allows the device to connect to the DeviceMaster via an
Ethernet TCP/IP socket.
Listen ® Not selected - Disables listening; the DeviceMaster does not accept connection

attempts.

e Selected - Enables listening; the DeviceMaster accepts connection attempts from
the specified Listen Port.

Listen Port

This is the socket port number on the DeviceMaster the application connects to if
the Device Listen Enable is selected.

Connect To Mode

This setting specifies if and how the DeviceMaster attempts to connect to the device
at the specified Connect IP Address and Connect Port.

¢ Never - The DeviceMaster does not attempt to connect to the device.

¢ Connect-Always - The DeviceMaster attempts to connect to the device until a
connection is made.

¢ Connect-On-Data - The DeviceMaster does not attempt to connect to the device
until there is data to send to the device. Once data is received for the device, the
DeviceMaster attempts to connect to the device until a connection is made.

Connect Port

The device socket port number the DeviceMaster connects to if the Device Connect To
Mode is set to either Connect-Always or Connect-On-Data.

Connect IP Address

The device IP address the DeviceMaster connects to if the Device Connect To Mode is
set to either Connect-Always or Connect-On-Data.

Disconnect Mode

This setting specifies if and how the DeviceMaster disconnects from the device.
® Never - The DeviceMaster does not disconnect from the device.

¢ Idle - The DeviceMaster disconnects when there has been no transmit or
received data between the device and PLC/application for a specified Idle Timer
period.

Idle Timer

The idle timeout period in milliseconds that is used if the Device Disconnect Mode is
set to Idle.

Rx Timeout Between
Packets

Specifies the following information, once the start of a packet is received:

e How long the DeviceMaster should wait (in milliseconds) before timing-out, if
the ETX Rx Detect length is one byte or two bytes and the ETX byte(s) are not
received.

¢ The time to wait in milliseconds between Ethernet packets if the ETX Rx Detect
length is set to none.
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Device Socket Packet ID Settings

4.5.2. Device Socket Packet ID Settings

This subsection discusses the Socket Packet ID Settings area of the Ethernet | Device Interface Configuration
page.

Device Socket Packet 1D Settings

STX (Start transmission) Rix Detect none T Byte 1:0 Byte 2:0 (dec)
ETX (End of Transmission} Rx Detect:  none T Byte 1:0 Byte 2:0 (dec)

PLC Specific Settings
Start transmission (STX) none ¥ Byte 110 Byte 2:0 (dec)

ETX (End of Transmission) Tx Append: | nong ¥ | Bye 1:0 Byie 2.0 {dec)
Strip Rx STXETX Chars:

Application Specific Settings
ST (Start of Transmission) Tx Append: | none T Byie 1:0 |Byte 2:0 | (dec)
ETX (End of Transmission) Tx Append: | nane ¥ Bywe 130 | Bywe 2:0 | (dec)

Sirip Rx STHETX

Device Interface Configuration Page | Device Socket Packet ID Settings

When enabled, the DeviceMaster detects an STX (start of transmission) byte sequence
which is configured as one byte or two bytes when it receives an Ethernet packet. The
length indicates the number of STX bytes, valid values for length are:

¢ none - Disables this function and the DeviceMaster accepts the first byte received after
the last ETX byte(s) as the start of the next Ethernet packet.

* one byte - Scans Ethernet data for one STX byte and when the DeviceMaster finds an
STX byte it collects the data. If the first byte is not the STX byte, it discards the byte.

STX (Start of The DeviceMaster continues to discard the bytes until it finds an STX byte.
art o
Transmission) |® two bytes - Scans Ethernet data for two STX bytes and when the DeviceMaster finds
Rx Detect two STX bytes it collects the data. If the STX bytes cannot be found, it discards the
bytes. The DeviceMaster continues to discard the bytes until it finds the two STX
bytes.

Byte 1 - Specifies the character that represents the first STX byte. The DeviceMaster looks
for this character in the first STX byte, if the length is one byte or two bytes. You can specify
a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character that represents the second STX byte. The DeviceMaster
looks for this character in the second STX byte, only if the length is two bytes. You can
specify a value between 0 and 255 in decimal format.
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Device Socket Packet ID Settings

Device Interface Configuration Page | Device Socket Packet ID Settings (Continued)

ETX (End of
Transmission)
Rx Detect

When enabled, the DeviceMaster detects an ETX (end of transmission) byte sequence that
is configured as one byte or two bytes marking the end of the Ethernet packet. The length
indicates the number of ETX bytes, valid values for length are:

e none - Disables this function and the DeviceMaster uses the Rx Timeout Between
Packets to indicate the end of data packet.

* one byte - Scans Ethernet data for one ETX byte and when the DeviceMaster finds the
ETX byte, it identifies the data as an Ethernet packet.

e two bytes - Scans Ethernet data for two ETX bytes and when the DeviceMaster finds
the ETX bytes, it identifies the data as an Ethernet packet.

Byte 1 - Specifies the character to scan for in the first ETX byte, if the length is one byte
or two bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the character to scan for in the second ETX byte, if the length is two
bytes. You can specify a value between 0 and 255 in decimal format.

PLC Specific Settings and Application Specific Settings

STX Tx Append

When enabled, the DeviceMaster appends an STX (start of transmission) byte sequence
which is configured as one byte or two bytes to the beginning of the Ethernet packet before
it is sent. The length indicates the number of STX bytes, values for length are:

¢ none - Disables this function.
¢ one byte - Inserts one STX byte before the data.
e two bytes - Inserts two STX bytes before the data.

Byte 1 - Specifies the transmit character associated with the first STX byte, if the length is
one byte or two bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the transmit character associated with the second STX byte, if the length
is two bytes. You can specify a value between 0 and 255 in decimal format.

ETX Tx Append

When enabled, the DeviceMaster appends an ETX (end of transmission) byte sequence
which is configured as one byte or two bytes to the end of the Ethernet packet before it is
sent. The length indicates the number of ETX bytes, valid values for length are:

¢ none - Disables this function.
* one byte - Inserts one ETX byte at the end of the data.
® two bytes - Inserts two ETX bytes at the end of the data.

Byte 1 - Specifies the transmit character associated with the first ETX byte, if the length is
set to one byte or two bytes. You can specify a value between 0 and 255 in decimal format.

Byte 2 - Specifies the transmit character associated with the second ETX byte, if the length
is two bytes. You can specify a value between 0 and 255 in decimal format.

Strip Rx STX/
ETX

When you select this check box, the DeviceMaster strips STX/ETX characters from
received Ethernet packets. Clear the check box when you do not want the DeviceMaster to
strip STX/ETX characters from received Ethernet packets.

Packets sent from the PLC to the DeviceMaster (over Ethernet), and then sent out the
Ethernet port, are not checked for STX/ETX. No STX/ETX character stripping occurs in
these Ethernet packets.
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Common Configuration Areas (Serial or Ethernet Device)

4.6. Common Configuration Areas (Serial or Ethernet Device)

The Serial and Ethernet Configuration pages have the following areas in common:
e 4.6.1. Ethernet/IP Settings on Page 108
e 4.6.2. Filtering/ Data Extraction Configuration on Page 111

e 4.6.3. Application Interface | Application TCP Configuration on Page 115

4.6.1. Ethernet/IP Settings

Use this area to configure the EtherNet/IP settings for the Serial | Port | EtherNet Settings page or Ethernet
| Device | EtherNet/IP Settings page.

EtherNetP Settings Miscellaneous Configuration

Rx (To PLC) Transfer Method Classl v T Sequence Number Chacking

T (From PLC) Transher Method Class]l v Disabie Mon-Fitered To PLC Rx Qusue
PLC 1P Addriss 0,0.0.0 (PLC-SSLCMIcoLogixy Rx MS Byie First
PLE Controlier Sicd Number o {PLCSSLEMIcroLogix) Tx MS Byie First
Mackmum PLC Update Rate (ms) 40

Mackmium Rx Data Packel Sie (ytes): 120
Miaodmum Tx Data Packel Size (bytes): 116
Oversized Rx Packet Handling: Tiuncate *
Rx Produced Data TagFike Masma

Mode: File names Tor SLCPLC-5 misst Defin with a F (Le. SN1O0DY)
Mot Filé names for Microl ogic mist bagin wish o & (Le. SN1000)

For more information on EtherNet/IP settings, see 3.2.1. Serial Port Configuration Object Definition (70 Hex)
on Page 22.

Ethernet/IP Settings (Serial or Socket Port)

Specifies the Receive data transfer method used by the DeviceMaster. There are four

methods that the DeviceMaster can use to transfer data received from a serial or
Ethernet device to the PLC. These methods are:

e Write-to-Tag/ File - The DeviceMaster writes the data directly into a tag or file on
the PLC. However, it should only be used if the PLC can scan and consume the
data faster than the device can produce it.

e Write-to-Tag/File-Synced - The DeviceMaster writes the data into a tag or file on
Rx (To PLC) the PLC and provides a mechanism to synchronize the data flow between the PLC
Transfer Method and the DeviceMaster. Use this method when you want to ensure that the tag or
file is not overwritten before the PLC can consume the data.

e Polling - The PLC requests data on a periodic basis. It provides the ability to
control the received data flow. However, it does require periodic data requests and
the request rate must be fast enough to ensure that the receive queues on the
DeviceMaster do not overflow.

e (Classl- The DeviceMaster sends cycle data to the PL.C over a UDP connection that
was requested by the PLC. The received data is formatted the same way as for the
other methods with new data being indicated by an incremented sequence number.
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Ethernet/IP Settings

Ethernet/IP Settings (Serial or Socket Port)

Specifies the Transmit data transfer method used by the DeviceMaster. There are two
methods that the DeviceMaster can use to transfer data received from a PLC to a
serial or Ethernet device. These methods are:

e Write-Msg — Using a MSG instruction, the PLC sends a formatted write message

Tx (from PLC) .
Transfer Method to the DeviceMaster.

e (Classl- The PLC sends cycle data to the DeviceMaster over a UDP connection that
was requested by the PLC. The data to transmit is formatted the same way as for
the other methods with new data being indicated by an incremented sequence
number.

PLC IP Address Specifies the IP address for the PLC EtherNet/IP card.

Note: The Polling and Class1 methods do not use this setting.

PLC Controller Slot
Number

Specifies the slot number on the PLC where the controller resides. The slot numbers
typically start at zero for the first slot. This is only required for the ControlLogix

Update Rate (Write-
To-Tag/File and
Classl)

(ControlLogix family of PLCs.
Family) Note: The Polling and Class1 methods do not use this setting.

The maximum rate (or minimum time interval) in milliseconds that received messages
Maximum PLC ~ |©

e Sent to the PLC tag in the Write-To-Tag/ File receive method.
e Updated in the Class1 receive method

This setting configures the DeviceMaster to space the messages to the PLC in order to
prevent overrunning of data before the PLC can process it.

Maximum Rx Data
Packet Size

Specifies the maximum acceptable size of a received serial or Ethernet packet. The
default is dependent on the number of serial ports on the DeviceMaster.

Maximum Tx Data
Packet Size (applies
only to Classl)

Specifies the maximum acceptable size of a transmit serial or Ethernet packet. The
default is dependent on the number of serial ports on the DeviceMaster. This setting
applies only to the Classl transmit method.

Oversize Rx Packet
Handling

Specifies how to process oversized received packets.

Truncate — truncate the packet to the Maximum Rx Data Packet Size.
Drop — drop the packet.

Default = Truncate

Rx (To PLC)
Produced Data Tag/
File Name

Specifies the PLC tag or file name. It indicates where to write received data while
operating in the Write-to-Tag/ File or Write-to-Tag/ File-Synced receive method. This
column supports a name containing up to 40 characters.

Note: The Polling method does not use this attribute.

The maximum length for this tag name is 40 characters. File names for the PLC-5/
SLC PLCs must begin with a $ (i.e. $N10:0).File names for MicroLogix PLCs must
begin with a # (i.e. #10:0).
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Ethernet/IP Settings

Ethernet/IP Settings (Serial or Socket Port)

When you select this check box, the DeviceMaster checks the transmit sequence
number and performs the following tasks:

e Transmit messages with the expected sequence number (last sequence number
plus one).

* Rejects messages with duplicate sequence numbers (that is, the same sequence
number as the previous transmit data message) and increments the Duplicate

Tx Sequence Transmit Sequence Error Count.

Number Checking
e Transmits messages with unexpected transmit sequence numbers (that is,
sequence numbers that are not the same as or are not equal to the previous
sequence number plus one) and increments the Unexpected Transmit Sequence
Error Count.
This check box is clear by default. Clear the check box when you do not want
DeviceMaster to check the transmit sequence number.
Disable Non- If filtering is disabled, only the last message received is sent to the PLC.
Filtered TO PLC Rx | o 8 > OBy g
Queue This box is clear by default.

When you select this check box, the DeviceMaster receives the Most Significant (MS)
(PLC-5/SLC) Rx MS |byte of a 16-bit integer first. This check box is clear by default. Clear the check box
Byte First when you need to receive the Least Significant (LLS) byte of a 16-bit integer first. This
applies only to SLC/PLC/MicroLogix PLC interface.

When you select this check box, DeviceMaster transmits the Most Significant (MS)
(PLC-5/SLC) Tx MS |byte of a 16-bit integer first. This check box is clear by default. Clear the check box
Byte First when you need to transmit the Least Significant (LSS) byte of a 16-bit integer first. This
applies only to SLC/PLC/MicroLogix PLC interface
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Filtering/Data Extraction Configuration

4.6.2. Filtering/Data Extraction Configuration

Use this area to configure filtering or data extraction settings for a serial or socket port using the Serial | Port
| Filter or Ethernet | Device | Filter pages.

Advanced Configuration
To PLC Filter Mode on x
To PLC Filter Options (RFID Only): ATMENNE Filtes Wb Serial Numier
To PLC Filer Optons (RFID/MBarcode) Company ProductLocation Encoding/Mumbering
To ApgiCxtion Filter Mo on ¥,
To Applcaton Filler Opoions (RFID Only) Antenna Filber Vaue Serlal Mumber
To Application Filker Opoions (RFIDVBarcoda) Company ProguctiLocation Encoding/Murmbiing
RFID Antenna Growpang: Mome A
RFID Reader interface Type: Unspecified b
Bascode UPC/EAN Standard 1.2-14 Digit Format: | Mona v
Bascode UPC/EAN Eight Digit Format o v
Filter Age Time (Time filtered after last read): ] (mir) 1] {sec) 100 {msac)
Discard Unrecognized Data (RFIDVBarcode) on v

Filtering (Serial or Socket Port)

To PLC Filter Mode

Defines the filter/data extraction mode to be employed on data to be sent to
the PLC.

Off

String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or
bytes) in length.

RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats is
filtered, the associated parameters are extracted, and the extracted data
and RFID tag are sent to the PLC in a specified format.

Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats
is filtered, the associated parameters are extracted, and the extracted
data and barcode are sent to the PLC in a specified format. See the
barcode format definitions in Attribute 41 on Page 34.

To PLC Filtering Options
(RFID Only)

Defines the RFID filtering criteria to the PLC. If an option is enabled, it is
used to decide when an RFID tag can be filtered or sent to the PLC.

Antenna - Include the antenna number in the filtering criteria. This is
data from the RFID reader and not from the RFID tag itself.

Filter Value - Include the filter value in the filtering criteria, which is part
of the RFID tag data.

Serial Number - Include the serial number in the filtering criteria, which
is part of the RFID tag data.
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Filtering/Data Extraction Configuration

Filtering (Serial or Socket Port) (Continued)

Defines the RFID filtering criteria and the barcode filtering criteria to the
application. If an option is enabled, it is used to decide when a valid RFID tag
or barcode can be filtered or sent to the PLC.

e Company - Include the company code in the filtering criteria, which is

To PLC Filtering Options part of the RFID tag or barcode data.
(RFID/Barcode) . . . .
¢  Product/Location - Include the product/location code in the filtering

criteria, which is part of the RFID tag or barcode data.

¢ Encoding/Numbering - Include the encoding/mumbering code in the
filtering criteria, which is part of the RFID tag or barcode data.

The filter/data extraction mode to be employed on data to be sent to the

application.

e Off

e String (128 char max) - Raw/ASCII data is filtered up to 128 characters (or
bytes) in length.

¢ RFID (EPCglobal formats) - RFID data in any of the EPCglobal formats
are filtered, the associated parameters are extracted, and the extracted
data and RFID tag are sent to the application in a specified format.

To Application Filter Mode |® Barcode (UPC/EAN formats) - Barcode data in specified UPC/EAN formats
is filtered, the associated parameters are extracted, and the extracted
data and barcode are sent to the application in a specified format. See the
barcode format definitions in Attribute 41 on Page 34.

Note: The application filter mode can be set independently of the PLC
filtering mode. The only exceptions are:

e Ifthe PLC filter mode is set to RFID, the application filter mode cannot
be set to Barcode.

e [fthe PLC filter mode is set to Barcode, the application filter mode
cannot be set to RFID.

Defines the RFID filtering criteria to the application. If an option is enabled,
it is used to decide when an RFID tag can be filtered or sent to the PLC.

e Antenna - Include the antenna number in the filtering criteria. This is

To Application Filtering data from the RFID reader and not part of the RFID tag.
Options (RFID Only) ¢ Filter Value - Include the filter value in the filtering criteria, which is part
of the RFID tag data.

e Serial Number - Include the serial number in the filtering criteria, which
is part of the RFID tag data.

Defines the barcode filtering criteria and part of the RFID filtering criteria to
the application. If an option is enabled, it is used to decide when a valid RFID
tag or barcode can be filtered or sent to the application.

e Company - Include the company code in the filtering criteria, which is

To Application Filtering part of the RFID tag or barcode data.
Options (RFID/Barcode) . . . .
¢ Product/Location - Include the product/location code in the filtering

criteria, which is part of the RFID tag or barcode data.

¢ Encoding/Numbering - Include the encoding/numbering code in the
filtering criteria, which is part of the RFID tag or barcode data.
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Filtering/Data Extraction Configuration

Filtering (Serial or Socket Port) (Continued)

RFID Antenna Grouping

This setting is applicable only to RFID filtering and only if the antenna
filtering option is enabled. It allows the DeviceMaster to filter RFID tags
based on antenna groupings. The possible groupings are:

Setting Groupl  Group 2 Group 3 Group N
Antennas Antennas Antennas Antennas

None 1 2 3 4
Groups of Twos 1,2 3,4 5,6 Ete.
Groups of Threes 1,2,3 45,6 7,8,9 Ete.
Groups of Fours 1,2,3,4 5,6,7,8 9,10,11,12 Ete.
First Two Only 1,2 3 4 N+1
First Three Only 1,2,3 4 5 N+2

RFID Reader Interface Type

Defines the expected RFID data format to be used while operating in the
RFID filtering mode. Each Reader Interface Type is unique and pertains to
the RFID reader manufacturer. If a different RFID reader is to be used and it
provides a similar format to any of the RFID readers listed below, it can also
be used in the RFID filtering mode.

Unspecified - The DeviceMaster assumes a HEX ASCII format and
attempts to locate the antenna number.

Alien (Text Mode) - Specifies the Alien RFID reader Text Mode.
Alien (Terse Mode) - Specifies the Alien RFID reader Terse Mode.

Intermec (Hex ASCII Mode) - Specifies the Intermec reader returning data
in the Hex ASCII Mode.

See the DeviceMaster UP Filtering and Data Extraction Reference Guide for
further details.

Barcode Formats:

UPC/EAN Standard 12-14
Digit

UPD/EAN Eight Digit

Defines barcode format to be used for both standard and eight digit UPC
labels. The term standard refers to UPC-A, EAN-13, JAN, and EAN-14
barcodes which all have ten company/product digits.

The standard and eight digit formats are selected independently and each
operates independently. Barcode filtering/data extraction does not function if
no format is selected.

Format Numbering Company Product Check
Digits Digits Digits Digit
Standard Formats
None N/A N/A N/A N/A
Company-5/ Product-5 1-3 5 5 1
Company-6/ Product-4 1-3 6 4 1
Company-7/ Product-3 1-3 7 3 1
Company-8/ Product-2 1-3 8 2 1
Company-9/ Product-1 1-3 9 1 1
Eight Digit Formats
EAN-8 Number-2/Product 5 2 0 5 1
EAN-8 Number-3/Product 4 3 0 4 1

UPC-E

See the DeviceMaster UP Filtering and Data Extraction Reference Guide for
further details.

Filter Age Time (Time
filtered after last read)

Defines the time a filter string, RFID tag, or barcode continues to be filtered
after the last time it was received.

If an entry is received before the Filter Age Time has passed, the entry is
filtered and the data is not sent to the PL.C and/or application. However, if the
Filter Age Time has passed, it passes filtering and be sent to the PL.C and/or
application.

DeviceMaster EtherNet/IP User Guide: 2000424 Rev. M

Chapter 4. Embedded Configuration Pages- 113



dmup_rfid_barcode_extraction_ref.pdf
dmup_rfid_barcode_extraction_ref.pdf

Filtering/Data Extraction Configuration

Filtering (Serial or Socket Port) (Continued)

Discard Unrecognized Data
(RFID/Barcode)

Specifies what to do with unrecognized RFID or barcode data.

Off - Sends unrecognized data to the PLC and/or application.

To-PLC - Discards unrecognized data to the PLC. Allows sending of
unrecognized data to the application.

To-Application - Discards unrecognized data to the application. Allows
sending of unrecognized data to the PLC.

To-PLC/Application - Discards unrecognized data to both the PL.C and
application.
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Application Interface | Application TCP Configuration

4.6.3. Application Interface | Application TCP Configuration

Use this area to configure application TCP connection settings for a serial or socket port using the
appropriate Application TCP Configuration page.

Advanced Configuration

Erable

Liston

Liston Pont B100

Conrecl To Mo Femme ¥
Conrec] Pon EB1ID

Connecd IP Address: 0.0.0.0
Dscormoct Mode Krvor ¥

el Thmacan (ems) o

Application TCP Configuration (Serial or Socket Port)

Enable

Enables/disables the
Application Socket
Interface. Enabling this
function allows an
application to be
connected to the device
serial/socket port.

If both the PL.C and
application are connected
to the device serial/socket Ethernet TCP/IP
port, both can transmit to &
and receive data from the %"
serial/socket port.

However, the PLC and

application cannot communicate directly to each other.

Serial Device

DeviceMaster

Serial Data

. Applicati
Application Socket Interface .

Listen

Enabling this setting allows the application to connect to the DeviceMaster via an
Ethernet TCP/IP socket.

* Not selected - Disables listening and the DeviceMaster does not accept connection
attempts.

e Selected - Enables listening and the DeviceMaster accepts connection attempts from
the specified Listen Port.

Listen Port

The socket port number on the DeviceMaster the application connects to if the
Application Listen Enable is selected.

Connect To Mode

Specifies if and how the DeviceMaster attempts to connect to the application at the
specified Connect IP Address and Connect Port.

¢ Never - The DeviceMaster does not attempt to connect to the application.

¢ Connect-Always - The DeviceMaster attempts to connect to the application until a
connection is made.

¢ Connect-On-Data — The DeviceMaster does not attempt to connect to the application
until there is data to send to the application. Once data is received from the serial/
socket device, the DeviceMaster attempts to connect to the application until a
connection is made.

Connect Port

The application socket port number the DeviceMaster connects to if the Application
Connect To Mode is set to either Connect-Always or Connect-On-Data.

DeviceMaster EtherNet/IP User Guide: 2000424 Rev. M

Chapter 4. Embedded Configuration Pages- 115



EtherNet/IP Class 1 Interface Pages

Application TCP Configuration (Serial or Socket Port) (Continued)

Connect TP Address The application IP address the DeviceMaster connects to if the Application Connect To
Mode is set to either Connect-Always or Connect-On-Data.

Controls if and how the DeviceMaster disconnects from an application.

¢ Never — The DeviceMaster does not disconnect from the application.

Disconnect Mode e JIdle - The DeviceMaster disconnects when there has been no transmit or received

data between the serial/socket device and application for a specified Idle Timer
period.

. The idle timeout period in milliseconds that is used if the application Disconnect Mode is
Idle Timer set to Idle

4.7. EtherNet/IP Class 1 Interface Pages

The DeviceMaster provides an array of highly informative Class1 interface web pages designed to:

¢ Provide both Class1 overview pages, which display all Class1 interfaces, as well as serial and/or Ethernet
device interface specific pages.

¢ Provide easily understood information to aid the PLC programmer.
- Instance numbers
- Data offsets for each serial and/or Ethernet device interface
- Instance and connection lengths
- The interface
e Provide the ability to easily reconfigure the Class1 interface for:
- Evenly sized instances for all serial port and Ethernet device interfaces
- Evenly sized instances for only serial port interfaces

- Evenly sized instances for only Ethernet device interfaces

4.7.1. Classl Overview Pages

These pages display the active configuration s well as possible default configurations that can be displayed
and selected.

4.7.1.1. Active Classl Configuration

This page displays the current active Class1 configuration. Depending on the active configuration, various
buttons are displayed on the top of the page that provide available display and configuration options.
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Active Classl Configuration

4.7.1.1.1. Active Classl Configuration - All Interfaces Set to Defaults

[ DM EtherMet/iP

& | 100012

ComrmoL  Home Network  Déagnostics  Sysiem

Overview  Porll  Port2 [CiRes 1 DNy

Class 1 Overview

Display Seral O Disploy Extvarneet Ondy Dedavins

Thi Etheriat P interfacs 5 20l to Class 1 detault configuration for all sevial port{s) and Ethemel dedce(s). To modity, changs o
another defaull configuration or modiy individual EtherNetIP configurabions for senial porifs) andior Ethermet deviceys)

MNOTE: Ofsets star from first RaiTe Class 1 porl. Ofsets and lengths ans in ybes

Active Class 1 Configuration

Transler Sequence  Dada Duata Makimiem
Input (To PLC) Class 1 Mode m"""nr" Mumber Lengih Flekd E""“'::' Connection
Intortace To PLC NumBEr  ermat Oftset  Oftset =9 Lengih
Serial Pon 1: Class]l 101 o F i 124 A06
Serlal Pon 2: Class] 102 124 126 128 124 ar2
Etheimat Device 1: Classl 105 248 250 252 124 248
Ethemat Daowvice 2: Clasx] 108 a2 a4 T 124 124

Transfor

Sequence  Data Dt

Mode Instance Instance  Connection
Output (Fram PLE) Mumbet Length  Fiebd
Class 1 Inerface ::j:m MOt Offset Offset Offset Langin Langth
Saerial Port 1: Classi 108 o 2 4 120 480
Serlal Pon 2; Class] 110 120 i 124 10 A6
Ethainat Davice 1: Class] 113 240 242 244 120 240
Erhesmet Daovice 2: Class] 114 350 362 54 120 120
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Active Classl Configuration

4.7.1.1.2. Active Classl Configuration — Only Serial Ports Set to Defaults

Display Only Class1 Ports:

[ DM EtherNet/iP

i 2 @ 1000027

GComTROL

Cverview  Portl Port2 | CIaSs | Ossmnes

Class 1 Overview

EtheriNeUT® configurations for sevial por(s) andior Ethemet devico(s)

HOTE: Ofsets siar from first RaTx Chass 1 poit. Oifsets and lengtis ane in bytes.

Active Class 1 Configuration

The Eifspibod1P inberface is sof bo Class 1 dedault configumion for all sevial poris). To modify, change b0 anothes dofaull configuration or modily ndnidual

Transter nstance  HMence Data Data instance  MAsimum
input (To PLC) Class 1intertace oo Number  Drmber e . Length f;:‘:“"‘
Serial Port 1 Classl 101 o 2 4 248 406
Serfal Port 2: Classl 102 248 250 262 248 248
Transber nsiance Sequence Dada Dada i c "
?npnﬂwnﬁx:c“ui :‘:n'Ft.c o Mumber mﬂ: ;:I:“ Lengh Length
Serial Port 1 Classl HGU o Fil 4 240 L
Serial Port 2: Classl 110 240 242 244 240 240

Display All Ports:

[} DM Ethertet/iP

3 c

1100027

ComTROL

Overview Porll Pon2 |G

Ethaamssl  Nab

1 Crvmrinmi

Diagnesscs

Symhem

Lisgoit

Class 1 Overview

The EtherNotiP inberiace s set 1o Class 1 cefau® configuration for o setial ponfs). To modify, change to another dofaull configurasion o modiy indnvidual
Etheridet/ P configurations Sor serial port{s) andfor EEhermed device(s)

WOTE: Oifsets start from firs] AoTx Class 1 port. Offsets and lengths ane in ytes

Active Class 1 Configuration

Transier nkance | SvOuence Data Daia e Maximum
input {To PLC) Ciass 1 Interiace :L“:I"_E Humber E‘r';““':" 'E'IT"E':' :,:"““ Length f::;;‘““"
Serial Part 1; Classl 101 o 2 F 248 a5
Serial Port 2: Classl 103 243 250 52 248 248
Ethemed Dewice 1: Polirg
Ethernet Dewice 2: Polirsg

Transier ence Duata Data
Output (From PLE) Class 1 Mode i o Length Field :ﬂr‘." f_“:m"':‘”““"
Intertace From PLC Offset Offset Oftset
Serial Port 1: Ciass] 10 o 3 ] 240 T
Serial Port 2: Classl 110 240 242 244 240 240
Etharmat Dovice 1: 'I-'&"IIIE'-,-IS.J]
Ethernet Device 2: WWrite-Msg
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Active Classl Configuration

4.7.1.1.3. Active Classl Configuration - Only TCP/IP Sockets Set to Defaults

Display Only Class1 Ports:

0 DM EtherMetfiP

[ &} TOL0O. 12T

Daorvaco 2 Clmas 1 Crewrviesy

COMGRE RGN N Sarial pOr{N) Andior EXweTiat deacnis)

NOTE: Oftsets siar from Brad BoTx Class 1 port. Offsets and lengths s in bytes

ctve Class 1 Configuration
Trandier Mods insLmnce Daguancs Dusta Length
Input (T PLC) Class 1 Interface To PLC Humbaer Mumber Cffset  Offset
Ethwimet Device 1: Classl 105 =] 2
Ethsmet Davice I Clasal 106 245 250
Transier Mode  instance  Sequence Dada Length
Datpt [Fiam PLC) Cliss 1 intsdtecs Fiaim PLC (M ba Mumber Difsst DOzt
Ethvimist Dwvics 1: Clazal 113 o F
Etrseimist Danvice 3 Clanss] 114 240 243

T EffstrNelTP imerface s sel 1o Class 1 defaull contigueation Ao all Ethems! donice{n). To modely, change o another detault configurntion o madity indevidual Ethes NebiP

Diats Fisld Incstane s ] i

Langih Conneciion Lengifh
4 248 LT
252 248 248
Data Fleld Inestanae Connection L i
4 240 £80
244 240 2480

Display All Ports:

M DM EtherNstiP

- LRI TR

ECrusirst B haar

Overiins Dence 1 Dewor 2 [0S 1 Cvenssy

Class 1 Overview

EmarkietP configuiabons B seal porms) andior EXnemet deacns)
MOTE: Offsols star from frst R Tx Class 1 port. Ofsets and kengins ae in yies

Active Class 1 Configuration

Maode e quence Duata Length
Inspst [T PLC) Class 1 Intertace Ta PLC Mumbsr  Number Offset  Offset
Sarial Pest 1! Prting
Serial Por 2: Proling
Ethernet Device 1: Cussl 105 [+ Fi
Ethernet Device - Clasal 1046 a8 250

Mods " qusnce Duata Lengith
Sutpan (Fros PLC) Class 1 Intsitacs From PLC (Wi b [Mismibssd Offsa Orftset
Sarial Poat 1 Wanite-Msg
Sarial Port 2; Whirie-bag
Ethernst Device 1: Crass] 113 [ Fi
Ethernet Divice 2 Classl 114 2&0 242

The Etherbiet 1P interface i sot 10 Class 1 dedault configurasion fot all Ethernel device(s). To modsy, change to angther detaull configuration or modihy rdssdual

Data Field  inatance  Maximum

Ot Langth Commection Lengih
a 48 &06

252 caf 248

Dradn Foedd Instance

ol Langth Commecticn Lengih
4 240 40

244 280 240
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Default Classl Configurations

4.7.1.2. Default Classl Configurations

These pages display the available default Class1 configurations. If a default configuration is currently active,
it will not be available for viewing as a default.

4.7.1.2.1. All Serial Port and TCP/IP Socket Interface Default

Y D1 Etherbet/1P

& = 1000127,

Overview Podl Porl? | Glass 1 Chwivew

Class 1 Ovendew
ridions | | Chmgiiry Emmaenion Coey Duthults || Set 1o 48 Port Gt

Ths i S cefaull EtherNet1P Class | interiace configuiation for Both sevial ports and Effwsned devices. Seting (o detmis wil sl the Bt and Tx ransier modes
0 Class 1 and adprs data kengihs.
MIOTE: Oifses. star Bom Srsi Fu'Ta Class 1 pori. Offssis. and lengife ane in byiss

Mol Actve Conliguration - Class 1 Delaults for all Sorial Port snd Eshemet Device Intorfaces

Tranuter aimneg  rauence Data Duats nammes | Maximum
Moo Humber Lengih Figla Cannechon
Inpast {Ta PLC) CRRELL N0, To PLE Humbde e on'm Ofeat Lirgih Length
Sential Port 1 Cimial 100 L1 2 q 14 A54
Switial Port 22 Clasz] 102 124 128 128 124 72
Ethsrnet Device 1: Clasal 105 248 50 252 124 248
Etharmst Dewice 2: Classl 0 arz s are 124 124
Transfer Squence Data Hata
Gutpat (From-PLE] Class 3 Mode - Langan Fieica Il_r:::' E:;:H
Interlac e Fioen PLC el Ofterl Cetsat
Saital Port 1 Clakal 100 [] 2 d 120 A
Serial Port 22 Cimsal 110 13 1¥3 124 130 380
Etharnat Device 1: Classl 113 240 242 244 120 240
Ethernet Device 2: Clasz] 114 M0 Mz 304 120 120
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Default Classl Configurations

4.7.1.2.2. Only Serial Port(s) Default

(% DM EtherNet/ip

€= el

Topo2y

L ] il daly lengilis
NOTE: Diftsats start from finst FouTa Class 1 port Offsets and lengins & in Dytes

Mot Active Configuration - Class 1 Defaulls for only Serial Part iner{aces

Trasnibed o L]
Input (To PLC) Glans 1 intartace o oor :;«-rm e
ToPLE Detset
Setal Pon 1: Class1 101
Serial Pon 2: Clasal g 248
Ethasmet Device 1: Podire
Ethesrot Deics 2= Py
Transbes = Sequence
Curtpuit (Freem-PLC) Clasa 1 Mode [ Humnbar
Intertace From PLC Offaat
Srial Por 1: Clasal 105 0
Serial Porl 2: Classl 110 280
Ethenret Device 1- Wrae-Msg
Ethasret Devics - Wrie Mg

Length
Oftset

This & thiy dataill EXerhoulP Class | intsfacs Configurason for Savial DOs only. Setsng 1o oefaais will sat i sorial por R and T raevsfer mooes 1o Class

Data alinicn Sllaximism

Finid 0 Connaction

Offset Lengs Lengtin

% 248 406

52 248 248

E:; Instance  Connecton
h L]

Offset Langs Lang

i 240 £80

204 240 240

4.7.1.2.3. Only TCP/IP Socket(s) Default

Y D8 Ethertet/1P

Chvervem  Owece ] Deice ! | G ] Dverves

Class 1 Crverview

adpr mals Engitn
NOTE. Ofsels atnr from b Ts Class | pos. Ofiests and ngthe S 5 Byl

Mot Actrew Configuration - Class § Defaulta fos eedy Ethermnel Device inberfaces

Tranades kode sy Bequrnis
it [T PLE) Slads 1 inieifais ToPLE it Whiles CHTE0
Beriad Pori 1: Ppsiery)

Sarriad Pori T Py
Ermt Device 1 Clanal 05 ]
EfSwinad Dwvics T == 108 1]

Tranaier lode  inslasce  Sequence
Cusipast [From-PLC) Class 1 intertace  Feom PLEC Mumbar Wumbas Difsst
Satiad Port 10 Wt bag)

Saiial Porl Wile-lag
Emrwirast Dervice 1 Chaasl 113 a
Etrabias| [rvice T Cuaas) (L 40

47

Tris & Mk cirtisl M tieb T il § o it ool sl e andy E Ml dirviie ). Seiing 15 detnds ol Gel T Ereeme] devcs T e T iiiier oo 10 Clasd 1 and

Dlasa Fisld invisrcy lekaym T

Ot Lingih CisitieL B Lafgin
a 248 "

For faN an

Data Fisld Indlarce

s Langth Connection Langth
] 180 =]

Jea T80 40
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Classl1 Interface Specific Pages

4.8. Classl Interface Specific Pages

The Class1 interface pages are designed to specify the Class1 interface related to that serial port or TCP/IP

socket.

4.8.1. Classl Interface Starting at Serial Port 1 (Example)

[ DM Ethertet/IP
= | @ 1000127

ComTROL O Errssirsst  FEiw

Overviens [ Boaill Pori2 Class 1 Owendaw

Serial Seftings  EtherNelP Sefengs  Filleding  Applicabion inbeitace  Class 1 inlerface

Port 1 Class 1 Interface

lengihs ane in bytes

Transier
Input (To PLC) Class 1 Mode
Inieriace To PFLC
Serial Port 1: Class]
Serial Port 2: Classi
Ethermet Device 1: Classl
Ethamet Device I: Classl

Transier
Cuiput (From PLC) Class 1 Motk
Interlace From PLC
Serial Port 1: Classi
Serial Port 2: Classl
Ethesmil Device 1: Classl
Ethasnet Device I Classl

InStANCE
Humbar

10

InKLAnCE
Kumbare

109

Sequence
Mumbet

Ot

This is the Clhss 1 EferlellP imerface starding at sevial pord 1. NOTE: RxfTx offsets stard from st Class 1 interface on or aer port 1. Offseds ard

Duata
Length

Jousts

Length

122
242
3652

Daita Maximum
Field :_":::':' Connection
Oftsat Length

4 124 A6

1xa 134

252 124

kK] 124

e Instance  Connection
Oftset Length Lemgih

4 129 A0

124 120

2 120

Je 120
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Class Interface Starting at Serial Port 2 (Example)

4.8.2. Class Interface Starting at Serial Port 2 (Example)

[ DM EthertietfiP
“ & | @D 1000027

ComMTROL Home IEOUE Emmemol  Metaoid  Dagnosties  System Lot

Overvirw Port 1 | Pl ® Class 1 Cheenvimy

Sorial Seflings ~ ElhesMol1P Seitings  Fllenng  Applcadon Intertace  Class 1 Intertace

Port 2 Class 1 Interface

Ths is the Class | Eherhet|P intertace Slaning & senal pon 2. NOTE; RxTx ofsets stat Bom finst Class 1 inbertacs on of alee port 2, ONfsets and
Wngihs am in byies.

Transter Sequence Data Data Maimum
Instarce Insianoo
input {To PLC] Class 1 interface mc Mumbaer ';""""" 'E""il':‘ F:"'“l Lensgth mu“
Serial Port 2 Classl 2 Q 2 4 124 vz
Ethemet Device 1- Classl 124 126 128 124
Ethainad Dirvica 2 Clasal 248 250 252 1
Tramster SequUInCE Data Diata
Instance Instance  Conmection
Ouiput (From PLC) Class 1 Mods tumbey | Humber Length Fiedd Lot Langth
Intertace From PLC Ottsot Oftset Ofsot
Seriasl Part 2 Classl 110 a 2 & 120 JED
Ethesnst Davico 12 Classl 120 122 124 120
Etheimet Device & Class1 240 242 244 120

4.8.3. Class 1 Interface Starting at TCP/IP Device 1 (Example)

M DM Ethertiet 1P

Cwvervrsy | Devioe L Device I Class 3 Overview

Socust Confecson  EMerhedtP Sengs  Fileing  Apphcomon ansface  Class | wseince

Device 1 Class 1 Interface

Th i B Claks 1 Efwsr et s inteviscs staring of Exwmel Devics 1. NOTE: RuTx offwets st om Class | interisce on or afer Sevice 1. Ofsets and

il A i Byt
Tramstes SequEnce Data Data Wavimium
[t ] Instance

Maods Murmbssr Larsgih Fladkd Connection
Inpid {To PLC) Class 1 bdeitacs ToPLE Hambey Langsh Langth
Extisirest Darvice 1: Classl 105 o X £ 288 L
Exheirst Darvies 2: Ciasil ET1 ] 250 253 248

Transier BT Drata Diata e
Cutput (Fiom PLC) Class 1 Mode ARC®  Mumbsar Langih Fiuld i) fw':m
interiace From PLC Humbt | otast Otfant Ottt Length g
Eshsireet Device 1. Clavsl 113 ] s 4 280 LB
Enhisivsst Darvica 2 Classl 280 242 o 280
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Class 1 Interface Starting at TCP/IP Devcie 2 (Example)

4.8.4. Class 1 Interface Starting at TCP/IP Devcie 2 (Example)

Y DM Ethertet @

+ C @ 00027

CoraTRoL

Owversiew  Darace 1 | Dewesl | Cliss 1 Overoew

Soturl Connecion EPwrietTP Semngi Flenng  Appicaion intertasce | Clasa 1 inlertace

Device 2 Class 1 Interface

RNJTE AN I DS
Teanster
doade
Inpant {To PLCY Class § Inbsrfacs Yo BLE
Ethemed Device X Clawsl
Teansier
Daaiput (Frosm PLC) Class 1 i
Interface Frgem PLEC
Exhasivest Dasvics 2= Clusal

Ml e
Lot

Hel

Lati ]
Humba

114

Sequence
Bt
Ot

-]

Sequence
M
Lelie i)

o

Ths i e Class § EfwriatIP imertacs mamng & ERamesl Deacs 2 NOTE: RuoTi offsss sie from Clirs | interncs on oF afher ceace 2. Ofses and

Data
Lengis
Ottt

Diata

Lengt
Ortee

2

Data Bxmimum
Pl instance Conneclion
Gitsi Lengsh {sngm

4 124 124

Dt

Frald Instance Conneciion

oot Length Length
4 130 13
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Network Configuration Page

4.9. Network Configuration Page

You can use the Network Configuration page to change the DeviceMaster network configuration after using
PortVision DX for initial network configuration.

ComrtroL Home Serial Ethernet EIEWILIGE Diagnostics System Logout

Configuration Password Security Keys/Certs EtherNet/IP

Network Configuration

General IP Configuration (IPv4)

Device Name: (O Use DHCP

TCP Keepalive: ® Use static configuration below:

Boot Timeout: . IP Address:
Subnet Mask:
Default Gateway: l:l

© Copyright Comtrol Corp.

4.9.1. Network Configuration Page Options

The Network Configuration page provides the following options.

Network Configuration Page

Device Name You can enter a 16-character Host Name to identify this DeviceMaster on the Home page.

This option allows you to set the amount of time in seconds that the DeviceMaster waits
until it closes this connection and frees all the ports associated with it.

The TCP protocol has an optional keepalive feature where the two network stacks
periodically ping each other to make sure the connection is still up. In the UNIX world,
this feature is usually known as the SOKEEPALIVE socket option.

By default, this keepalive feature is not enabled, and the only time you know a

. connection is down is when you try to write something and the other end does not

TCP Keepalive acknowledge you. The potential issue with the DeviceMaster occurs when data flow was
Default = 60 seconds |mostly one-way, and the receiver of the data was configured to initiate the TCP
connection. If the sender of the data was rebooted, it would wait for the initiation a
connection, discarding data.

The receiver would wait forever for data and never realize that the other end wasn't
connected any more and that the TCP connection needed to be re-established.

Enabling the TCP keepalive feature for a connection solves this problem: the TCP stack
periodically pings the other end. If the connection has gone away, the DeviceMaster is
notified, so that it can attempt to re-establish the TCP connection.

Allows you to change the bootloader time-out value before the EtherNet/IP firmware

Boot Timeout loads.

You may need to increase this time-out value to 45 for compatibility with spanning tree
devices (normally switches). If you change the time-out value to 0, this prevents
EtherNet/IP from loading.

Default = 15 seconds
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Changing the Network Configuration

Network Configuration Page

Use DHCP

Configures the DeviceMaster to use DHCPv4 mode.
If you select Use DHCP, the IP Address field below is disabled and set to 0.0.0.0.

See your System Administrator to acquire a unique reserved IPv4 address if you are
using DHCP. They will need the MAC address of the unit to provide you with an IPv4
address.

Use Static Config
Below

Configures the DeviceMaster to use DHCPv4 mode.

Configures the DeviceMaster with the static IPv4 address information that you provide
in the IP Address, Subnet Netmask, and Default Gateway fields below.

The DeviceMaster is shipped from the factory with these default IP network settings:
e [P address = 192.168.250.250

¢ Subnet Netmask = 255.255.0.0

e Default Gateway address = 192.168.250.1

4.9.2. Changing the Network Configuration

You can change the IP address configuration after initial network configuration.

Note: You must use PortVision DX or Redboot to initially configure an IP address for your network. Refer to
the Hardware Installation and Configuration for procedures.

Use the following procedure to change the network configuration.

1. Click the Network menu, which by default opens the Network Configuration page.

If desired, enter a Device Name for this DeviceMaster.

2
3. Ifnecessary, change the TCP Keepalive value.
4

Leave the default Boot Timeout unless you need to change it for compatibility with spanning tree devices

(switches).

o

Select the IP configuration type (DHCP or Static).

6. Ifyou select Static, enter a valid IP address, subnet mask, and IP gateway for your network. The network
information is programmed into the DeviceMaster after applying the changes and rebooting the device. If
necessary, see your network administrator for a valid IP address.

Note: The DeviceMaster family default IP address is 192.168.250.250, default subnet mask is
255.255.0.0, and the default IP gateway is 192.168.250.1.

7. Click System | Reboot and then click the Reboot Now button.

ComrtroL Home Serial Ethernet MNetwork Diagnostics EEVECh

Update Firmware Configuration File System Snapshot Restore Defaults = Reboot

Reboot

Rebooting will drop all connections, apply any pending settings, and restart the
DeviceMaster.

Note: Changed network settings do not take effect until the DeviceMaster is rebooted.
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Password Configuration Page

4.10. Password Configuration Page

You can easily set up a password to secure the DeviceMaster.
Note: There is no password set from the factory.

ComrtroL Home Serial Ethernet WIEWLIGE Diagnostics System Logout

Configuration = Password Security Keys/Certs EtherNet/IP

Password Configuration

Mew Password: sseese
Confirm New Password:

Save

© Copyright Comtrol Corp.

Use the following information to configure a password for this DeviceMaster.
If necessary, click Network | Password.

If changing an existing password, enter that password in the Old Password field.
Enter a new password.

Enter the password in the Confirm New Password field.

Click the Save button.

To log into the DeviceMaster, you must enter the following:

¢ admin for the user name

ouk W

¢ The configured password for the password.
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Security Settings Page

4.11. Security Settings Page

You can use the Network |Security Settings page to configure security on the DeviceMaster.

ComrtroL Home Serial Ethernet EEWILIGCE Diagnostics System Logout

Configuration Password = Security Keys/Certs EtherNet/IP

Security Settings

Enable Secure Config Mode: O
Enable Telnet/ssh: W
Enable SNMP: []

Minimum Allowed SSL/TLS Version: |SSLv3.0 v

© Copyright Comtrol Corp.

Network | Security Settings Page

If Secure Data Mode is enabled, TCP connections that carry data to/from the
serial ports are encrypted using SSL or TLS security protocols. This includes

the following:

e TCP connections to the per-serial-port TCP ports (default is 8000, 8001,
Enable Secure Data 8002, ...) are encrypted using SSL/TLS.
Mode e TCP connections to TCP port 4606 on which the DeviceMaster implements
(Default = Disabled) the Comtrol proprietary protocol are encrypted using SSL/TLS.

e In addition to encrypting the data streams, it is possible to configure the

DeviceMaster so that only authorized client applications can connect using
SSL/TLS.

See 4.11.1. Client Authentication on Page 129 for more information.

Enable Telnet/ssh This option enables or disables the telnet security feature after you click Save
(Default = Enabled) and the DeviceMaster has been rebooted.
Enable SNMP This option enables or disables the SNMP security feature after you click Save

(Default = Disabled) and the DeviceMaster has been rebooted.

You can select the appropriate version for your environment.

e SSILv3.0
Minimum Allowed SSL/
TLS Version e TLSv1.0 (default)
e TLSvl1.1
e TLSv1.2
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Client Authentication

4.11.1.Client Authentication

If desired, controlled access to SSL/TLS protected features can be configured by uploading a client
authentication certificate to the DeviceMaster. By default, the DeviceMaster is shipped without a CA
(Certificate Authority) and therefore allows connections from any SSL/TLS client.

If a CA certificate is uploaded, the DeviceMaster only allows SSL/TLS connections from client applications
that provide to the DeviceMaster an identity certificate that has been signed by the CA certificate that was
uploaded to the DeviceMaster.

This uploaded CA certificate that is used to validate a client's identity is sometimes referred to as a trusted
root certificate, a trusted authority certificate, or a trusted CA certificate. This CA certificate might be that of a
trusted commercial certificate authority or it may be a privately generated certificate that an organization
createslinternally to provide a mechanism to control access to resources that are protected by the SSL/TLS
protocols.

To control access to the DeviceMaster’s SSL/TLS protected resources you should create your own custom CA
certificate and then configure authorized client applications with identity certificates signed by the custom
CA certificate.

4.11.2. Configuring DeviceMaster Security

Use the following procedure to configure DeviceMaster security settings.

Note: All DeviceMaster units are shipped from the factory with identical configurations. They all have the
identical, self-signed, Comtrol Server RSA Certificates, Server RSA Keys, Server DH Keys, and no
Client Authentication Certificates.

For maximum data and access security, you should configure all DeviceMaster units with custom
certificates and keys.

1. Ifnecessary, access the Network | Security Settings page by entering the DeviceMaster IP address in your
web browser or by highlighting the DeviceMaster in PortVision DX and clicking Webpage.

2. Enable the Secure Config Mode option.

ComrtroL Home Serial Ethernet EIEWILGE Diagnostics System Logout

Configuration Password = Security Keys/Certs EtherNet/IP

Security Settings

Enable Secure Config Mode: @

Enable Telnet/ssh: W
Enable SNMP: O

Minimum Allowed SSL/TLS Version: |SSLv3.0 v

Save

N

© Copyright Comtrol Corp.

If desired, disable the Telnet/ssh option.

If desired, enable the Enable SNMP option.

If necessary, change the Minimum Allowed SSL/TLS Version.

Click the Save button.

Go to the next subsection to manage security keys and certificates.

N o oue W
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Keys and Certificate Management Page

4.12. Keys and Certificate Management Page

Use the Network | Key and Certificate Management page to configure your security keys and certificates.

ComtRoL Home Serial Ethernet QLGS Diagnostics System

Configuration Password Security = Keys/Certs EtherNet/IP

Logout

Key and Certificate Management

RSA Key pair used by SSL and SSH servers: Factory ser\rerRsaKey der [x]

RSA Server Certificate used by SSL servers: Fa::tor\.r

DH Key pair used by SSL servers:

Note
Key and certificate changes will take effect after a reboot.
Files must be in DER format.

The RSA key and RSA certificate are used together by clients to authenticate
the identity of the server. If you update one without updating the other, clients
will be unable to authenticate the server and you will receive warnings from
the web browser and other SSL clients.

© Copyright Comtrol Corp.

Key and Certificate Management Page

RSA Key pair used by
SSL and SSH servers

This is a private/public key pair that is used for two purposes:

It is used by some cipher suites to encrypt the SSL/TLS handshaking
messages. Possession of the private portion of this key pair allows an
eavesdropper to both decrypt traffic on SSL/TLS connections that use RSA
encryption during handshaking.

It is used to sign the Server RSA Certificate in order to verify that the
DeviceMaster 1s authorized to use the server RSA identity certificate.

Note: Possession of the private portion of this key pair allows somebody to pose
as the DeviceMaster.

If the Server RSA Key is to be replaced, a corresponding RSA identity
certificate must also be generated and uploaded or clients are not able to verify
the identity certificate.

RSA Server Certificate
used by SSL servers

This is the RSA identity certificate that the DeviceMaster uses during SSL/TLS
handshaking to identify itself. It is used most frequently by SSL server code in
the DeviceMaster when clients open connections to the DeviceMaster's secure
web server or other secure TCP ports. If a DeviceMaster serial port
configuration is set up to open (as a client) a TCP connection to another server
device, the DeviceMaster also uses this certificate to identify itself as an SSL
client if requested by the server.

In order to function properly, this certificate must be signed using the Server
RSA Key. This means that the server RSA certificate and server RSA key must
be replaced as a pair.
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Keys and Certificate Management Page

Key and Certificate Management Page
This is a private/public key pair that is used by some cipher suites to encrypt
the SSL/TLS handshaking messages.

DH Key pair used by . : . .
SSL servers Note: Possession of the private portion of the key pair allows an eavesdropper to
decrypt traffic on SSL/TLS connections that use DH encryption during

handshaking.

Use the following procedure to configure your security keys and certificates.
1. Click Network | Keys/Certs.
2. Click Browse to locate the key or certificate file, highlight the file, and click Open.

Note: The key or certificate notation changes from factory or none to User when the DeviceMaster is
secure.

3. Click the Save button.
Note: Changes do not take effect until the DeviceMaster is rebooted.

4. Click System | Reboot and then click the Reboot Now button.

ComrtroL Home Serial Ethernet MNetwork Diagnostics EEVECh

Update Firmware Configuration File System Snapshot Restore Defaults = Reboot

Reboot

Rebooting will drop all connections, apply any pending settings, and restart the
DeviceMaster.
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EtherNet/IP Stack Configuration

4.13. EtherNet/IP Stack Configuration

The EtherNet/IP stack settings are very advanced settings that should only be changed if required and should
only be done by a qualified professional.

N DM Etheret/1P

C | @ 1000927

| 'ﬂl]ll]'nﬂt Homss  Sevidd  Eiheonet BTSN CHagnostcs  Sysier

Confipaiabon  Paisword Setrty Kina/Cens | Elwiisis

EtherMet/lP Stack Configuration

EtherbletP Advanced Setings Motes

TTL (Time To Live) Network Vakoe (1 - 255) 1 Thase Tecings- AW REVENCEd PRrmTHASS
1 should only Be chargisd by & qualiied

i nsn B0 Acckias ARSCEEON Condsol ALRCTIALE - professional. The: defsul parameiers aro

rRCommended for most Ssysteens. These

P P A ) 2

Ussr Dheftinasad Muimibeet of Lultiesst 1P Addnesses (1 - 32) 32 Seffings shoukd oty be il i shoss
Uy Dt Mulficaest Starf 1P Acdeess (230,162 1.0 - 230 256 785 205) 239152 1.0 TS TAL TRGLare Sl AT
Sarssmion Encapsulaiion Timesoul [O=dsabie; 13500 soc) 120

EtherNet/IP Stack Configuration Page

This is the network routing parameter that allows EtherNet/IP messages to be
routed between different subnets. A TTL of 1, the default, allows the messages

ETtL (Tli(n{f ’ll‘o Live) to be routed over one network “hop”. A TTL allows two hops and so on.
etwork Value
Default = 1. This setting generally allows messages to be routed on the same

subnet.

This defines how the multi-cast addresses, which are used in Class1
communications, will be allocated.

e Automatic — This instructs the DeviceMaster gateway to use the standard

Multicast IP Address automatic multicast address mechanism.
Allocation Control L. .
e  User Defined — This instructs the DeviceMaster gateway to allocate the

multicast addresses based on the user settings.
Default: Automatic

User Defined Number of If Multicast IP address allocation control is set to User Defined, this setting
Multicast IP Addresses instructs the DeviceMaster gateway to use the configured number of multicast

IP addresses.
User Defined Multicast If Multicast IP address allocation control is set to User Defined, this setting
Start IP Address instructs the DeviceMaster gateway where to start its multicast IP address
range.
Session Encapsulation The session encapsulation timeout instructs the DeviceMaster gateway how
Timeout long to wait with no activity before timing out a session.

Make sure that you click the Save button before leaving the page if you want the

Save
changes saved.
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Update Firmware Page

4.14. Update Firmware Page

You can upload firmware (EtherNet/IP or Bootloader) using the System | Update Firmware page.
Use the following procedure to upload the latest firmware onto the DeviceMaster.

1.

2.
3.
4

If necessary, download the firmware from the Comtrol download site.

Click the System menu, which defaults to the Update Firmware page.
Click the Browse button, navigate to the file and select it.
Click the Update button.

ComrtroL Home Serial Ethernet MNetwork Diagnostics EEECh

Update Firmware Configuration File System Snapshot Restore Defaults Reboot

Update Firmware

To update the firmware of this DeviceMaster, select the .cmtl firmware file and click "Update".

File: |bootloader-4.28 cmtl

[

0.0.54/cgi-bin/updateFirmware © Copyright Comtrol Corp.

The web page provides a status screen and will reboot the DeviceMaster.
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Configuration File Page

4.15. Configuration File Page

You can use the Save Configuration option to save a DeviceMaster configuration file for recovery purposes or
to quickly configure other DeviceMasters that require the same configuration using the Load Configuration
option.

4.15.1. Saving a Configuration File

You can use this procedure to save a DeviceMaster configuration file.

1. Click System | Configuration File.

2. Click the Save Configuration button.

3. Save the configuration file using the method provided by your browser.

ComrtroL Home Serial Ethernet MNetwork Diagnostics EEfECh

Update Firmware Configuration File System Snapshot Restore Defaults Reboot

Configuration File

Save Configuration Load Configuration
To save this DeviceMaster's configuration to a To load a configuration file to this DeviceMaster, select the
file on your PC, click "Save Configuration”. file, select options, and then click "Load Configuration".

Save @Gnﬁgurﬁtiun Configuration file: I:I Browse

[] Everything

[[] serial Port settings

[[] Ethernet Device settings
IP address, subnet mask, default gateway
settings

[[] General network settings

[[] security settings

[[] EtherNet/IP Stack settings

Load Configuration

© Copyright Comtrol Corp.
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Loading a Configuration File

4.15.2. Loading a Configuration File

You can use this procedure to load a previously saved DeviceMaster configuration file.

1. Click System | Configuration File.

2. Select the items that you want to load.

3. Click the Browse button, highlight the configuration file you want to load, and click the Open button.
4. Click the Load Configuration button.

ComrroL Home Serial Ethernet Network Diagnostics RS

Update Firmware Configuration File System Snapshot Restore Defaults Reboot

Configuration File

Save Configuration Load Configuration
To save this DeviceMaster's configuration to a To load a configuration file to this DeviceMaster, select the
file on your PC, click "Save Configuration”. file, select options, and then click "Load Configuration”.

Save Configuration Configuration file: [dm_EIP4.ds Browse

[[] Everything

W] Serial Port settings

] Ethernet Device settings
IP address, subnet mask, default gateway
settings

| General network settings

Security settings

|| EtherMNet/IP Stack settings

Load Conural‘iDn

© Copyright Comtrol Corp.

4.16. System Snapshot Page

Use the System | System Snapshot page to download a snapshot of the DM status, log and DeviceMaster
configuration. This information may be requested by Technical Support to provide configuration and status
data for troubleshooting an issue.

ComrtroL Home Serial Ethernet Network Diagnostics RS

Update Firmware Configuration File = System Snapshot Restore Defaults Reboot

System Snapshot

Cownload a snapshot of DeviceMaster system status, log, and configuration to aid in troubleshooting

System Snapshot|

© Copyright Comtrol Corp.
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Restore Defaults Page

4.17. Restore Defaults Page

You can use the System | Restore Defaults page to restore all settings or a combination of the following:
e Everything

e Serial, Ethernet Device and EtherNet/IP Stack settings

¢ General network settings

e Security settings, password, keys, and certificates

e [P address, subnet mask, default gateway settings

To restore the defaults, click the settings that you want to reset and click the Restore button.

ComrtroL Home Serial Ethernet Network Diagnostics RSl

Update Firmware Configuration File System Snapshot = Restore Defaults  Reboot

Restore Defaults

Select the settings you would like to restore to factory defaults, then click the
'Restore’ button. After the settings are restored to defaults, the DeviceMaster
will reboot and the browser will redirect to the home page.

[] Everything
Serial, Ethernet Device and EtherNet/IP Stack settings
|Vl General network settings

Security settings, password, keys, and certificates
[[] 1p address, subnet mask, default gateway settings

Re%rnre

© Copyright Comtrol Corp.
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Reboot Page

4.18. Reboot Page

You can use PortVision DX or the Reboot web page to reboot your DeviceMaster.
1. Click System | Reboot.
2. Click the Reboot Now button to reboot the DeviceMaster.

ComTtroOL Home Serial Ethernet Network Diagnostics RSl

Update Firmware Configuration File System Snapshot Restore Defaults = Reboot

Reboot

Rebooting will drop all connections, apply any pending settings, and restart the
DeviceMaster.

F{ebiat Now
© Copyright Comtrol Corp.
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Reboot Page

138 - Chapter 4. Embedded Configuration Pages DeviceMaster EtherNet/IP User Guide: 2000424 Rev. M



Chapter 5. Diagnostic and Statistics Pages

You can access the following diagnostic and statistics pages from the Diagnostics menu:
This section discusses the following pages:

e 5.1. Serial Communication Statistics Page on Page 139

e 5.2. Ethernet Device Statistics Page on Page 142

e 5.3. PLC Diagnostics (EtherNet/IP Interface Statistics) Page on Page 144

e 5.4. Serial Interface Logs on Page 147

e 5.5. Ethernet Device Logs on Page 148

e 5.6. System Log on Page 148

5.1. Serial Communication Statistics Page

The default Diagnostics menu page is the Serial Communication Statistics page.

The displayed counters are the same as those specified in 3.2.3. Serial Port Statistics Object Definition (72
Hex) on Page 37. Refer to the following table for definitions of the fields.

[ DM EtherNet/iP
“ c

| Comrnoi

Sol Stanstes Ethemnat Stagstics  PLC Diagnostcs  SenalLogs  Ethernet Logs  System Log

Serial Communication Stalistics

Serial Imerisce
Tx Byte Count:
TE Pkt Coaun:
Fex Byte Count:
Fx Pkl Cownd:
Parity Error Count:
Framing Earar Court.
Owerrian error count:
To PLC Dropped Packet Count:
To PLC Truncated Packet Coumn;
Ax Comn Seq Errod Cound:
Tx Duplicate Seq Erroes:
Tx Urxpicted Saq Ermors:

™

o 2

DCIGDDGDDDQDD;

cocococoaseaD
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Serial Communication Statistics Page

Serial Communications Statistics

Reset Statistics

This button clears the serial port statistics, which sets the value to 0 for all ports.

Tx Byte Count

Displays the number of bytes sent out of the serial port.

Tx Pkt Count Displays the number of serial packets sent out of the serial port.

Rx Byte Count Displays the number of bytes received over the serial port.

Rx Pkt Count Displays the number of packets received over the serial port.

Parity Error Count|Displays the number of received serial packets dropped due to parity errors.

Framing Error
Count

Displays the number of received serial packets dropped due to framing errors.

Overrun Error
Count

Displays the number of received serial packets dropped due to overrun error incidents.

To PLC Dropped

Displays the number of received serial packets intended for the PLC dropped:
No STX byte(s) found
No ETX byte(s) found

Packet Count

Packet Count e  Time-outs
e Packet to large
¢ Receive buffer queue overflows
To PLC Truncated |Displays the number of received packets that were truncated before being sent to the

PLC.

Rx Con Seq Errors
Count

Displays the number of received consumed sequenced number errors. The
DeviceMasteronly increments this number when all of the following statements are true:

¢  You selected the Write-to-Tag-Sync method of receive communication.

e DeviceMaster receives a serial packet.

¢ The Consumed Sequence number is out of sync. (It is not equal to the Produced

Sequence number or equal to the Produced Sequence number minus one.)

Tx Duplicate Seq
Errors

Displays the number of Duplicate Transmit Sequence Number errors. The DeviceMaster
increments this number when the following statements are true:

®  You enabled the Transmit Sequence Number Checking configuration option. (See

Attribute 16 - Serial Port Transfer Options on Page 29 for additional information.)

DeviceMaster receives a transmit message with a sequence number equal to the
previous sequence number. (The DeviceMaster expects this sequence number to be
incremented by one from the sequence number in the previous transmit message.)

Tx Unexpected
Seq Errors

Displays the number of Unexpected Transmit Sequence Number errors. The
DeviceMaster increments this number when the following statements are true:

¢  You enabled the Transmit Sequence Number Checking configuration option. (See

Attribute 16 - Serial Port Transfer Options on Page 29 for additional information.)

DeviceMaster receives a transmit message with a sequence number that is not equal
to either the previous transmit sequence number or the previous transmit sequence
number plus one. (The DeviceMaster expects this sequence number to be

incremented by one with each new transmit message.)
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Serial Communication Statistics Page

Note: Filtering Statistics are displayed only if filtering is enabled on or more serial ports.

Valid Data Items Filtered From App:
Invalid Data Items Discarded From App:
RFID Tags With Unknown Formats:

Filtering Statistics (Serial)

Filtering Statistics
Valid Data Items Sent to PLC Interface: 0
Valid Data Items Filtered From PLC: 0
Invalid Data Items Discarded From PLC: 0
Valid Data Items Sent to App Interface: 0
o]
o]
o]

(=T o I o R o I o I o I = |
o O 0O 0 0o o
[ = = R = s Y s Y s

Valid Data Items Sent To
PLC Interface

Displays the number of valid string, RFID, or barcode data sent to the PLC.
Applies when filtering is enabled.

Valid Data Items Filtered
From PLC

Displays the number of valid string, RFID, or barcode data filtered from (not
sent) to the PLC. Applies when filtering is enabled.

Invalid Data Items
Discarded From PLC

Displays the number of invalid RFID or barcode data not sent to the PLC.
Applies when RFID or barcode filtering is enabled.

Valid Data Items Sent To
App Interface

Displays the number of valid string, RFID, or barcode data sent to the
application. Applies when filtering is enabled.

Valid Data Items Filtered
From App

Displays the number of valid string, RFID, or barcode data filtered from (not
sent) to the application. Applies when filtering is enabled.

Invalid Data Items
Discarded From Application

Displays the number of invalid RFID or barcode data not sent to the PLC.
Applies when RFID or barcode filtering is enabled.

RFID Tags With Unknown
Formats

Data received that was in the general form of 64 or 96 bit RFID tags, but was
not in any of the EPCglobal formats. Applies only when RFID filtering is
enabled.

Note: Connection Statistics are shown only if the Application connection is enabled on one or more serial

ports.

Application Connection Statistics
TX Byte Count:
TX Pkt Count:
To Application Dropped Packet Count:
RX Byte Count:
RX Pkt Count:
To Device Dropped Packet Count:

Application Connection Statistics (Serial)

[T s T s TR s T o Y o |
(=T = I o I o Y o Y s |
(=R === R - -]
[ I = R s R s Y s

TX Byte Count

Displays the number of bytes sent out the application socket port.

TX Pkt Count

Displays the number of packets sent out the application socket port.

Count

To Application Dropped Packet

Displays the number of received serial or Ethernet device packets
intended for the application dropped:

e No STX byte(s) found

e No ETX byte(s) found

¢ Time-outs

e Packet to large

¢ Receive buffer queue overflows
e Application connection is offline

RX Byte Count

Displays the number of bytes received over the application socket port.

RX Pkt Count

Displays the number of packets received over the application socket port.

To Device Dropped Packet Count |Displays the number of dropped packets that were intended for the device.
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Ethernet Device Statistics Page

5.2. Ethernet Device Statistics Page

Access the Ethernet Device Statistics page by clicking Diagnostics | Ethernet Statistics.

ComTROL

Sedial SIS

Home - Seria Emmarmet  Network  JEESIEEGATE

Sysiem

Logout

Ehernel Siatsics

PLC Diagnostics  Serial Logs  Ethemed Logs  System Log

Ethernet Device Statistics

Ethernet Interface Device 1 Davice 2
Remote Conneciion Sialus: I:I'l-l:I COnneciion) {0 COMMSCTon)
Tx Byte Count: o 1]

Tx Pkt Count: o 0
Rx Byte Counit: o 0
Fix Pki Couni: o o
To PLC Dropped Packet Counit: o L]
To PLC Truncated Packet Count: o 0
Rx Con Sl'q Errar Cownt: o 0
Tx Duplicate Sequence Ermors: o (1]
Tx umup-am Sﬂql.ldl'ltﬂ‘ Errars: o L1}

Cogyrighl Comirod Corp

Ethernet Device Statistics

Reset Statistics This button clears the socket port statistics, which sets the value to 0 for all ports.
Tx Byte Count Displays the number of bytes sent out the device socket port.

Tx Pkt Count Displays the number of packets sent out the device socket port.

Rx Byte Count Displays the number of bytes received over the device socket port.

Rx Pkt Count Displays the number of packets received over the device socket port.

To PLC Dropped Packet
Count

Displays the number of dropped packets that were intended for the PLC.

To PLC Truncated Packet
Count

Displays the number of received packets that were truncated before being sent to
the PLC.

Rx Con Sequence Error
Count

Same as the serial port statistics, except the packet was received over a socket
port (Page 140).

Tx Duplicate Sequence
Errors

Same as the serial port statistics (Page 140).

Tx Unexpected Sequence
Errors

Same as the serial port statistics (Page 140).

142 - Chapter 5. Diagnostic and Statistics Pages

DeviceMaster EtherNet/IP User Guide: 2000424 Rev. M



Ethernet Device Statistics Page

Filtering Statistics are displayed only if filtering is enabled on or more Ethernet device interfaces.

Invalid Data Items Discarded From App:
RFID Tags With Unknown Formats:

Filtering Statistics (Ethernet Device Interface Statistics)

Filtering Statistics
Valid Data Items Sent to PLC Interface:
Valid Data Items Filtered From PLC:
Invalid Data Items Discarded From PLC:
Valid Data Items Sent to App Interface:
Valid Data Items Filtered From App:

[T s T s T o T o T s Y o |
oo o oo oo
oo o oo oo
[= R = R = R o e T o Y

Valid Data Items Sent To
PLC Interface

Displays the number of valid string, RFID, or barcode data sent to the PLC.
Applies when filtering is enabled.

Valid Data Items Filtered
From PLC

Displays the number of valid string, RFID, or barcode data filtered from (not
sent) to the PLC. Applies when filtering is enabled.

Invalid Data Items
Discarded From PLC

Displays the number of invalid RFID or barcode data not sent to the PLC.
Applies when RFID or barcode filtering is enabled.

Valid Data Items Sent To
App Interface

Displays the number of valid string, RFID, or barcode data sent to the
application. Applies when filtering is enabled.

Valid Data Items Filtered
From App

Displays the number of valid string, RFID, or barcode data filtered from (not
sent) to the application. Applies when filtering is enabled.

Invalid Data Items
Discarded From Application

Displays the number of invalid RFID or barcode data not sent to the PLC.
Applies when RFID or barcode filtering is enabled.

RFID Tags With Unknown
Formats

Data received that was in the general form of 64 or 96 bit RFID tags, but was
not in any of the EPCglobal formats. Applies only when RFID filtering is
enabled.

Application Connection Statistics are displayed only if an Application connection is enabled on or more

Ethernet device interfaces.

Application Connection Statistics (Ethernet Device Interface Statistics)

Application Connection Statistics
TX Byte Count:
TX Pkt Count:
To Application Dropped Packet Count:
RX Byte Count:
RX Pkt Count:
To Device Dropped Packet Count:

o o o o o o
[ I = R s s Y s
[ Q= = R s s Y s
(= I = = R T s Y o

TX Byte Count

Displays the number of bytes sent out the application socket port.

TX Pkt Count Displays the number of packets sent out the application socket port.
Displays the number of received serial or Ethernet device packets intended
for the application dropped:

e No STX byte(s) found

To Application e No ETX byte(s) found

Dropped Packet Count |[e¢ Time-outs
e Packet to large

Receive buffer queue overflows
Application connection is offline

RX Byte Count

Displays the number of bytes received over the application socket port.

RX Pkt Count Displays the number of packets received over the application socket port.
%gcll)izzléilll)lfg pped Displays the number of dropped packets that were intended for the device.
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PLC Diagnostics (EtherNet/IP Interface Statistics) Page

5.3. PLC Diagnostics (EtherNet/IP Interface Statistics) Page

Access the EtherNet/IP Interface Statistics page by clicking Diagnostics | PLC Diagnostics.

ComrtroL Home Serial Ethernet Network EMELLLEISE System Logout

Serial Statistics Ethernet Statistics =~ PLC Diagnostics  Serial Logs Ethernet Logs System Log

EtherNet/IP Interface Statistics

Reset Statistics

Active Session Count:

Active Connections:

Total Connections Established:

Connections Timed Out:

Connections Closed:

Class 3 Messages/Responses Received:
Broadcast Messages Received:

Class 3 Messages/Responses Transmitted:
Class 1 Output Updates (From PLC):

Class 1 Input Updates (To PLC):

Client Object Requests:

Good Responses From PLC:

Bad Responses From PLC:

No Responses From PLC:

Invalid Network Paths:

Pending Request Limit Reached:

Unexpected Events:

Unsupported CIP Class Errors:

Unsupported CIP Instance Errors:
Unsupported CIP Service Errors:

Unsupported CIP Attribute Errors:

Improper Configuration Errors:

Invalid Message Data Errors:

System Resource Errors:

Oversized Receive Data Packet Errors:

Writes To Offline Ethernet Device On Socket 1
Writes To Offline Ethernet Device On Socket 2
Writes To Offline Ethernet Device On Socket 3
Writes To Offline Ethernet Device On Socket 4
First Error Description: MNo Error Detected
Last Error Description:

o0 000000000000 0000000000000 00

© Copyright Comtrol Corp.

EtherNet/IP Interface Statistics

The number of active Ethernet/IP sessions. A session can:

¢ Support both Class 1 I/O and Class 3 Messages

e (Can be initiated by either the PLC or the GW EIP/ASCII

¢ (Can be terminated by either the PLC or the GW EIP/ASCII

Active Connections The current number of active connections (both Class 1 and 3).

Active Session Count

Total Connections
Established

Connection Timed Out The number of connections that have closed due to timing out.

The total number of connections that have been established.
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PLC Diagnostics (EtherNet/IP Interface Statistics) Page

EtherNet/IP Interface Statistics

Connections Closed

The number connections that have closed due to a standard processes.

Class3 Messages/
Responses Received

Displays the number of Class3 messages and responses received from the
PLC(s).

Broadcasts Messages
Received

Displays the number of broadcast messages received from the PLC(s).

Class 3 Messages/
Responses Transmitted

Displays the number of messages and responses sent to the PLC(s).

Class 1 Output Updates
(From PLC)

The number of Class 1 output data updates received from the PLC or PLCs.

Class 1 Input Updates (To
PLC)

The number of Class 1 input data updates sent to the PL.C or PLCs.

Client Objects Requests

Displays the number of Class3 request messages received from the PLC(s).

Good Responses From
PLC

The number of good responses received from the PLC.

Bad Responses From PLC

Displays the number of bad responses from messages sent to the PLC(s). Bad
responses are typically returned for such errors as:

¢ Incorrect tag or file names

¢ Incorrect tag or file data types

¢ Incorrect tag or file data sizes

e PLC is overloaded and cannot handle the amount of Ethernet traffic
¢ PLC malfunction

Displays the number of no responses from messages sent to the PLC(s). No
responses are typically returned for such errors as:

e Incorrect IP address

No Responses From PLC |, Incorrect PLC configuration

e PLC malfunction

¢ PLC is overloaded and cannot handle the amount of Ethernet traffic
imvatd Network Paths | D123 he number obnetvork pah emors o messages sent 0 e PLOG)
Pending Request Limit glisplays the number of pending request limit errors. These errors occur when
Reached e PLC is sending a continuous stream of messages to the DeviceMaster faster

than the DeviceMaster can process them.

Unexpected Events

Displays the number of unexpected event errors. Unexpected event errors occur
when the DeviceMaster receives an unexpected message from the PLC such as
an unexpected response or unknown message.

Unsupported CIP Class
Errors

Displays the number of unsupported CIP request instance errors. These errors
occur when a message with an invalid class is sent to the DeviceMaster.

Unsupported CIP Instance
Errors

Displays the number of unsupported CIP request instance errors. These errors
occur when a message with an invalid instance is sent to the DeviceMaster.

Unsupported CIP Service
Errors

Displays the number of unsupported CIP request instance errors. These errors
occur when a message with an invalid service is sent to the DeviceMaster.

Unsupported CIP
Attribute Errors

Displays the number of unsupported CIP request instance errors. These errors
occur when a message with an invalid attribute is sent to the DeviceMaster.

Improper Configuration
Errors

Displays the number of improper configuration errors. These errors occur when
the DeviceMaster receives a message that cannot be performed due to an
invalid configuration.
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PLC Diagnostics (EtherNet/IP Interface Statistics) Page

EtherNet/IP Interface Statistics

Displays the number of invalid message data errors. These errors occur when

{El?;_il;g Message Data the DeviceMaster receives a message that cannot be performed due to invalid
data.

Displays the number of system resource errors. These errors indicate a system
error on the DeviceMaster such as an inoperable serial port or a full transmit
queue. These errors typically occur when the PLC(s) are sending data to the
DeviceMaster faster than the DeviceMaster can process it.

System Resource Errors

Oversized Receive Data  |Displays the number of received Ethernet data packets that were larger than
Packet Errors the configured maximum receive data packet.

Writes To Offline Ethernet | Displays the number of write attempts by a PLC to the Ethernet device when
Device On Socket N the device was offline.

First Error Description Text description of the first error that occurred.

Last Error Description Text description of the last or most recent error that occurred.
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Serial Interface Logs

5.4. Serial Interface Logs

Access the Serial Interface Logs page by clicking Diagnostics | Serial Logs.

The Serial Interface Logs page provides a log of received and transmitted serial port messages. Up to 128
bytes per message and up to 128 messages are logged. It is intended to help with debugging serial
connectivity problems, determining the proper start and end of transmission bytes, and diagnosing device

problems.
The format is as follows:

Pkt (n): ddd: hh: nm ss. ns Tx/ Rx: <Dat a>
Where:
ddd - days since last system restart
hh - hours since last system restart

ms — minutes since last system restart
ss  — seconds since last system restart
mmm — milliseconds since last system restart
<Data> - Data packet received.
e ASCII characters displayed as characters
e Non-ASCII displayed in hex (xxh) format

Hoima

CorTROL

Torial Siansncs  ERhevnat Stalisics  PLC Diagnosics

Satial Logs

Diagnostics

Eternet Logs  Sysiem Log

Serial Interface Logs

Port 1 RaTx Packets (first 128 packets, max of 128 bytes):
Pt ddd hhmmissoms Telfx Data
a 000 020351 691 Tu

1 000 0203 51 6598 Rl
Port 2 RaTx Packets (Mirst 128 packets, max of 128 bytes)
Pht ddd hiumim:sssms Txffx Diatm
o 000 020351891 Tx
1 000 020251808 Aix

Port 3 RxTx Packets (first 128 packets, max of 128 bytes)

Pt cidd il SEomE TRz Dats
0 000 020351 891 Ta
1 00D 020351898 Rx

Port 4 RxTx Packets (first 128 packets, max of 128 bytes):
Pl ddd hhvmm:ssoms  ToRx Data
0 D00 0203 51.691 Tx
1 000 020351 608 Ry

(OdmjCom Portl test patorn 123456T8%030)
f0dhyCom Poitl best paliern 123458 TR 03N)

[D2h)Com Port2 paterm 123456TES12345(03h)
(02n)Com Port? pamern 123456TEG1 X345(030)

(OanyCom Poitd st 123456 TBR01 234567 (0G)
(03n)Com Pord test 123456 TAS00 234567 (0Eh)

{OZn)Com Portd test 123456 78901234567 [06N)
[OZn)Com Portd test 123456 78901234567 (03N)

Copyright
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Ethernet Device Logs

5.5. Ethernet Device Logs

The Ethernet Device Interface Logs page is accessed using the Display Ethernet Device Logs option, which
provides a log of received and transmitted Ethernet device messages. Up to 128 bytes per message and up to
128 messages are logged. It is intended to help with debugging Ethernet connectivity problems, determining
the proper start and end of transmission bytes, and diagnosing device problems.

The format is as follows: Pkt(n): ddd:hh:mm:ss.ms Tx/Rx:<Data>
Where:
ddd - days since last system restart
hh - hours since last system restart
mm - minutes since last system restart
ss  — seconds since last system restart
ms — milliseconds since last system restart
<Data> - Data packet received.
e ASCII characters displayed as characters
e Non-ASCII displayed in hex (xxh) format

ComTROL Home Seral Ethemnst  Network [EEETRRTESTES

Serial Statistics  Ethernef Salistcs  PLC Diagnostics  Senial Logs | ESns Logs | System Log

Ethernet Device Interface Logs

Device 1 RaTx Packets (first 128 packets, max of 128 bytes):
Pt dod hhomm:ss:ms Trifx Data
0 000 00c13:15.155 Tx Sockotl Test | patbarn SSTES (0DRH0AR)
1 000001315176 Rx Socket] Test © pattern SATES (0DRH0AN)
Device 2 RaTx Packets (first 128 packets, max of 128 bytes):
Pt ddd hhimm e8! ms Tl Dita
o 000 00-13:15.153 T Socket? Test (ODhNOAR)
1 000 00:13:15.170 Ax Cocket? Test {0DRKOAR)
Device 3 RTx Packels (first 128 packets, max of 128 bytes):
Pt ddd hh:mm:ss:ims Tuffx Data
o 000 00r13:15.1548 Tx Socket3 Test (0DN)H0AN)
1 000 00-13:15.172 Fx Socked Test (00RHDAR)
Device 4 RTx Packets (first 128 packets, max of 128 byles):
Pt ddd hhimm:ss:ms TuiRx Data
1] 000 00r13:15 153 Tx Socketd Test (0D H0AN)
1 00001315175 Fx Socketd Test (0D 0AN)

I:.|:||_r~'|:-£|r|| Comirol Corp

5.6. System Log

The System Log page provides system level information, which is updated every 10 seconds.
Click the Refresh button to view the latest system log information.
Click the Clear button to restart a new system log file.

Click the Save Logfile button to save the system log file, if requested by Technical Support.
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Chapter 6. Programming the PLC

This chapter provides information to help you configure PLC programs for the DeviceMaster. It includes
instructions for modifying the PL.C program examples included with the DeviceMaster. The PLC program

examples are designed to work with the ControlLogix line of PLCs, PLC-5s or SLCs.

6.1. Programming Guidelines

Choose the receive communication method that best suits your implementation. The following receive
communication methods are available.

Communications .
Methods Description

Unsolicited - Write-to-

TMEL%/}F;(IS (Recommended to ensure the PLC can scan and consume serial/socket data faster than the

DeviceMaster writes the serial/socket data directly into a tag or file on the PLC.
Use this method along with the Maximum PLC Update Rate configuration setting

DeviceMaster can send it

Unsolicited - Write-to- |provides a mechanism to synchronize the data flow between the PLC and
Tag/File-Synced DeviceMaster. Use this method when you want to ensure that the tag or file is

DeviceMaster writes the serial/socket data into a tag or file on the PLC and

not overwritten before the PLC can consume the data.

The PLC requests data on a periodic basis. It provides the ability to control the
received data flow. However, it does require periodic data requests and the

Polling request rate must be fast enough to ensure that the serial/socket port receive
queues on the DeviceMaster do not overflow.
First, the PLC sends a forward open message to the DeviceMaster to establish a
Class 1 UDP Ethernet connection between the PLC and the gateway. Once the connection

is established, the PLC and DeviceMaster send input and output data to each
other in a cyclic, scheduled manner. Typical cyclic rates

For ControlLogix PLCs: The receive data tags must be large enough to handle the largest packet that can
be received from your serial/socket device.

- For Polling receive method: Including the sequence number and length parameters, the DeviceMaster
can return a received data message up to 444 bytes.

- For Write-to-Tag and Write-to-Tag-Synced receive methods: If the data is larger than the maximum of
440 bytes (up to 1518 serial bytes and 2048 socket bytes), the DeviceMaster sends the data to a series
of tags.

- For Classl, the receive and transmit connection sizes must be able to transfer all data between the
PLC and the DeviceMaster, where the data is transmit to and received from the devices.

See 3.2.2. Serial Port Data Transfer Object Definition (71 Hex) on Page 35 and 3.2.5. Socket Port Data
Transfer Definition Object (74 Hex) on Page 54 for more information.

For PLC-5/SLC PLCs: The receive data file area must be large enough to handle the largest packet that
can be received from your serial/socket device.

- For Polling receive method: Including the sequence number and length parameters, the DeviceMaster
can return a received data message up to approximately 224 bytes.

- For Write-to-File and Write-to-File-Synced receive methods: If the data size is large (up to 1518 serial
bytes and 2048 socket bytes), the DeviceMaster sends the data to a series of files in sequential order.

See 3.3.4. Receive Data Message on Page 82 for details.

For some PLCs, it is best to have only one PLC generated Class 3 EtherNet/IP message active at any one
time in the PLC program.
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PLC Algorithms

6.2. PLC Algorithms

This section displays the following PLC algorithms:
¢ Unsolicited - Write-to-Tag/File PLC Algorithm on Page 150

* Unsolicited - Write-to-Tag/File-Synced PLC Algorithm on Page 151
e Polling PLC Algorithm on Page 152

6.2.1. Unsolicited - Write-to-Tag/File PLC Algorithm

Use the following algorithm to receive data in the Unsolicited - Write-to-Tag/ File mode.

Initialization

Recaive Praduced
Data Sequance Number
changed™?

Mo

Yes

Y

Consumea {Process)
Serdal Data

:

[Rest of PLC Program)
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Unsolicited - Write-to-Tag/File-Synced PLC Algorithm

6.2.2. Unsolicited - Write-to-Tag/File-Synced PLC Algorithm

Use the following algorithm to receive data in the Unsolicited - Write-to-Tag/ File-Synced mode.

Initizlization

Mo

Recene Produced
Data Sequence Number
changed?

Consume (Process)
Serial Data

Update Consumed Receive
Sequence Mumber to maich
Froduced Receive Sequence

MLermbser

:

Send Consumed Receive
Sequence Mumber message to
Devicelastar UP

(Rest of PLC Program)
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6.2.3. Polling PLC Algorithm

Use the following algorithm to Receive Data in the Polling mode.

Initialization

Send Racehve Data Reqguest
Meassage

Receaive Praduced
Data Sequence Number
changed?

No

Consumea (Process)
Serfal Data

(Rest of PLC Program)
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6.3. Class 1 Interface

The EtherNet/IP firmware provides configurable Class 1 interface capability for all serial and Ethernet socket
ports. While each port can be configured to operate in several different receive and transmit modes, these
examples are meant to display the case where all serial and socket ports are configured to the All Ports Default

Class 1 configuration.

6.3.1. Configuring an I/0 Ethernet Module

Each DeviceMaster must be best set up as a Generic Ethernet Module to interface to the PL.C. The Class 1
interface for a four port gateway is displayed on the Class 1 Overview web page.

The EsheibeliP imerface is sed 1o Class 1 dedaull confiquration for all Serial port(s) and Ethernet dendoe]s), To madily, changs to anctter defaul configuratson or modity

indrvicual Eestiel i configurations far sevial por(s) andior Ethemet devices)

MOTE: Offsets stat rom Sest FodTx Class 1 pon. Offssts and lengihs ans in e

Active Class 1 Configuration

Inpst (To PLC) Class 1 Interface
Serial Por 1:

Saerial Port 2

Sedial Pod 3

Serial Port 4:

Ethamat Davice 1.

Erharmet Device 2

Ethernet Device 3

Ethermet Device £:

Cutpat (From PLC) Class 1 Interface
Serlal Pod 1:

Serial Pon 2;

Sevial Po 3:

Serial Porn 4:

Ethornet Davice 1:

Etharmet Dovice E:

Ethernet Device X

Etharnat Daevice 4:

1. Right-click the Ethernet module on RSLogix5000 and select New Module.

2. Click Communications.

Transter Mode
Ta PLC

Classi
Classl
Classl
Classl
Classl
Classl
Ciassl
Classl

Transter Mode
Fram PLC

Classl
Chassl
Classl
Class]
Classl
Classl
Classl
Class]

Instance
Murmbsr

101
102

109
110
111
112
113
114
115
116

ST
Mumibser Offsed

a

60

12X

180

240

300

360

430
FquUEnce
Numiser Offset
a

&0

120

1B0

240

300

350

420

DataField  Instance  Maximum

Oftast Length Connection Length
4 (] 480

B4 &0 420

124 ) 360

184 B0 300

244 ] 240

I L) 160

364 B0 120

424 2] ]

Data Flald Ingtance

= Length Connection Length
4 2] 80

B4 &0 a0

124 60 360

184 60 300

244 1] 240

304 &0 160

364 &0 120

424 B0 60
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3. Scroll down and select Generic Ethernet Module.

M Sclect Module

Module [Drescription fvendor |
Drivelogix5730 EL... 10/100 Mbps Ethernet Pork on DrivelogiS730 AbervEradley A
El Plus Elactronic Overload Relay Communications Interface dlereBradley
ETHERMNET-BRIDGE Generic EtherNet/TP CIP Bridge Alar-Bradiey
ETHERNET-MODL.,. Genaric Ethernet Moduls
EtherfetIF SoftLogixS00 Etheret P AlervEradiey
ILA34-AENNG 1734 Wireless Ethernet fdapter, Twisted-Pair Media ProSoft Tech.
Ir-Sight 1700 Serl... Vision System Cognes Corpe
InSight: 3400 Sexi., . Vision System Cogriex Conp
In-Shght S000 Ser,,, Vishon System Cognes Conps
In-Sight Micro Seri.. . Vision System Cognex Corp
INCEE0 Ethermaty. .. Scals Terminal Metthar-Toled
ING7E0 Ethernaty.,. Scals Terminal Mietter-Toled
PSSCENA Etherrwet &dapber, Twisted-Pair Media Parker Hannif ¥

< >

By Category By Vendo Favaores

4. Click Ok and the following pane appears.

Mew Module El

Type: ETHERNET-MODULE Genenc Ethemet Madue
Vendor: ElervBradiey
Pasent: EnetBridge c 5
' - ] amelers
Mame: \GW_EIP_4P bt
o =l S ] Azzambly )
Diescripion: | ] _"““Hﬂ Size: )
Input: 101 | 480 & (b
- | ogpw 109 | 480 3 aew)
Comen Fomat: | Drata - SINT w | r— | P =
- - atior: | 254 Ll T
Address / Hoet Name : Lorkigr - o | B
@ Paddess. | 10 . 0 . 0 . 108
{7 Host Name: [
[] Open Modue Properies [ok ][ cacel | [ Hew |

Enter a Name.
Select the Comm Format as Data-SINT.
Enter the IP Address of the gateway.

Using the data displayed on the Class 1 Overview web page, enter the Connection Parameters.

pe T
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5. Click OK and the following pane appears.

M Module Properties: EnetBridge (ETHERMET-MODULE 1.1)

General| Connection | Modue Infa|

Requested Packet Interval (RPIE (100 $me  (1.0- 32000 me)
] nkibit Modude
7] Maios Fasuk On Contraber If Connection Fais Whie in Run Mode

[) Use Unicast Connection over Ethert et IP

Modubs Fault

Stalus. Offfine ok J[ coxe |

e The fastest allowable RPI is 10 ms.
¢ Both Unicast, (point-to-point), and Multicast, (one-to-many), connections are supported.
6. Click OK. The module will be added.

7. View the corresponding Input and Output data tags created when the gateway module was added. Note
the location of the sequence number, length and data fields as displayed on the Class 1 Overview page.
Only the first serial is displayed below.

Input Tag:
# Controller Tags - ControllgxV1%{controller)
= ﬁtmmﬂ | Sihowe 00 Tage T

[ Hame =zie [Vakm #|ForcaMask  +[Shie | Dsta Tyge | Besenetion |

+ SHA2 TaEnoiag: | o Dcwnal DINT

+ 5Ea2_Talioodig: | o Decimal [BINT |

= GW_EIP_47 | lavd (i) ABETHERNET_MOD...

= Gw_EIP_4F| Datn ] [=ss} [+ ) Decimal SINT[420] {

+ GW_EIP_4P1 D 2tef0l] o Decimal SINT Senal Port 1, Seq Mum LSE
+ GwW_EIP_4P1Dste1] ol Decimal SINT Sesial Pest 1, Seq Mum MSE
+ Gw_EIF_4P1Daa2| o Decimal SINT Senal Port 1, Length LS8
+ 6w _EIP_aP1.Datef3] ] Decimal SINT Senal Poet 1, Length M58
+ Gw_EIP_4P1Dsald] (] Decinal SINT D]
+ Gw_EIP_8P1Daiaf5] 0| |Decimal SINT Daa]
+ GWw_EIP_4P1.Datals] ] Diecimal SINT | Dataf2]
+ G _EIP_4P1.Datel7] o |Diecimal SINT | Data(3]
+ GW_EIP_4P1 Dakefs] ) | Dimal SINT Datafd]
+ GW _EIP_4P1.Datef] o Diecimal SINT Datafs]
+ GW_EIP_4P1Data10f o Diecimal SINT Datals]
+ GW_EIP_4P4 Date11] o Decimal SINT Datsf7]
+ GW_EIP_aP1.0sa12] (] Diecimal SINT Dstafd]
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Output Tag:

# Conlroller Taps - Contrall deantraller)

Scope | i CorrollpV19 | Show A0 Tage - T
| Hame zz|e | Ve *|Forcoask | Stie | Data Type | Diezergion |
+ 52 TiGioodvsge . 0 Decmal DINT :
+ GW_EIP_4P| | (i | {-..1] \ABETHERNET_MDO..
— GW_EIP_4P0 _ Famab] e | \ABETHERNET_MOD..
= GW_EIP_4P-0.Data | LN L=n e} Decrnal SINT|460] |
+ Gw_EIR_&P-0 Datall] i Dsemal [T | Sevial Pot 1. S Mum LS8
+ Gw_EIP_4P-0 Datal1] i Decrmal [SINT | Seiial Post 1, Seq Num M58
+ GW_EIP_4P0 Daiaf2] a Decma ST | Siarid Post 1, Lemgth LS8
+ Gw_EIP_&P0 Diataf3] 0 Decinal [SINT | Serisd Port 1. Length MSB
+ GW_EIF_&P-0 Datafd] 0 Decmal ST Dratal]
+ GW_EIP_4P0 Datal5] a Docrnal |SINT | Datafl]
+ GW_EIP_4P-0 DistslE] a Decimal ST | Datal2]
+ GW._EIP_4P-0 Distal7] a Drescmal [SmT | Do)
+ GW_EIP_4P0.DalafE] a Decimal ST | e8]
+ GW_EIP_4PODolalS] o Decid ST Dats)
+ GW_EIP_4P-0 Duataf 10] 0 Decamal {SINT | DratalE]
+ GW_EIF_4P-0.Datal11] a Decimal SINT | DstalT]
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6.4. ControlLogix PLC Programming Example Instructions

This topic describes how to use RSLogix 5000 to configure and run the DeviceMaster in a ControlLogix
environment.

You can configure the RSLogix 5000 PLC program examples to your site’s requirements. These programs are
included in the self-installing file (.MSI) and are copied to the Comtrol/EtherNetIP directory on your computer
when you open the .MSI file and follow the prompts. The self-installing file includes the following RSLogix
5000 PLC program examples:

e 6.4.3. loopbackExampleTagWrite. L5K on Page 158
o 6.4.4. loopbackExampleTagWriteSynced.L5K on Page 159
o 6.4.5. loopbackExamplePolling.L5K on Page 160

These program examples are intended to aid the PL.C programmer. The PL.C programmer can use and modify
these PLC program examples to suit their needs.

Note: The PLC program examples are designed to interface with a DeviceMaster 1-port or on Port 1 of a 2-
port or 4-port. Additional programming is required to use all ports on a 2-port or 4-port.

Disclaimer: Comtrol supplies example PLC programs for demonstration purposes only.

They are intended for the sole purpose of an example loop-back demonstration in a

controlled lab environment. They are not intended for use in a production environment

and may not function correctly on all PLCs. Comtrol does not warrant these example
programs or any part thereof. The user assumes all liability for any modification to and
use of a modified example program.

Caution

6.4.1. What is RSLogix 5000?

RSLogix 5000 is a programming application that is designed to interface with the ControlLogix line of PLCs.
You can use it for sequential, process, drive, and motion control programming. It provides an easy-to-use
interface, symbolic programming with structures and arrays and an instruction set that serves many types of
applications. It simplifies plant maintenance by providing one programming environment for all of your
applications.

Note: See the RSLogix 5000 Help for more information on this product.

6.4.2. Requirements

¢ The DeviceMaster must be installed and configured as described in the EtherNet/IP Hardware
Installation and Configuration Guide.

¢ The DeviceMaster must be installed on the same Ethernet network segment as the PLC.

e RSLogix 5000 must be installed on a computer. Note that the instructions in this guide require that you
have some familiarity with this programming application.

¢ A loopback plug is required for each port on the DeviceMaster. See the EtherNet/IP Hardware
Installation and Configuration Guide for information on loopback plugs.

e The PLC program (.L5K files) examples are required. You can copy the PLC program examples from the
CD or download the latest program examples from the Internet. See 1.4.1. Locating the Latest Software
and Documents on Page 10 for the location of the PLC program examples.
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loopbackExampleTagWrite.L5K

6.4.3. loopbackExampleTagWrite.L5K

This example program demonstrates an RSLogix 5000 loopback PLC program using the Unsolicited - Write-
to-Tag receive method. This program configures a DeviceMaster 1-port at startup and then loops data by
means of the loopback plug on the serial port. The Com1_RxData tag transmits and receives the data and
increments the sequence numbers.

You can configure and run the loopbackExampleTagWrite.L5K program through RSLogix 5000. For additional
information on the RSLogix 5000, see 6.4.7. RSLogix 5000 Screen Examples on Page 162.

1.

2.
3.

Attach a loopback plug to the serial port. (If necessary, see the EtherNet/IP Hardware Installation and
Configuration Guid)

Open RSLogix 5000.
Import the loopbackExampleTagWrite.L5K file.

Note: Ifyou have problems loading the PLC program example, see 6.4.8. Modifying an RSLogix 5000 PLC
Program Example (Older Versions) on Page 168 for a solution.

Modify the PLC program (loopbackExampleTagWrite.L5K) for your system. 3.2. EtherNet/IP Interface
Profile (ControlLogix) on Page 22 provides a description of the objects in the PLC program.

This PLC program is configured to run on a ControlLogix 5550 controller, so you may need to make the
following changes:

a. From the Controller Organizer panel, click Controller ComtrolCLX and select Properties.
b. Click Change Controller, select your PL.C controller and revision.

c. Right-click the I/0 Configuration, select New Module, and add your EtherNet/IP interface to the
project.

d. Double-click MainRoutine under Tasks > MainTask > MainProgram in the Controller Organizer panel and
modify the message communication paths. Click each message and change the communication path
to:

<Et hernet |nterface Nane>, 2, <DeviceMaster | P Address>

Where <Ethernet Interface Name> specifies the name of your Ethernet interface and <DeviceMaster IP
Address> specifies the IP address for this device.

Use one of the following procedures:

For embedded web page configuration (recommended): Perform the steps outlined in 6.4.6. Configuring the
DeviceMaster for the RSLogix 5000 Example Programs Using the Web Page on Page 161.

For the optional PLC Configuration:

a. Double-click Controller Tags and click the plus sign (+) next to Com1_SetConfigData to expand the
option and change the serial port configuration tag.

b. Change the plcSlotNumber parameter to match the PLC slot number on your PLC chassis.

c. Change the plcIPAddress parameter to match the IP address of your PLC EtherNet/IP card. (The
value must be entered in 32-bit hex format.

d. Enable DoSetConfig on rung one of the example PLC program.
Download the PLC program to your PLC and run the program.
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loopbackExampleTagWriteSynced.L5K

6.4.4. loopbackExampleTagWriteSynced.L5K

This example program demonstrates an RSLogix 5000 loopback PLC program using the Write-to-Tag-Synced
receive method. This program configures a DeviceMaster 1-port at startup and then loops data through the
loopback plug on the serial port. The Com1_RxData tag transmits and receives the data, increments the
sequence numbers, and sends the consumed receive sequence number to the DeviceMaster after each received
data packet.

You can configure and run the loopbackExampleTagWriteSynced.L5K program through RSLogix 5000. For
additional information on the RSLogix 5000, see 6.4.7. RSLogix 5000 Screen Examples on Page 162.

1.

2.
3.

Attach a loopback plug to the serial port. (If necessary, see the EtherNet/IP Hardware Installation and
Configuration Guide.)

Open RSLogix 5000.
Import the loopbackExampleTagWriteSynced.L5K file.

Note: Ifyou have problems loading the PLC program example, see 6.4.8. Modifving an RSLogix 5000 PLC
Program Example (Older Versions) on Page 168 for a solution.

Modify the PLC program (loopbackExampleTagWriteSynced.L5K) for your system.

3.2. EtherNet/IP Interface Profile (ControlLogix) on Page 22 provides a description of the objects in the
PLC program. This PLC program is configured to run on a ControlLogix 5550 controller, so you may need
to make the following changes:

a. From the Controller Organizer panel, click Controller ComtrolCLX and select Properties.
b. Click Change Controller, select your PL.C controller and revision.

c. Right-click the I/0 Configuration, select New Module, and add your EtherNet/IP interface to the
project.

d. Double-click MainRoutine under Tasks > MainTask > MainProgram in the Controller Organizer panel and
modify the message communication paths. Click each message and change the communication path
to:

<Et hernet |nterface Nane>, 2, <DeviceMaster | P Address>

Where <Ethernet Interface Name> specifies the name of your Ethernet interface and <DeviceMaster IP
Address> specifies the IP address for this device.

Use one of the following procedures:

For embedded Web page configuration (recommended): Perform the steps outlined in 6.4.6. Configuring
the DeviceMaster for the RSLogix 5000 Example Programs Using the Web Page on Page 161.

For the optional PLC Configuration:

a. Double-click Controller Tags and click the plus sign (+) next to Com1_SetConfigData to expand the
option and change the serial port configuration tag.

b. Change the plcSlotNumber parameter to match the PLC slot number on your PLC chassis.

c. Change the plcIPAddress parameter to match the IP address of your PLC EtherNet/IP card. (The
value must be entered in 32-bit hex format.

d. Enable DoSetConfig on rung one of the example PLC program.
Download the PLC program to your PLC and run the program.
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6.4.5. loopbackExamplePolling.L5K

This example program demonstrates an RSLogix 5000 loopback PLC program using the Polling receive
method. This program configures a DeviceMaster 1-port at startup and then loops data through the loopback
plug on the serial port. The Request Data Message transmits and receives the data and increments the
sequence numbers.

You can configure and run the loopbackExamplePolling.L5K program through RSLogix 5000. For additional
information on the RSLogix 5000, see 6.4.7. RSLogix 5000 Screen Examples on Page 162.

1.

2.
3.

Attach a loopback plug to the serial port. (If necessary, see the EtherNet/IP Hardware Installation and
Configuration Guide.)

Open RSLogix 5000.
Import the loopbackExamplePolling.L5K file.

Note: Ifyou have problems loading the PLC program example, see 6.4.8. Modifying an RSLogix 5000 PLC
Program Example (Older Versions) on Page 168 for a solution.

Modify the PLC program (loopbackExamplePolling.L5K) for your system.

3.2. EtherNet/IP Interface Profile (ControlLogix) on Page 22 provides a description of the objects in the
PLC program.

Note that this PL.C program is configured to run on a ControlLogix 5550 controller Virtual Chassis, so you
may need to make the following changes:

a. From the Controller Organizer panel, click Controller ComtrolCLX and select Properties.
b. Click Change Controller, select your PLC controller and revision.

c. Right-click the I/0 Configuration, select New Module, and add your EtherNet/IP interface to the
project.

d. Double-click MainRoutine under Tasks > MainTask > MainProgram in the Controller Organizer panel and
modify the message communication paths. Click each message and change the communication path
to:

<Et hernet Interface Nane>, 2, <DeviceMaster | P Addr ess>

Where <Ethernet Interface Name> specifies the name of your Ethernet interface and <DeviceMaster IP
Address> specifies the IP address for this device.

Use one of the following procedures:

For the embedded Web page configuration (recommended): Perform the steps outlined in 6.4.6.
Configuring the DeviceMaster for the RSLogix 5000 Example Programs Using the Web Page on Page 161.

For the optional PLC Configuration: Enable DoSetConfig on rung one of the example PLC program.

Download the PLC program to your PLC and run the program.
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6.4.6. Configuring the DeviceMaster for the RSLogix 5000 Example Programs
Using the Web Page

The following procedure configures the DeviceMaster for the RSLogix 500 example programs. You must
perform this task before you configure and run the RSLogix 500 example program. For more information on
the Port Configuration web pages, see Chapter 4. Embedded Configuration Pages on Page 89.

1. Attach a loopback plug to the serial port.
2. Access the Port Configuration web page, using one of these methods.

¢  Open PortVision DX, right-click the DeviceMaster for which you want to program network information
and click Webpage.

¢ Open a browser and type the IP address for the DeviceMaster in the Address box.
3. Click Serial | Serial Settings [Port n. Where n is the port number.

4. Set the serial port settings under Serial Configuration to the following values.

Field Setting
Mode RS-232
Baud 57600
Parity none
Data Bits 8
Stop Bits 1
Flow Control none
DTR off
Rx Timeout Between Packets [200

5. Set the serial port settings under Serial Packet Identification to these values.

Field Setting
STX RX Detect Set to one byte and Byte 1 to 2.
ETX Rx Detect Set to one byte and Byte 1 to 3.
STX Tx Append Set to one byte and Byte 1 to 2.
ETX Tx Append Set to one byte and Byte 1 to 3.
Strip Rx STX/ETX Select
Discard Rx Packets With Errors Select

6. Click the Save button.
7. Click EtherNet/IP Settings and set the serial port settings to the following values:

Field Selection

TX Sequence Number
Checking (right column)

Select.

¢ Set to Polling for IpbkExamplePolling.
%faﬁ%eﬁlﬁgt%g}éernet e Set to Write-to-Tag/File for IpbkExampleTagWrite.

e Set to Write-to-Tag/File-Synced for IpbkExampleTagWriteSynced.
¢ Leave blank for Polling.

e Set to IP Address of PLC for Write-to-File and Write-to-File-Synced.

PLC IP Address

PLC Controller Slot Set to PL.C Controller slot number which typically starts at zero. (Set to zero for
Number CompactLogix PLC.)

e L blank for Polling.
Rx (To PLC) Produced eave blan for ToHuns , , ,
Data Tag/File Name ¢ Setto Com1l_RxData, the PLC receive filename for Write-to-Tag and Write-

to-Tag-Synced.

8. Click the Save button.
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6.4.7. RSLogix 5000 Screen Examples

The following subsections explain how to configure the DeviceMaster through RSLogix 5000.

6.4.7.1. Transmit Data to the DeviceMaster

Use the Configuration tab in the Message
Configuration dialog to set options for transmitting

Message Configuration - SendDataMsg

data through a specified port on the DeviceMaster. Canfiguration | Commurication| Tag |
Message Type: [P Gereie B4
?micc | et Autribute Single | SowceElement  [Coml_TsDatsSh |
e )
Source Length 60 4 [Bytes)
ggﬁg;c,e 'f:l‘ﬁ '- Hex] Class |F‘I j [Hex| 'ﬁ
Irestarvce: [1 Attrioute]1 [Hex) e
3 Enable <) Enable'w/ating o Stait b Done Done Length: 10
2 Ewar Codec Estended Enor Code: I Timed Dut &
Enor Pathc
Emor Text
Cancel | Help
Provide the following information.
Field Selection
Message Type |CIP Generic

Service Type

Set Attribute Single

Service Code

10 Hex (Set Attribute Single)

Class 71 Hex (Serial Port Data Transfer object)
Instance 1 (Port 1)
Attribute 1 (Transmit message data attribute)

Source Element

Coml1_TxDataStr

The transmit data structure includes:

e Optional produced data sequence number (one INT)
e Data Length in bytes (one INT)

e Data array (one to 440-bytes)

Source Length

Specifies the length of the transmit data structure. (In this example, the value is 260
to transmit 256 data bytes. Since the maximum data size is 440-bytes, the maximum
transmit data structure size is 444-bytes.)

The following image displays the user defined data type for transmit data.

Mame: |ﬂ D ataStruct
D esrrpticn: Tranzmit data
shructune
embers: Data Type Size; 444
Nanme | Data Type | Style | Desciiption |
prodSeqiumber  [NT Drecimal Produced sequence rumbst
length __INT ] Dgcimal _qugth of data
:| data SIMT[440] ASCH data bytes
*
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6.4.7.2. Send Configuration to DeviceMaster

Use the Configuration tab in the Message Configuration dialog for sending a serial port configuration to the

DeviceMaster.
Message Configuration - SendConfighsg
Confguration | Communicabion| Tag |
Message Type: 2
?ewice [ Custom =|  SowceElemert:  [Coml_SetCorfighata |
wpe:
Sewee Length: 128 [Bites)
S&ﬁ@’fe 2 He Class:  [70 Herl e stination =
Instance; [1 Altnbute |0 [Hex] T e
O Enable D EnableWaitng &3 Stait 2 Daone Done Length: 0
3 Emor Code: Extended Emor Code: [ Timed Out &
Ence Path
Eror Test:
oK I Carncel Help
Provide the following information.
Field Selection
Message Type CIP Generic
Service Type Custom

Service Code

2 Hex (Set Attribute All)

Class 70 Hex (Serial Port Configuration object)
Instance 1 (Port 1)
Attribute 0 (Unused)

Source Element

Com1_SetConfigData (Configuration data structure.)
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The following image displays the user defined data type for a serial port configuration.

Name: |Eonfig] able
Description; Conhguration Table

ta foe

Dieviced azter
I embers: Data Type Size: 128
Name |Data Type ISt_l,ls IDsscxipliun ]

DewviceType DINT Decimal
[ setPitCmds DINT Decimal
[ bBaudRate DINT Decimal
mterfacetdode  SIMT Decimal
| paily SINT Decimal
| datais SINT Decimal
| stopBits SIMT Decimal
| ilowConiral SINT Decinal
| duControl |SINT Desimal
xS tLength SINT Decimal
| eSbWalel  SINT Decimal
[ S evalue2 SINT Drecimal
ixE tLength SINT Decimal
] IxE b aluel (SIMT Decimal
i ixE value2 SINT Drecimal
reserved] INT Decimal
=) S tlenath SINT Decimal
| eSbvauel  SINT Desimal
S ale? SINT Decimal
| eEtlenghh SINT Decimal
| wEbialel  GINT Desimal
iE bvalue2 SINT Decimal
| eTimeBetweenP INT Decimal
|| setPrisferOptions [NT Drecimal
imEnetDataierbd SINT Decimal
[ teservads SINT Decimal
[ reserved? INT Drecimal
resereydd INT Decimal
| reservedd (SINT Decimal
[ pleSletMumber  SINT Decimal
plelPaddress DINT Decimal

| pDataTagMame  SINT[40] ASCH

- rezerved] agMam :SINT [40] ASCI
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6.4.7.3. Request Data from DeviceMaster

Use the Configuration tab in the Message Configuration dialog to request data from a specified serial port on
the DeviceMaster. Only the Polling receive method uses this feature.

Message Configuration - GetDataMsg,

CDﬂ“Q'-NLiOﬂ] Communicabion| Tag |
Mezsage Type: CIP Gereic i
?;'jﬂfﬂ [ Get Atribute Single = [ =l
E?J:?B fe MHew Cisss [71 (Hey Destination [ComT_RaDataStr |
Instance: [T Avibuez  [Hed Now Teg..
O Enable O Enable'Waing O Stan 5 Dane Done Lergthe 0
O Enror Cade: Extended Eror Code: [~ Timed Out €
Enor Fath:
Emor Text:
,TI Cancel | il Help
Provide the following information.
Field Selection
Message Type CIP Generic
Service Type Get Attribute Single
Service Code OE Hex (Get Attribute Single)
Class 71 Hex (Serial Port Data Transfer object)
Instance 1 (Port 1)
Attribute 2 (Receive message data attribute)
Com1_RxDataStr (Receive data structure)
The Receive data structure includes:
Destination ¢ Produced data sequence number (one INT). A change indicates new data.
e Data length in bytes (one INT).
e Data array (zero to 440-bytes)
Source Length 128 (Length of the configuration data structure.)

The following image displays the user defined data type for received data.

Mame: |FI:<D ahaSinect
Descriphion; Receive data
shucture
|
L
tembers Dala Typs Size: 444
Hame |Data Tywpe ISl_l,lla |Das|::r'ption I
|| prodSeghumber |INT Decimal | Produced data sequence rumb|
L lzngth INT Decimal |length of data
| data SINT[440] 2SI |teceived data
* | |
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6.4.7.4. Send Consumed Sequence Number to DeviceMaster

Use the Configuration tab in the Message Configuration dialog to update the consumed sequence number for a
specified port on the DeviceMaster. Only the Write-to-Tag-Synced receive method uses this feature.

Message Configuration - SendCom1_ConRxSeqgMsg

Canfigurtion l Communication | Tag |
Mezsage Iype: [CPGererc B
?ewice |SslAﬂ|ibuta Single _ﬂ Source Element  [Comi_ConPixSeq =l
P
Sowcslength:  [2 =] (Bues)
Service 2
Code: 1a [Hex) Class: |71 (Hex) ,—_i
Instance: |1 Altribute| 4 [Hex] T
‘D Enable O Enable ‘Wailing 2 Start 2 Dane Dione Lengthe 0
J) Enor Code: Exterded Emor Code: [ Timed Out &
Eiros Pathe
Emor Test:
aK | Caneel Help
Provide the following information:
Field Selection
Message Type |CIP Generic

Service Type Set Attribute Single

Service Code

10 Hex (Set Attribute Single)

Class 71 Hex (Serial Port Data Transfer object)
Instance 1 (Port 1)
Attribute 4 (Receive consumed sequence number attribute)

Source Element

Coml1_ConRxSeq (one INT)

Source Length

2 (one INT)
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6.4.7.5. Request Statistics from DeviceMaster

Use the Configuration tab in the Message Configuration dialog for requesting statistics for a specified port from

the DeviceMaster.

Message Configuration - GetStatsMsg

Eﬁﬂﬁwldﬁﬂﬂ| Communication| Tag |

Message Type: P Genene &
Serdce |Eust0m j Source Element: ICcrn‘I _Stals -
Tupe:
Source Lengthe 42 = [Bytes)

Servica
Code: 1 [Hex] Class: |72 [Hex] Destinalion |—_._1C0'n1_5Lals =
Instance: |1 Altrbute{0 [Hezx] NagiTag ]

) Enable O Enable Waiting & Start ® Deone Done Length: 49

2 Emor Code; Extended Emor Cods: [~ Timed O &

Erter Patk:

Eroe Test:

o | cance |

Help

Provide the following information.

Field Selection
Message Type CIP Generic
Service Type Custom

Service Code

1 Hex (Get Attribute All)

Class 72 Hex (Serial Port Statistics object)
Instance 1 (Port 1)

Attribute 0 (Unused)

Source Element |[Coml1_Stats (not actually used)
Source Length 48 (size of Statistics data structure)
Destination Coml_Stats (Statistics data structure)

The following image displays the user defined data type for statistics.

Name: StatisticaShuct
Desenption: Structuie cortaning
all statistics info
from the glalislics
object

Membess: Data Type Size: 48 bylefs)
Marne | Data Type | Styser | Deserption |

B pteCount DINT Decimal

| rPackeCount  DINT | Decimal

] twByteCount DINT Decimal
tPackeiCount | DINT Decimal

| dioppedPackelC DINT | Decimal

I pariyEraCount  DINT Decimal
frarningE rrorCount DINT Decimal

:' overnurEnoiCoun DINT Decimal

] mConSeqEmars  DINT Decimal Receive consumed sequence e
reserved] DIMT Decimal | |

| resevediz  OINT | Decimal

i rezervedd DINT Decimal

E3 l
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Communication Window for all Messages sent to the DeviceMaster

6.4.7.6. Communication Window for all Messages sent to the DeviceMaster

Use the Communication tab in the Message Configuration dialog for sending all EtherNet/IP messages to the
DeviceMaster.

Message Configuration - GetDataMse

Configuistion  Communication | Tag ]
Pat; |ScitEtheilP, 21000101 Browse..
SolEthedP, 2. 1000.0.101
Gop € [ [—
I Connected ¥ L ¢ -
3 Enable 2 Enable Wating o Start 2 Done Done Lengthe O
2 Emor Code:! Extended Erar Code: [~ Timed Out &
E os Patin
Ence Teut:
[ Help

Provide the following information.

Field Selection

Provide the following information in this box:
e SoftEtherIP - Specifies the name of the EtherNet/IP interface

Path e 2 - Required for routing on ControlLogix PLCs.
® 10.0.0.101 - Specifies the IP address on the DeviceMaster used to create the example
programs.

6.4.8. Modifying an RSLogix 5000 PLC Program Example (Older Versions)

The EtherNet/IP PLC example programs included in the firmware software assembly (.msi) file were
developed on version 13.03 of RSLogix 5000 and may not load properly into older versions of RSLogix 5000.
You can use the following procedure to modify a PLLC example program for older versions of RSLogix 5000
when the PLC example program does not load properly.

1. Start RSLogix 5000 and load a known functional PL.C program. (Preferably one with an EtherNet/IP
interface.)

Create an .L5K file by saving the file to the .L5K format.
Open the known functional .L5K file with a text editor.
Open the example .L5K file with a text editor.

Make the following modifications to the .L5K file:

¢ Modify the version number (IE_VER) of the example .L5K file to match the version number of the
known functional .L5K file (line 8 of the example .L5K file).

e Modify the Major revision number of the example .L5K file to match the Major revision number in the
known functional .L5K file (line 11 of the example .L5K file).

6. Load the example .L5K file into RSLogix 5000.

e Ifitloads without errors, follow the appropriate process to modify the example program to run on your
system. The following topics describes how to modify the example .L5K files:

- 6.4.3. loopbackExampleTagWrite. L5K on Page 158
- 6.4.4. loopbackExampleTagWriteSynced.L5K on Page 159

ouk W
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Modifying an RSLogix 5000 PLC Program Example (Older Versions)

- 6.4.5. loopbackExamplePolling. L5K on Page 160
e Ifyou still have problems loading the example .L5K file, go to the next step.
7. Make the following modifications to the .L5K file:

¢ Modify the ProcessorType setting in the example .L5K file to match the ProcessorType in the known
functional .L5K file (line 10 of the example .L5K file).

¢ Replace the MODULE local section of the example .L5K file with the Module local section in the known
functional .L5K file (lines 89 to 102).

e Choose one of the following options:

- Replace the MODULE EnetBridge section of the example .L5K file with the EtherNet/IP interface
section from the known functional .L5K file.

- Delete the MODULE EnetBridge section from the example file (lines 104 to 117).
8. Load the example .L5K file into RSLogix 5000.

e Ifitloads without errors, follow the appropriate process to modify the example program to run on your
system. The following topics describes how to modify the example.L5K files:

- 6.4.3. loopbackExampleTagWrite.L5K on Page 158
- 6.4.4. loopbackExampleTagWriteSynced.L5K on Page 159
- 6.4.5. loopbackExamplePolling.L5K on Page 160

e If you still have problems loading the example.L5K file, remove or modify all references to EnetBridge
in the example .L5K file and re-load the example .L5K file into RSLogix 5000.
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6.5. SLC or MicroLogix PLC Programming Example Instructions

This topic describes how to use RSLogix 500 to configure and run the DeviceMaster in an SLC or MicroLogix
PLC environment.

You can configure the RSLogix 500 PL.C program examples to your site’s requirements. These programs are
included in the self-installing file (MSI) and are copied to the Comtrol/EtherNetIP directory on your computer
when you open the .MSI file and follow the prompts. The self-installing file includes the following RSLogix
500 PLC program examples:

e 6531 IpbkExampleSlcMsgPollRS500 - SLC PLC
e 6532 IpbkExamplePle5MsgPollRS500 - SLC PLC

These program examples are intended to aid the PLC programmer. These program examples were developed
with version 6.30.00 (CPR 6) of RSLogix 500 and a C series SLC 5/05 with FRN 9 firmware.

Note: The PLC program examples are designed to interface with a DeviceMaster I-port or on Port 1 of a 2-
port or 4-port. Additional programming is required to use all ports on a 2-port or 4-port.

Disclaimer: Comtrol supplies example PLC programs for demonstration purposes only.

They are intended for the sole purpose of an example loop-back demonstration in a

controlled lab environment. They are not intended for use in a production environment

and may not function correctly on all PLCs. Comtrol does not warrant these example
programs or any part thereof. The user assumes all liability for any modification to and
use of a modified example program.

Caution

6.5.1. What is RSLogix 500?

RSLogix 500 is a Windows ladder logic programming package for the SLC 500 and MicroLogix PLCs.
Note: See the RSLogix 500 Help for more information on this product.

6.5.2. Requirements

¢ The DeviceMaster must be installed and configured as described in the EtherNet/IP Hardware
Installation and Configuration Guide.

¢ The DeviceMaster must be installed on the same Ethernet network segment as the PLC.

e RSLogix 500 must be installed on your computer. Note that the instructions in this guide require that you
have some familiarity with this programming application.

¢ A loopback plug is required for the first port on the DeviceMaster when running an example PL.C
program. If necessary, see the EtherNet/IP Hardware Installation and Configuration Guide for
information on loopback plugs.

e The PLC program examples (.SLC, .SY5 and .SY6 files) are optional. You can copy the PLC program
examples from the CD or download the latest program examples from the Internet. See 1.4.1. Locating the
Latest Software and Documents on Page 10, for the location of the PLC program examples.
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Example Program Considerations

6.5.3. Example Program Considerations

e  While the RSLogix example programs are simple in nature, they include retry mechanisms for timed-out
messages. You may or may not want to include the time-out mechanism in your application.

e  While the receive and transmit sequence numbers are cleared on the DeviceMaster at the start of the
programs, the only requirement is that the sequence numbers be in sync between the PL.C and
DeviceMaster.

e Statistics retrieval is not included in the example programs, but you can easily add it by inserting a
request statistics message.

6.5.3.1. lpbkExampleSlcMsgPollRS500 - SL.C PLC

This example program demonstrates an RSLogix 500 loopback PLC program using the SLC Typed messages
in the Polling receive method. This program initializes receive and transmit produced data sequence numbers
at startup on the DeviceMaster and then loops data through a loopback plug on the serial port. The SLC
Typed Write data messages transmit the data, the SLC Typed Read Data messages receive the data and the
sequence numbers are incremented.

This example program includes the following files:

¢ IpbkExampleSlcMsgPolIRS500.SLC - Ladder logic in ASCII format.

¢ IpbkExampleSlcMsgPollIRS500.SY5 - Symbol definitions for RSLogix 500 Version 5.xx.xx.
¢ IpbkExampleSlcMsgPolIRS500.SY6 - Symbol definitions for RSLogix 500 Version 6.xx.xxX.

6.5.3.2. lpbkExamplePle5MsgPollIRS500 - SLC PLC

This example program demonstrates an RSLogix 500 loopback PLC program using the PLC-5 Typed
messages in the Polling receive method. This program initializes receive and transmit produced data
sequence numbers at startup on the DeviceMaster and then loops data through a loopback plug on the serial
port. The PLC-5 Typed Write data messages transmit the data, the PLC-5 Typed Read Data messages receive
the data and the sequence numbers are incremented.

This example program includes the following files:

¢ IpbkExamplePlc5MsgPolIRS500.SLC - Ladder logic in ASCII format.

¢ IpbkExamplePlc5MsgPolIRS500.SY5 - Symbol definitions for RSLogix 500 Version 5.xx.xx.
¢ IpbkExamplePlc5MsgPolIRS500.SY6 - Symbol definitions for RSLogix 500 Version 6.xx.xx.

6.5.3.3. IpbkExampleSlcMsgFileRS500 - SLC PLC

This example program demonstrates a loop-back RSLogix 500 PLC program using SLC Typed messages in
the Write-to-File receive method. This program initializes the produced receive and transmit data sequence
numbers at startup and then loops data via a loop-back plug on the serial port. The data is transmitted via
SLC Typed Write data messages and received automatically via a write to file message from the
DeviceMaster. The sequence numbers are incremented with each message.

The following files apply:

¢ IpbkExampleSlcMsgFileRS500.SLC — ladder logic in ASCII form

¢ IpbkExampleSlcMsgFileRS500.SY5 — symbol definitions for RSLogix 500 Version 5.xx.xx.
¢ IpbkExampleSlcMsgFileRS500.SY6 — symbol definitions for RSLogix 500 Version 6.xx.xx.
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6.5.3.4. lpbkExampleSlcMsgFileSyncRS500 - SL.C PLC

This example program demonstrates a loop-back RSLogix 500 PLC program using SLC Typed messages in
the Write-to-File-Synced receive method. This program initializes the produced receive and transmit sequence
numbers as well as the consumed receive sequence number at startup and then loops data via a loop-back
plug on the serial port. The data is transmitted via SLC Typed Write data messages and received
automatically via a write to file message from the DeviceMaster. The consumed receive sequence number is
updated to match the produced receive sequence number and sent to the DeviceMaster to complete the
synchronization process. All sequence numbers are incremented with each message.

The following files apply:

¢ IpbkExampleSlcMsgFileSyncRS500.SLC — ladder logic in ASCII form

¢ IpbkExampleSlcMsgFileSyncRS500.SY5 — symbol definitions for RSLogix 500 Version 5.xx.xx.
¢ IpbkExampleSlcMsgFileSyncRS500.SY6 — symbol definitions for RSLogix 500 Version 6.xx.xx.

6.5.3.5. LPBKEXAMPLESLCMSGFILERS500_MICROLGX - MicroLogix PLC

This example program demonstrates a loop-back RSLogix 500 PLC program using SLC Typed messages in
the Write-to-File receive method. This program initializes the produced receive and transmit data sequence
numbers at startup and then loops data via a loop-back plug on the serial port. The data is transmitted via
SLC Typed Write data messages and received automatically via a write to file message from the
DeviceMaster. The sequence numbers are incremented with each message.

The following file applies: LPBKEXAMPLESLCMSGFILERS500_ MICROLGX.RSS , a MicroLogix PLC
example program.

6.5.3.6. LPBKEXAMPLESLCMSGPOLLRS500_ MICROLGX - MicroLogix PLC

This example program demonstrates an RSLogix 500 loopback PLC program using the SLC Typed messages
in the Polling receive method. This program initializes receive and transmit produced data sequence numbers
at startup on the DeviceMaster and then loops data through a loopback plug on the serial port. The SLC
Typed Write data messages transmit the data, the SLC Typed Read Data messages receive the data and the
sequence numbers are incremented.

The following file applies: LPBKEXAMPLESLCMSGPOLLRS500_ MICROLGX.RSS, a MicroLogix PLC
example program.
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6.5.4. Configure the DeviceMaster for the RSLogix 500 Example Program - SLC
PLC

The following procedure configures the DeviceMaster for the RSLogix 500 example programs. You must
perform this task before you configure and run the RSLogix 500 example program. For more information on
the Port Configuration web pages, see Chapter 4. Embedded Configuration Pages on Page 89.

1. Attach a loopback plug to the serial port.
2. Access the Port Configuration web page, using one of these methods.

¢  Open PortVision DX, right-click the DeviceMaster for which you want to program network information
and click Webpage.

¢ Open a browser and type the IP address for the DeviceMaster in the Address box.
3. Click Serial | Port n. Where n is the port number.

4. Set the serial port settings under Serial Configuration to the following values.

Field Setting
Mode RS-232
Baud 57600
Parity none
Data Bits 8
Stop Bits 1
Flow Control none
DTR off
Rx Timeout Between Packets [200

5. Click the Save button.

6. Set the serial port settings under Serial Packet Identification to these values.

Field Setting

STX RX Detect Set to one byte and Byte 1 to 2.
ETX Rx Detect Set to one byte and Byte 1 to 3.
STX Tx Append Set to one byte and Byte 1 to 2.
ETX Tx Append Set to one byte and Byte 1 to 3.
Strip Rx STX/ETX Select

Discard Rx Packets With Errors |[Select

(PLC-5/SLC) Rx MS Byte First |Optionally, select

(PLC-5/SLC) Tx MS Byte First |Optionally, select

7. Click EtherNet/IP Settings and set the serial port settings to the following values:

Field Selection
TX Sequence Number
Checking Select.
¢ Set to Polling for IpbkExampleSlcMsgPolIRS500 and
Rx (To PLC) Ethernet IpbkExamplePleSMsgPolIRS500.
Transfer Method e Set to Write-to-Tag/File for IpbkExampleSlcMsgFileRS500.
e Set to Write-to-Tag/File-Synced for IpbkExampleSlcMsgFileSyncRS500.
¢ Leave blank for Polling.
PLC IP Add
ress e Set to IP Address of PLC for Write-to-File and Write-to-File-Synced.
PLC Controller Slot Number |{Unused and can remain blank.
¢ Leave blank for Polling.
Rx (To PLC) Produced Data . .
Tag/File Name ¢ For SLC PLCs, set to $N10:0 and for MicroLogix PLCs, set to #N10:0; the
PLC receive filename for Write-to-File and Write-to-File-Synced.
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8. Click the Save button.

6.5.5. Configure and Run the RSLogix 500 Example Program - SLC PLC

You can configure and run the RSLogix 500 example programs through RSLogix 500. For additional
information on the RSLogix 500, see 6.5.6. RSLogix 500 Screen Examples - SLC PLC on Page 177.

Note: Configure the DeviceMaster before you configure and download the RSLogix 500 example program. For
instructions on configuring DeviceMaster, see 6.5.4. Configure the DeviceMaster for the RSLogix 500
Example Program - SLC PLC, earlier in this chapter.

8.
9.

Select the appropriate message type example programs (SLC or PLC-5 typed messages) and copy the files
(.SLC, .SY5 and .SY6) to the desired directory.

Start RSLogix 500 and open the .SLC file through RSLogix 500.

To modify the PLC program for your system, double-click Controller Properties.

In the General tab, select your SLC processor type under Processor Type and provide a Processor Name.

Controller Properties @

Gengtal |C-u'r|nlel| Passwonds | Contraler Cummumcahonsl

Proceszoe Type:

Program Checksum
Program Files:

Data Files:

Mernory Uzed
Meman Lefl

1747=L553B-TC

5705 CPU — 64K Hem. 05501 Series C
Procezzor Mams: 'W

A7de

3

62

172 Irstuction Words Uzed - 1503 Data Table

61268 Instruction wWerds Lelt

0k I Cancel | | Help |

Select the Controller Communications tab and select the following options:

a. Set Driver to the appropriate type to allow RSLogix 500 to communicate with the SLC processor.

b. Type the processor node number in the
Processor Node box. (You may reference the
Last Configured (System) node or select Who

Active.)

Click OK to apply your changes and close the

Controller Properties dialog.

Double-click Processor Status, select the Chan 1
tab on the Data File S2 -- STATUS dialog and

verify the following:

a. DHA485 Gateway Disable Bit S:34/0 option is

set to 1.

b. DF1 Gateway Enable Bit S:34/5 option is set to

0 (zero).

c. Comms Servicing Sel S:2/15 option is set to 1.

Dirivet Route

[FERGGEIN -] o<

Last Configured [Syztem|

|88_ETHA Node 2d local

Reply Timesout:

[l see) Wh Aetive,
Ceenins Path |

—

Controller Properties @

Goneral | Compier | Passmords  Controler Communications |

Help

d. Msg Servicing Sel S:33/7 option is set to 1.

Close the Data File S2 -- Status dialog.

Double-click I/0 Configuration and select your chassis type in the Racks panel.
10. Close the I/0 Configuration dialog.
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11. Double-click Channel Configuration, and select
the following in the General tab:

a. In the Channel 1 panel, type 60 in the
Diagnostic File box.
b. In the Channel 0 panel, type 61 in the

Diagnostic File box.

= 5TATUS

EE&

| on 4]

| chano ;ﬁ ]

Main | Proc | Sean Times | Math | 10 | Debug | Enars | 5T

Processo Mode 5:1/0 - 5:1/4 = [Remote Program Mode

Comms At §:1/7 = [1] Outgoing Mag Crd Panding 5-2/7 =[]

Incorming Cmd Pending 5:2/6 = [0] Comma Sardcing Sel 5:2/15 = [1]

Mzg Reply Pending 52/ = [g] Mzg Senvicing el §:33/7 = 1]
DH485 Gateway Disable Bil 5:34/0 =
DF1 Gabewray Enable Bit 5:34/5 = E

Radic|Stucues |

FPioperties Help

Channel Configuration

Channel 1 -
Diiver.
[ ‘wite Protected
PassthiaLink 1D (dec) 2
Edit Resource/Dwner Timeout [x1 sec) ’BI]_‘

Diagnestic File |50

General | Chan. 1 - Systum] Chan. 0- Systum] Chan. - Usur]

Channel 0
System Drever: | DFT Ful Duples Uszer Drver: ESEII
Mode: |System = ™ Made Change Enabied
[™ Wike Protected Mode Attenfion Character [\b
Pazsthu Link 1D [dec] 1 System Mode Character |5
Edit Agzource/Dwner Timesoul [% 1:2c] |80 Uszer Mode Character|U
Diagnostic File |81
| oK, | Cancel ey | Hep |
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12. Select the Chan. 1 System tab on the Channel
Configuration dialog and select the following
options.

a. Type the IP address for your PLC in the IP
Address box if you are not using Bootp.

b. Type the subnet mask for your PLC in the
Subnet Mask box.

c. Type the gateway address for your PLC in
the Gateway Address box.

d. Select Bootp Enable if you are using Bootp to
initialize your network settings.

e. Select SNMP Server Enable.
Select HTTP Server Enable.

g. Select Auto Negotiate if your network is
capable of Ethernet auto-negotiation.

If you select Auto Negotiate, set the Port

Setting to 10/100 Mbps Full Duplex/Half Duplex.

If you do not select Auto Negotiate, select the
speed and duplex for your network
connection.

13. Click OK to apply your changes and close the
Channel Configuration dialog.

14. In the ladder logic, double-click Setup Screen in
an MSG instruction.

Channel Configuration

General Chan. 1- System E Chan. 0 System | Chan. 0« User |

Diiver [_ - _I

DHRIO Link 1D |0

Hardware Address: [
IPéddesz:| 100 . 0 . 0 .17
Subnet Mask: ’m
Gateway Address: Wﬁ

Defacdt Domain Mame: |-

Pasz Thiv Routing o
TableFie |

User Prenvded web Pages

i F o
P = Starting Dnata File Numbes: |

Murmbes of Pages: |1
SecondaryMameSercer| O . 0 . O . O
Fratocal Caontol
[~ Bootp Ensble Msg Connection Timeout [z Tmg) | 15000

¥ SMMP Server Enable
[# HTTP Server Enabls
[W Ao Megotiate

Port Setting  [10/100 Mbps Ful Duples/Hall Dugies_» ]

Mzg Reply Timsout [x 1mS ]| 2000
Inachwyity Timeout (% Min} |20

Cortact: [
Location: |

| oF, ] Cancel | Hep

15. Select the MultiHop tab and make the following changes.
a. On the first line, type the IP address for the DeviceMaster in the To Address box.
b. Ifyou are using an SLC 5/03 or 5/04 with an EtherNet/IP sidecar, you may need to add additional

hops here.
16. Close the MSG dialog.

17. Repeat steps 14 through 16 for each MSG instruction in the ladder logic.
18. Download the PLC program to your PL.C and run the program.
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6.5.6. RSLogix 500 Screen Examples - SLC PLC

The following subsections explain how to configure the DeviceMaster through RSLogix 500. Use the screens
to set up the PLC and program the various messages.

6.5.6.1. Setting up Processor and Ethernet (Channel 1)

You must set up the Processor and Ethernet communication port properly for EtherNet/IP to function. Read
the information and follow the procedures provided in the following Rockwell documents:

e SLC 5/03, 5/04 and 5/05 Modular Processors Installation Instructions (publication 1747-IN009D-MU-P)
e SLC 500 Instruction Set (publication 1747-RM001D-EN-P, pages 13-22 through 13-47).

The following screens show the recommended settings that allow EtherNet/IP to function properly on an SLC
or MicroLogix PLC.

1. Start RSLogix 500.

2. Double-click Controller Properties and select the Ty
correct processor type from the General tab on Coolrollor Propacties
the Controller Properties dialog. General | Compier | Pacswords | Contioler Communications |

Froceszoe Type:

Progiam Checksume  47dB

Program Files: 3
DataFiles: 62
Mamorp Uzedt 172 Instiuchion Words Uized - 1502 D ata T able
BMemans Lefl. 6268 Instruction wiceds Left

0K I Cancel Help

3. Select the Controller Communications tab and
select the proper driver for RSLogix 500.

Controller Properties

Gens(ell Cﬂ'ﬂplg[l Passwords  Contioler Commurizations |

Diives Reute Frocessor Mode:
= o
. jou Dietal]
Last Configured |Spstam]
|28 ETHA Wede 2d local |
Reply Timesout:
E‘ID 15ec] wihio Active,
Coanins Path |

0k | Concel | | e |

4. Click OK to apply your changes and close the Controller Properties dialog.
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Setting up Processor and Ethernet (Channel 1)

5. Double-click Processor Status, and select the
Chan 1 tab on the Data File S2 -- STATUS dialog.

6. Make the following recommended changes.

a. Select the DH485 Gateway Disable Bit S:34/0
option.

b. Clear the DF1 Gateway Enable BIT S:34/5
option.

c. Select the Comms Servicing Sel S:2/15 option.

Select the Msg Servicing Sel S:33/7 option.
(You must enable this option if you want to
run EtherNet/IP.)

7. Optionally, double-click Channel Configuration
and type a value (between 0 and 256) in the

Data File 52 -- STATUS

Main | Proc | Sean Times | Math | 1D |on 2l

] Debug | Enors | STI
Processor Mode 5:1/0 - 5:1/4 = [Remote Program Mode

Comms ductive S:1/7 = Cutgoing Msg Cmd Pending 5:2/7 = 0]

Incaming Cmd Pending 5:2/6 = [] Commz Sarvicing Sel 5-2/15 < [1]

Msg Reph Pending 5:2/6 = E sn Serdcing SBIS.SSH=m
DHAES Gatewsy Dissble Bil 5:34/0 =
DF1 Gateveay Enzble Bit 5:34/5 = E

| Chano C

Radic|Stucwed 7]

Hep |

Properties

Umml

Diagnostic File box for an integer diagnostic file. You can use the diagnostic file to help solve any network-

related problems.

Channel Configuration

Channel 1-

Diiver.

[~ Wiite Protected

Pazsthou Link 1D [dec] |2
Edit Resource/0wner Timsout 1 sec) |&0

Diagnastic File (50

Channel 0

System Drvver: | DF1 Ful Duples
Mode: | System =

[T ‘wite Protected
Paszsthiu Link 10 [dec] |1
Edit Resowrce Dwner Timeout [ 15=c] |80

Diagnostic: File |51

Genzral | Chan. 1- Spstsrn] Chan. 0 Sydsm] Chan. 0+ Usul]

Uzer Dnver:

jascn

I Mode Change Ensbled
Made Attantion Ehnla:iur,w
System Mode Chara:*erls_
Uzer Made ﬂ'.ara:terlu_

Cancel | He |
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Setting up Processor and Ethernet (Channel 1)

8. Select the Chan. 1 System tab on the Channel
Configuration dialog.

9. Make the following recommended changes.

a. Select the SNMP server Enable option.
(EtherNet/IP may not function without this
setting.)

b. Select the HTTP Server Enable option.
(EtherNet/IP may not function without this
setting.)

c. To automatically select the proper Ethernet

speed and duplex settings:
e Select the Auto Negotiate option.

¢ Select the 10/100 Mbps Full Duplex/Half
Duplex option.

10. Click OK to apply your changes and close the
Channel Configuration dialog.

General Chan. 1-System ! Chan. 0 System | Chan. 0« ser |

Channel Configuration

Diiwer rL I J
Hardware Address: |IEE TR (R DHRELER IR0
IPAddress:| 10 . 0 . 0 .17
b Fass Thiu Routing [D_
Subnet Mazk; | 256 0 256 . 0 . 0O Table File

Gatewapiddress:| 0 . 0 . 0 . 0

User Prenvided Wweb Pages
Diefaudtt Damain Marme:

Staiting Daka File Numbsr |0
Hurnbes of Pages: |1

PimaryMNameServer, | 0 . 0 . 0O . 0O
Secondary MameServer | O 0 0 . 0 . 0
Fratocal Control
[ Boatp Enable
¥ SMMP Server Ensble

[# HTTP Server Enabls
[w Auto Negotiate

Port Satting | 10,100 Mbps Ful Duples/Hall Dupies |

Msg Connection Timeout [x Im$). | 15000
Mzg Begly Timeout [« 1mS ]| 2000
Inactwity Timeout [x Min} |20

Cortact: [
Location: |

| oK, | Cancel : [ Hep |
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SLC Typed Read - Receive Data Message - SLC PLC

6.5.6.2. SLC Typed Read - Receive Data Message - SLC PLC

The following screen depicts an SLC Typed Read - Receive Data M55

message in ladder logic.

Make the following changes to the ladder logic.
Select the Read option.

Select the 500CPU option.

Select Local.

1.

A

Assign a dedicated integer file of 51 integers to the Control block.

In the ladder logic, double-click the Setup Screen
in the MSG instruction.

Make the following changes:

a.

Specify the file address to receive data
information in the Data Table Address box
on This Controller panel. For more
information on file addresses, see 3.3.3.
DeviceMaster File Addressing on Page 81.

Specify a size in the Size of Elements box
that is large enough to receive the entire
data message including the sequence
number and length fields.

Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. The RSLogix 500 sets
the value in this box based on the Ethernet
timeout settings.

Thiz Cartclle Carkiel Bils
Communication Cammand  |BI0CPL Fead
Data Tabls Addiess:

Taget Device

Messege Timecul
Data Tabis Address: 00 |

Eror Descrphon

Mazzaps limedout inlocel processal

— Fead’¥rite Message = EN e
Type Peer-To-Peer
ReadWrite Read —DH—
T arget Davice S500CFT
LocaliFemote Local —(ER—
Centrel Block M54
Control Bloek Lensth 51

Sefup Soreen

H15:0 : [51 Elemenis)

lgriatz § limed cul UDI.@
Tobe retried (A [0 |
Awailing E keculion [ELH'I:E
Cansruous Fun [0} [0]
Enar[ER)[0]
Heszage done (DM [T]
Meszags Transmilling (5T). [0
Mezzage Enobled [EN|:E
“Walkireg for Queue Space :E

Size i Elemerts
Channet: |1 '[

Local #Remohe ; Mu:Hopt
Erior
Enor Code{Hex) 37

Specify the port-specific read file address for the DeviceMaster in the Data Table Address box on the
Target Device panel. For more information on file addresses, see 3.3.3. DeviceMaster File Addressing

on Page 81.
Set the MultiHop option to Yes.
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SLC Typed Write - Transmit Data Message - SLC PLC

6.5.6.3. SLC Typed Write - Transmit Data Message - SLC PLC

The following screen depicts an SLC Typed Write - Transmit Data

message in ladder logic.

Make the following changes to the ladder logic.
Select the Write option.

Select the 500CPU option.

Select Local.

1.

ov ok L

Assign a dedicated integer file of 51 integers to the Control block.

In the ladder logic, double-click the Setup Screen
in the MSG instruction.

Make the following changes:

a.

Specify the file address to transmit data
information in the Data Table Address box on
This Controller panel. For more information
on file addresses, see 3.3.3. DeviceMaster
File Addressing on Page 81.

Specify a size in the Size of Elements box that
is large enough to send the entire data
message including the sequence number
and length fields.

Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. RSLogix 500 sets the
value in this box based on the Ethernet
timeout settings.

MG

— ERead™Wrnte Message —EH —
Type FPeer-Ta-Peer
FeadWnte Write —{ DN —
Target Device S00CPT
LocalRernote Local —(ER
Control Block Hl&:0
Control Block Length 51

Setup Sevean

= MSG - M16:0 : (51 Elements)

[Gereidlf pulitiop |

Thiz Controlies
Commutication Command  [S00CFL Wike

[ata Table Address:
Size in Elemarts:
Channet: [1_ |

Target Device

Message Trecut: (70
Dava Table Adciess [R17.0

Local A Femote: || pcal MuliHop: [ es

E ot Eveseriptian

Meszape imedoul in lozd proceszo

EE

Cordeol Bity
Ignare i fimed out (10} [0]
To e retiad (MR [0]
Awailing Enecubion [Evt [0 ]
Cartiruas Fun (C0F o]
Emar (ERE [0 ]
Mezzage done DN} E
Mezrage Teansnilting (ST |p__|
Mazsage Enabled (EN} [1]
‘wiating for Dueve Spacs ! m

Ence

Erecr Code{Hex} 37

Specify the port-specific transmit file address for the DeviceMaster in the Data Table Address box on
the Target Device panel. For more information on file addresses, see 3.3.3. DeviceMaster File

Addressing on Page 81.
Set the MultiHop option to Yes.
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SLC Typed Read - Retrieve Statistics Message - SLC PLC

6.5.6.4. SLC Typed Read - Retrieve Statistics Message - SLC PLC

The following screen depicts an SLC Typed Read - Retrieve Statistics

message in ladder logic.

Make the following changes to the ladder logic.

1.

or B N

Select the Read option.
Select the 500CPU option.
Select Local.

Assign a dedicated integer file of 51 integers to the Control block.

In the ladder logic, double-click the Setup Screen
in the MSG instruction.

Make the following changes:

a. Specify the file address to receive statistics
data information in the Data Table Address
box on This Controller panel. For more
information on file addresses, see 3.3.3.
DeviceMaster File Addressing on Page 81.

b. Type 24 (twelve 32-bit integers) in the Size
of Elements box.

c. Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. RSLogix 500 sets the
value in this box based on the Ethernet
timeout settings.

d. Specify the port-specific statistics file
address for the DeviceMaster in the Data

—HEG -
—— Read/Write Messxze [—=CEH "
Type Peer-To-Peer
Read/Write Read f—t DN e
Target Davice SO0CED
LocalRemote Local —(ER J—
Comntrol Block H1Z:0
Control Block ]_-?:ugl:h 51
Sebap Screen

= MSG - N19:00: (51 Elements)

[ Benetal ] puittop |

Thiz Carkolie

Communication Command: [RI0CPL Fiead
Data Tabie Addiess: [M120

Sige i Elements 124 | Awailing Exzcution [EW): [0
Charmel: I | Cantnuous Run (C0] [
Enen [ERL[0]

Targer Device

Messoge Trecat
Drata Tabls Addrass: fn120

Lacal 7 Ramots © MuliHape E=;

Eror Descrplion

Ho =pans

Conksel Bils
Ignore § limed cut (10} [0]
Tobeetied (HAL:[0]

Message done (OH]:[0]
Meszage Transmilling [ST):[0]
Meszage Enabled [EN D]
‘wiakireg for Queue Space @

Enoe

Eror CodefHex): O

Table Address box on the Target Device panel. For more information on file addresses, see 3.3.3.

DeviceMaster File Addressing on Page 81.
e. Set the MultiHop option to Yes.
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SLC Typed Write - Set Receive Produced Sequence Number Message - SLC PLC

6.5.6.5. SLC Typed Write - Set Receive Produced Sequence Number Message - SLC PLC

The following screen depicts an SLC Typed Write - Set Receive MIG
Produced Sequence Number message in ladder logic. — ReadWrite Message L RN T—
. . Trype Peer-To-Peer
Make the following changes to the ladder logic. BealWiite Write (DN
1. Select the Write option. Target Device S00CPU .
alRemote ER
2. Select the 500CPU option. ézfuml 31:;: li'f;a,;,] Eis
3~ Select Local_ Control Block :..E'ﬂgth 31
Setup Screen
4. Assign a dedicated integer file of 51 integers to the Control block. i
5.

In the ladder logic, double-click the Setup Screen
in the MSG instruction.

6. Make the following changes.

2 MSG - M17:0 : [51 Elements)

General | hfubHop |

This Cenlialer Cantial Bils
a. Specify the file address where the receive Cammricaton Command: [SOUCP vite Igree il ied out (T} [1]
. . L able 1 i
sequence number resides in the Data Table EL e MEIL°E'L’3'::[':‘$;%
Address box on This Controller panel. For Charnel: [T | Continuaus Fun (L0} 7]
more information on file addresses, see o Ens IEF‘I%
R . . 4 essage done [DHE (0 |
3.3.3. DeviceMaster File Addressing on Page - e
81. Dsta Table Addiess: Hezsags Encbied (EN} [2]
. . waitng for Queus Spece : 0]
b. Type 1 in the Size of Elements box. Local / Fiemate : MubHag: 2 #
Emn
Set the Channel parameter to 1 to use the ki
Etive Cada{He) 0
Ethernet port.
The Message Timeout parameter is not it Dissciplicn
actually configurable. RSLogix 500 sets the Mo ences

value in this box based on the Ethernet
timeout settings.

d. Specify the port-specific receive sequence
file address for the DeviceMaster in the Data
Table Address box on the Target Device panel. For more information on file addresses, see 3.3.3.
DeviceMaster File Addressing on Page 81.

e. Set the MultiHop option to Yes.
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6.5.6.6. SLC Typed Write - Set Transmit Produced Sequence Number Message - SLC PLC

The following screen depicts an SLC Typed Write - Set Transmit

Produced Sequence Number message in ladder logic.

Make the following changes to the ladder logic.

1.

A

Select the Write option.
Select the 500CPU option.
Select Local.

Assign a dedicated integer file of 51 integers to the Control block.

In the ladder logic, double-click the Setup Screen
in the MSG instruction.

Make the following changes:

a. Specify the file address where the transmit
sequence number resides in the Data Table
Address box on This Controller panel. For
more information on file addresses, see
3.3.3. DeviceMaster File Addressing on
Page 81.

b. Type 1 in the Size of Elements box.

Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. RSLogix 500 sets the
value in this box based on the Ethernet
timeout settings.

=2 MSG - N17:0 : [51 Elements)

MEG

— ReadWrite Massage —(EN 33—
Type Peer-To-Peer
RaadWiita Whrite —LLH —
Target Dewvice SO0CET
LocalFemote Local —EE—
Control Elock 180
Contral Block Lanath 51

Letap Sorean

EE&
General | bubiHop |

Canticl Bils
Ignoee il timed out (TO [0 ]
Ta b ratiied IR [0 ]
Iuvaiting Eecution (B [0]
Conlinuous Run (COL [0 ]
Ener [ER [0
Mezzage dane [DNE @
Meszoge Transmittng (ST [0
Meszage Enabled [EN} [0
“wisitng for Queus Space: [0]

This Cenlialet
Commurication Command: [SO0CPU ‘wiile
Diata Table Addiess:
Size inElements: 1|
Chaneel: 1|

P28

Locel / Feenate © MukHop:

Taigal Davice

Mezzags Timeout :
Data Table Addiess:

Etn
Eior Code[Hex) 0

Enat Deserigtien

Mo enors:

d. Specify the port-specific transmit sequence
number file address for the DeviceMaster

in the Data Table Address box on the Target Device panel. For more information on file addresses, see

3.3.3. DeviceMaster File Addressing on Page 81.
e. Set the MultiHop option to Yes.
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PLC-5 Typed Read - Receive Data Message -

SLC PLC

6.5.6.7. PLC-5 Typed Read - Receive Data Message - SLC PLC

The following screen depicts a PLC-5 Typed Read - Receive Data
message in ladder logic.

Make the following changes to the ladder logic.
Select the Read option.

Select the PLC5 option.

Select Local.

Assign a dedicated integer file of 93 integers to the Control block.

1.
2.
3.
4.

In the ladder logic, double-click the Setup Screen in
the MSG instruction.

5.

Make the following changes.

a.

Specify the file address to receive data
information in the Data Table Address box on
This Controller panel. For more information
on file addresses, see 3.3.3. DeviceMaster
File Addressing on Page 81.

Specify a size in the Size of Elements box that
is large enough to receive the entire data
message including the sequence number
and length fields.

Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. RSLogix 500 sets the
value in this box based on the Ethernet
timeout settings.

MEG

—— EeadWiite Massage =CFN =
Type Peer-To-Peer
FeadWnte Read [—CDH—
Target Device PLCS
LocalFemote Lacal —(ER—
Contmol Block H1540
Control Block Length &3

Satap Screen

=2 MSG - M15:0 ¢ (93 Elements)

{Generel{| Mution |
Thiz Contrales
Coenmurication Command:
Drste Table Address:
Size in Elemants:
Channet:

Taiget Device
Messege Tmeout:

Diata Table Address:

Local F Remone

Eiai Deseiiphion

[FLCS Read
(i

3

il

1
g

MuliHiop

esage limedout in local processon

Canirol Bits :

Ignore if bmed aut [T [0 ]
Ta b ratried R [0 ]
Lawarling Execution [Ew] m
Centinugus Fun [C0 0]
Enx [ERY[0]
Meszage dane DML [0 ]
Mezzage Tranzmiting [ST] IE
Meszage Enabled [ERT[1 ]

“wi'zitng for Qusws Space -

(=0
Etnon Code(Hex) 37

Specify the port-specific receive file address for the DeviceMaster in the Data Table Address box on the
Target Device panel. The receive file address must be specified in logical ASCII format. For more
information on file addresses, see 3.3.3. DeviceMaster File Addressing on Page 81.

Set the MultiHop option to Yes.
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PLC-5 Typed Write - Transmit Data Message - SLC PLC

6.5.6.8. PLC-5 Typed Write - Transmit Data Message - SLC PLC

The following screen depicts a PLC-5 Typed Write - Transmit Data MEG

message in ladder logic.

Make the following changes to the ladder logic.
1. Select the Write option.

Select the PLCS5 option.

Select Local.

A

in the MSG instruction.
6. Make the following changes:

Assign a dedicated integer file of 93 integers to the Control block.
In the ladder logic, double-click the Setup Screen

=2 MSG - N16:0 : (93 Elements)

— ReadMrte Massage
Type Paer-To-Peey
FeadWrite White [—{DW—
Target Device FLCS
LocalFemote Local [—({ER3—
Control Bleck Hlsd
Control Block Length &3
Setap Somen

This Conlraler Contial Bils
Cemmurication Commard: [FLCS wike loriore il timed out TOF [T ]

—EN )—

EEX

a. Specify the file address to transmit data
information in the Data Table Address box on
This Controller panel. For more information
on file addresses, see 3.3.3. DeviceMaster
File Addressing on Page 81.

b. Specify a size in the Size of Elements box that
is large enough to send the entire data
message including the sequence number
and length fields.

c. Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. RSLogix 500 sets the
value in this box based on the Ethernet
timeout settings.

Tatgel Davice

E o Desciiplion

T be rehied (MR [0 ]
Awwailing Execution [Ew) [0
Conlinuaus Fun (COY [
Erer [EF) [0
Message dane (DN} [ ]
Message Tramemitng (ST @
Meszage Enabled [EM [0 ]
Wiaitng for Queswes Space ;|0

Data Table Addiesz: [N11-0

Sizein Elements; 1713

Chanriel: [

Message Timeaut :
Data Table Addiess:

Lol / Rieenale MukHop:
Enncn
Etio Code[Hex] 37

Message timedowt in local processor,

d. Specify the port-specific transmit file address for the DeviceMaster in the Data Table Address box on
the Target Device panel. The transmit file address must be specified in logical ASCII format. For more
information on file addresses, see 3.3.3. DeviceMaster File Addressing on Page 81.

e. Set the MultiHop option to Yes.
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6.5.6.9. PLC-5 Typed Read - Retrieve Statistics Message - SLC PLC

The following screen depicts an PLC-5 Typed Read - Retrieve MIG

Statistics message in ladder logic.

Make the following changes to the ladder logic.

1.

ov ok L

Select the Read option.
Select the PLC5 option.
Select Local.

Assign a dedicated integer file of 93 integers to the Control block.

In the ladder logic, double-click the Setup Screen
in the MSG instruction.

Make the following changes:

a. Specify the file address to receive statistics
data information in the Data Table Address
box on This Controller panel. For more
information on file addresses, see 3.3.3.

DeviceMaster File Addressing on Page 81.

b. Type 24 (twelve 32-bit integers) in the Size
of Elements box.

c. Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. RSLogix 500 sets the
value in this box based on the Ethernet
timeout settings.

d. Specify the port-specific statistics file
address for the DeviceMaster in the Data

Table Address box on the Target Device panel. The statistics file address must be specified in logical
ASCII format. For more information on file addresses, see 3.3.3. DeviceMaster File Addressing on

Page 81.
e. Set the MultiHop option to Yes.

= BReadWrite Meszage
Trype FPear-To-Peer
Read Trite Faad |[—DH—
Target Devies PLCA
LocalBeamate Loaal
Control Block H1%:0
Control Block Length a3
Setup Sereen

=2 MSG - M19:0-: (92 Elements)

! | Mo |

Contral Bits
griate # timed out (10):[0]
Tao bsm—'edﬂ*lﬂ]:m
Asiing Evsculion [Ew):[0]
Canliruous Run [Eﬂl.m
Esnex [EA) 0]
Maszags done (D10 |
Mezzapes Transmitting |5'IJ'|E|
Metzage Enabled [EN] [T
Weshng tor Dueue Space: @

This Conlraller

Commrunication Command: [PLCS Read
Dats Table Adcbess: 120 |

Sizein Elaments: |24

Channel [T |

T gt Device

Mazzaga Timeout - I‘)‘s—hl
Diats Table Adckess: [gM120"

Lecal / Remale MulHeg: [Yes |

Emer
Enror CedefHex|: O

Enct Deseriplicn

No emoiz
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6.5.6.10. PLC-5 Typed Write - Set Receive Produced Sequence Number Message - SLC PLC

The following screen depicts an PLC-5 Typed Write - Set Receive
Produced Sequence Number message in ladder logic.

Make the following changes to the ladder logic.

1.

A

Select the Write option.
Select the PLCS5 option.
Select Local.

Assign a dedicated integer file of 93 integers to the Control block.

In the ladder logic, double-click the Setup Screen
in the MSG instruction.

Make the following changes.

a. Specify the file address where the receive
sequence number resides in the Data Table
Address box on This Controller panel. For
more information on file addresses, see
3.3.3. DeviceMaster File Addressing on
Page 81.

b. Type 1 in the Size of Elements box.

Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. The RSLogix 500 sets
the value in this box based on the Ethernet
timeout settings.

d. Specify the port-specific receive sequence
file address for the DeviceMaster in the

Data Table Address box on the Target Device panel. The receive sequence file address must be specified

—MEG
—] Fead™nte Messaze
T:{PE ;IHTITGIPEEI
Feadimte Wiite
Targat Davice PLCS
LoealBermale Lioaal
Control Block H17v0
Control Block Length 93
Setup Scresn

5 MSG - M17:0 : (93 Elements)

Conral Bies:
lgneee if Emed aut [T
Ta be retiied [MF]
Awabing Executian (Ew] [0]
Comlirucus Aun (CO) 0]
Enice [ERT (0]
Message dane [DM)
Meszage Transmiting [ST) (0]
Meszage Erabled (EM) (0]
\Wailing foe Quaue Space IE

Thiz Controles
Commurecation Commend. [PLCS Wit
Diata Table Address: |Wi0.0
Size i Elemants. |1 |

Charnel: |1 |
Taiget Device

Message Timeoul
Diata Table Address [4M10128"

Local / Remote : Multifop
Ewrar
Enmar Cods(Hex):

Emar Daschptin

Ma efroes

—CEN 3
DN —

—{ER

in logical ASCII format. For more information on file addresses, see 3.3.3. DeviceMaster File

Addressing on Page 81.
e. Set the MultiHop option to Yes.
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6.5.6.11. PLC-5 Typed Write - Set Transmit Produced Sequence Number Message - SLC PLC

The following screen depicts an PLC-5 Typed Write - Set Transmit

Produced Sequence Number message in ladder logic.

Make the following changes to the ladder logic.
1. Select the Write option.

Select the PLC5 option.

Select Local.

ov ok L

In the ladder logic, double-click the Setup Screen
in the MSG instruction.

6. Make the following changes.

a. Specify the file address where the transmit
sequence number resides in the Data Table
Address box on This Controller panel. For
more information on file addresses, see

3.3.3. DeviceMaster File Addressing on Page
81.

b. Type 1 in the Size of Elements box.

Set the Channel parameter to 1 to use the
Ethernet port.

The Message Timeout parameter is not
actually configurable. The RSLogix 500 sets
the value in this box based on the Ethernet
timeout settings.

d. Specify the port-specific transmit sequence
number file address for the DeviceMaster in

Assign a dedicated integer file of 93 integers to the Control block.

MEG
- ReadWrite Message —CEN ) —
Type Peer-To-Paer
ReadWite Write |—{DH 33—
Target Davice PLCS
LocallRernote Local —{ER3—
Control Block Hlg0
Control Bleck Length %3
Setap Sereen

=2 MSG - N18:0 : (93 Elements)

Thiz Carticller
Cammunicabon Command:
Diata Table Address
Size in Elements:
Charirel:

Target Deviee
Meczage Timeout :
Diata Teblbe Address

Lacal / Flemate

Ercr Descoption

He emarz

Cenlial Bis

FLLE wiils Ignces il timed o (10 2]
Hil0 Ta b ratied [WR} [0 ]

:l Auwalting Exscition [E'w] IE
] Ceeilindsis Bun [CO)
Erer [ERE[0]

Fezzape dona [DN] E_]

Message Transmiting (571 [0

Hiitktor:

Meszage Enabled [EM) [0 ]
‘Waiting for Gusus Space IE

Emai

Euai Cads(Hes| 0

the Data Table Address box on the Target Device panel. The transmit sequence number file address
must be specified in logical ASCII format. For more information on file addresses, see 3.3.3.

DeviceMaster File Addressing on Page 81.
e. Set the MultiHop option to Yes.

6.5.6.12. MultiHop Screen

1. Select the MultiHop tab on the MSG dialog.
2. Make the following changes.

a. Type the IP address for the DeviceMaster
(the designated EtherNet/IP Device) in the
To Address box.

b. Type 0 (zero) in the To Address box for the
ControlLogix Backplane.

Note: Ifyou are using an SLC 5/03 or SLC 5/04
with an EtherNet/IP sidecar, you may need
to add Hops to route the message on your
PLC.

Genesal | MUEHoR ]

=% MSG - M16:0 : (93 Elements)

|nz = ddd Hop Dl = Remave Hap

From Device | FromPort | ToAddess Type [ Tosddess |
Thiz SLCG0D 1 Ethentlet IF Dievics (s 100010
ConlrolLogix Backplane A 1756 Backplane Shof|deck: 1}
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6.5.7. Configuring and Running the MicroLogix RSLogix 500 Example Program

1. Select the appropriate message type example programs ( MICROLGX) and copy the files (.RSS) to the

desired directory.

2. Start RSLogix 500 and open the .RSS file through RSLogix 500.
3. To modify the PLC program for your system, double-click Controller Properties.

In the General tab, select your MicroLogix processor type under Processor Type and provide a Processor Name.

Controller Properties

Gieneral lEDmpiIeri Passwords1 Cantroller Communications]

Processzor Tupe:

Hicrologiz 1100 Ser

Processor M ame: 1MIEF|DLG><

3=

Program Checksun:
Program Files; 3

27

613 Instruction words Used - 1347 Data T able

B037 Instruction Words Left

Data Files:
Memory Used:
Memary Left:

]

Help

Caticel I

4. Select the Controller Communications tab and select the following options:

a. Set Driver to the appropriate type to allow RSLogix 500 to communicate with the MicroLogix

processor.

b. Type the processor node number in the Processor Node box. (You may reference the Last Configured

(System) node or select Who Active.).

5. Click OK to apply your changes and close the Controller Properties dialog.

Controller Properties

General] Egmpiler] Passwords  Controller Communications l

Diriver Route Processor Mode:

4B_ETH-1 +| llocal

-Last Configured [Syztem)]

Octal]

13 Decimal (=3

[4B_ETH-1 1 CIP Path |
Reply Timeout:
10 [Sec.] Wi Active..
Commaz Path 1CDMTF|DL-ADS1 CE3IAB_ETH-1%592.168.26.22
QK | Cancel Help
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6. Double-click Processor Status, select the Chan. 1 System tab on the Channel Configuration dialog and select

the following options.

a. Type the IP address for your PLC in the IP Address box if you are not using Bootp.

Select HTTP Server Enable.

Mo e T

Type the subnet mask for your PL.C in the Subnet Mask box.
Type the gateway address for your PLC in the Gateway Address box.

Select Bootp Enable if you are using Bootp to initialize your network settings.

Select Auto Negotiate if your network is capable of Ethernet auto-negotiation. If you select Auto

Negotiate, set the Port Setting to 10/100 Mbps Full Duplex/Half Duplex. If you do not select Auto Negotiate,

select the speed and duplex for your network connection.

g. Click OK to apply your changes and close the Channel Configuration dialog.

7. In the ladder logic, double-click Setup Screen in an MSG instruction.

8. Select the MultiHop tab and make the following changes.

9. On the first line, type the IP address for the DeviceMaster in the To Address box.

10. Close the MSG dialog.

11. Repeat steps 14 through 17 for each MSG instruction in the ladder logic.

12. Download the PLC program to your PL.C and run the program.

Channel Configuration

General] Charmel 0 Channel 1 l

Diriver

Hardware Address: IDD:DD:DD:DD:DD:DD
IPAddess:| 192 . 168 . 26 . 22
SuhnetMask:l 285 285 0255 0 0
Gateway .-’-‘n.ddless:l B o Ioe fix 20

Default 0 omain M arme: |

Primary Hame Server; |

Secondary Mame Semver: |
Protocol Cartrol
[~ BOOTPEnable [~ DHCP Enable
[ SHMP Server Enable

¥ HTTF Server Enable
v Auto Hegatiate

Part Sefting  |10,/100 Mbps Full Duplex/Half Duplex -l

Mg Connection Timeout [x TmS]:{13000
Mzg Beply Timeout (1 TmS]; {3000

Metwark Link (D |0

Contact: |

Location: |

Cancel

]

Help
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Receive Sequence Number Init Message

6.5.7.1. Receive Sequence Number Init Message

The following screen depicts a SLC Typed Read - Receive Sequence Number Init message in ladder logic. In
the ladder logic, double-click the Setup Screen in the MSG instruction.

Make the following changes:

1.
2.

Set the Channel parameter to 1 to use the Ethernet port.

Specify the file address where the transmit sequence number resides in the Data Table Address box on This
Controller panel. For more information on file addresses, see 3.3.3. DeviceMaster File Addressing on Page
81.

Type 1 in the Size of Elements box.

Specify the port-specific transmit sequence number file address for the DeviceMaster in the Data Table
Address box on the Target Device panel. For more information on file addresses, see 3.3.3. DeviceMaster
File Addressing on Page 81.

Set the Routing Information File (RI) to that of your PLC program.

Select the MultiHop pane. On the first line, type the IP address for the DeviceMaster in the To Address
box.

MG

4 Fead'Write Messaze [—(EN 37—

MSGFile MGL7T0 DN
Zetup Soresn = ER 33—

=1 MSG - MG17:0 ; {1 Elements)

l%| MuliHop |
Thiz Controller 1 Control Bits

| Igriore if timed out [TO]; m
Break Connection [BE]: m

Channel: [1 [Integral]

Communication Command: [500CPU Wiite | - .
Diata Table Address: [N10.0 Awaiting E #ecution [EW]: m
Size in Elements: -
Error [ER]: m
Target Device 0 teszage done [DM]: m
tMeszage Timeout : Meszage Transmitting [ST: m
Data Tahle Address: [N10128 Message Enabled [EM]: [0 ]
Local / Bemote : MuliH op:
Fiouting Information FilelR1: [R121:0 s

Error Code[Hex): O

Error Dezcription

Mo errors
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6.5.7.2. Transmit Sequence Number Init Message

The following screen depicts a SLC Typed Read - Transmit Sequence Number Init message in ladder logic. In
the ladder logic, double-click the Setup Screen in the MSG instruction.

Make the following changes:

1.
2.

Set the Channel parameter to 1 to use the Ethernet port.

Specify the file address where the transmit sequence number resides in the Data Table Address box on This
Controller panel. For more information on file addresses, see 3.3.3. DeviceMaster File Addressing on Page
81.

Type 1 in the Size of Elements box.

Specify the port-specific transmit sequence number file address for the DeviceMaster in the Data Table
Address box on the Target Device panel. For more information on file addresses, see 3.3.3. DeviceMaster
File Addressing on Page 81.

Set the Routing Information File (RI) to that of your PLC program.

Select the MultiHop pane. On the first line, type the IP address for the DeviceMaster in the To Address
box.

MEG

— Read Write Message —CEH —r

MIG File MSl6:0 |—CDH 3+—
Setup Screen = —CER:)—

—4 MSG - MG16:0 : (1 Elements)

| MultiHop |
This Controller Control Bits

Channel: [1 [Integral]

|gnare if timed out [TO]: E
Break Connection [BE): E

Communication Command:  [SO0CPL \w/rite
Diata Table Address: [N11.0 Awaiting Execution [EW): E
Size in Elements: Ero (RG]
Target Device Meszzage done [DN]: IE
Message Timeout : Message Transmitting (ST [0]
Data Table Address: Message Enabled (EMJ [0 ]

Laocal / Remate

: MliHop

Fiouting Infarmation File[R1): [R120:0

Eror Descrption

Mo erarg

Eror

Errar Code(Hex]: 0
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Transmit Data Message

6.5.7.3. Transmit Data Message

The following screen depicts an SLC Typed Write - Transmit Data message in ladder logic. In the ladder logic,
double-click the Setup Screen in the MSG instruction.

Make the following changes:

1.
2.

Set the Channel parameter to 1 to use the Ethernet port.

Specify the file address where the transmit sequence number resides in the Data Table Address box on This
Controller panel. For more information on file addresses, see 3.3.3. DeviceMaster File Addressing on Page
81.

Type 103 in the Size of Elements box to transmit receive the maximum data size for this type of message.
This size must be large enough to include the sequence number (one integer), length (one integer), and
enough integers to transmit all of your data.

Specify the port-specific transmit sequence number file address for the DeviceMaster in the Data Table
Address box on the Target Device panel. For more information on file addresses, see 3.3.3. DeviceMaster

File Addressing on Page 81.
Set the Routing Information File (RI) to that of your PL.C program.

Select the MultiHop pane. On the first line, type the IP address for the DeviceMaster in the To Address
box.

MG
—— FealWrite Message  — EH 13—
MG Fle  MGle0 D —

Setup Sapesnm = ER }—

= M5G - MG18:0 ; (1 Elements)

| MultiHop |
Thiz Controller - Caontral Bits

Channel: [1 [Integral] | Ignare if timed out (TO]: E

Break Connection [BE]: E

Communication Command:  [SO0CPL \write | i i
Diata Table Address: [N11.0 Awaiting Execution [EW): E
Size in Elements:
Erar [ER]: E
- Target Device Mezzage done [DM]; E
Message Timeout : tessage Transmitting (ST [0]
Data Table Address: [N11:0 Message Enabled (EM [0 ]
Local ¢ Remote : P LiltiHop:
Fiouting Infarmation File(R1): |R122-0 Errar

Error Code(Hesx]: 0

Ermor Description

Mo erorg
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6.5.7.4. Receive Data Message

The following screen depicts an SLC Typed Read - Receive Data message in ladder logic. In the ladder logic,
double-click the Setup Screen in the MSG instruction.

Make the following changes:

1.
2.

Set the Channel parameter to 1 to use the Ethernet port.

Specify the file address where the transmit sequence number resides in the Data Table Address box on This
Controller panel. For more information on file addresses, see 3.3.3. DeviceMaster File Addressing on Page
81.

Type 103 in the Size of Elements box to receive the maximum sized data size for this type of message. This
size must be large enough to include the sequence number (one integer), length (one integer), and enough
integers to receive all of your data.

Specify the port-specific transmit sequence number file address for the DeviceMaster in the Data Table
Address box on the Target Device panel. For more information on file addresses, see 3.3.3. DeviceMaster
File Addressing on Page 81.

Set the Routing Information File (RI) to that of your PLC program.

Select the MultiHop pane. On the first line, type the IP address for the DeviceMaster in the To Address
box.

R
— Read/Write Messaze | —LEN
MSGFile  MGl90 (DN —

Setup Screen < —E.:ER‘_:)—

4 MSG - MG19:0 : (1 Elements)

! MultHop |

Thiz Cottraller Cantral Bits
Ignare if timed out [TO]: E

Break Connection [BE): m

Channel: [1 [Integral] |
Communication Command: [S00CPU Read |

Diata Table Addess: [H10.0 Awmaiting Esecution [E*W): E
Size in Elements:
Error [ER]: IE
Target Device tessage done [DM): E
Meszage Timeaut: |5 Message Transmitting [ST):[0]
Data Table Addresz [N10:0 Message Enabled [ENJ: IE

Local / Remate : MultiHop:
Routing Infarmation File(R1): |R123:0 Errar

Error Code[Hex): 0

Error Dezcription

Mo errars
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MultiHop Screen

6.5.7.5. MultiHop Screen

Select the MultiHop tab on the MSG dialog. 2. Make the following changes. a. Type the IP address for the
DeviceMaster (the designated EtherNet/IP Device) in the To Address box.

MSG - MG16:0 : (1 Elements)

General

Ins =Add Hop Del = Remove Hop
From Device ] From Port | To Address Type ] ToAddress
Thiz Micrologix Channel 1 Ethertet/IP Device [str]: 192168, 26.102

|~
.
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6.6. PLC-5 PLC Programming Example Instructions

This topic describes how to use RSLogix 5 to configure and run the DeviceMaster in a PLC-5 PL.C
environment.

You can configure the RSLogix 5 PLC program examples to your site’s requirements. This program is included
in the self-installing file ((MSI) and is copied to the Comtrol/EtherNetIP directory on your computer when you
open the .MSI file and follow the prompts. The self-installing file includes the following RSLogix 5 PLC
program examples:

e 6.64. I[pbkExampleSlcMsgPollRS5
e 6.6.5. lpbkExamplePlcbMsgPollRS5

These program examples are intended to aid the PLC programmer. These program examples were developed
with:

e RSLogix 5 (version 6.00.00)
e Enhanced PLC-5/20 (series E with revision J firmware)

e Ethernet sidecar (version Enet/B)

Note: The PLC program examples are designed to interface with a DeviceMaster 1-port or on Port 1 of a 2-
port or 4-port. Additional programming is required to use all ports on a 2-port or 4-port.

Disclaimer: Comtrol supplies example PLC programs for demonstration purposes only.
They are intended for the sole purpose of an example loop-back demonstration in a
controlled lab environment. They are not intended for use in a production environment
and may not function correctly on all PLCs. Comtrol does not warrant these example
programs or any part thereof. The user assumes all liability for any modification to and
use of a modified example program.

Caution

6.6.1. What is RSLogix 5?

RSLogix 5 is a Windows ladder logic programming package for the PLC-5 PLCs.
Note: See the RSLogix 5 Help for more information on this product.

6.6.2. Requirements

e The EtherNet/IP firmware must be installed on the DeviceMaster and configured as described in the
EtherNet/IP Hardware Installation and Configuration Guide.

e The DeviceMaster must be installed on the same Ethernet network segment as the PLC.

¢ RSLogix 5 must be installed on your computer. Note that the instructions in this guide require that you
have some familiarity with this programming application.

¢ A loopback plug is required for the first port on the DeviceMaster when running an example PLC
program. See the EtherNet/IP Hardware Installation and Configuration Guide for information on
loopback plugs.

e The PLC program examples (.PC5, .SY5 and .SY6 files) are optional. You can copy the PLC program
examples from the CD or download the latest program examples from the Internet. See 1.4.1. Locating the
Latest Software and Documents on Page 10, for the location of the PLC program examples.
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Example Program Considerations

6.6.3. Example Program Considerations

¢  While the RSLogix example programs are simple in nature, they include error counters and transmit
retry mechanisms for timed-out messages. You may or may not want to include the error counters and
transmit retry mechanisms in your own application.

¢ The receive and transmit sequence numbers are cleared on the DeviceMaster when you start the
programs. However, the sequence numbers must be in sync between the PL.C and DeviceMaster for the
programs to operate correctly.

e Statistics retrieval is not included in the example programs, but you can easily add it by inserting a
request statistics message.

¢ The socket ports can be accessed the same way as the serial ports and return the data in the same
manner. To access a socket port, just change the associated DeviceMaster file addresses.

6.6.4. lpbkExampleSlcMsgPollRS5

This example program demonstrates an RSLogix 5 loopback PLC program using the SLC Typed messages in
the Polling receive method. This program initializes receive and transmit produced data sequence numbers at
startup on the DeviceMaster and then loops data through a loopback plug on the serial port. The SLC Typed
Write data messages transmit the data and the SLC Typed Read Data messages receive the data and the
sequence numbers are incremented.

This example program includes the following files:

¢ IpbkExampleSlcMsgPolIRS5.PC5 - Ladder logic in ASCII format.

¢ IpbkExampleSlcMsgPolIRS5.SY5 - Symbol definitions for RSLogix 5 Version 5.xx.xx.
¢ IpbkExampleSlcMsgPolIRS5.SY6 - Symbol definitions for RSLogix 5 Version 6.xx.xx.

6.6.5. lpbkExamplePlc5MsgPollRS5

This example program demonstrates an RSLogix 5 loopback PLC program using the PL.C-5 Typed messages
in the Polling receive method. This program initializes receive and transmit produced data sequence numbers
at startup on the DeviceMaster and then loops data through a loopback plug on the serial port. The PLC-5
Typed Write data messages transmit the data and the PLC-5 Typed Read Data messages receive the data and
the sequence numbers are incremented.

This example program includes the following files:

¢ IpbkExamplePlc5MsgPolIRS5.PC5 - Ladder logic in ASCII format.

¢ IpbkExamplePlc5MsgPolIRS5.SY5 - Symbol definitions for RSLogix 5 Version 5.xx.xx.
¢ IpbkExamplePlc5MsgPolIRS5.SY6 - Symbol definitions for RSLogix 5 Version 6.xx.xx.

6.6.6. lpbkExamplePlc5MsgFileRS500

This example program demonstrates a loop-back RSLogix 5 PLC program using PLC-5 Typed messages in the
Write-to-File receive method. This program initializes the produced receive and transmit data sequence
numbers at startup and then loops data via a loop-back plug on the serial port. The data is transmitted via
PLC-5 Typed Write data messages and received automatically via a write to file command from the
DeviceMaster. The sequence numbers are incremented with each message.

The following files apply:

¢ IpbkExamplePlc5MsgFileRS5.PC5 — ladder logic in ASCII form.

¢ IpbkExamplePlc5MsgFileRS5.SY5 — symbol definitions for RSLogix 5 Version 5.xx.xx.
¢ IpbkExamplePlc5MsgFileRS5.SY6 — symbol definitions for RSLogix 5 Version 6.xx.xx.
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6.6.7. lpbkExamplePlc5MsgFileSyncRS5

This example program demonstrates a loop-back RSLogix 5 PLC program using PLC-5 Typed messages in the
Write-to-File-Synced receive method. This program initializes the produced receive and transmit sequence
numbers as well as the consumed receive sequence number at startup and then loops data via a loop-back
plug on the serial port. The data is transmitted via PLC-5 Typed Write data messages and received
automatically via a write to file command from the DeviceMaster. The consumed receive sequence number is
updated to match the produced receive sequence number and sent to the DeviceMaster to complete the
synchronization process. All sequence numbers are incremented with each message.

The following files apply:

¢ IpbkExamplePlc5MsgFileSyncRS5.PC5 — ladder logic in ASCII form.

¢ IpbkExamplePlc5MsgFileSyncRS5.SY5 — symbol definitions for RSLogix 5 Version 5.xx.xx.
¢ IpbkExamplePlc5MsgFileSyncRS5.SY6 — symbol definitions for RSLogix 5 Version 6.xx.xx.

6.6.8. Configure the DeviceMaster for the RSLogix 5 Program

The following procedure configures the DeviceMaster for PLC-5 and SLC PLCs. You must perform this task
before you configure and run the example RSLogix 5 program. For more information on the embedded web
pages, see Chapter 4. Embedded Configuration Pages on Page 89.

1. Attach a loopback plug to the serial port.

2. Access the Serial Settings web page. Open PortVision DX, right-click the DeviceMaster and click Webpage
or open a browser and type the IP address for the DeviceMaster in the Address box.

3. Click Serial |Port n. Where n is the port number.
4. Set the serial port settings under Serial Configuration to the following values

Field Setting
Mode RS-232
Baud 57600
Parity none
Data Bits 8
Stop Bits 1
Flow Control none
DTR off
Rx Timeout Between Packets [200

5. Set the serial port settings under Serial Packet Identification to the following values.

Field Settings

STX RX Detect Set to one byte and Byte 1 to 2.
ETX Rx Detect Set to one byte and Byte 1 to 3.
STX Tx Append Set to one byte and Byte 1 to 2.
ETX Tx Append Set to one byte and Byte 1 to 3.
Strip Rx STX/ETX Select.

Discard Rx Packets With Errors |[Select.

(PLC-5/SLC) Rx MS Byte First Optionally, select.
(PLC-5/SLC) Tx MS Byte First Optionally, select.

6. Click the Save button.
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7. Click EthernNet/IP Settings and set the serial port settings to the following values.

Field Settings
TX Sequence Number
Checking. Select
¢ Set to Polling for lpbkExampleSlcMsgPollRS5 and
Rx (To PLC) Ethernet IpbkExamplePlc5MsgPollRS5.
Transfer Method e Set to Write-to-Tag/File for lpbkExamplePlc5MsgFileRS5.

e  Set to Write-to-Tag/File-Synced for IpbkExamplePlc5MsgFileSyncRS5.
¢ Leave blank for Polling.

PLC IP Address e Set to IP Address of PLC for Write-to-Tag/File and Write-to-Tag/File-
Synced.

PLC Controller Slot Number |Unused and can remain blank.

Leave blank for Polling.
Rx (To PLC) Produced Data . . . .
Tag/File Name e Set to $N10:0, the PLC receive filename for Write-to-File and Write-to-

File-Synced.

8. Click Save.
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6.6.9. Configure and Run the Example RSLogix 5 Program

You can configure and run the RSLogix 5 example programs through RSLogix 5. For additional information
on the RSLogix 5, see 6.6.10. RSLogix 5 Screen Examples on Page 203.

Note: The DeviceMaster must be configured for PLC-5/SLC before you can configure and download the
example RSLogix 5 program. For instructions on configuring DeviceMaster, see 6.6.8. Configure the
DeviceMaster for the RSLogix 5 Program, earlier in this section.

1. Select the appropriate message type example programs (SLC or PL.C-5) and copy the files (.PC5, .SY5 and
.SY6) to the desired directory.

2. Start RSLogix 5 and open the .PCS5 file.
3. To modify the PLC program for your system, double-click Controller Properties.

4. Inthe General tab, select your PLC-5 processor type
under Processor Type and provide a Processor Name.

Controller Properties

5. Select your PLC-5 series in the Series box and select Gienera | Password | Controler Communicatons |

your firmware revision in the Revision box. Platform: Processor Series: Memary:
~| [PLCs20 «] [E-2000Fies/Extended | [16384 |

Proceszsor Name: W Revizsian: ,J—
DH+/RIO Comm Plug #1 Series/Rev. D/T
Program Files: 3 “words 216 Overhead 384
Data Filez: 61 words: 10325

Last EdE TimeStamp

Memon Used: 10926 Words 0/0/0000 CHO0-00
Free Memory: 5458 wWords r lgnare Edit TimeStamp for Onling
File Match

Processor Made: OFFLINE Frogram Checksum : 0000

ok | Camcel | ok | Hep |

6. Select the Controller Communications tab and select : =
the following options.

a. Set Driver to the appropriate type to allow
RSLogix 5 to communicate with the PLC-5
processor.

b. Type the processor node number in the Processor
Node box. (You may reference the Last Configured

(System) node or select Who Active.)

7. Click OK to apply your changes and close the
Controller Properties dialog.

8. Double-click I/O Configuration and verify your

chassis and PLC-5 type. If the chassis type is not

correct:

a. Right-click the chassis type (for example, 1771-

A1B (4 Slots)) and select Properties.
b. Select your chassis.

c. Optionally, select the appropriate DIP switch
settings for your system from the DIP Switches

panel.
d. Click OK to save settings.
9. Click OK to save settings.

Genersl | Password  Contioller Comnmnicalimsl

Diniver Routs Proceszor Mode:
[:B_ETH-1 | fiocal B ggtc;?al (=3
1~ Last Configured [Systern) - |
|48 ETH- Node 3d local ]
Feply Timeout: 5 O
e = ingle Threading far
it (secl whe dctive. r UF?DnLoadg 2
Commes Pathe |IADHHIND!AB_ETH AN10.0.0.18

0K | Caneel il Help
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Configure and Run the Example RSLogix 5 Program

10. Double-click Channel Configuration and click the Channel 3A tab.

11.

12.
13.
14.

15.
16.

17.

Note: The port number for the Ethernet channel may be
different on your PLC-5.

In the Ethernet Configuration panel, make the following
changes:

a. Set Channel Type to Ethernet.

b. Type 60 in the Diagnostic File box. You can use the
diagnostic file to help solve any network-related problems.

c. Type the IP address for your PLC-5 in the IP address box.

d. Type the subnet mask for your PLC-5 in the Subnet Mask
box.

e. Type the gateway address for your PLCI-5 in the Gateway
Address box.

f. If applicable to your network, type the addresses for the

Primary Name Server and Secondary Name Server.

Click OK to apply your changes and close the Channel
Configuration dialog.

In the ladder logic, double-click Setup Screen in an MSG
instruction.

Select the MultiHop tab and type the IP address for the
DeviceMaster in the To Address box.

Close the MSG dialog.

Repeat steps 13 through 15 for each MSG instruction in the
ladder logic.

Download the PLC program to your PLC and run the program.

Edit Channel Properties

Channel 0| Channel 14| Channel 18 Channel 34 ]

Channel T [T -]
Ethemnet Configuration

Ethernet Address: 00:00:BC: 0337 7F

[~ BOOTP Enabled

Diagnostic File: [Eh

IPaddess:| 10 . 0 . 0O .

Inactivity Timeaut [minutes): |30

Advanced Functions

18

M essage Connect Timeout [meec] {15000

Message Reply Timeout [mseck ::BIJEE]

Link ID: 0

SubnetMask.:| 285, 286, 0 .

Gatewsy Addess | 0 . 0 . 0 .

(=)

Drefault D omain M ame; |

Frimany Mame Server: | o . o . 0.
Seconday Hame | D s l-ElI s D 8

Uizer Provided \Web Pages
Staiting Data File Mumber: |0

Mumber of [ st Files (Pages): |1

ol

0K, | Cancel !

Help
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6.6.10.RSLogix 5 Screen Examples

The following subsections explain how to configure the DeviceMaster through RSLogix 5.
Use these screens to set up PLC and program the various messages.

6.6.10.1. Requirements

e PLC-5 PLCs require EtherNet/IP firmware 2.01 or later running on the DeviceMaster.

e The PLC-5 PLC firmware must support MultiHop, ControlLogix devices and EtherNet/IP. The tables in

3.3.1. Requirements on Page 80 list PL.Cs that support EtherNet/IP and the required firmware version for
each PLC.

e The PLC program examples (.SLC, .SY5 and .SY6 files) are required. You can copy the PLC program
examples from the CD or download the latest program examples from the Internet. See 1.4.1. Locating the
Latest Software and Documents on Page 10 for the location of the PLC program examples.

¢  You must set up the Processor and Ethernet communication port properly for EtherNet/IP to function.
Read and follow the instructions in the appropriate Rockwell product documents.

¢ Enhanced and Ethernet PLC-5 Programmable Control, Publication 1785-6.5.12
¢ ControlNet PLC-5 Programmable Controllers User Manual, Publication 1785-UM022B-EN-P
e PLC-5 Ethernet Interface Module, Publication 1785-ENET

6.6.10.2. Setting up Processor and Ethernet Channel

The following screens show the recommended settings that allow EtherNet/IP to function properly on a PLC-
5 PLC.

1. Start RSLogix 5.

2. Double-click Controller Properties and select the correct processor type and revision from the General tab
on the Controller Properties dialog.

Controller Properties

Genersl | Password | Cantroller Communications |

Platform: Processor; Series: temony:
j |PLC5£2D Ra |E-20[I]FilestHIended j |18384 |
Processor Mame: |[PLCS Revizaon: |J
DH+/RI0 Comm Plug #1 Sergs/Rev. DT
Program Files: 3 Waords: 216 Owerhead 384
Drata Filss: 61 ‘whords: 10328 Liast Ec TimeStamp
hemon Used: 10926 Wands 0/0/0000 (+00:00
Free Memon: 5455 words — lgnare Edit TimaStamp for Onine
File: b atch
Proceszor Made: OFFLINE Frogram Checksum : 0000

Ok I Cancal | f Help
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3. Select the Controller Communications tab and select

the proper driver for RSLogix 5.

4. Click OK to apply your changes and close the
Controller Properties dialog.

5. Double-click Channel Configuration, click the

Channel 3A tab and make the following changes.

a. Type avalue (between 0 and 256) in the Diagnostic File box
for an integer diagnostic file. (This example uses
Diagnostic file 60.) You can use the diagnostic file to help

solve any network-related problems.
b. Type the IP address in the IP address box.

o

Note: The Ethernet channel may be different on your

PLC-5.

6. Click OK to apply your changes and close the Edit Channel

Properties dialog.

Controller Properties @

Geneial | Password  Contraller Cnmnunicaljunsl

Diniveer Route Proceszor Mode;
(NN - fo- a2
B _ETH- | Jloc | Octal
1~ Last Configured [System] - i
|8_ETHA Node 3d local x|
Fieply Timeowt: g s
s ingle Thraading for
10 [Sec] ‘wlhio Aclive.. u Up?Danadg 9
Comms Path [ADRHINDIAB_ETH-1410.0.0.18

Type the subnet mask in the Subnet Mask box.
Type the gateway address in the Gateway Address box.

Edit Channel Properties

Charnel 0] Charnel 14| Channel 16 Channel 3 |

Channel Type: vi Dizgnostic File: |60

Etheinet Canfiquration

Ethemet Address: 00:00:BC:03:37.7F

[~ BOOTP Enabled
IF'ﬁcb:.Iress:] w. 0.0 .18
Message Connect Timeout [meeck | 15000
Meszage Reply Timeout [meeck W
Inactivity Timeout [minutest [30°
LnklD:[a

Advanced Funciions
SulmetMask;| 289 . 2% . 0 .0
Galewa;l.ﬂ.dd|css:| o . o0 .0

=

Default Domain Mars; |
F'Timanyam&Sewer:] o . o0 .0 .0
SecondayMame | 0 . 0 . 0 . 0
Uzer Provided \Web Pagss

Starting Drata File Murdber: [0
Mumber of Data Files [Pagesl: |1

| ok, | Cancel | ; | Help |
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6.6.10.3. SLC Typed Read - Receive Data Message

The following screen depicts an SLC Typed Read - Receive Data MG

message in ladder logic. | ResdWaite Messagn  |—CEN—
1. Assign a dedicated message file to the Control block in the ladder Contral  MGL50 [—(DH 3—

logic. Setup Screen —ER)—

2. In the ladder logic, double-click the Setup Screen
in the MSG instruction.

=2 M5G - MG15:0 ; (2 Flements)

3. Make the following changes: { el | Muios |

a. Specify the file address to receive data LR S e D
information in the Data Table Address box on Dt Table Adchess - To be retisd (4R [0

This PLC-5 panel. For more information on sermag: [i20 ] Shitta i b o]

file addresses, see 3.3.3. DeviceMaster File oo ] D""W’E,::imi%
Addressing on Page 81. Target Dvics Message done [9N) [0

. . . . Data Table Addess: Maszage Transmitting (ST [0]

b. Specify a size in the Size of Elements box that MuiHop: [Fa ] Message Enshied [EN}[0]

is large enough to receive the entire data
message including the sequence number
and length fields.

c. Set the Port Number parameter to 3A to use —
the Ethernet port. Exro Descriplon

Hoemors

Eirer

Emes Cods(Haxk O

The port number for the Ethernet channel
may be different on your PLC-5.

d. Specify the port-specific read file address for
the DeviceMaster in the Data Table Address
box on the Target Device panel. For more information on file addresses, see 3.3.3. DeviceMaster File
Addressing on Page 81.

e. Set the MultiHop option to Yes.

DeviceMaster UP EtherNet/IP User Guide: 2000424 Rev. M Chapter 6. Programming the PLC - 205



SLC Typed Write - Transmit Data Message

6.6.10.4. SLC Typed Write - Transmit Data Message

The following screen depicts an SLC Typed Write - Transmit Data MEG

message in ladder logic.

1. Assign a dedicated message file to the Control block in the ladder Cantral MGl60 [—{DH

logic (as shown above).

2. In the ladder logic, double-click the Setup Screen in the MSG

instruction.

Eaad™Wnte Meszaze L EN :“J_
LD )~
fSetup Sormen — EE 3—

=2 M5G - MG16:0 ; (2 Elements)

[ Generd|

| MuliHop |

Ths FLCS

Fail Murrbes

Targe: Dgvica
Data Table Adcress

Emor Dezceiplion

Moamors

Comminication Cammand ©
Drata Table Address ©
Sizein Elements :

FLC.E Typed Witz ]

MulliHog;

Canfral Biz
lgrire i imed ou [T0}: [0
To be etied (HAL 0]
Awaiting Exeewtion (Ew] [0]
Cantinuais Bun (OO E
Ence EAL[D]|
Meszage dare [DH]; E
Message Transmtting [ST| E
eszape Enddled [EN]: m

Emar
Eiai Code{Hex) 0

3. Make the following changes:

a. Specify the file address to transmit data information in the Data Table Address box on This PLC-5
panel. For more information on file addresses, see 3.3.3. DeviceMaster File Addressing on Page 81.

b. Specify a size in the Size of Elements box that is large enough to send the entire data message

including the sequence number and length fields.

c. Set the Port Number parameter to 3A to use the Ethernet port.

The port number for the Ethernet channel may be different on your PLC-5.

d. Specify the port-specific transmit file address for the DeviceMaster in the Data Table Address box on
the Target Device panel. For more information on file addresses, see 3.3.3. DeviceMaster File

Addressing on Page 81.
e. Set the MultiHop option to Yes.
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6.6.10.5. SLC Typed Read - Retrieve Statistics Message

The following screen depicts an SLC Typed Read - Retrieve Statistics
message in ladder logic.

1. Assign a dedicated message file to the Control block in the ladder
logic.

2. In the ladder logic, double-click the Setup Screen
in the MSG instruction.

3. Make the following changes:

a.

Specify the file address to receive statistics
data information in the Data Table Address
box on This PLC-5 panel. For more
information on file addresses, see 3.3.3.
DeviceMaster File Addressing on Page 81.

Type 24 (twelve 32-bit integers) in the Size of
Elements box.

Set the Port Number parameter to 3A to use
the Ethernet port.

The port number for the Ethernet channel
may be different on your PLC-5.

Specify the port-specific statistics file
address for the DeviceMaster in the Data
Table Address box on the Target Device panel.
For more information on file addresses, see

1 M5G - MG19:0 : {2 Elements)

Thes FLCS

Drala Table Addess
Size i Elements ©
Fort Humber:

Targel Devica

HukHop: fre: |

Emor Description

Ho e

TEG
FaadWnte Maszags . _:l—
Contral ~ MGIZ0 (DN —
Satup Screan EE J—

Communicaticn Camrrand | [ELC Tuped Logcal Fead

Data Tahle Addiess:

Conirol Bt
lgriate if timed aut (TOE (3]
Toke rened (NRY m
Auwssiting Exeeution [EW) 0]
Cortinuaus Aun (COX 7]
Enoi [ERE m
Meszage done [DN}
teszage Tianzmitting [ST} m
Mezzage Enabled [ENE m

Erior
Enor CodefHex]: O

3.3.3. DeviceMaster File Addressing on Page 81.

Set the MultiHop option to Yes.
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6.6.10.6. SLC Typed Write - Set Receive Produced Sequence Number Message

The following screen depicts an SLC Typed Write - Set Receive Produced

Sequence Number message in ladder logic.

1. Assign a dedicated message file to the Control block in the ladder logic

(as shown above).

2. In the ladder logic, double-click the Setup
Screen in the MSG instruction.

3. Make the following changes:

a.

Specify the file address where the receive
sequence number resides in the Data Table
Address box on This PLC-5 panel. For more
information on file addresses, see 3.3.3.
DeviceMaster File Addressing on Page 81.

Type 1 in the Size of Elements box.

Set the Port Number parameter to 3A to use
the Ethernet port.

Note: The port number for the Ethernet

channel may be different on your
PLC-5.

Specify the port-specific receive sequence
file address for the DeviceMaster in the
Data Table Address box on the Target Device
panel. For more information on file

M5G :
FazdWWinte Meszagze —C:E]“: F
Comtrol  MGL70 [—CDH 3

Setup Screen —(ER)

4 MSG - MG17:0 ; (2 Elements)

The FLCS

Ewrar Desciiphon

Hoenors

Communication Command : [SLE Typed Logcal wWike

Dala Tabie Addvess: iIg0 | Tobe relried (AL 1]
Sigen Elements: [3 Bwsiting Execution EW) [0]
Poit Humber: [38 Cortnugus Aun (CO} [
Enor [ER
Tanget Device i m

Diata Tzhle Addiess: (10128
MukHap:

Conirol Bite
Ignane if tmed out [TOL m

Message done [DNE E
Meszrags Tranamiting [STE Iil
Mezzage Enabled [EN] m

Etiai

Emor CodejHex] 0

addresses, see 3.3.3. DeviceMaster File Addressing on Page 81.

Set the MultiHop option to Yes.
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6.6.10.7. SLC Typed Write - Set Transmit Produced Sequence Number Message

The following screen depicts an SLC Typed Write - Set Transmit
Produced Sequence Number message in ladder logic.

1. Assign a dedicated message file to the Control block in the ladder
logic (as shown above).

2. In the ladder logic, double-click the Setup Screen IS =
in the MSG instruction. P A

3. Make the following changes:

This FLCS

a. Specify the file address where the file Communication Command : [SLT Tymed Logical wie Ignces if tined out (T0) [2]
address where the transmit sequence Did Fable durkrese: To be retisd INH]%

. N Sizein Elemants : Awialing Execulion (E']
number resides in the Data Table Address box Poetumbes 5] Contriaus Fun C03 0]

on This PLC-5 panel. For more information
on file addresses, see 3.3.3. DeviceMaster

File Addressing on Page 81. Gl
b. Type 1 in the Size of Elements box.

Taiget Device

c. Set the Port Number parameter to 3A to use

the Ethernet port.

Note: The port number for the Ethernet Eror Desciiion
channel may be different on your Hosnors
PLC-5.

d. Specify the port-specific transmit sequence

DS

FaadWWinte Meszaze —C:E]“:-__]—
Control ~ MGI30 [—(DH)—
Setup Soreen — EE —

Diala Tabie dddvess: [[17122 Meszage Transmilling (71 [0

AL

Conteod Bits

Enar [ER).[0]
tazzage done IDN]'

Mezsage Enabled (EN [0 ]

Emot

Eree CodaHauk O

number file address for the DeviceMaster in
the Data Table Address box on the Target

Device panel. For more information on file addresses, see 3.3.3. DeviceMaster File Addressing on Page

81.
e. Set the MultiHop option to Yes.
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6.6.10.8. PLC-5 Typed Read - Receive Data Message

The following screen depicts a PLC-5 Typed Read - Receive Data

message in ladder logic.

1. Assign a dedicated message file to the Control block in the ladder

logic (as shown above).

2. In the ladder logic, double-click the Setup Screen

in the MSG instruction.
3. Make the following changes:

a. Specify the file address to receive data

information in the Data Table Address box on

This PLC-5 panel. For more information on
file addresses, see 3.3.3. DeviceMaster File

Addressing on Page 81.

b. Specify a size in the Size of Elements box that

is large enough to receive the entire data
message including the sequence number

and length fields.

c. Set the Port Number parameter to 3A to use

the Ethernet port.

Note: The port number for the Ethernet

channel may be different on your
PLC-5.

d. Specify the port-specific receive file address
for the DeviceMaster in the Data Table Address box on the Target Device panel. The receive file address

IS
FeadWiite Message |—{EH —
Cemtrel  MGL50 [—(DH )—
Setup Soreen —(ER)—

=1 MSG - MG15:0': (2 Elements)

Ths FLCS
Communication Command © [BLC-5 Typed Fead
Diata Table Address: [410.0

Contral Biz
lgrare # hmesd out [T m
Tebe ietied (MR [0]

Size in Elemants Aamaiting Execution [EW: [0]

Pait Murber: Coréruous Run [C0): 0]

: Erce [ERL 0]

Target Device Meszage done DM [0
Dala Tabie Address: Meszage Transmitng [ST|: m
Multifiog: [ves | Mezsage Enasled [EME[D] |

Eroi
Enar CodefHex} O

Emor Descrplion

Mo amors:

must be specified in logical ASCII format. For more information on file addresses, see 3.3.3.

DeviceMaster File Addressing on Page 81.
e. Set the MultiHop option to Yes.
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6.6.10.9. PLC-5 Typed Write - Transmit Data Message

The following screen depicts a PLC-5 Typed Write - Transmit Data MG

message in ladder logic. | ReadWrite Massass EH)

1. Assign a dedicated message file to the Control block in the ladder Control MGlE0 (DN —
logic (as shown above). S o CERS

2. In the ladder logic, double-click the Setup Screen
in the MSG instruction.

3 MSG - WMGT6:0 : (2 Elements)

3. Make the following changes:

a. Specify the file address to transmit data e e |
information in the Data Table Address box on Data Table Addiess: 710 To be setied (N[0
This PLC-5 panel. For more information on g 113 ] ﬂwaL_MEm-;onlEg.ﬂE
file addresses, see 3.3.3. DeviceMaster File i Dmmms;::sn}%
Addressing on Page 81. Tanget Device Hessage done [ON): [0

. 1 . [Data T able &ddiess _ o5 ranserilhn

b. Specify a size in the Size of Elements box that MuliFlop . M::;En;:e: f;{%
is large enough to send the entire data
message including the sequence number ==
and length ﬁelds. Enion Code[Hex} O

c. Set the Port Number parameter to 3A to use _
the Ethernet port. E"°':”m"°"

Note: The port number for the Ethernet
channel may be different on your
PLC-5.

d. Specify the port-specific transmit file
address for the DeviceMaster in the Data Table Address box on the Target Device panel. The transmit
file address must be specified in logical ASCII format. For more information on file addresses, see
3.3.3. DeviceMaster File Addressing on Page 81.

e. Set the MultiHop option to Yes.
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6.6.10.10. PLC-5 Typed Read - Retrieve Statistics Message

The following screen depicts an PLC-5 Typed Read - Retrieve Statistics MG

message in ladder logic.

1. Assign a dedicated message file to the Control block in the ladder

logic (as shown above).

2. Intheladder logic, double-click the Setup Screen

in the MSG instruction.
3. Make the following changes:

a. Specify the file address to receive statistics
data information in the Data Table Address
box on This PLC-5 panel. For more
information on file addresses, see 3.3.3.
DeviceMaster File Addressing on Page 81.

b. Type 24 (twelve 32-bit integers) in the Size
of Elements box.

c. Set the Port Number parameter to 3A to use

the Ethernet port.

Note: The port number for the Ethernet

channel may be different on your
PLC-5.

d. Specify the port-specific statistics file
address for the DeviceMaster in the Data

Table Address box on the Target Device panel.

Thiz PLC-5 Caelnal Bilz

Torget Dewice: Mezsage dore [DN) 0]

Emce Descripton -

= ReadWrte Message -—CE}T =
Comtral  MGLI%0 —LJ::H {
Setup Screan

= MSG - MG19:0 : (2 Elements)

Cammurication Command: [PLC-S Typed Read
Dala Table Addiess -

Size i Elaments ;

Pt Humber

Igrone if brred ol [T
T be retried (N [0 ]
Awaiting Esacution (w0
Conlinucus Run [CO}

Evot (ER) [2]

Drats Table Addezs: ["gN120"
MulHaop

Message Trarsmitling (ST} [0]
blezzans Enabled (EN) @

Eirar

Eirer Code[Hex): O

No estots

The statistics file address must be specified in logical ASCII format. For more information on file
addresses, see 3.3.3. DeviceMaster File Addressing on Page 81.

e. Set the MultiHop option to Yes.
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6.6.10.11. PLC-5 Typed Write - Set Receive Produced Sequence Number Message

The following screen depicts an PLC-5 Typed Write - Set Receive e

Produced Sequence Number message in ladder logic. =l e M

1. Assign a dedicated message file to the Control block in the ladder Contwal  MGL70
logic. Setup Screan

2. Intheladder logic, double-click the Setup Screen g
iIl the MSG instruction. =1 MSG - MGA 7200z |2 Elements)

3. Make the following changes:

a. Specify the file address where the receive I e A
sequence number resides in the Data Table Dato Toble Addhess Tobe retied (NRE 2]
Address box on This PLC-5 panel. For more Size in Elemenis: Amailing Exccution [EWE (0]
information on file addresses, see 3.3.3. i St EEL%
DeviceMaster File Addressing on Page 81. Taiget Device Message dore [OHE 0]

Data Table Addiess: | 126 i

b. Type 1 in the Size of Elements box. MukHa: ”ﬁi’iﬁiﬂ?ﬁfﬂf%

c. Set the Port Number parameter to 3A to use
the Ethernet port. i

Ermor Code{Hea): 0
Note: The port number for the Ethernet
channel may be different on your Evior Dascrpiion
PLC-5. Ma enaiz

d. Specify the port-specific receive sequence
file address for the DeviceMaster in the
Data Table Address box on the Target Device
panel. The receive sequence file address
must be specified in logical ASCII format. For more information on file addresses, see 3.3.3.
DeviceMaster File Addressing on Page 81.

e. Set the MultiHop option to Yes.
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6.6.10.12. PLC-5 Typed Write - Set Transmit Produced Sequence Number Message

The following screen depicts an PLC-5 Typed Write - Set Transmit MESG

Produced Sequence Number message in ladder logic. | ResdWhite Massage |—CEN")—

1. Assign a dedicated message file to the Control block in the ladder Contral MGIE0 —(:DH:}—
logic. Setup Screen —{ ER —

2. Inthe ladder logic, double-click the Setup S ——
in the MSG insg‘luctiollzll. ! etup Sereen =5 MSG - MG18:0 : (2 Elements) =1

3. Make the following changes:

: 3 This PLC-B Contral Bt
a. Specify the file address where the transmit e T
sequence number resides in the Data Table Data Tabe Adctess T be retied R [T
Address box on This PLC-5 panel. For more sechEemencli ] Auwaiing Execubon (EWL (0]
information on file addresses, see 3.3.3. o ikl E}%
DeviceMaster File Addressing on Page 81. Torge Device Meszags dore DHE[G ]
. . Deta Teble Addkess: ["NT.128° | i :
b. Type 1 in the Size of Elements box. Mubito ooy ,1;}%
Set the Port Number parameter to 3A to use
the Ethernet port. 28
Enor Code{Hex} O
Note: The port number for the Ethernet
channel may be different on your Erro Diesciiption
PLC'5. Mo etz

d. Specify the port-specific transmit sequence
number file address for the DeviceMaster in
the Data Table Address box on the Target
Device panel. The transmit sequence
number file address must be specified in logical ASCII format. For more information on file addresses,
see 3.3.3. DeviceMaster File Addressing on Page 81.

e. Set the MultiHop option to Yes.

6.6.10.13. MultiHop Screen

1. Select the MultiHop tab on the MSG dialog.
2. Make the following changes.
a. Type the IP address for the DeviceMaster

4 MSG - MG16:0 ; (2 Elements)

Gereral [ PiitHoo |

(the designated EtherNet/IP Device) in the Ins = &edd Hep Dl = Remave Hop
To Address box. From Device [ FromFon | ToAddess Tupe [Torddew |
ThiBFLCS_ 34, 1756ENe: L. [sti} 1nnom
b. Type 0 (zero) in the To Address box for the Canknliogis ekl b Baciplane sl

ControlLogix Backplane.
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6.7. EDS Files

You do not need to add DeviceMaster to RSLinx for normal DeviceMaster-to-PLC communications. However,
you can easily add the DeviceMaster and its associated Electronic Data Sheet (EDS) files to RSLinx.

6.7.1. Requirements

EDS files and the associated icons are included in the self-installing file (.MSI) and are copied to the Comtrol/
EtherNetIP directory on your computer when you open the .MSI file and follow the prompts.

The files named DeviceMaster_dd_NNNN-x.xx.eds are ODVA electronic data sheet files where dd is the model
name, NNNN is the product ID number, and x.xx is the version number.

File Name Description

DeviceMaster_1P_9441-x.xx.eds |DeviceMaster UP 1-port DB9 panel mount
DeviceMaster_1P_9601-x.xx.eds |DeviceMaster EIP-2101 (1-port DB9 DIN rail)
DeviceMaster_1P_9620-x.xx.eds |DeviceMaster EIP-2201 (1-port serial terminal DIN rail)

DeviceMaster 2P_9531-x.xx.eds Devi(;eMaster UP or EIP-2202 (2-port DIN rail with serial
terminals and 1 Ethernet port)

DeviceMaster UP or EIP-2402 (2-port DIN rail with serial
terminals and 2 Ethernet ports)

DeviceMaster UP or EIP-2102 (2-port DIN rail with DB9
and 1 Ethernet port)

. DeviceMaster UP or EIP-2302 (2-port DIN rail with DB9
DeviceMaster_2P_9561-x.xx.eds and 2 Ethernet ports)

DeviceMaster_4P_9447-x.xx.eds |DeviceMaster UP 4-port DB9 panel mount
DeviceMaster_4P_9611-x.xx.eds |DeviceMaster EIP-2304 (4-port DB9 DIN rail)

T Models that have EtherNet/IP loaded at the factory are identified with an EtherNet/IP
label on the DeviceMaster.

DeviceMaster 2P_9541-x.xx.eds

DeviceMaster 2P_9551-x.xx.eds

6.7.2. Adding DeviceMaster to RSLinx

Open RSLinx.

Under Communications, select Configure Drivers.

Under Available Drivers, select Remote Devices via Linx Gateway.

Select Add New.

Use the default driver name or type your own driver name and click OK to continue.
Type the IP address for the device under Server’s IP Address or Hostname and select OK.

R o i

Select RSWho to verify that RSLinx can communicate with the DeviceMaster.

Note: A yellow question mark appears by the DeviceMaster(s) in the RSWho window when the associated
EDS file(s) are not installed.

6.7.3. Adding EDS Files to RSLinx

Open the EDS Hardware Installation Tool. (Select Start > All Programs > Rockwell Software > RSLinx Tools.)
Click Add.

Click Register a directory of EDS files.

Browse to the Comtrol/EtherNetIP directory and click Next to continue.

A
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5. Verify that there is a green check beside each EDS file name and select Next to continue.
6. To change the icons, perform the following tasks.
a. Select a DeviceMaster.
b. Select Change icon.
c. Browse to the Comtrol/EtherNetIP directory and select the icon associated with your DeviceMaster.
Note: You may also select your own icon stored elsewhere.
7. Click Next to continue.
8. Click Finish to exit.

6.7.4. Troubleshooting RSLinx

If RSLinx does not display the device after adding DeviceMaster and the EDS files to RSLinx, perform the
following procedure:

1. Select File > Exit and Shutdown to exit and shutdown RSLinx.
2. Remove the following files from your hard drive:
*  \Program Files\Rockwell Software\RSCOMMON\Harmony.hrc
* \Program Files\Rockwell Software\RSCOMMON\Harmony.rsh

3. Restart RSLinx. The DeviceMaster unit or units should now appear with the associated icon or icons.
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Chapter 7. Troubleshooting and Technical Support

You should review the Troubleshooting chapter in the EtherNet/IP Hardware Installation and Configuration
Guide before calling Technical Support because they will request that you perform many of the procedures or
verifications before they can help you diagnose a problem.

e 7.1. Troubleshooting Checklist on Page 217
e 7.2, General Troubleshooting on Page 218

If you cannot diagnose the problem, you can contact 7.3. Technical Support on Page 218.

7.1. Troubleshooting Checklist

The following checklist may help you diagnose your problem:

e Verify that you are using the correct types of cables on the correct connectors and that all cables are
connected securely.

Note: Most customer problems reported to Comtrol Technical Support are eventually traced to cabling or
network problems.

¢ Isolate the DeviceMaster from the network by connecting the device directly to a NIC in a host system.

e Verify that the Ethernet hub and any other network devices between the system and the DeviceMaster
are powered up and operating.

¢ Reset the power on the DeviceMaster and watch the PWR or Status light activity.

PWR or Status LED Description

5 sec. off, 3 flashes, 5 sec. off, 3 flashes... |RedBoot™ checksum failure.
5 sec. off, 4 flashes, 5 sec. off, 4 flashes... [SREC load failure.

e Ifthe device has a power switch, turn the device’s power switch off and on, while watching the LED
diagnostics.

e Ifthe DeviceMaster does not have a power switch, disconnect and reconnect the power cord.

e Verify that the network IP address, subnet mask, and gateway is correct and appropriate for the network.
If IP addressing is being used, the system should be able to ping the DeviceMaster.

e Verify that the IP address programmed into the DeviceMaster matches the unique reserved IP configured
address assigned by the system administrator.

e Ifusing DHCP, the host system needs to provide the subnet mask and gateway.
¢ Reboot the system and the DeviceMaster.

e Ifyou have a spare DeviceMaster, try replacing the device.
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General Troubleshooting

7.2. General Troubleshooting

This table illustrates some general troubleshooting tips.
Note: Make sure that you have reviewed the 7.1. Troubleshooting Checklist on Page 217.

General Condition Explanation/Action

Indicates that boot program has not downloaded to the unit.
1. Reboot the system.

. 2. Make sure that you have downloaded the most current
PWR or Status LED flashing firmware for your protocol:

http://www.comtrol.com/support/download.asp.

Note: If the PWR or Status LED is still flashing, contact
Technical Support.

Indicates that power has not been applied or there is a hardware

PWR or Status LED not lit failure. Contact Technical Support.

Cannot ping the device through |Isolate the DeviceMaster from the network. Connect the device

Ethernet hub directly to the NIC in the host system (see Page 217).

Cannot ping or connect to the The default IP address is often not accessible due to the subnet

DeviceMaster masking from another network unless 192.168 is used in the
network.

In most cases, it is necessary to program in an address that
conforms to your network.

DeviceMaster continuously Invalid IP information may also cause the switch or router to
reboots when connected to some |check for a gateway address. Lack of a gateway address is a
Ethernet switches or routers common cause.

7.3. Technical Support

It contains troubleshooting procedures that you should perform before contacting Technical Support since
they will request that you perform, some or all of the procedures before they will be able to help you diagnose
your problem. If you need technical support, use one of the following methods.

Comtrol Contact Information

Downloads ftp:ftp.comtrol.com/html/up_ethernet_ip_main.htm
Web site http://www.comtrol.com
Phone 763.957.6000
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