Test Sockets Using Secure Mode

When using secure mode in the DeviceMaster, it is necessary to use a Secure Sockets Layer
(SSL) application. Telnet and Secure Shell (SSH) will not transfer data across the socket
connections to/from serial ports.

As a result of this, a SSL application will be required. This document will discuss the usage of an
open source SSL application.

Download openssl for windows at http://www.slproweb.com/products/Win320penSSL.html
selecting the appropriate version for your environment. For 32 bit windows select Win32
OpenSSL v0.9.8l. For 64 bit windows select Win64 OpenSSL v0.9.8I.

After downloading, execute the file. For this document it will be assumed that the default
installation will be used and we will show the paths and instructions based on the default
installation.

Open File - Security Warning

The publisher could not be verified. Are you sure you want to
run this software?

Mame: Win320penssL-0_9_8l.exe
FPublisher: Unknown Publisher

Type: Application
From: C:\Documents and Settings\Mac\Desktop

[ Bun ]| Cancel |

Always ask before opening this file

publisher. You should only run software from publishers you trust.

@ This file does not have a valid digital signature that verffies its
How can | decide what software to un?

Click Run

The Win32 OpenssL Installation Project setup has detected that the following critical component is missing:
! Microsoft Visual C++ 2008 Redistributables

Win32 OpenssL will not function properly without this compaonent.
It is recommended that you install the missing component before dicking "OK” to continue.,

[ OK. | [ Cancel

Click OK


http://www.slproweb.com/products/Win32OpenSSL.html

18! Setup - OpenSSL (32-bit) EEE

Welcome to the OpenSSL (32-bit)
Setup Wizard
This will install OpenSSL 0.9.81 (32-bit) on your computer.

It is recommended that you close all other applications before
continuing

Click Next to continue, or Cancel to exit Setup.

Click Next

Flease read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

DONATIONS NEEDED! If you are a business you should be contributing regular 4
donations. K you are a generous individual, consider regular donations. Most

ipeople simply take and run - leaving me to foot the bill. That's not nice. Some
businesses even drop their customers onto me to provide direct support to the
icustomer (ahem, PayPal). That's just evil. Even if you cant afford 2 small, one time
idonation of 510, at least drop a line saying how much you appreciate the effort put

into this project (and, optionally, what you use OpenSSL for). Lots of complaints

and few compliments is discouraging.

LEGAL NOTICE: This product includes software developed by the OpenSSL b

(| do not accept the agreement

[ < Back ” Next > ][ Cancel

Accept the agreement and click Next

Setup - OpenSSL (32-bit)

Select Destination Location H
Where should OpenS5L (32-bit) be instaled?

J Setup will install OpenSSL (32+4it) into the following folder.

To continue, click Next. i you would like to select a different folder. click Browse.

Mt least 29.8 MB of free disk space is required.

< Back ]l Mext > ][ Cancel

Click Next



Select Start Menu Folder
Where should Setup place the program's shortcuts 7

Setup will create the program'’s shorteuts in the following Start Menu folder.

Tao continue, click Next. Fyou would like to select a diferent folder, click Browse.

| [ Browse...

< Back ” Nead > II Cancel

Click Next

Select Additional Tasks ~
Which additional tasks should be peformed?

Select the additional tasks you would like Setup to perform while instaling OpenSSL
(32-bit), then click Next

Copy OpenSSL DLLs to:
®

() The OpenSSL binaries {/bin) directory

< Back ” Mead > ][ Cancel

Click Next

Ready to Install H
Setup is now ready to begin installing OpenSSL (32-bit) on your computer,

Click Install to continue with the installation, or dick Back i you want to review or
change any settings.

Destination location:
C:\OpenS5L

Start Menu folder:
OpenS5L

Additional tasks:
Copy OpenSSL DLLs to:
The Windows system directory

<Back |} Instal |[ Cancel

Click Install




5 Setup - OpenSSL (32-bit)

Installing
Please wait while Setup installs OpenSSL {32-bit) on your computer.

Exdracting files...
C:\DpenSSLMb\VC \static\libeay32MDd ib

%! Setup - OpenSSL (32-bit) EEE

Completing the OpenSSL (32-bit)
Setup Wizard

Setup has finished installing OpenSSL (32-bit) on your
computer. The application may be launched by selecting the
installed icons

Click Finish to exit Setup.

O8n
[] Larger one-ime donation to Win32 OpenS5L

ation to )

[[] Recuning &5 donation to Win32 OpenS5L
[[] Recuning 510 donation to Win32 OpenS 5L
[] Recuning 825 donation to Win32 OpenS 5L

If desired, unselect and select your choice
Click Finish




Create a shortcut on the desktop.
On the desktop right-click and select New>Shortcut from the pop-up menu

Click on Browse

Create Shortcut

This wizard helps you to create shortcuts to local or
network programs, files, folders, computers, or Internet
addresses.

Type the location of the item:

|| | [ Browse...

Click Next to continue.

Cancel

Path to the c:\OpenSSL\bin\openssl.exe file

Create Shortcut

This wizard helps you to create shorteuts to local or
network programs, files, folders, computers, or Internet
addresses,

Type the location of the item:

C:\OpenssL \bin\openssl.cxe] Browse...

Click Mext to continue.

Next > ] [ Cancel

Click Next

Select a Title for the Program fgl

Type a name for this shortcut:

|

Click Finish to create the shortout.

[ < Back ][ Finish ][ Cancel

Enter a name to be displayed.
Click Finish



Configure the DeviceMaster for basic security. This document will NOT discuss
The configuration or addition of Key and Certificate Management. For this
example we will be using the default key in the DeviceMaster.

Open PortVision Plus and Scan the network to discover the DeviceMaster.
PortVision Plus

File Folder Device View Tools Help

T = | % ~
cy:sf,;_«w#-f-c:_gﬁ"o"

Scan  Refresh Help About Exit

PORTWISION®

RLUS

DEV/CEsMASTER®

=] Scan Results [1 of 1 onling] | Model | 4 TP Addr... | MAC Address | Software Version | Status

TS-4P (RJ145) 192.168.2.42 00:CO0:4E:09:00:60 MS-Link 7.14 OM-LIMNE

For Help, press F1 Scan Results |1 |0 Ready

Highlight the DeviceMaster and select Web Mgr

PortVision Plus |:| |E| El

File Fglder Dewice Wiew Tools Help

TS E S SR -0dA

Scan Refresh Config Save Load Upload Reboot ‘Web Mar| Motes Help About Exit

Web Manager

Uge menu or toolbar to add device-specific notes in this
area.

PORTYISION
RLUS
=F Scan Results [1 of 1 onling] Device Name | Model | 4 [P Addr... | MAC Address Software Version | Status
Device 09:00:60 :RTS-4P (R145) 192.168.2.42 00:C0:4E:09:00:60 MNS-Link 7.14 OM-LINE

Manage the selected device(s) using a web browser Scan Results |1 |1 Ready




The web page will open to the Server Configuration page

® Comtrol Corporation - DeviceMaster RTS N5-Link 7.14 - Windows In

D3 = -
GO - B smanimes 355X B9
. File Edit View Favorites Tools Help
{IFavorites {.5 '-.l Googe &|FTP & | Comtrol & 8510 i\'\u‘ireshark £lar /11
'_r,éComh'oI Corporation - Dev... & - B = | s@; v Page v~ Safety - »
A
Server Configuration ©
& = Software: NS-Link 7.14
IP Config: Static
= - IP Address: 192.168.2.42
IP Netmask: 255.255.0.0
2 IP Gateway: 192.168.2.254
DEV/CE*MASTER Configure Network
Configure Security
Configure Email Messages
Configure RFC1006 (ISO over TCP) | —
Port1 Port2 Port3 Port4
TCP Connection Status
Enabled: Mo No Mo Mo
Local: 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0
Remote: 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0
Rx bytes: 0 0 0 0
Tx bytes: 0 0 0 0
Serial Status v
Done & Internet v H100% -

Click on Port 1

D3 = -
GO - B smznimes 355 x) B2
: File Edit Vew Favorites Tools Help
| e Favorites  © < ™ cooge &]FTP ] Comtrol ] 8510 [l Wireshark &) ar £] 11
@Comtrol Corporation - Dev... & - r___J | Qé; ~ Page + Safety - »
)
Server Configuration ©
& = Software: NS-Link 7.14
IP Config: Static
2 - IP Address: 192.168.2.42
IP Netmask: 255.255.0.0
2 IP Gateway: 192.168.2.254
DEV/CE*MASTER Configure Network
Configure Security
Configure Email Messages
Configure RFC1006 (ISO over TCP) | —
Port 1 Port 2 Port 3 Port 4
TCP Connection Status
Enabled: Mo Mo Mo Mo
Local: 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0
Remote: 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0
Rx bytes: 0 0 0 0
Tx bytes: 0 0 0 0
Serial Status v
http:/f192.168.2 @ Internet $3 v ®i0% -




Set the serial port to the parameters you wish to use and then
scroll down to the TCP Connection Configuration

= Comtrol Corporation - DeviceMaster RTS N5-Link 7.14 - Windows In... | (=] r}?l

3 A6)5)x @ oL
(& ‘g, 192.168.2.42 |m 4 | K yel

: Flle Edit View Favorites Tools Help

T:?FEVOTIES {;T, '-.lGuugIE €| FTP &] Comtrol @& 8510 iWirEShark €A 811

»

| {& Comtrol Corporation - Dev... | N B | ) v Page - Safety v
i Stop Bits: |1_v| -~
Flow:
o
wrs:

[dsabled ][00 |00
Input Timeout: D ms

O

O

Rx FIFO Disable:
Tx Complete After Close:

TCP Connection Configuration &

Enable:

Listen: |
Connect To: 0.0.0.0 oF
Connect On: O aways [ pata
Disconnect On: O 1dle CIno DSR

Idle Timer:

Telnet Com Port Control Option (RFC 2217): [
\/
4 X
@ Internet fn - ®i00% <

Place a checkmark in the Enable box.

= Comtrol Corporation - DeviceMaster RTS NS-Link 7.14 - Windows In...

@;- = 192.168.2.42 DIEIEE D B-
: File Edit Mew Favorites Tools Help
e Favarites 55 M Google &]FTP &) comtrol &) 8510 Ml wireshark &) Ar &) 11
l@Cumhu\ Corporation - Dev... | & h (_] = Qé; = Page ~ Safety - >

O Enable Serial To Ethernet =

[[] Enable Ethernet To Serial

[ Enable Ethernet Receive From Any IP Address

Target IP Address Target Port (serial->eth) Source Port (seri

o o b |

o o b |

o o b |

0 o b |

o o b |

o o b |

0 o b |

o o b ]

UDP Listen Port:

[J clone Port [ Undo Changes | [ Save | [ Help | ||

-

< | >
/goform/jsetPortl @ Internet #5 - # 100% -

Scroll to the bottom of the page and click on Save/



On the confirmation page click on OK.

= Comtrol Corporation - DeviceMaster RTS N5-Link 7.14 - Windows. In...|' E‘E|

OO~ g wimman ¥ (B[ (x| MWowee ][2]

: File Edit View Favorites Tools Help

i Favorites | 95 *§ Google E|FTP & Comtrol #8510 [ Wireshark £ Ar &) 11

= »
@Cnmhnlcurpnrahnn-Dau‘.. f’-aﬁ v U S @ v Page~ Safety -

Network Enabling Devices

DEV/CE*MASTER

Configuration
Updated

Done & Internet ‘a - H10% -

Now you should see “Yes” in the enabled row for Port 1.

{= Comtrol Corporation - DeviceMaster RTS NS-Link 7.14 - Windows In.

OO e mmrno— 9/8)6]1x) B2

File Edit View Favorites Tools Help
i o Favorites  : 5l3 *f Google &]FTP 2] comtrol @] 8510 [l Wireshark @] Ar & 11

. I »
@Comtolcarporaﬁon—Dev... : ];:}I - r_J | @mn - Page - Safety -

Server Configuration @ 1

Software: NS-Link 7.14
IP Config: Static
2 - IP Address: 192.168.2.42
IP Netmask: 255.255.0.0
¥ 2 IP Gateway: 192.168.2.254
DEV/CE*MASTER Configure Network

Configure Security
Configure Email Messages
Configure RFC1006 (ISO over TCP)

Port 1 Port 2 Port 3 Port 4
TCP Connection Status

Enabled: Yes No No No

Local: 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0
Remote: 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0

Rx bytes: 0 0 0 0

Tx bytes: 0 0 0 0
Serial Status

RMnadas DC_727 DC_727 DC_727 DC_727 v

@ Internet dh v H0% v




Click on the Configure Security link

{= Comtrol Corporation - DeviceMaster RTS NS-Link 7.14 - Windows In.

P
OO - 8oz §B6]x Moo J8F
. File Edit WView Favorites Tools Help

© o Favarites  : 5l3 * Google &]FTP 2] comtrol @] 8510 [l Wireshark @] Ar & 11

- »
@Comh’ol Corporation - Dev... T‘:}T - r_J =] @ v Page~ Safety~

Server Configuration @ 1

Software: NS-Link 7.14
IP Config: Static
2 - IP Address: 192.168.2.42
IP Netmask: 255.255.0.0
¥ 2 IP Gateway: 192.168.2.254
DEV/CE*MASTER Configure Network

Configure Security
Configure Email Messages

Configure RFC1006 (ISO over TCP)

Port 1 Port 2 Port 3 Port 4
TCP Connection Status
Enabled: Yes No No No
Local: 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0
Remote: 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0
Rx bytes: 0 0 0 0
Tx bytes: 0 0 0 0
Serial Status
RMnadas DC_727 DC_727 DC_727 DC_727 v
http:/f192. 168.2 & Internet fh v W% v

Here you will set the DeviceMaster to use secure modes.

(= Comtrol Corporation - DeviceMaster RTS N5-Link 7.14 - Windows |

—
Q0 - (& v s maniancy 3 [B][5) x) B[P -
: File Edit View Favorites Tools Help
¢ oy Favorites © 5 P Google £ FTP ] Combol & 8510 [l Wireshark &] A €] 11
(& comtrol Carporation - Dev... fi- 8 | g v Page~ Safety v ?
bl
Network Enabling Devices
Edit Security Configuration
Enable Secure Data Mode O
Enable Secure Config Mode ]
Enable Telnet/ssh
Enable SNMP
Undo Changes
Key and Certificate Management
-
< >
Done & Internet f3 - B 100% -




Checkmark “Enable Secure Data Mode”
Checkmark “Enable Secure Config Mode”
Remove the checkmark on “Enable SNMP”’

(= Comtrol Corporation - DeviceMaster RTS NS-Link 7.14 - Windows In... EJEJE|
@ & A ]] 192,168,2.42 RIENEEAR ] ol

: File Edit View Favorites Tools Help

¢ Favorites | 9% ™ cooge €] FP &) comtral ] 8510 [l wreshark &) ar €] 11

£

(& Comtrol Carporation -Dev... 5 - & ] pmn v Page - Safety -

A

Network Enabling Devices

Edit Security Configuration

Enable Secure Data Mode
Enable Secure Config Mode
Enable Telnet/ssh

Enable SNMP

OEEE

Key and Certificate Management

< >
Done & mternet fa v ®10% v

Click Save

/= Comtrol Corporation - DeviceMaster RTS NS-Link 7.14 - Windows In... E@I§|
@ yv B 192,168.2.42 MEENR] P~

: Flle Edit View Favorites Tools Help

ik Favarites g M cooge E|FTP &) comtrol @] 8510 [l wireshark @] ar @] 11
»

(& Comtrol Corporation - Dev... - Bl | me v Page - Safety -
~
Network Enabling Devices

DEV/CE*MASTER

Configuration
Updated

Changes to security
configuration will not take
effect until DeviceMaster unit
is rebooted.

a

Done @ Internet fa - Hio% -

Click OK (which will return you to the previous screen).
Close the web browser.




Back to PortVision Plus.
Highlight the DeviceMaster and select the Reboot icon on the launch bar.
PortVision Plus E|E|

File Folder Device View Tools Help

TS E S LS ELeE -0A

Scan  Refresh | Config Save Load Upload Reboot |WebMgr MNotes Help About Exit

Reboot Device
Usze menu or toolbar to add device-specific notes in this
area.
e
PORTYISION
PLUS
=Y Scan Results [1of 1 onling] Device Name MAC Address

Reboot the selected device(s) Scan Results |1 |1 Ready

Confirm Reboot

\“.’2 Are you sure you want to REBOOT the selected DeviceMaster {s)?

Mo

Click Yes to reboot

File Folder Device View Tools Help

TS ES LS ELEE -0 A

Scan  Refresh | Config Save Load Upload Reboot WebMgr MNotes Help About Exit

Usze menu or toolbar to add device-specific notes in this

area.
®
PORTYISION
PRLUS
{ Scan Results [1 of 1 onling] Device Mame MAC Address Software Version

For Help, press F1 Scan Results |1 |1 Ready

PortVision Plus will show the DeviceMaster as rebooting in the status column.




Once back on line you will now notice a “lock™ next to the Device Name

Indicating that it is now in secure mode of operation.
PortVision Plus

File Folder Device View Tools Help

w A~
=
Scan  Refresh

L2 e w0 o

Help About Exit

PORTVISION®

PrLUS

DEV/CE-MASTER®

=Y Scan Results [1of 1 onling] Device Name | Model | 4 1P Addr... | MAC Address | Software Version | Status

0 @ Device 09:00:60 RTS-4P (RJ45) 192.163.2.42 00:C0:4E:09:00:60 NS-Link 7,14 ON-LINE

For Help, press F1 Scan Results |1 |0 Polling ...

Highlight the DeviceMaster and select Web Mgr

PortVision Plus

EBX
File Folder Device View Tools Help

Scan  Refresh | Config Save Load

elr—Ma'—NAhﬂL‘ Help About Exit
Web Manager

Uze menu or toolbar to add device-specific notes in thiz
area.

PORTVISION®

PrLUS

=T Scan Results [1of 1 onling] Device Name
[/ T™1Device 09:00:60

Model 4 P Addr... | MAC Address Software Version | Status

ON-LINE
Manage the selected device(s) using a web browser

Scan Results |1 |1 Ready




When the browser opens you will receive a notice that there is a problem
With the websites security. This is due to using the default certificate key.

ertificate Error: Navigation Blocked - Windows Internet Explorer Elﬁ‘gl
|g 192.168.2.42, v| 4% 49 | ol

: File Edit View Favorites Tools Help

i o Favorites 5% P cooge &|FTP & comtrol @] 8510 [l wireshark & Ar &) 11

(@& Certificate Error: Navigat... T IR ) | g v Pagev Safety

»

There is a problem with this website's security

The security certificate presented by this website was not is
authority.

The security certificate presented by this website was issuec

Security certificate problems may indicate an attempt to foo
send to the server.

we recommend that you close this webpage and do n¢

@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

<
https:/f152. 168. & nternet

>
i3 - WMo -

Click on “Continue to website (not recommended)”

omtrol Corporation - Devi Link 7.14 - Windows Internet Explorer E|@|FZ|

@ - el 192,168.2.42 v certfcarer || B|[44] % El ol
: File Edit View Favorites Tools Help
¢ o Faverites s ™ Google &]FP ] Comtrol 2] 8510 [ wireshark 2] Ar £] 11 2 12 €] 41
(& Comrol Corparation - DeviceMaster R... i v B - = o - Page- Safety- Toos- (@
-~
Network Enabling Devices
Server Configuration @
* = Software: NS-Link 7.14
IP Config: Static
= - IP Address: 192.168.2.42
IP Netmask: 255.255.0.0
P 3 IP Gateway: 192.168.2.254
DFEFVICF«MASTER Configure Network b
& Internet fh v Hi0% -

When the web page opens the URL will be in red due to the Certificate error.



Execute the new OpenSSL shortcut

T - -
B

enter “s_client -connect IP_Address:Socket” without quotes and where
IP_Address is replaced by the IP Address of the DeviceMaster (in this
example 192.168.2.42) and Socket is replaced by the socket number
assigned (in this example 8000) to the serial port, then press Enter.d
Note the colon between the IP_Address and Socket. This is required.

R - -
B

OpenS5L> s_client —connect 192.168.2.42:86000




openssl.exe

OpenSS8L> =_client —connect 192.168_2_42:8808
oading ’'screen’ into random state — done
CONNECT ED (BBBBAR? B>

several lines will be displayed

ending with:

[ openssl.exe

1 Deu1ceHa*ter/ema119ddress—support@comtrol com

No client certificate CA names sent

28L handshake has vead 1281 bytes and written 322 bytes

Mew, TLSvwl-/8S8Lu3d. Clpher iz DHE-RSA-AES25%6—SHA
Server public key is 1824 hit
Compression: NONE

vl
i DHE-RSA-AES256-5H
Session-ID: 383883334792CSBDECC?C?iF?S42CE1374DH4999?8EE8D9E62FBSEDHSEB4HCD6

Session—ID-ctx:

Master—Key: 818A4DDE3DEC?C7A3CABAF?B767BD17AEDE4A29D67C3C7?C2D7ADDBDCE6PACFLL
SESBABBZA6AFA?D4ADED 781 E1BS 7CBFA

Key—fryg : MNone

Start Tim 1258586767

Timeout : 398 {sec)

Verify return code: 18 {(self signed certificatel

Press any keys and the keystroke should be echoed to the screen.

T - -
B

1 DeviceMaster~emailAddress=supportlcomtrol.com

No client certificate CA names sent

S58L handshake has vread 1281 bytes and written 322 bytes

Mew. TLSvwl SSLuv3d, Clpher iz DHE-REA-AES25%6—SHA
Server public key iz 1824 hit
Compression: NONE

vl
DHE-RSA-AES256-SHA
Sezzion-1D: BEAEAEEA4792CE8ADSCCYC?1F?642CEL1A74DA499978EEBDYEG2 PASEDA G ER4ACDE

Session—ID-ctx:

Master—Key: 818@4DDE3DEC?C7A3CABAF?B767BD17AEDE4A29D67C3C7C2D7ADDEBDCE6BACFLL
CESBNOBZ06BFN?D4ADED781E1BS 7CEFA

Key—fryg : Mone

Start Time: 1258586767

Timeout : 388 <(sec?

Verify return code: 18 «(self signed certificatel




press enter and the entered keystrokes will be re-displayed.
[3] openssl.exe

Mo client certificate CA names sent

S5L handshake has read 1281 bytes and written 322 hytes
Mew,. TLSvl/8SLv3,. Cipher is DHE-RSA-AES256-—SHA
Server public key iz 1824 hit
Compression: NONE
Expanzion: NONE
SEL-%ession:
Protocol TLSvl
Cipher DHE-RSA-AES256—8SHA
Seszion—1D: B8BPEEER4792CBADSCC?C71F7642CE1A74DA499978EESD?EG2FABEDAGER4ACDG

Session—ID—ctx:

Master—HKey: 818P4DDE3IDEC?C7A3CABAF?B767BD19A8DE4A29D67C3IC?C2D7ADDBDCE6AACF11
SESBAAB2A6BFA? D4ADED?@1 E1 BS 7CHBFA

Key—Arg : Mone

Start Time: 1258586767

Timeout : 388 (zec

Uerify return code: 18 (self signed certificate’

In the web page you should see that Port 1 shows:

Local: 0.0.0.0:8000

Remote: IP_Address:Socket of the connected PC
in this example 192.168.2.10:1329

Rx bytes: The number of bytes sent by the PC.

ff‘ Comtrol Corporation - DeviceMaster RTS NS-Link 7.14 - Windows Interne... E@E

@ y v 2] 192.168.2.42 1|+ | B3 Certificat.. | B | [+ || % | |2 Falibs
Eile Edit Wiew Favorites Tools Help
>
L Favorites s 2% Google & FTP &) Comtral @] 8510 BBl wireshark & air &1 11
& Comtrol Corporation - Dev... el I | p=n - Page -~ Safety ~ Tools - =
- - L
Server Configuration @
2 a3 Software: MNS-Link 7.14
IP Config: Static
- - IP Address: 192.168.2.42
IP Netmask: 255.255.0.0
o 2 IP Gateway: 192.168.2.254
DEVICE+MASTER Configure Network
Configure Security
Configure Email Messages
Configure RFC1006 (ISO over TCP)
Port 1 Port 2 Port 3 Port 4
TCP Connection Status
Enabled: Yes Mo Mo Mo
Local: 0.0.0.0:8000 0.0.0.0:00.0.0.0:0 0.0.0.0:0
Remote: 192.168.2.10:1329 0.0.0.0:0 0.0.0.0:0 0.0.0.0:0
Rx bytes: 11 0 0 0
Tx bytes: 0 0 0 0
Serial Status v
& Internet fa v | W 100% -

This confirms connection and data transfer.



Back to OpenSSL
Ctrl-C to disconnect

R - -
B

Mo client certificate CA names sent

SSL handszhake has read 1281 hytes and written 322 hytes
New, TLSuls88Lw3, Cipher iz DHE-RSA-AES256-SHA

Server public key iz 1824 hit

Compression: NONE

Expanszion: MWOME

SSL-Session:

Protocol TLSwvl

Gipher : DHE-RSA-AES256-SHA

Seszion—ID: BBOOBRAA4772CBADSCCP?C?iF7642CE1A74DA499978EESBD?EG2ZFABEDAGEA4ACDE

Session—-ID—ctx:

Master—Key: 81884DD83DECIC7A3CABAF?B767BD19AEDE4AZ9D67C3C7C2DPADDBDCE6AACFLL
SESBABBZ A6 BFA?D4ADED?A1 E1 BS 7CEBFA

Key—Arg = Mone

Start Time: 1258586767

Timeout : 3838 (secd

Verify return code: 18 {self signed certificate)
aaa
aaa
readerrno=10893
0 SEL>

g (and Enter.) to quit and close the window.



