Restrict which IP Address’s can connect to the DeviceMaster.

Note: This procedure is only available in version 11.11 or above of SocketServer or NS-Link

DeviceMaster - Internet Explorer = =
| (AN

[£ nhitpi/192.168211/mety © ~ & || & DeviceMaster

Eile Edit View Favorites Tools Help

9 £ ftp.comtrol.com
Logout

ComtRoL Home Port [IEWALS Diagno: System Help

Configuration Password Security Keys/Certs Email RFC1006

Security Settings

[J Enable Secure Data Mode

[J Enable Secure Config Mode

Enable Telnet/ssh

[J Enable Monitoring Secure Data via Telnet/SSH
[ Enable SNMP

SSLv3.0 %[ Minimum Allowed SSL/TLS Version

[J Allow TCP cennections only from the address blocks below
Block Address / Width
1]

L 1
. ]

Note

The address block definitions above use CIDR notation comprising an IP
address and mask width separated by a slash.

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

For IPv&: a mask width of 0 or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125
defines 8, etc.
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& Intemet | Protected Mode: Off  #,85%  ~

In this example we will open the web page from the PC that will be allowed access.
The IP Address of the PCis 192.168.2.30

DeviceMaster - Internet Explorer = &
| a7 £
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Eile Edit View Favorites Tools Help

9 £ ftp.comtrol.com

ComrTRoL Home Port ICEOGHIE Diagnostics System Help Logout

Configuration Password Security Keys/Certs Email RFC1006

Security Settings

[J Enable Secure Data Mode
[J Enable Secure Config Mode

Enable Telnet/ssh
[J Enable Monitoring Secure Data via Telnet/SSH

[J Enable SNMP

S5Lv3.0 v|Minimum Allowed SSL/TLS Version

[ Allow TCP cennections only from the address blocks below
Block Address / Width

[z /[0 ]
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Note

The address block definitions above use CIDR notation comprising an TP
address and mask width separated by a slash.

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

For IPv&: a mask width of 0 or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125
defines 8, etc.
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& Intemet | Protected Mode: Off  #,85%  ~

Check mark the box labeled “Allow TCP connections only from the address blocks below”
Enter the IP Address of the PC and then Click on “Save”



DeviceMaster - Internet Explorer =
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Eile Edit View Favorites Tools Help
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ComrTRoL Home Port ICEOGHIE Diagnostics System Help Logout

Configuration Password Security Keys/Certs Email RFC1006
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Security Settings

[J Enable Secure Data Mode

[J Enable Secure Config Mode

Enable Telnet/ssh

[J Enable Monitoring Secure Data via Telnet/SSH
[ Enable SNMP

S5Lv3.0 v|Minimum Allowed SSL/TLS Version

[ Allow TCP cennections only from the address blocks below
Block Address / Width
192.168.2.30 /]
L e

Note

The address block definitions above use CIDR notation comprising an TP
address and mask width separated by a slash.

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

For IPv&: a mask width of 0 or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125
defines 8, etc.

The settings have now been applied.
Reboot the DeviceMaster for the changes to take affect.



Configure allowed address(s) from a PC that will NOT be allowed access

In this example we will configure the allowed IP Address from a PC that will not be allowed access once configured.
This example shows the IP Address set from the PC with the IP Address of 192.168.2.10. The allowed IP Address will
be 192.168.2.30

% hitp:/192168211 /ety O = G | £ DeviceMaster

File Edit View Favoritess Tools Help
5 [ suggested Sites » & 250250 £ FTP root at ftp.comtrol.co... 2] downloads.comtrol.com -.

ComTROL'  Home Port [NERWSHE Diagnostics System Help Logout

Configuration Password Security Keys/Certs Email RFC1006

Security Settings

[ Enable Secure Data Mode
[ Enable Secure Config Mode
1 Enable Telnet/ssh
[ Enable Monitoring Secure Data via Telnet/SSH
[ Enable SNMP
Minimum Allowed SSL/TLS Version
[ Allow TCP connections only from the address blocks below
Block Address / Width
Il
L el

|
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Note

The address block definitions above use CIDR notation comprising an IP
address and mask width separated by a slash. M

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

For IPv6: a mask width of 0 or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125
defines 8, etc.
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Open the web browser to the Network > Security page.

File Edit View Favorits Tools Help

5 [ suggested Sites = & 250250 £ FTP root at ftp.comtrol.co... £ downloads.comtrol.com -..

ComTrOL Home Port IIEWULIGE Diagnostics System Help

Configuration Password Security Keys/Certs Email RFC1006

Security Settings

[] Enable Secure Data Mode

[ Enable Secure Config Mode

1 Enable Telnet/ssh

[ Enable Monitoring Secure Data via Telnet/SSH
[ Enable SNMP

|
I SSLv3.0 | Minimum Allowed SSL/TLS Version
\f

b1 Allow TCP connections only from the address blocks below
Block Address / Width
192.168.2.30 x]/[0]
. Il

.
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Note

The address block definitions above use CIDR notation comprising an IP
address and mask width separated by a slash. M

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

For IPv6: a mask width of 0 or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125
defines 8, etc.
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Check mark the box labeled “Allow TCP connections only from the address blocks below”
Enter the IP Address of the PC that will be allowed to connect

Click “Save” to make the change



% hitp:/192168211 /ety O = G | £ DeviceMaster

File Edit View Favorites Tools Help
5 [ suggested Sites » & 250250 £ FTP root at ftp.comtrol.co... 2] downloads.comtrol.com -.

ComTROL'  Home N Diagnostics System  Help

Configuration Password Security Keys/Certs Email RFC1006

1 invalid value — hover over

Security Settings ~

[ Enable Secure Data Mode
[ Enable Secure Config Mode
1 Enable Telnet/ssh
[ Enable Monitoring Secure Data via Telnet/SSH
[ Enable SNMP
Minimum Allowed SSL/TLS Version
b1 Allow TCP connections only from the address blocks below
Block Address / Width
e m— e
L k]
[ The settings above will not allow any connections from the

computer running this browser. Please check to confirm
you wish to use these settings.

Note W

The address block definitions above use CIDR notation comprising an IP Il
address and mask width separated by a slash.

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

| For IPv6: a mask width of 0 or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125 v
defines 8, etc.
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The DeviceMaster will warn you that this is not the approved or newly configured IP Address that will be allowed to
connect to this unit

£ hitp://192168211/nety O ~ G | £ DeviceMaster

File Edit View Favorites JTools Help
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ComTROL  Home M Diagnostics System  Help

Configuration Password Security Keys/Certs Email RFC1006
1 invalid value — hover over

Security Settings ~

[ Enable Secure Data Mode
[ Enable Secure Config Mode
1 Enable Telnet/ssh
[ Enable Monitoring Secure Data via Telnet/SSH
[ Enable SNMP
Minimum Allowed SSL/TLS Version
b1 Allow TCP connections only from the address blocks below
Block Address / Width
EAErEa— e
L Il
[ The settings above will not allow any connections from the

computer running this browser. Please check to confirm I
you wish to use these settings.

Note

The address block definitions above use CIDR notation comprising an IP
address and mask width separated by a slash.

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

For IPv6: a mask width of O or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125 v
defines 8, etc.
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Check mark the box in the red brder to allow this PC to make this change.
Click on Save.
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File Edit View Favorites Tools Help
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Setii Applied
Security Settings

[ Enable Secure Data Mode
[ Enable Secure Config Mode
1 Enable Telnet/ssh
[ Enable Monitoring Secure Data via Telnet/SSH
[ Enable SNMP
Minimum Allowed SSL/TLS Version
b1 Allow TCP connections only from the address blocks below
Block Address / Width
e m— e
L el

Note

The address block definitions above use CIDR notation comprising an IP
address and mask width separated by a slash. fl

For IPv4: a mask width of 0 or 32 defines a single IP address. A width of 31
defines 2 addresses, a width of 30 defines 4, a width of 29 defines 8, etc.

For IPv6: a mask width of 0 or 128 defines a single IP address. A width of 127
defines 2 addresses, a width of 126 defines 4 addresses, a width of 125
defines 8, etc.
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The DeviceMaster will inform you the settings have been applied
Once the DeviceMaster reboots, this will take affect.



