IO-LINK MASTER

EtherNet/IP and Modbus/TCP

Library

2 ComTROL
A 4



Trademark Notices
Microsoft and Windows are registered trademarks of Microsoft Corporation.

Other product names mentioned herein may be trademarks and/or registered trademarks of their respective
owners.

Second Edition, December 12, 2018
Copyright © 2013-2018. Comtrol Corporation.
All Rights Reserved.

Comtrol Corporation makes no representations or warranties with regard to the contents of this document or
to the suitability of the Comtrol product for any particular purpose. Specifications subject to change without
notice. Some software or features may not be available at the time of publication. Contact your reseller for
current product information.

Document Number: 2000655 Rev. B

Replaces:
e 2000604 (IOLM EtherNet/IP and Modbus/TCP User Guide)
e 2000589 (IOLM EtherNet/IP Reference Manual)
e 2000590 (IOLM Modbus/TCP Reference Manual)



Table of Contents

Chapter 1. Introduction .......................l.....................Q....l...........Q.......l........l......................Q.9
1.1. Installation and Configuration Overview 9
1.2. Locating the Latest Software and Documentation 11

Chapter 2. Hardware INstallation .......cccceeeeeneeneeeeeeeenccssscsssccccceecesssssssssssssssssssssssssssssscssss 13

2.1. IOLM 4-EIP Hardware Installation 15
2.1.1. Setting the Rotary SWItCh .........uvviiiiiiiiiie e e e e e e e e e e eaaraens 15
2.1.2. Connecting t0 the NELWOTK .........cooiiiiiiiiiiiieeeee e e e e e e e e e e e e e eeeenarnnes 17
2.1.3. Connecting the POWET.........cuuiiiiiiiiiiee ettt e e e e e e e e e et areaeeeeaeeeeeeeeeeennrnnes 17
2.1.4. Mounting the TOLM 4-EIP .........coooiiiiiiiiiiiie ettt e et e e e e te e e e e e aaeae e eenbaeeeeenanseeas 19

2.2. IOLM 8-EIP Hardware Installation 20
2.2.1. Setting the Rotary SWItCh .........ovviiiiiiiiii e e e e e e e e e e eaaraees 20
2.2.2. Connecting t0 the NELWOTK .........cooiiiiiiiiiieeee e e e e e e e e e e e e e eeenaranes 21
2.2.3. Connecting the POWET.........cccuuiiiiiiiii et e e e e e e e e e e eabeaeeaeaeeeeeeeeeeenernees 22
2.2.4. Mounting the TOLM 8-EIP .........cccooiiiiiiiiiiiiee ettt et e et e e e e e aaea e e eesvaeeeeenanseeas 24

2.3. IOLM 8-EIP-L Hardware Installation ....cccceiiccccsssniccccsssnsicscssssssecsssssssecssssssssesssssssssasssssssssessssssssss 25
2.3.1. Setting the Rotary SWItCh .........oeviiiiiiiiii e e e e e e e e e e eeaaaaees 25
2.3.2. Connecting t0 the NELWOTK .........cooiiiiiiiiiiieeeee e eeeecre e e e e e e e e e e e e eeeenaraees 26
2.3.3. Connecting the POWET.........cuuiiiiiiiii ettt e e e e e e e e e et brareaeeeeaeeeeeeeeeeasernees 27
2.3.4. Mounting the TIOLM 8-EIP-Li ........ccccoiiiiiiiiiiii ettt et e e ate e e e e eaea e e e eennreeas 29

2.4. IOLM DR-8-EIP Hardware Installation 30
2.4.1. Connecting t0 the NELWOTK .........cooiiiiiiiiiiieeeee e e e e e e e e e e e e eeeenaaanes 30
2.4.2. Connecting the POWET.........cccuuiiiiiiiii ettt e e e e e e e e e e eeare e b e aeeaeaeeeeeeeeeeanernnes 30
2.4.3. MOUNTINIE ...t e e e e e e e e e e e eeeeeeeeeeeeeeeeee s s s e s e s aa s e snanannnnn s aaaeaeaaeesaessssssssssssssrsnnnnns 32

2.5. IOLM DR-8-EIP-P Hardware Installation 33
2.5.1. Connecting t0 the NELWOTK .........cooiiiiiiiiiiiiieeee e e e e e e e e e e e e e eeeeaaaenes 33
2.5.2. Connecting the POWET.........ccccuuiiiiiiiii ettt e e e e e e e e e et e e b e aeeeeaeeeeeeeeeeasernnes 34
25,3, IMOUNTIIIE ..ot e s e e e e e e e e eeeeeeeeeeeeeeeeeee e s s e s s s aa s aaa s aaaaeeaeeasaesssssssssssrnsrsnnnnns 35

2.6. IOLM DR-8-EIP-T Hardware Installation 36
2.6.1. Connecting t0 the NELWOTK .........cooviiiiiiiiiieeeee e e e e e e e e e e e e e e eeeenaannes 36
2.6.2. Connecting the POWET.........cccuuiiiiiiiii et e e e e e e e e e et a b e e e e e eaeeeeeeeeeeanarnnes 37
2.6.3. IMOUNTIIIE .. oo re e s e e e e e e e e e eeeeeeeeeeeeeeeeeesaaa s e s aasaaa s aaaeaeaeaasaessssssssssssssrsnnnnns 38

Chapter 3. Configuring the Network Information .........eeeeeeeeeeececcccccccsccsssssssnnesesssssss 39

3.1. Network Configuration Overview 39
3.2. Using the Web Interface to Program the Network 40
Chapter 4. Connecting Devices........cceeee. . cesssssensessessssssnnnssssssssssssssssssssssssssseesenssd
4.1. Overview 43
4.2. IOLM 4-EIP 10-Link Ports 44
4.3. IOLM 8-EIP I10-Link Ports 45
4.4. IOLM 8-EIP-L I0-Link Ports 47
4.5. IOLM DR-8-EIP I0-Link and DIO Ports 49
4.5.1. Tips When Connecting Devices to the IOLM DR-8-EIP.........ccccocvviiiiiiiiiiiiiiiieeeeee e, 50
4.5.2. Connecting TO-Link DEVICES .......uuuiiiiiiiiiiiiiiiiiiiiiieeeee e e e e eeesetirrrereeeeeeeeesesssesnsssseseeeeasesesssasssssssnes 50
4.5.3. Connecting Digital Input Devices to IO-Link Ports .........ccccoviiiiiiiiiiiiiieeeceeeee e, 51
4.5.4. Connecting DIO Devices t0 IO-Link Ports .........cccviiiiiiiiiiiiiiiiiiieieeeeeee e e 51

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B Table of Contents -3



Table of Contents

4.5.5. Connecting Devices to the Digital IO POrts ........cccviiiieiiiiiiiiiciiiie et 52
4.5.5.1. Connecting t0 Dl......cccouiiiiiiiiiiii ettt ete e e e s e e e e e e e e e e e e e e araeeeeeenareaaaeas 52

4.5.5.2. Connecting t0 DIO ... e e e e e e e et r e e e e e e e e e e e e e e eananes 53

4.6. IOLM DR-8-EIP-P 10-Link Ports 53
4.7. IOLM DR-8-EIP-T IO-Link Ports 55

Chapter 5. Updating Images and Applications ........eeeeeeeeeneeeeees . . .57

5.1. Images and Application Sub-Assemblies Overview 57
S 0 I T =YY PO UPPPRPRIRRRIN 58
5.1.2. Application SubassembBIIES...........cciiiiiiiiiiiiiiee ettt ee e ere e e e et e e e e e rae e e e e raa e e e e eneraeas 58

5.2. Using the Web Interface to Update Software 59
5.2.1. UPdating IMAZES......ueiiiieiiiiie ittt ettt e e ettt e e e ettt e e e e ettaeeeesabeeeeeanssaeaeeansaaeeeennsseeeeensnsees 59
5.2.2. Updating Application SubassembIis .........cccccviriiiiiiiiieiiieeiiiiieree e e e e e e e e essnerrrrreeeeeeeeeeesssnsennnnns 60

Chapter 6. IO-Link Port Configuration...........ccccccccccccccccccccccccesnnsssssssssssssssssssscssscssssssssss 61

6.1. Preparing for Port Configuration 61
6.2. I0-Link Configuration Page 63
6.2.1. Editing IO-Link Port Settings..........ccooiiiiiiiiiiiiiiiiiee ettt e e e e e e e e e e e e eeenarnnes 64
6.2.2. TIO-Link Settings ParameterS.......cccccoiiiiiiiiiiiiiiiiiiieeee ettt e e e e e e et rereeeeaeeeeeeeeeeanarnees 65
6.3. EtherNet/IP Settings Configuration Page 68
6.3.1. Editing EtherNet/IP Settings ..........ccooiiiiiiiiiiiiiiiieee ettt e e e e e eeeaear e e e e e e e e e eeeeeeeanarnnes 69
6.3.2. EtherNet/IP Settings Parameters .........ccccouviiiiiiiiiiiiiieecceccetee et e e e e e e aaaanes 70
6.4. Modbus/TCP Settings Configuration Page 76
6.4.1. Editing Modbus/T'CP Settings.......cvuviiiiiiiiiiiiiiiiiiiiieeee e e eee et e e e e e e e eeeeeeeaatarereeeeeeeeeeeeeeeassrenes 77
6.4.2. Modbus/TCP Settings Parameters.........ccccouuuiiiiiiieii et ee e e e e e e e e e e eeeeeeaaaraees 78
6.5. OPC UA Settings Configuration Page 81
6.5.1. Edit OPC UA SELEINEZS ..cuuviieeiiieciiiieeiiie ettt eite ettt e et e e et eeetaeaetbesessbeeessseeesssesesssaeesssseeassseesssseeanns 82
6.5.2. OPC UA Settings ParameterS........cccccooivieiiiiiiiiiiiieeeee ettt e e e e e e e eeecaatareeeeeeaeeeeeeeeeeennrenes 82

Chapter 7. Dedicated Digital I/O Port Configuration (IOLM DR-8-EIP)..........cc.....83

7.1. Digital I/O Settings Page 83
7.2. Editing Digital I/O Settings 84
7.3. Digital I/O Setting Parameters 85
Chapter 8. Loading and Managing IODD Files ....ccccccciiiiiiiinnnnnnnnnnneeeesccssssssscccccscesssssens 87
8.1. IO-Link Device Description Files Page ....c..iiciicniiiciiccsniicsicsnnicssccsssiicsscsssresssssssncsssssssnsssssssne 87
8.1.1. Preparing IODD Files t0 UPLOAd .......cccooeeeiiiiiiiiiiiiee ettt ee e e e e e e e eaarareeeeeeee e e e eeensnennnnnns 88
8.1.2. Uploading IODD Zip FIleS........uuiuiiiiiiiiiie ettt e ettt e e e e e e e e e e s seenerasaaeaaeeaeeeeesssssssssnnns 88
8.1.3. Uploading xml Files or Supporting Files ........ccccciiiiiiiiiiiiieeee e e e e e e ieaeenens 90
8.1.4. Viewing and Saving IODD FileS ........cciiiiiiiiiiiiiiiiiiiee ettt e e e e e e e e reeeeeeeeeesessnnnennns 91
8.1.5. Deleting TODD FiLES ....cccciiiiiiiiiiiiieeeee ettt e e e e e e ettt eeeeeeeeeessssnnsasaaeaaeaaeseeassssssssnnns 92
8.2. IO0-Link Device Configuration Summary Page 93

Chapter 9. Configuring 10-Link Devices........ . . cosecsssesesssssssssssssseeesdD

9.1. Port Pages Overview 95
9.2. Editing Parameters - IO-Link Device - Port Table 99
9.3. Resetting I0-Link Device Parameters to Factory Defaults 100
9.4. Editing Parameters - IO-Link Device ISDU Interface - Port 102
9.4, 1. OVEIVIBW ..eeeiieiiiieeeeeiieieeeeitteeeeeetteeeeeettaeeesassstaeeeeansssaeeeaassasaesaanssseessansssseesansssseessasnssaeessanssseaesanses 102
9.4.2. How t0 Use the INTerTace. .....cccccuiiiiiiiiiiiec ettt ettt e e et e e e e naaeaeeennes 103

Chapter 10. Utilizing IOLM Features ......cccccceeecccssssssssenessesssssssssssssssssssssssssssssssssssssssssses 103

4 - Table of Contents IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



Table of Contents

10.1. Setting User Accounts and Passwords 105
10.2. Data Storage 108
10.2.1. Uploading Data Storage to the TOLM .........cccciiiiiiiiiiiiiiciiee ettt erree e e 108
10.2.2. Downloading Data Storage to the IO-Link DeviCe .........ccccueieeeeiiiieieeiiiiieeecciieee e 108
10.2.3. Automatic Device Configuration...........cccueiiieiiiiieiiiiiiiie et e et e et e e e aree e e e aaeee e e areeas 109
10.2.4. Automatic Device Configuration Backup .........ccceeeiiiiiiiiiiiiiieeciieie et 111
10.3. Device Validation 112
10.4. Data Validation 114
10.5. IOLM Configuration Files 115
10.5.1. Saving Configuration Files (Web INterface)........ccccueiiieiiiiiiiiiiiiiiieecciiee et 115
10.5.2. Loading Configuration Files (Web INterface).........ccccveieeiiiiiiiiiiiiiiieeeiiee e 116
10.5.3. Saving Configuration Files (PortVision DX) ........ccccociiiiiiiiiieeiiiiiieeeciieeeeeeireeeeeevaee e e eeeveeas 117
10.5.4. Loading Configuration Files (PortVision DX)........cccccciiiiiiiiiiiiiiiiiieiceceeeeeerirrereee e 117
10.6. Configuring Miscellaneous Settings 119
10.6.1. Using the Menu Bar Hover Shows Submenu Option ..........cccccccviiiiiiiiieeiieieeeeciireeeee e e 119
10.6.2. Enable PDO Write From Attached Devices Port Page...........ccccoovviviiiiiiiiiiiiiiiiieeeee e, 120
10.6.3. IO-Link Test Event GENerator.........ou ittt e et e e 122
10.7. Clearing Settings 125

Chapter 11. Using the Diagnostics Pages .......ccccccccccccccccscncccecceennnssssssssssssssssssssssscccsssses 127

11.1. IO-Link Port Diagnostics 128
11.2. Digital I/O Diagnostics (IOLM DR-8-EIP) 131
11.3. EtherNet/IP Diagnostics 132
11.4. Modbus/TCP Diagnostics 136
11.5. OPC UA Diagnostics Page 139
Chapter 12. EtherNet/IP Interface............ . FUUUURRRTRRRRR— 3 |
12.1. Introduction 141
12.1.1. Functionality SUMIMATY ......ccccooiiiiiiiiieeee e e e e e e eeeetarr e e e e e e e eeeeeeeeesbasaraeaeasaeaaaessaanes 141
12.1.2. Data Type DefINitions .......cceiiiiiiiiiiiiiiiieeee e e e e et e e e e e e e e e e e e eaaeassrareeeeeeaeeeennes 142
12.1.3. Terms and Definitions .......cc.uuiiiiiiiiiiiieiiee e e et e e s et e e e s naaeeeesnneeeas 143
12.2. Data Transfer Methods 144
12.2.1. Receive Process Data Methods........ccouiiiiiiiiiiiiiiiiiie ettt e e 144
12.2.1.1. Polling-PLC Requests Data ........cccceiiiiiiiiiiiiieeee ettt ettt 144
12.2.1.2. Write-to-Tag/File-IOLM Writes Data Directly Into PLLC Memory ..........cccccceeeeeeieennnnns 144
12.2.1.3. Class 1 Connection (Input Only)-PLC and IOLM Utilize an I/O Connection................ 145

12.2.2. Transmit Process Data Methods.........cc.uiiiiiiiiiiiiiiiiiie ettt 145
12.2.2.1. PLEC-WTIEES .iiiutiieiiieeiitiieieitieeetie ettt e eeteeesitaeestaeaeesbeeesssaeeessseeasssaeassseeesssessssesenssesesssseesnsees 145
12.2.2.2. Read-from-Tag/File-IOLM Reads Data from PLC Memory.........cccccoevuiieriiniiiieeennnnenn. 146
12.2.2.3. Class 1 Connection (Input and Output)-PLC and IOLM Utilize an I/O Connection..... 146
Chapter 13. Functionality Descriptions. ceeeteeeeetetsstssssessesssssssssssestsstsssrarrrsrnesensssssane 147
13.1. Process Data Block Descriptions 147
13.1.1. Input Process Data Block DesCription ..........cccccuuiiiiiiiiiiiiie ettt eervarree e e e e e e e e 147
13.1.1.1. Input Process Data Block-8 Bit Data Format.............cccccvviiiiiiiiiiiiiieeee e, 149
13.1.1.2. Input Process Data Block-16 Bit Data Format.............cccccovvvviiiiiiiiiiiiiiiiieeeeeeeeeeeee, 149
13.1.1.3. Input Process Data Block-32 Bit Data Format...........cccoeeiiiiiiiniiiiiiiieee e, 149

13.1.2. Output Process Data Block DeSCription .........ccuuvviiiiiiiiiiieiiiiiiiiiieee e e e eeeeiivrrrereee e e e e e e e ennes 150
13.1.2.1. Output Process Data Block-8 Bit (SINT) Data Format ............ccceoeiiiiiiiieiieieiieeiens 150
13.1.2.2. Output Process Data Block-16 Bit (INT) Data Format...............ccceeevienniiiiiiiiineiieeennn. 151
13.1.2.3. Output Process Data Block-32 Bit (DINT) Data Format..............ccccoevvviiiiieeiiiiieniinns 152

13.2. Event Handling 153
13.2.1. Clear Event After Hold Time Process......cccooouiiiiiiiiiiiiiiiiiiieeeeiteeeet et 154
13.2.2. Clear Event in PDO BloCk ProCess ........uuiiiiiiiiiiiiiiiiiiieeeiteeeee ettt e 155

13.2.3. Clear Event Code in PDO Block and Clear Event After Hold Time Process-PDO Block First....

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B Table of Contents -5



Table of Contents

156
13.2.4. Clear Event Code in PDO Block and Clear Event After Hold Time Process-Hold Time Expires

157
13.3. ISDU Handling 157
13.3.1. ISDU Request/ReSponse StrUCLUTIE. .........ccceiiviiiiiiiiiieieeciiieeeeeiiie e e e e e e eeivee e e e eareeeeeeeeaeeeas 158
13.3.1.1. Single ISDU Command ReqUESL ..........ccccuiiiiiiiiiiiieeiiie ettt e e e 158
13.3.1.2. Multiple ISDU Command Structure ............cceeeeieeieiiiiiiiiiiiieeeee e e e e e e e eeeeeeienns 159
13.3.2. ISDU Request Message Format-From PLC to IOLM...........ccccovviiiiiiiiiiiieiieeeee e 161
13.3.2.1. Standard ISDU Request Command Format..............ccccoviviiiiiiiiiiiiiiieeee e, 161
13.3.2.2. Integer (16-Bit Word) ISDU Request Command Format...........c.ccccceeevveeiieiniiieeeeenneen. 162
13.3.3. ISDU Response Message FOrmat...........ccoooveiiiiiiiiiiiiie ettt e e e e e 163
13.3.3.1. Standard ISDU Response Command Format............cccccveviiiiiiiiiiiiiiiiiiiieeeeee e, 163
13.3.3.2. Integer (16-Bit Word) ISDU Response Command Format ..............cccccovvveeiiiiiiiiinnnnnnnn, 164
13.3.4. ISDU Blocking and Non-Blocking Methods .............uuiiiiiiiiiiiiiciiiieeeeeee e 165
13.3.4.1. Single Command BloCKING..........ccciiiiiiiiiiiiiiiiiiieiee e e e e e e e e e e eserarrrreeeeeeeeeeeesnnnes 165
13.3.4.2. Multiple Command BloCKING ...........coooiiiiiiiiiiiiieeec e eceaaaee e e e e e e e 166
13.3.4.3. Single Command Non-BloCKING...........ccccoiiiiiiiiiiiii e eeirrrre e e e e e e e e e 167
13.3.4.4. Multiple Command Non-BloCKINg...........ccccueiiiiiiiiiiiiiiciiiiiieeeee e eeeeciirrreeree e e e e e e e e eeeees 168
Chapter 14. EtherNet/IP CIP Object Definitions ........eeeeeeeccccccccccsssssssssssssssssssssesss 169
14.1. I0-Link Port Information Object Definition (71 hex) 169
T14. 1.1, Class AETIDULES .uuvvuieeeeeeeeee ettt e e e e e e e e e e e e e e e e e e e et eeeaeeeeeeeeeaaaaaaaeaees 169
14.1.2. INSEANCE AbTTIDULES ..vvvveieeeeee et e e e e e e e e e e e e e e e e e et eeeeeeeaeaaaeeees 170
14.1.3. COIMINION SEIVICES ..uuuuuieieeeeeeeeeeeeeeeieeeeeeeeeeeta e e eeaeaeeeeeeeeeeeaaaaeereeerrssesararatar———————neeseeeeeeeseeeeerees 170
14.1.4. Instance Attribute DefInitions ............uuuuiiiiiiiiiieieeeeeee e e e e e e e e e e e e e e aae s 171
14.1.4.1. Attribute 1-Vendor NAIIE ........cccoeeieiieeiiieiiiiiiiieeeeeeeeeee e ee e e e e e e e e e e e e e eeeeeeeeeeeeeaaaaes 171
14.1.4.2. Attribute 2-Vendor TEXE ........uuuuiiiiiiieeieee et e e e e e e e e e e eeeeeeeeeeeeeeeeaaaees 171
14.1.4.3. Attribute 3-Product NAIIE .........uuuuiieiieeeeeeeeeeceeeeeeeeeeeee e e e e e e e e e e e e ee e e eeeeaeaaes 171
14.1.4.4. Attribute 4-Product ID ..........oouuuiiiiiiiiiiie et e e e e e e e 171
14.1.4.5. Attribute 5-Product TeXt .......uuuuuuiiiiiiieieieeeie e e e e e e e e e e e e e e eeeeeeeeeeeeeaaaees 171
14.1.4.6. Attribute 6-Serial NUINDET .........iiiiiiiiiiieiiiiiiieeeeeee e e e e e e e e e ee e eeeaaaaae 171
14.1.4.7. Attribute 7-Hardware ReVISION ......cccoceeieiiiiiiiiiiiiiiiiiieeeeeeeeeeee e e e e e e e e e e e e eeeeeeeeaees 172
14.1.4.8. Attribute 8-Firmware REVISION .......ccccciiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeiceeeeeee e e e e e e eeeeeeeeeeeeeenens 172
14.1.4.9. Attribute 9-Device PDI Length ........ccccvvviiiiiiiiiiieeeee e, 172
14.1.4.10. Attribute 10-Device PDO Length .........cccovvviiiiiiiiiieeeeee e 172
14.1.4.11. Attribute 11-PDI Data Block Length ..........cccceiiiiiiiiiiiiiiiiieeee e 172
14.1.4.12. Attribute 12-PDO Data Block Length...........cccccoooiiiiiiiiiiiiiieceeee e 172
14.1.4.13. Attribute 13-Input Assembly PDI Offset.........cccccvviiiiiiiiiiiiiiieceeee e, 173
14.1.4.14. Attribute 14-Input Assembly PDO Offset.........ccccvviiiiiiiiiiiiiiieeeeee e, 173
14.1.4.15. Attribute 15-Output Assembly PDO Offset..........ccccooiiiiiiiieiiiiiiiieiiiieeeeee e, 173
14.1.4.16. Attribute 16-Control F1ags ........ccccoooeiiiiiiiiiiieee et e e e e e 174
14.2. PDI (Process Data Input) Transfer Object Definition (72 hex) 175
14.2.1. Class ATETIDULES .ouuvuieiiieeeeeee e e e e e e e e e e e e e e e e e e e e e e e e eee e e eeeeeeaeaaaaaeaees 175
14.2.2. INSEANCE A TTIDULES ..vuvieiieieeee et ettt e et e e e e e e e e e e e e e ee e ee e e e eeeeaeaaaaeeeees 175
14.2.3. COMINION SEIVICES .uuuuuuniieeieeeeeeeeeeeeeeeeeeeeeereeare . raeaeaeaeeeeeeeaeaesessssersseesterrtar—aeeeeeeeeeseeeeeeees 175
14.2.4. Instance Attribute Definitions - Attribute 1 to 4-PDI Data Blocks ...........ccvvevieieeeeeeeeeeeeinnnnn, 175
14.3. PDO (Process Data Output) Transfer Object Definition (73 hex) 176
14.3.1. Class AETIDULES .ouvuuieiiiiieeee et e e e e e e e e e e e e e e e e e e e e e eeeee et eeeeeeaeaaaaaeaees 176
14.3.2. INSEANCE At TTIDULES ..vuuiiiieiieee et e et e e e e e e e e e e e e e e e e e e e e e eeeeeaeaaaaeeaees 176
14.3.3. COMINION SEIVICES .uuuuuunieieeieeeeeeeeeeeeeeeeeeeeeererare et eeaeaaeeeeeeeeaeaesesesseresessrsrarara.naeeeseeeeeaeeaaeeerees 176
14.3.4. Instance Attribute Definitions - Attribute 1 to 4-PDO Data Blocks..........ccceeeeeeieeeeeeeeeeeeinnnnnn, 177
14.4. ISDU Read/Write Object Definition (74 hex) 177
14.4.1. Class ATETIDULES .uuvuueiiiiieeeeee et e e e e e e e e e e e e e e e e e e e e e e e ee e e e eeeeaeaeaaaaaaaees 177
14.4.2. INSEANCE AbTTIDULES ..vuvviiieieeee et e e e e e e e e e e e e e e e e e e e eeee e e e eeneeeeeaeaaaaeaaees 177
14.4.3. COIMINION SEIVICES ..uuuuuuieieeeeeeeeeeeeeeeeeeeeeeeeererare . aaaaeeaeeeeeeeesesesesssrsrssstsrrrar—.eaaseeseeaesesererees 178
14.4.4. ODJECt SPECITIC SEIVICES ..ieiiiiiiieiiiiiiiiiieeeeee e e e eeescrr et e e e e e e e e s estarrraeeaeeaeeeesesssssesssrasaeeaeeeeasasanes 178
14.4.5. Instance Attribute DefInitions ............uuuuiiiiiiiiiiieiieeieee e e e e e e e e e e e e eaeaeees 178
14.4.5.1. Attribute 1-ISDU Read/Write Response (Non-Blocking only)...........cccccvvvvriiiieieeeinnnnnnne. 178

6 - Table of Contents IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



Table of Contents

14.4.5.2. Attribute 2-ISDU Read/Write Request (Non-blocking only).........ccccceeeviiiiiniiiiieennnnnen.. 178

14.5. Identity Object (01hex, 1 instance) 179
14.5.1. Class ABETIULES c..uuuveiiiiiiiieee et e e e e e e et e e e e e e e e e e e e e et braaraaaaeaeeeeaaans 179
14.5.2. INStANCE AbEITDULES ...vvviiiiiii e e e e e e e e e e e e ettt aa e e e e areaaaeaeeeeaaans 179
14.5.3. StAtts WOTM ..ot e e e e e e e e e ettt a e e e e e e e e e e e e e e aarbrbaraaaaeaeeeeaanns 180
14.5.4. COMIMON SEIVICES . .uuuutiiiirieeeeeeeeeeiiiiiitrteteeeeeeeeeeeeaiirssrssresaeeeeeseaieirssssssseaeseesesssatirssrrssrssaeeeeeesnanes 181
14.6. Message Router Object (02 hex) 181
14.6.1. Class ABEIIULES ...uvviiiiiiiiieee et e e e e e e e e ettt b e e e e e e e e e e e e e ettt braareaaaaaaeeeaaans 181
14.6.2. INStANCE AbEIIDULES ...vvviiiiii i ee e e e e e e e e e e e ettt e e e e e areaaaeaeeeeaaans 181
14.6.3. COIMIMON SEIVICES . .uuuuriiiirieeeeeeeeeeiiiiittrtereeeeeeeeeeeeaiiissrseseesaeeseseeeisrsssssssseaesseseessaiisssrssssseeeeeeesnanns 182
14.7. Connection Manager Object (06 hex) 182
14.7.1. Class Attributes ODbJect (06 NeX) ........eiiiiiiiiiiiiiiiiiiiiiieeee e e e e e e e e e e e e e e e e e e eean 182
14.7.2. Instance Attributes (02 NeX) ......uuviiiiiiiiiiiieiececcieeeeee e e e e e e e e e aaa e e e e e e eeeeeeeeaans 182
14.7.3. Common Services ODbJEct (06 NeX).......coiiiiiiiiiiiiiiiiiiiieeee et e e e e e e e e e 183
14.8. Port Object (F4 hex-1 instance) 183
14.8.1. Class ALEIIULES .....uuveiiiiiiiiiee et e e e e e e e ettt e e e e e e e e e e e e e ettt braaraaaaeaeeeeaaans 183
14.8.2. INStANCE AbEITDULES . .vviiiiiiii e e et e e e e e e e e e e ettt aaerreareaaaaeeeeeaaans 184
14.8.3. COIMIMON SEIVICES . .uuuuvriririeeeeeeeeeeiiiiittrteteeeeeeeeeeeeaiissrersaeaaeeeeeeeiesisrssssssseeessesesesaiissrrssseraeeseessnanns 184
14.9. TCP Object (F5 hex-1 instance) 185
14.9.1. Class ABEIIULES c...uveiiiiiieieeee et e e e e e e e ettt e e e e e e e e e e e e e e e aaarbraareaaaeaeeeaaaans 185
14.9.2. INStANCE AbEITDULES ...vvviiiiiii i e et e e e e e e e e e e e e tatraae e e e areaaaeaeeeeaaans 185
14.9.3. COIMIMON SEIVICES . .uuuurririiieeeeeeeeeeiiiitirtrteteeeeeeeeeeeeaiisrsreesaesaeeeeseeeeeissrsssesssaesseeesesasisssrssseraeeseessaanes 187
14.10. Ethernet Link Object (F6 hex-1 instance) 187
14.710.1. Class ALEIIDULES c...uuuviiiiiiieeec et e e e e e e et e e e e e e e e e e e eeeetaaaabraareaaeeaeeeaaaans 187
14.10.2. INStANCE AtEIIDULES . .evviiiiii i eeee e e e e e e e e e e eetaaaabraereeeaeaeeeeaaans 188
14.10.3. COIMIMON SEIVICES ..uuvvvirrrieeeeeeeeeeiiiitirrrtereeeeeeeeeaeeaiistrsssesreaaeeseseeieesrssssssseseseesssmneisssssrssssseeeseessannns 188
14.11. PCCC Object (67 hex-1 instance) 189
B O T ' 13 =W UL T UPPUUPUPRPPRRPNS 189
14.11.2. COIMIMON SEIVICES . uuuvviririeeeeeeieeeiiiitirrrteeeeeeeeeeeaeeeiitasssssresaeeseeseiiesrssssssseseseeseeemaissssessrsseeeeeessnanns 189
14.11.3. Message Structure Execute_ PCCC: Request MeSSage ........ccoccuvvviriiiieeeiieieeiciiiiiieeeeee e 189
14.11.4. Message Structure Execute_ PCCC: Response MeSSage.......cccccvuvrviiiieeeeeeeiiiiiiiiiieeeeeeeeeeeeenns 190
14.11.5. Supported PCCC Command TYPeS .......ccceeeiiiiiiiiiiiiieeeeeeee ettt e e e e e eeeeeeivaavrerereeeeeeeeeeanes 190
14.12. Assembly Object (For Class 1 Interface) 191
14.12.1. Class ALEIIDULES c...uuuviiiiiiiiiec et e e e e e e e ettt e e e e e eeeeeeeeetaaasbraareeaeeaeeeeaaans 191
14.12.2. Instance Definitions (4-Port Models) ..........coooocuiiiiiiiiiiiiie e 191
14.12.3. Instance Definitions (8-Port Models)..........ccooocuiiiiiiiiiiiiei e 192
14.12.4. INStANCE AtEIIDULES ....vvviiiiiiiiieeceee e e e e et e e e e e e e e e e eetaaar b e e e reeeaeaeeeeaaaes 194
14.12.5. COIMIMON SEIVICES . .uuvrririieeeeeeeeeeiiiitittrteeeeeeeeeeeaeiaittrssessaesaeeseeseiiesrssssssseseseesesmeetsssssrssrssseeseessannes 195
14.12.6. Instance Attribute Definitions: Attribute 3-Request/Write Data .............cccccvvvviviieiiiiiannnnnn. 195
14.12.7. Instance Attribute Definitions: Attribute 4-Data Length ..........ccccccoooiiiiiiiiiiiiiiiieeeee, 195
14.12.8. Overview of Assembly INterface ...........ccoooimiiiiiiiiiiiiiii e 196
14.12.9. Grouping of Assembly INSEANCES..........cciiiiiiiiiiiiiiiiee e e e e e e 198

14.12.9.1. In order to minimize the number of required I/O connections, the input and output as-
sembly instances are organized as follows. The Input Assembly instances are grouped into one con-
tinuous array with no gaps between the instances. The same is also true for Output Assembly
Instances.4-Port MOdels ..........ooiiiiiiiiiiiee et e e e e e et e s e raaeeeean 198
14.12.9.2. 8-POrt IMOAELS......eiiiiiiiiiieeeeee ettt et e et e e e et e e e st e e e e ennraeas 199

Chapter 15.

ControlLogix Family - Example PLC Programs........ccccccececessssscccscceess 203

15.1. Import the PLC program into RSLogix 5000 203
15.2. Configure the Controller 203
15.3. Add the EtherNet/IP Module Interface 205
15.4. Configure the Ethernet Module 207
15.5. Example PLC Program Operation 212

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B Table of Contents - 7



Table of Contents

15.6. User Defined Data Structures 215
15.6.1. User Defined Structure EXample 1.........cccooeiiiiiiiiiiiiiececieeeeeiee ettt e e e eiveee e e e 216
15.6.2. User Defined Structure EXample 2...........ccooooiiiiiiiiiiiiiieiieee et eeaee e e eiveee e 216
15.6.3. User Defined Structure EXample 3..........ccooooiiiiiiiiiiiii ettt e e e eveee e e eeaaeeas 217
15.6.4. User Defined Structure EXample 4..........ccoooiiiiiiiiiiiiieieiiee et e e eivaee e e e eeaneeas 217

15.7. Example PLC Program Tag Definitions 218
15.7.1. PrtN_DeviceInformation Definition .........cccccccuiiiiiiiiiiiiiiiiiiiie et 220
15.7.2. PrtN_RxPdiData Definition ........cccceeciiiiiiiiiiiiie ittt ettt ettt eateeesabeeseeeeeenes 221
15.7.3. PrtN_MIiSCISDUREGS ....eeeeeueiiiieeeiiiiieeeeittee ettt e e ettt e e e ettt eeeesaabaeeesesaseeeeesssaseeeeesnnsaeeaeesnsseeas 222
15.7.4. PrtN_MIiSCISDURESD ...ceiiiiiiiiiieeiiiiiee ettt ettt e e ettt e e e ettt e e e e s aabaeeesesaseeeeessaseaeeessnsaaeaeeansseeas 223
15.7.5. Using Other ISDU Request/Response Command Formats ..........cccececvveeieeiiiiieienniiieee e, 223

Chapter 16. SLC/PLC-5/MicroLogixX INtErface .......cccccccccccecccccceennnnnnnsssssesssssssssssssceeesss 225

16.1. Requirements 225
16.2. PLC-5 and SLC 5/05 PLC Requirements 226
16.2.1. SLIC B/05 ...ttt ettt e et e e ettt e e e te e e s b e e e e bbeeeabeeeabaee e tbaeentaeeeabeeataaeeaaraeeetaeearaeeanes 226
16.2.2. PLIC-D...eiiiceiieeee ettt ettt e ettt e e et e e e ab e e e tbe e e ta e e e aaeeeatbae e nbeeeeateeeanaaeeaabaeeataeearaeeanes 226
16.3. PLC-5 and SLC Messages 227
16.4. Process Data (PDI and PDO) Access via PCCC Messages 229

Chapter 17. EDS Files............. . . SRR 2 ) |

17.1. Overview 231
17.2. Downloading the Files 231
17.3. Configuring RSLinx 231
17.4. Adding EDS Files to Rockwell Software 232
Chapter 18. Modbus/TCP INtErfacCe...cccccceerrrrnnrreeeeecnsssssssssccseessessnsssssssssssssssssssssssssssssans 233
18.1. Modbus Function Codes 234
18.2. Modbus Address Definitions 234
18.2.1. 8-POTt MOGELS .....eeiieieiiiiiee ettt ettt e e ettt e e ettt e e e st e e e st ee e e e nnabbeeeennbeeeas 236

18.3. Multiple Port Process Data (PDI/PDO) Access via Modbus/TCP 238

Chapter 19. Troubleshooting and Technical SUPPOTrt ....cccccecerrrneeeeeneeeecencccscecccecceennnss24 1

19.1. Troubleshooting 241
19.2. IOLM LEDs 242
19.2.1. IOLM 4-ETP LEDS ...cutiiiiiiie ettt et eeteeeeitee e tte e veeeetteesveeesaseessssaaanssesesssesasssesesssasessseeasseeanns 242
19.2.2. TOLM 8-EIP LEDS ...c.utiiiiiiiiiiiieeiiee et e estteeeeitteesveeeetteesteeestaeeasssaassssesesssesesssesesssaeessseesssseennns 244
19.2.3. IOLM 8-EIP-L LEDS.....cciiitiiiiieeiiieeciteeciiee ettt et e e e tteeetteestaeeesasaaesesesesssesesssesesssaeesnsseeasseeanns 246
19.2.4. IOLM DR-8-EIP LEDS.......cciiitiiiiiiiieiiieeciieeeeiieeeeteeestteeeveeesteeestaeesssaeessaseeessseeesssesesssaeeasseeanns 248
19.2.5. IOLM DR-8-EIP-P LEDS.....cccutiiittiiiiiieiiii e eiiee ettt e et ee e st e esveeesvteesataeessaseeesaeeessasesssesesssseeanns 250
19.2.6. IOLM DR-8-EIP-T LEDS.....cccutiiiitiiiitiieeiiieeiteeeetteeesiteeeereeesveeessteesasaeassasessssseessssesesssesessseesnns 251
19.3. Contacting Technical Support 252
19.4. Using Log Files 253
19.4.1. VIEW @ LOG FILE ...ttt e e e e e e e e e ettt a e aaaaeeeeaanas 253
19.4.2. EXPOrt @ LOG FILE ...cuuviiiiiiiiiiiccceeee ettt e e e e e e e e ettt e aa e e e e e eeaas 254
19.4.3. Clear @ Log FIle. ..ot e e ettt e e e e e e e e e ettt b areaaaeaeeeeaaaas 255

8 - Table of Contents IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



Chapter 1. Introduction

This document provides installation, configuration, and embedded web interface information for the Comtrol
I0-Link Master (IOLM). In addition, it includes detailed information about EtherNet/IP and Modbus/TCP.

The web interface provides a platform so that you can easily configure, review diagnostic pages, and access
advanced features, such as the ability to:

Upload the latest IOLM images or applications

Set up user accounts with different user levels and passwords
Load IODD files and configure I0-Link device parameters
Implement manual or automatic data storage (upload or download)
Implement device and/or data validation

1.1. Installation and Configuration Overview

The IOLM installation includes the following procedures.

1.
2.

SR

Connect the power and Ethernet cable (Page 15).
Configure the IP address using the embedded web interface or PortVision DX (Page 39).

Note: IOLM 4-EIP (Page 15), IOLM 8-EIP (Page 20), or IOLM 8-EIP-L (Page 20): If desired you can use
the rotary switch to set the IP address.

Configure IOLM device features such as passwords or miscellaneous settings (Page 105).
If necessary, upload the latest images to support the latest features (Page 57).

Connect the I0-Link and digital I/O devices (Page 43).

Use the web interface to configure the Modbus/TCP and OPC UA settings.following:

a. IOLM ports for your environment using the web interface (Page 61):

¢ 10-Link settings, such as the Port Mode, which by default is set to IO-Link but depending on the
device, you may need to set it to Digital In or Digital Out.

¢ EtherNet/IP settings
¢ Modbus/TCP settings
e OPC UA settings (on select models)
b. If necessary, configure the dedicated digital I/O ports on the IOLM DR-8-EIP (Page 83).

If desired, upload the appropriate IODD files for your I0-Link devices (Page 87) to simplify IO0-Link
device configuration.

d. Ifdesired, implement IOLM features or options (Page 105), such as:
e Data storage, automatic or manual - upload or download
¢ Device validation

Data validation

IOLM configuration files (save and load)
e. Use the Diagnostic pages to monitor or troubleshoot your devices.
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7. Connect to a PLC and configure the PL.C or HMI/SCADA (depending on your protocol)
e EtherNet/IP configuration is discussed in detail in the following chapters:

- EtherNet/IP Interface on Page 141 provides a functionality summary, data type definitions, terms
and definition, and data transfer methods.

- Chapter 13. Functionality Descriptions on Page 147 (for EtherNet/IP and Modbus/TCP) details
process data block descriptions, event handling, and ISDU handling.

- Chapter 14. EtherNet/IP CIP Object Definitions on Page 169 discusses the vendor specific CIP

definitions.

- If applicable, use Chapter 15. ControlLogix Family - Example PLC Programs on Page 203 to get
your PLCs operating quicker.

- If applicable, use Chapter 16. SLC/PLC-5/MicroLogix Interface on Page 225 to get your PLCs
operating quicker.

- Chapter 17. EDS Files on Page 231, which provides procedures on how to add EDS files to RSLinx
for normal IOLM to PLC communications.

Note: The AOI files and documentation (bundled with the files) can be downloaded from the Comirol
download. site.

¢  Modbus/TCP: connect PLCs or HMI/ SCADA devices, which is discussed in detail in these two
supporting sections:

- Chapter 13. Functionality Descriptions on Page 147 details process data block descriptions, event
handling, and ISDU handling.

- Chapter 18. Modbus/TCP Interface on Page 233 discusses Modbus Function codes, address
definition and multiple port process data (PDI/PDO).

10 - Chapter 1. Introduction IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B


ftp://ftp.comtrol.com/html/IOLM_EIP_AOI_files.htm
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| Locating the Latest Software and Documentation |

1.2. Locating the Latest Software and Documentation

You can use the links in the following tables to locate the latest images, utilities, and documentation. For
information about images and updating the IOLM, see Chapter 5. Updating Images and Applications on Page

57.

IOLM 4-EIP (IP67) Latest Images

U-Boot Bootloader Ny
FPGA @
System ulmage (Primary/Backup) Ny
Application Base Ny

IOLM 8-EIP (IP67 With T-Coded Power Connector) Latest Images

U-Boot Bootloader Q
FPGA @,
System ulmage (Primary/Backup) i\
Application Base N

IOLM 8-EIP (IP67 With L-Coded Power Connector) Latest Images

U-Boot Bootloader Q
FPGA o
System ulmage (Primary/Backup) Q
Application Base N

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B
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http://downloads.comtrol.com/IO_Link_Master/8_EIP/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/8_EIP/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/8_EIP/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/8_EIP/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/8_EIP/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/8_EIP/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/8_EIP/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/8_EIP/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/8_EIP_L/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/8_EIP_L/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/8_EIP_L/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/8_EIP_L/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/8_EIP_L/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/8_EIP_L/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/8_EIP_L/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/8_EIP_L/Software/images/application_base/
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IOLM DR-EIP (DIN Rail With 2 Dedicated DIO Ports) Latest Images

U-Boot Bootloader n
FPGA n
System ulmage (Primary/Backup) ah
Application Base n

IOLM DR-EIP-P (DIN Rail With Pluggable Connectors) Latest Images

U-Boot Bootloader n
FPGA n
System ulmage (Primary/Backup) ah
Application Base n

IOLM DR-EIP-T (DIN Rail With Removable Terminal Connectors) Latest Images
U-Boot Bootloader ah
FPGA n
System ulmage (Primary/Backup) an
Application Base n
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http://downloads.comtrol.com/IO_Link_Master/DR_EIP/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_P/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_P/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_P/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_P/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_P/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_P/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_P/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_P/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_T/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_T/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_T/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_T/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_T/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_T/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_T/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_EIP_T/Software/images/application_base/
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Note: The Application Base image contains all of the latest applications. If a feature enhancement or bug fix is
required, the application will be available on the Download page.

Latest Configuration Utility

PortVision DX automatically detects Comtrol Ethernet attached
products physically attached to the local network segment so that
you can quickly configure the network address, upload firmware,
access IOLM embedded web interface, and download the latest
product documentation. PortVision DX also provides these features:

:(I.:;]).I‘t:lSIO;I bx 1. Telnet/SSH interface
indows :
through * PuTTY &,
Windows 10) e Ability to save and load IOLM configuration files
¢ Save Device Diagnostics Data, in the event you have a support
issue
e LED Tracker feature
Latest EDS Files
You do not need to add the IOLM to RSLinx for normal IOLM-to-PLC
communications. However, you can easily add the IOLM and its associated Electronic
Data Sheet (EDS) files to RSLinx to support Class 1. &
See Chapter 17. EDS Files on Page 231 for more information. -

Product Documentation

IOLM EtherNet/IP and This contains all information to support the latest released '
Modbus/TCP Library application base. o
This discusses the following topics:
e Installing PortVision DX
¢ User interface overview
e Managing the view
¢ Network configuration
e Firmware
PortVision DX User Guide e Software settings i

¢ Configuration files

¢ Telnet | SSH sessions

e Accessing other applications

¢ Changing PortVision DX options
¢ Logging events

¢ Accessing Comtrol configuration web pages

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B
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http://downloads.comtrol.com/IO_Link_Master/4_EIP/Software/eds_files/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/Software/eds_files/
http://downloads.comtrol.com/IO_Link_Master/4_EIP/Docs/IOLM_EIP_UserGuide.pdf
http://downloads.comtrol.com/IO_Link_Master/4_EIP/Docs/IOLM_EIP_UserGuide.pdf
http://downloads.comtrol.com/IO_Link_Master/PortVision_DX/Docs/PortVision_DX_User_Guide.pdf
http://downloads.comtrol.com/IO_Link_Master/PortVision_DX/Docs/PortVision_DX_User_Guide.pdf
http://downloads.comtrol.com/html/iolm_main.htm
http://downloads.comtrol.com/IO_Link_Master/PortVision_DX/
http://downloads.comtrol.com/IO_Link_Master/PortVision_DX/
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Chapter 2. Hardware Installation

Use the appropriate hardware installation for your IOLM model:
e JOLM 4-EIP Hardware Installation

e [OLM 8-EIP Hardware Installation on Page 20

e JOLM 8-EIP-L Hardware Installation on Page 25

e [OLM DR-8-EIP Hardware Installation on Page 30

e JOLM DR-8-EIP-P Hardware Installation on Page 33

e [OLM DR-8-EIP-T Hardware Installation on Page 36

Note: Refer to Chapter 4. Connecting Devices on Page 43 for information about connecting 10-Link or digital
devices to the ports after you program the network information using the next chapter.

2.1. IOLM 4-EIP Hardware Installation

Use the following subsections to install the hardware and verify operation.
Setting the Rotary Switch on Page 15
o (Connecting to the Network on Page 17

e (Connecting the Power on Page 17
o  Mounting the IOLM 4-EIP on Page 19

Note: Refer to 4.2. IOLM 4-EIP 10-Link Ports on Page 44 for information about connecting 10-Link or digital
devices to the ports after you program the network information using the next chapter.

2.1.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the IOLM to set the lower 3-digits (8 bits)
of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position
is always shown on Help | SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

¢ A permanent method to assign IP addresses while setting machines for a special application where a PC
or laptop is not available.

e A temporary method to assign IP addresses to several IOLMs so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

¢ An emergency method to return the IOLM back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: Ifyou set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the IOLM is initially powered on or after cycling the power.
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| IOLM 4-EIP Hardware Installation | Setting the Rotary Switch |

Switch Setting Node Address

Use the network configuration stored in the flash. The default network
configuration values are:

e P address =192.168.1.250
e Subnet mask = 255.255.255.0
e [P gateway = 0.0.0.0

After completing the hardware installation, see Chapter 3. Configuring the
Network Information on Page 39 to set the network address.

This is the last three digits in the IP address. This uses the first three numbers
from the configured static address, which defaults to 192.168.1.xxx.

001-254 Note: If software is used to change the IP address to another range before setting
the rotary switches, the IOLM uses that IP address range. For example, if
the IOLM is set to 10.0.0.250 and the first rotary switch is set to 2, the IP
address would be 10.0.0.200.

000
(Default setting)

255-887 Reserved.
Reset to factory defaults. If the IOLM is set to 888 and the IP address is changed
888 using other methods, the IP address is returned to the default IP address if the
IOLM is rebooted or power cycled.
889-997 Use the network configuration values stored in the flash (reserved).
998 Setting the rotary switches to 998 configures the IOLM to use DHCP addressing.
Use the default IP address. If the IOLM is set to 999 and the IP address is changed
999 using other methods, the IP address is returned to the default IP address if the

IOLM is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Remove the two Phillips screws securing the switch window.

2. Gently swing open the switch window from the left to the right, allowing it to pivot on the hinge on the
right side.

3. Turn each dial to the appropriate
position using a small flathead
screwdriver.

Note: If you are using the rotary switch
to assign a temporary IP address,
you may want to leave the door
open until you use software to set
a permanent IP address. After
doing so, you can close and seal
the window.

The default setting is 000 as shown above.
4. Carefully close the window making sure

that it is properly aligned. The arrow points to the switch location. 0 is located at the 3:00

5. Reinsert and hand-tighten the two screws making sure that the window is securely sealed.

Note: Failure to reassemble the configuration window properly may compromise IP67 integrity.
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2.1.2. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-coded

connectors. 4
Pin Signal O O
1 Tx+
2 Rx+ O O
3 [Tx- . L
4 Rx-

You can use this procedure to connect the IOLM to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either
Ethernet port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. Ifyou did not connect both Ethernet ports, make sure that the unused port is covered with a connector
cap to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.

2.1.3. Connecting the Power

The IOLM 4-EIP provides M12 (5-poles) A-coded power input and

output connectors. Use a 24VDC power supply that is capable of the 4 3 3 4
total output current required. O 5 O
Note: Power connectors must have an approved cable or protective O
cover attached to the port guarantee to IP67 compliance. You
can purchase cables or protective covers from Comtrol. O O
1 2 2 1
Pin | Power Input (Male) | Power Output (Female) ==
1 L+ L+
2 L2+ L2+
3 L- L-
4 L2- L2-
5 Not connected Not connected

The IOLM 4-EIP requires a UL listed power supply with an output rating of 24VDC.

Power Supply Values
Power Supply In - Maximum (Ug) 4A
I0-Link Connectors (Ports 1 - 4)
C/Q (Pin 4) 200 mA (Maximum)
L+/L- (Pins 1 and 3) 500 mA (Maximum)
IOLM Power 100mA @ 24VDC (V)
Power Supply Out (Ug) 4A T (Maximum)

7 Vgoutput available is determined by subtracting the following from the available input current.
10-Link Master module electronics current.
- Actual Vg current for each 10-Link port.
Total L+/L- current for all 10-Link ports.
- Total C/Q current for all I0-Link ports.
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You can use this procedure to connect the IOLM 4-EIP to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the IOLM 4-EIP. Otherwise,
your screwdriver blade can inadvertently short your power supply terminal connections to the grounded
enclosure.

1. Securely attach the power cable between the male power connector (PWR In) and the power supply.

Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the
connector.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your
I0-Link or digital I/O devices. For more information about the LEDs, see IOLM 4-EIP LEDs on Page 242.

LED Activity During Power On Sequence - IOLM 4-EIP

uBoot Bootloader v1.00 through v1.23 uBoot Bootloader v1.24 or higher

1. The PWR LED lights. 1. The PWR LED lights.
The ETH LED lights on the connected port. |2. The ETH LED lights on the connected port.
The MOD and NET LEDs are lit.

3. The IO-Link LEDs @ flash (if no IO-Link

device attached) or arelit if an I0-Link device |y 1y 10.Link LEDs @) flash (if no I0-Link
) device attached) or are lit if an 10-Link device
The MOD LED is solid green, the IO-Link Master is attached.

is ready for operation. The MOD LED is solid green, the IO-Link Master is
ready for operation.

If the LEDs indicate that you are ready to go to the next installation step:

¢ Program the IP address using PortVision DX or the web interface. Refer to Chapter 3. Configuring the
Network Information on Page 39 for configuring the network information.

e Ifusing the rotary switches to set the IP address, then you are ready to attach devices using Chapter 4.
Connecting Devices on Page 43.

If the LEDs do not meet the above conditions, you can refer to IOLM 4-EIP LEDs on Page 242 in the
Troubleshooting and Technical Support chapter for more information.
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2.1.4. Mounting the IOLM 4-EIP

Use the following procedure to mount the IOLM. You can mount the IOLM on a mounting panel or a machine.
1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the IOLM.
2. Attach the IOLM to the surface with two 6mm screws and washers, torque down to 8Nm.
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2.2. IOLM 8-EIP Hardware Installation

Use the following subsections to install the hardware and verify operation.
Setting the Rotary Switch
e (Connecting to the Network on Page 21

e Connecting the Power on Page 27
e  Mounting the IOLM 8-EIP-L on Page 29

Note: Referto 4.3. IOLM 8-EIP 10-Link Ports on Page 45 for information about connecting 10-Link or digital
devices to the ports after you program the network information using the next chapter.

2.2.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the IOLM to set the lower 3-digits (8 bits)
of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position
is always shown on Help | SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

e A permanent method to assign IP addresses while setting machines for a special application where a PC
or laptop is not available.

e A temporary method to assign IP addresses to several IOLMs so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

¢ An emergency method to return the IOLM back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: Ifyou set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the IOLM is initially powered on or after cycling the power.

Switch Setting Node Address

Use the network configuration stored in the flash. The default network
configuration values are:

e P address =192.168.1.250
000 e Subnet mask = 255.255.255.0
(Default setting) | e [P gateway = 0.0.0.0

After completing the hardware installation, see Chapter 3. Configuring the
Network Information on Page 39 to set the network address using the web
interface or PortVision DX.

This is the last three digits in the IP address. This uses the first three numbers
from the configured static address, which defaults to 192.168.1.xxx.

001-254 Note: If software is used to change the IP address to another range before setting
the rotary switches, the IOLM uses that IP address range. For example, if
the IOLM is set to 10.0.0.250 and the first rotary switch is set to 2, the IP
address would be 10.0.0.200.

255-887 Reserved.
Reset to factory defaults. If the IOLM is set to 888 and the IP address is changed
888 using other methods, the IP address is returned to the default IP address if the
IOLM is rebooted or power cycled.
889-997 Use the network configuration values stored in the flash (reserved).
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Switch Setting Node Address
998 Setting the rotary switches to 998 configures the IOLM to use DHCP addressing.
Use the default IP address. If the IOLM is set to 999 and the IP address is changed
999 using other methods, the IP address is returned to the default IP address if the
IOLM is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Gently pop open the window using a small flathead screwdriver.

2. Gently swing open the switch window from the top to the bottom, allowing it to pivot on the hinge on the
bottom of the window.

3. Turn each dial to the appropriate position using a small flathead screwdriver.

The default settin is 000 as shown above.

The arrow points to the switch location. 0 is located at the 9:00
position. Turn the dial clockwise to the appropriate setting.

4. Close the window and make sure that it snaps shut tightly.

Note: Failure to close the configuration window properly may compromise IP67 integrity.

2.2.2. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-coded
connectors. 3 4

Pin Signal
1 Tx+
2 Rx+ O O
3 |Tx- . L
4 Rx-

You can use this procedure to connect the IOLM to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either
Ethernet port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. If you did not connect both Ethernet ports, make sure that the unused port is covered with a connector
cap to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.
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2.2.3. Connecting the Power

The IOLM 8-EIP provides M12 (5-poles) T-coded power input and output connectors. Use a 24VDC power
supply that is cable of the total output current required.

Note: Power connectors must have an approved cable or protective cover attached to the port guarantee to
IP67 compliance. You can purchase cables or protective covers from Comtrol.

2.;.4 4
®

3
PWR In

oo )2
o

3
PWR Out

. Power Input Power Output or N
Pin (Male) Actuator Power (Female) Description
10-Link Master’s system electronics and
1 |US+ US+or +V 10-Link devices
2 UA- UA- or OV Actuators
10-Link Master’s system electronics and
3 |US- US-or OV 10-Link devices
4 UA+ UA+ or +V Actuators
5 Not Connected
Note: The IOLM requires a UL listed power supply with an output rating of 24VDC.
Power Supply Values
Power Supply In - Maximum Vg 3,9 Va 12A (Maximum)
I0-Link Connector Port 1
C/Q (Pin 4) 200 mA (Maximum)

L+/L- (Pins 1 and 3)

1.6A (Maximum)

I10-Link Connectors Ports 2 - 8

C/Q (Pin 4) 200 mA (Maximum)
L+/L-(Pins 1 and 3) 500 mA (Maximum)
IOLM Power 100mA @ 24VDC (Vg)

Power Supply Out
Vg 12A T (Maximum)
Va 12A TF (Maximum)

available input current.

7 Vgoutput available is determined by subtracting the following from the

10-Link Master module electronics current.
Total L+/L- current for all I0-Link ports.
Total C/Q current for all I0-Link ports.
71 V4 output available is the same as the available V4 input current.
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You can use this procedure to connect the IOLM to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your power supply terminal connections to the grounded
enclosure.

1. Securely attach the power cable between the male power connector (PWR In) and the power supply.

Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the
connector. Contact your Customer Sales Representative to order connector caps for the IOLM 8-EIP.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your
IO-Link or digital I/O devices.

LED Activity During Power On Sequence - IOLM 8-EIP

uBoot Bootloader v1.00 through v1.23 uBoot Bootloader v1.24 or higher
1. The US LED lights. 1. The US LED lights.

2. The ETH LED lights on the connected port. [2. The ETH LED lights on the connected port.
The MS and NS LEDs are lit.

3. The IO-Link LEDs @ flash (if no IO-Link

device attached) or are lit if an IO-Link device |4 mp. 10-Link LEDs @ flash (if no I0-Link

is attached. device attached) or are lit if an 10-Link device
The MS LED is solid green, the IO-Link Master is is attached.

ready for operation. The MS LED is solid green, the IO-Link Master is
ready for operation.

If the LEDs indicate that you are ready to go to the next installation step:

¢ Program the IP address using PortVision DX or the web interface. Refer to Chapter 3. Configuring the
Network Information on Page 39 for configuring the network information.

e Ifusing the rotary switches to set the IP address, then you are ready to attach devices using Chapter 4.
Connecting Devices on Page 43.

If the LEDs do not meet the above conditions, you can refer to IOLM 8-EIP LEDs on Page 244 in the
Troubleshooting and Technical Support chapter for more information.
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2.2.4. Mounting the IOLM 8-EIP

Use the following procedure to mount the IOLM. You can mount the IOLM on a mounting panel or a machine.
1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the IOLM.
2. Attach the IOLM to the surface with two 6mm screws and washers, torque down to 8Nm.

8.024203.80 | 8.347[21 2

S S

1. 173[29 80/

—wS
S

24 - Chapter 2. Hardware Installation IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



| IOLM 8-EIP-L Hardware Installation | Setting the Rotary Switch |

2.3. IOLM 8-EIP-L Hardware Installation

Use the following subsections to install the hardware and verify operation.
Setting the Rotary Switch
o (Connecting to the Network on Page 21

e (Connecting the Power on Page 27
e  Mounting the IOLM 8-EIP-L on Page 29

Note: Refer to 4.4. IOLM 8-EIP-L IO-Link Ports on Page 47 for information about connecting I0-Link or
digital devices to the ports after you program the network information using the next chapter.

2.3.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the IOLM to set the lower 3-digits (8 bits)
of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position
is always shown on Help | SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

e A permanent method to assign IP addresses while setting machines for a special application where a PC
or laptop is not available.

e A temporary method to assign IP addresses to several IOLMs so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

¢ An emergency method to return the IOLM back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: Ifyou set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the IOLM is initially powered on or after cycling the power.

Switch Setting Node Address

Use the network configuration stored in the flash. The default network
configuration values are:

e TP address =192.168.1.250
000 e Subnet mask = 255.255.255.0
(Default setting) | e [P gateway = 0.0.0.0

After completing the hardware installation, see Chapter 3. Configuring the
Network Information on Page 39 to set the network address using the web
interface or PortVision DX.

This is the last three digits in the IP address. This uses the first three numbers
from the configured static address, which defaults to 192.168.1.xxx.

001-254 Note: If software is used to change the IP address to another range before setting
the rotary switches, the IOLM uses that IP address range. For example, if
the IOLM is set to 10.0.0.250 and the first rotary switch is set to 2, the IP
address would be 10.0.0.200.

255-887 Reserved.
Reset to factory defaults. If the IOLM is set to 888 and the IP address is changed
888 using other methods, the IP address is returned to the default IP address if the

IOLM is rebooted or power cycled.

889-997 Use the network configuration values stored in the flash (reserved).
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Switch Setting Node Address
998 Setting the rotary switches to 998 configures the IOLM to use DHCP addressing.
Use the default IP address. If the IOLM is set to 999 and the IP address is changed
999 using other methods, the IP address is returned to the default IP address if the
IOLM is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Gently pop open the window using a small flathead screwdriver.

2. Gently swing open the switch window from the top to the bottom, allowing it to pivot on the hinge on the
bottom of the window.

3. Turn each dial to the appropriate position using a small flathead screwdriver.

The default etting 000 s shown above.

The arrow points to the switch location. 0 is located at the 9:00
position. Turn the dial clockwise to the appropriate setting.

4. Close the window and make sure that it snaps shut tightly.

Note: Failure to close the configuration window properly may compromise IP67 integrity.

2.3.2. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-coded
connectors.

Pin Signal
1 Tx+
2 Rx+ O O
3 Tx- . 1
4 Rx-

You can use this procedure to connect the IOLM to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either
Ethernet port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. Ifyou did not connect both Ethernet ports, make sure that the unused port is covered with a connector
cap to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.
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2.3.3. Connecting the Power

The IOLM 8-EIP-L provides M12 (5-poles) L-coded input and output power connectors. Use a 24VDC power
supply capable of the total output current required.

Note: Power connectors must have an approved cable or protective cover attached to the port guarantee to
IP67 compliance. If you require cables or protective covers, see the Comtrol web site.

Power Output/
Actuator Power

Power Input

Power Output or
Pin Pov(vlslg}g)put Actuator Power Description
(Female)

I0-Link Master’s system electronics and
1 |Us+ US+or +V 10-Link devices
2 UA- UA- or OV Actuator supply

I0-Link Master’s system electronics and
3 [Us- US-or OV 10-Link devices
4 UA+ UA+ or +V Actuator supply
5 FE

Note: The IOLM requires a UL listed power supply with an output rating of 24VDC.

Power Supply Values

Power Supply In - Maximum Vg 45,9 VAo | 16A (Maximum)

I10-Link Connector Port 1
C/Q (Pin 4) 200 mA (Maximum)
L+/L- Sensor Supply (Pins 1 and 3) 1.6A (Maximum)

I0-Link Connector Port 3
C/Q (Pin 4) 200 mA (Maximum)
L+/L- Sensor Supply (Pins 1 and 3) 1A (Maximum)

. 200 mA (Maximum)
I0-Link Connectors Ports 2 and 4-8 |500 mA (Maximum)/up to 1A Output Budget

C/Q (Pin 4
L+(/QL(— égns)or Supply (Pins 1 and 3) | INote: See IOLM 8-EIP-L IO-Link Ports on Page 47 for

information about how to divide up the power
output between ports.

IOLM Power 100mA @ 24VDC (Vg)
Power Supply Out
\%

S 16A T (Maximum)
Va 16A ¥ Maximum)

7 Vg output available is determined by subtracting the following from the available input current.

- I0-Link Master module electronics current.
- Total L+/L- current for all IO-Link ports.
- Total C/@Q current for all 10-Link ports.
71 V4 output available is the same as the available V4 input current.
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You can use the following procedure to connect the IOLM to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your power supply terminal connections to the grounded
enclosure.

1. Securely attach the power cable between the male power connector (PWR In) and the power supply.

Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the
connector. Contact your Customer Sales Representative if you need to order connector caps for the IOLM
8-EIP-L.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your
I0-Link or digital I/O devices.

a. The US LED lights.
b. The ETH LED lights on the connected port.
c. The MOD and NET LEDs are lit.
d. The IO-Link LEDs @ flash (if no I0-Link device attached) or are lit if an IO-Link device is attached.
Note: It takes approximately 25 seconds after power up for the 10-Link Master to be ready for operation.
e. The MOD LED is solid green, the I0-Link Master is ready for operation.

If the LEDs indicate that you are ready to go to the next installation step:

¢ Program the IP address using PortVision DX or the web interface. Refer to Chapter 3. Configuring the
Network Information on Page 39 for configuring the network information.

e Ifusing the rotary switches to set the IP address, then you are ready to attach devices using Chapter 4.
Connecting Devices on Page 43.

If the LEDs do not meet the above conditions, you can refer to IOLM 8-EIP-L LEDs on Page 246in the
Troubleshooting and Technical Support chapter for more information.
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2.3.4. Mounting the IOLM 8-EIP-L

Use the following procedure to mount the IOLM. You can mount the IOLM on a mounting panel or a machine.
1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the IOLM.
2. Attach the IOLM to the surface with two 6mm screws and washers, torque down to 8Nm.
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2.4. IOLM DR-8-EIP Hardware Installation

Use the following information to install the hardware for the IOLM DR-8-EIP.
¢ Connecting to the Network
e Connecting the Power on Page 30

®  Mounting on Page 32
Note: The IOLM DR-8-EIP must be installed in a suitable fire, electrical, mechanical enclosure.

Refer to 4.5. IOLM DR-8-EIP I0O-Link and DIO Ports on Page 49 for information about connecting I10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.4.1. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) standard RJ45 connectors.

Pin Signal
1 Tx+
2 Tx-
3 Rx+
6 Rx-

You can use this procedure to connect the IOLM to the network.

1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet port.

2. Connect the other end to the network.

3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

2.4.2. Connecting the Power

The IOLM DR-8-EIP provides two redundant power inputs with screw terminals on the top and bottom of the
unit.

Note: Use either power terminal (top or bottom) but DO NOT use both to supply power
to the IOLM.

Signal Pin Description
V- 1 24VDC Power Supply Return
V- 2 24VDC Power Supply Return
V+ 3 Primary +24VDC Supply
V+ 4 Secondary +24VDC Supply

Note: The IOLM DR-8-EIP must be installed in a suitable fire, electrical, mechanical enclosure.

Power Supply Values
Power Supply In
V+ 4A (Maximum) ¥
I10-Link Connectors Ports 1 - 8
c/Q 200 mA (Maximum)
L+ 200 mA (Maximum)
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Power Supply Values
Digital I0 (D1 and D2 | D3 and D4)
D2, D4 200 mA (Maximum)
L+ 200 mA (Maximum)
IO-Link Master Power 100mA @ 24VDC (Vg)

7 The sum of the following must not exceed V+ maximum input current:
- 10-Link Mode module power
- Actual C/Q current for each 10-Link port and for D2 and D4 output
- Actual Ug current for each 10-Link port

You can use this procedure to connect the IOLM to a UL Listed power supply and UL Listed power cord.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your terminal connections to the grounded enclosure.

1. Insert positive and negative wires (12-24AWG) into the V+ and V- contacts.
Note: Use either power terminal (top or bottom) but DO NOT use both to supply power to the IOLM.
2. Tighten the wire-clamp screws to prevent the wires from coming loose.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the
IP address and then attach your I0-Link or digital I/O devices.

LED Activity During Power On Sequence - IOLM DR-8-EIP

uBoot Bootloader v1.00 through v1.23 uBoot Bootloader v1.24 or higher
1. The PWR LED lights. 1. The PWR LED lights.

The ETH LED lights on the connected port. [2. The ETH LED lights on the connected port.
The MS and NS LEDs are lit.

3. The IO-Link LEDs @ flash (if no I0-Link

device atfached) or arelit if an I0-Link device |4y 10.Link LEDs @ flash (if no IO-Link
’ device attached) or are lit if an I0-Link device
The MS LED is solid green, the IO-Link Master is is attached.

ready for operation. The MS LED is solid green, the IO-Link Master is
ready for operation.

If the LEDs indicate that you are ready to go to the next installation step, Refer to Chapter 3. Configuring the

Network Information on Page 39 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to IOLM DR-8-EIP LEDs on Page 248 in the
Troubleshooting and Technical Support chapter for more information.

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B Chapter 2. Hardware Installation - 31



| IOLM DR-8-EIP Hardware Installation | Mounting |

2.4.3. Mounting

You may want to mount the IOLM after programming the IP address and connecting the IO-Link and digital

input/output devices.
1. Slide the metal latch down, hook the top of the IOLM DR-8-EIP to the DIN rail and release the latch.

2. Verify that is tightly mounted.
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Designed to be mounted on a 33mm DIN Rail (EN50022).
4.486(113.95] -

Note: You may want to connect the I0-Link devices before attaching the IOLM DR-8-EIP to the DIN rail. Use
Chapter 4. Connecting Devices on Page 43 if you require I0-Link cabling information.
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2.5. IOLM DR-8-EIP-P Hardware Installation

Use the following information to install the hardware for the IOLM DR-8-EIP-P.
e Connecting to the Network
o (Connecting the Power on Page 34

®  Mounting on Page 35

Note: The IOLM DR-8-EIP-P must be installed in a suitable fire, electrical, mechanical enclosure.
Depending on your preference you can connect the IOLM DR-8-EIP-P using several methods:

¢  First mount the IOLM DR-8-EIP-P and connect the power with it attached to the DIN rail.

¢ Remove the connector with a small flat screwdriver, connect the power, and insert the connector into the
receptacle.

Note: Refer to 4.6. IOLM DR-8-EIP-P I0-Link Ports on Page 53 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.5.1. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) standard RJ45 connectors.

Pin Signal
1 Tx+
2 Tx-
3 Rx+
6 Rx-

You can use this procedure to connect the IOLM to the network.

1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet port.

2. Connect the other end to the network.

3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.
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2.5.2. Connecting the Power

The IOLM DR-8-EIP-P provides redundant power input with a single pluggable connector on the top of the
I0-Link Master. The power plug is keyed for your safety so that it cannot be inserted into an IO-Link port
using the headers and plugs keyed as supplied.

Signal

Pins

Description

V-

land 2 |24VDC Power Supply Return

V+

3 Primary +24VDC Supply

V+

4 Secondary +24VDC Supply

Power Supply

Values

Power Supply In (V+)

3.7A (Maximum) T

L+

I0-Link Connectors Ports 1 - 8
c/Q

200 mA (Maximum)
200 mA (Maximum)

I10-Link Master Power

155mA @ 24VDC (Vg)

7 The sum of the following must not exceed V+ maximum input current:
I10-Link Mode module power

Actual C/@Q current for each 10-Link port

Actual Ug current for each 10-Link port

You can use this procedure to connect the IOLM to a UL Listed power supply and UL Listed power cord.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your connections to the grounded enclosure.

1. Optionally, use a small screw driver to remove the power connector from the receptacle.

Depress the orange tab until it is flush with the connector to insert positive and negative solid or ferrule
wires (12-24AWG) into the V+ and V- contacts.

3. Ifnecessary, re-insert the connector into the power receptacle.

4. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the
IP address and then attach your IO-Link devices.

a. The E1/E2 LED lights on the connected port.
b. The MOD and NET LEDs are lit.
c¢. The IO-Link LEDs @ flash (if no IO-Link device attached) or are lit if an I0-Link device is attached.
d. The MOD LED is solid green, the I0-Link Master is ready for operation.

If the LEDs indicate that you are ready to go to the next installation step. Refer to Chapter 3. Configuring the
Network Information on Page 39 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to JOLM DR-8-EIP-P LEDs on Page 250 in the
Troubleshooting and Technical Support chapter for more information.
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2.5.3. Mounting

You may want to mount the IOLM after programming the IP address and connecting the IO-Link and digital
input/output devices.

1. Slide the metal latch down, hook the top of the IOLM DR-8-EIP-P to the DIN rail and release the latch.
2. Verify that is tightly mounted.
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Designed to be mounted on a 33mm DIN Rail (EN50022).
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Note: You may want to connect the 10-Link devices before attaching the IOLM DR-8-EIP-P to the DIN rail.
Use Chapter 4. Connecting Devices on Page 43 if you require I10-Link cabling information.
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2.6. IOLM DR-8-EIP-T Hardware Installation

Use the following information to install the hardware for the IOLM DR-8-EIP-T.

¢ Connecting to the Network

e Connecting the Power on Page 30

®  Mounting on Page 32

Note: The IOLM DR-8-EIP-T must be installed in a suitable fire, electrical, mechanical enclosure.
Depending on your preference you can connect the IOLM DR-8-EIP-T using several methods:

¢ First mount the IOLM DR-8-EIP-T and connect the power with it attached to the DIN rail.

¢ Remove the connector with a small flat screwdriver, connect the power, and insert the connector into the
receptacle.

Note: Referto 4.7. IOLM DR-8-EIP-T IO-Link Ports on Page 55 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.6.1. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) standard RJ45 connectors.

Pin Signal
1 Tx+
2 Tx-
3 Rx+
6 Rx-

You can use this procedure to connect the IOLM to the network or IO controller.

1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet port.

2. Connect the other end to the network.

3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.
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2.6.2. Connecting the Power

The IOLM DR-8-EIP-T provides power input with a pluggable screw terminal on the top
of the unit. The power plug is keyed for your safety so that it cannot be inserted into an
I0-Link port using the headers and plugs keyed as supplied

Signal Pins Description
V- land 2 |24VDC Power Supply Return
V+ 3 Primary +24VDC Supply
V+ 4 Secondary +24VDC Supply

Note: The IOLM DR-8-EIP-T must be installed in a suitable fire, electrical, mechanical enclosure.

Power Supply Values
Power Supply In
V+ 3.7A (Maximum) ¥
I0-Link Connectors Ports 1 - 8
Cc/Q 200 mA (Maximum)
L+ 200 mA (Maximum)
I0-Link Master Power 155mA @ 24VDC (Vg)

7 The sum of the following must not exceed V+ maximum input current:
- IO-Link Mode module power
- Actual C/@Q current for each I0-Link port
- Actual Ug current for each 10-Link port

You can use this procedure to connect the IOLM to a UL Listed power supply and UL Listed power cord.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your terminal connections to the grounded enclosure.

1. Insert positive and negative wires (12-24AWG) into the V+ and V- contacts.
Note: Use either power terminal (top or bottom) but DO NOT use both to supply power to the IOLM.
2. Tighten the wire-clamp screws to prevent the wires from coming loose.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the
IP address and then attach your 10-Link devices.

a. The E1/E2 LED lights on the connected port.

b. The MOD and NET LEDs are lit.

c¢. The IO-Link LEDs @ flash (if no I0-Link device attached) or are lit if an IO-Link device is attached.
d. The MOD LED is solid green, the I0-Link Master is ready for operation.

e. Ifa PLC is connected, the NET LED is lit and green.

If the LEDs indicate that you are ready to go to the next installation step. Refer to Chapter 3. Configuring the
Network Information on Page 39 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to JOLM DR-8-EIP-T LEDs on Page 251 in the
Troubleshooting and Technical Support chapter for more information.
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2.6.3. Mounting

You may want to mount the IOLM after programming the IP address and connecting the IO-Link and digital
input/output devices.
1. Slide the metal latch down, hook the top of the IOLM DR-8-EIP-T to the DIN rail and release the latch.

2. Verify that is tightly mounted.
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Note: You may want to connect the 10-Link devices before attaching the IOLM DR-8-EIP-T to the DIN rail.
Use Chapter 4. Connecting Devices on Page 43 if you require I0-Link cabling information.
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The following topics are discussed in this chapter.
e Network Configuration Overview
e Using the Web Interface to Program the Network on Page 40

3.1. Network Configuration Overview

If you used the rotary switch (applicable models) to set the IP address (Chapter 2. Hardware Installation on
Page 15), may want to configure the upper 9 digits (24 bits) of the IP address using the embedded web
interface or PortVision DX. In addition, you may want to install PortVision DX to access and manage your
IOLMs.

Note: Ifyou set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the IOLM is initially powered on or after cycling the power.

You can use one of the following methods to configure the IP address.
e Web interface (Page 40)

Note: Ifyou do not use PortVision DX to configure the IP address, you will need to change your PC or
laptop address to the same subnet as the IOLM.

The IOLM default IP address is: 192.168.1.250 and the Subnet Mask is: 255.255.255.0.

You may want to use the Advanced | Network page, if you need to configure the following:

- Host name

- DNS servers

- Syslog Server IP/Host name
- Syslog Port

- SSH Server Enable

Note: You can use PortVision DX to configure the IP address information (Properties) and then use the
web interface to configure the options not configurable in PortVision DX.

e PortVision DX automatically detects Comtrol Ethernet attached products physically attached to the
local network segment so that you can quickly configure the network address, upload firmware, access the
IOLM web interface, and download the latest product documentation.

PortVision DX also provides these features:

- Telnet/SSH interface

- PuTTY

- Ability to save and load IOLM configuration files

- Save Device Diagnostics Data, which can be sent to Comtrol in the event you have a support issue
- LED Tracker feature to identify the IOLM with the LEDs flashing

You can download PortVision DX from Comtrol using this path: http:/downloads.comtrol.com/
I0_Link Master/PortVision DX. If you need information about using PortVision DX, you can use the
PortVision DX help system or download the PortVision DX User Guide.
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3.2. Using the Web Interface to Program the Network

This subsection discusses using the web interface to configure the IP address. The default IP address is
192.168.1.250 and the Subnet Mask is: 255.255.255.0.

Note: The rotary switch settings (applicable models) override the lower 3 digits (8 bits) of static IP address

configured on the Configuration | Network page. The default rotary switch setting uses the settings
configured in the flash. Optionally, you can use the web interface to configure the upper 9 digits (24 bits)
and the rotary switch to configure the lower 3 digits (8 bits) of the static IP address. You can also refer to
Chapter 2. Hardware Installation on Page 15 for additional information.

You may need to change your host system IP address so that it can communicate with the IOLM default IP
address: 192.168.1.250. The IOLM is shipped from the factory with the Admin account enabled without a
password. You can configure the Admin, Operator, and User passwords.

1.

IO-LINK  ETHERNET/IP MODBUS/TCP

Open the IOLM web interface using one of these method:
Open your browser and enter the IP address of the IOLM.

From PortVision DX, highlight the IOLM and click the Webpage button or right-click the IOLM in the
Device List pane (lower pane) and click Webpage.

Click Configuration | NETWORK.
Click the EDIT button.

ComrrOL Home Diagnostics EeNGITEGGLE Advanced Attached Devices Help Logout

OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

NETWORK CONFIGURATION

Status

Current IP Address

Current Netmask

Current Gateway

Current DNS

Configuration

Host Name

IP Type

Static IP Address (3. X000000.Xxx)
Static Subnet Mask (300020000000 X))
Static Gateway Address (300000 xxx)
DNS 1 (300020000000 300K )

DNS 2 (3000.30003000.3000)

IP Address Conflict Detection

NTP Server IP/Hostname

Syslog Server IP/Hostname

Syslog Server Port (0 - 65535)

SSH Server Enable

Click EDIT to make configuration changes

EDIT

10.0.0.171

255.255.0.0

4-EIP#1
static
10.0.0.171
255.255.0.0

0.0.0.0

enable

514

disable
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4. Click the CONTINUE button.

ComTtrROL Home Diagnostics JeNibNEGOLE Advanced Attached Devices Help Logout

IO-LINK ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

NETWORK CONFIGURATION A
Status

Current IP Address 10.0.0.171

Current Netmask AER AGE A

Current Gateway Caution

Current DNS

Changes to IP address configuration may interfere with PLC
Configuration communications.
Host Name

CONTINUE CANCEL

IP Type
Static IP Address (oo xxx.oa
Static Subnet Mask (oo

Static Gateway Address (3o

DNS 1 (30003000 XXX 00K)

DNS 2 (30000000 XXX.0K) y

1P Address Conflict Detection enable

NTP Server IP/Hostname

5. Optionally, enter a host name to identify this IOLM.
6. Select the IP type, Static or DHCP.
e Ifusing a static IP address, enter the static IP address, subnet mask and IP gateway address.
e Ifusing DNS:
- Enter the DNS primary server IP address.
- Optionally, enter the DNS secondary server IP address.
7. If desired, enter the NTP server IP or host name.
8. Ifyou want the IOLM to send syslog messages to a syslog server:
a. Enter the syslog server's IP address (or host name if using DNS).
b. Enter the syslog server's port number (default is 514).
9. Ifyou want to enable the SSH server, click Enable.
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10. Click SAVE to save the changes.

ComTtROL Home Diagnostics EGOULINELLOM Advanced Attached Devices Help Logout ES

IO-LINK ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

Status
Current IP Address 10.0.0.171
Current Netmask 255.255.0.0

Current Gateway
Current DNS

Configuration

Host Name |4-E\P#1

1P Type

Static IP Address (3c.xxx.306.Xxx)
Static Subnet Mask (0. 000.000.000)
Static Gateway Address (30 X000 XXX XXX)
DNS 1 (300030063000 300)

DNS 2 (500¢. XXX XXX. 30K)

1P Address Conflict Detection enable Vv

NTP Server IP/Hostname

Syslog Server IP/Hostname

1

11. If the IOLM does not redirect you to the new page, open a session using the new IP address.
Note: The IOLM does not need to be rebooted.

You should verify that you have the latest software installed on the IOLM and if necessary, update the
software. Refer to Chapter 5. Updating Images and Applications on Page 57 for information about locating the
latest files and uploading the software.

After verifying that you have the latest software, you are ready to configure the IOLM port characteristics.
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Chapter 4. Connecting Devices

This chapter discusses connecting devices to the IOLM. Use the appropriate discussion for your IOLM model.
¢ Qverview

e [OLM 4-EIP IO-Link Ports on Page 44

e JOLM 8-EIP IO-Link Ports on Page 45

e [OLM 8-EIP-L IO-Link Ports on Page 47

e JOLM DR-8-EIP IO-Link and DIO Ports on Page 49

e [OLM DR-8-EIP-P IO-Link Ports on Page 53

e JOLM DR-8-EIP-T 10-Link Ports on Page 55

4.1. Overview

The C/Q pin for the 10-Link ports in SIO mode for all models:
¢ DI - sinking input

The DI pin on the IO-Link ports for all models is a sinking input.
e DO - PNP/NPN (push/pull) output

Note: IOLM DR-8-EIP Only - with two dedicated DIO ports (part number: 99590-6):
¢ The extra DI is the same as the DI on the I0-Link ports — sinking input.
¢ The extra DIO is as follows:
DI - sinking input
DO - PNP output

The following table provides definitions of the terminology used above.

Term Definition

Is an output that can source current. That is; the (+) side of the device is connected
PNP output to the output and the (-) side of the device is connected to (-) of the supply. The device
is powered when the output LED is on.

Is and output that sinks current. That is: the (-) of the device is connected to the
NPN output output and the (+) side of the device is connected to (+) side of the supply. The device
is powered when the output LED is off.

Sinks current into the I0-Link Master so a positive voltage will cause the input to
turn on.

Sinking input Note: Using NPN with inputs is not correct as NPN described an output situation —
however some vendors describe their inputs as accepting a certain type of
sensor output - so in this case a sinking input will accept a PNP output sensor.
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4.2. IOLM 4-EIP 10-Link Ports

The IOLM 4-EIP provides four I0-Link ports (depending on the model) with M12, 5-pin female/A coded
connectors.

This table provides signal information for the I0-Link connectors.

Pin | Signal Description
1 L+ I0-Link device power supply (+24V)
2 DI Digital input 4 2
3 L- I0-Link device power supply (0V) O O
Communication signal, which supports SDCI O
4 Cc/Q (I0-Link) or SIO (standard input/output) digital O 5 O
Vo 4 3
5 N/A Not connected

The standard SDCI (IO-Link) transmission rates are supported:
e (COM1 at 4.8Kbps

e COM?2 at 38.4Kbps

e (COMS3 at 230.4Kbps

This table provides current and power information that you may need regarding the IO-Link ports.

Current and Power IOLM 4-EIP

Maximum C/Q Current 200mA

Maximum L+/L- Current Output | 500mA

C/Q & DI Input: Power Input
Maximum (L+) +0.5VDC
Minimum (L-) -0.5VDC

Use the following procedure to attach 10-Link or digital input/output devices to the ports.
1. Securely attach the IO-link cable between the I0-Link or digital IO device and the IO0-Link port.
Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

2. Ifnecessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.
Connector caps were shipped with the IOLM.

Note: 10-Link ports must have an approved cable or protective cover attached to the port to guarantee
IP67 compliance.

3. If necessary, configure IO-Link port parameters using the Configuration | IO-Link Settings page to
configure the port mode.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the I0-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the IO-Link LED to flash.
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You can refer to the help system or Chapter 6. I0-Link Port Configuration on Page 61 for configuration
information.

4.3. IOLM 8-EIP 10-Link Ports

The IOLM 8-EIP provides eight I0-Link ports with M12, 5-pin female/A coded connectors. Each port has
robust over-current protection and short circuit protection on its L+/L- power output and C/Q IO-Link signal.
The pin-out for each 10-Link port is per the I0-Link standard and is provided in the following table:

This table provides signal information for the I0-Link connectors.

Pin | Signal Description

1 L+ IO-Link device power supply (+24V)

2 DI Digital input 1 2
3 L- IO-Link device power supply (0V) O O O

i | oq | Qopmunieation signal which spporte SDOL0- |\ (55

5 N/A Not connected * :

The standard SDCI (I0-Link) transmission rates are supported:
e (COM1 at 4.8Kbps

e COM?2 at 38.4Kbps

e (COMS3 at 230.4Kbps

There are active over-current limiter electronics for each port in the IOLM 8-EIP that detects the overload/
short-circuit condition within a few milliseconds and shuts off the output power to protect the port and the
devices connected to it. The port’s power output self-recovers and restores to normal immediately after the
overload or short-circuit condition is removed.

The over-current limiter circuit for L+/L- pins is separate circuits than the over-current limiter circuit for the
C/Q output pin. When a port is affected by overload/short-circuit condition, it does not affect the operation of
the other ports. All other ports will continue to operate normally without any glitch or interruption. The
current output capacity, cutoff current, and power sharing/budgeting for L+/L- and C/Q signal for the ports on
the IOLM 8-EIP are as follows.
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IOLM 8-EIP L+/L- c/Q

Output
Current
Port Capacity
(max.)

Output
O(‘_’.:‘f:;loof?d Short-Circuit| Current

Protection | Capacity
(max.)

Overload Short-
Cutoff Circuit

Current Current Protection

Port 1: Independent over-current
limiter circuits/IC for L+/L- and C/ |1.6A 1.65A Yes 200mA 400mA Yes
Q pins

Port 3: Independent over-current
limiter circuits/IC for L+/L- and C/ |500mA 550mA Yes 200mA 400mA Yes
Q pins

Ports 2 and 4 (Pair)
Ports 5 and 7 (Pair)
Ports 6 and 8 (Pair)

There’s one independent over-
current limiter that protects L+/L-
pins on each pair of ports, for
example: Port 2 and 4.

This allows you to do power
budgeting on pair of ports that
allows flexibility in the application.
The combined overload cutoff 1.05A/port 200mA*/ 400mA*/
current on a pair of ports is 1.05A 500mA/port pair Yes port port

for the L+/L- pins.

As long as the cutoff current of
1.05A is not exceeded, the current
output could be budgeted between
a pair of ports such as, Port 2 and 4
any way you want.

Yes

For example, Port 2 output can be
at 900mA and Port 4 output can be
at 100mA. Or, Port 2 could be left
open and Port 4 output can be at
1A.

* Each port’s C/Q pin has its own independent over-current limiter circuit and are not combined. The
current output of C/Q pin for each port is also independently controlled and cannot be budgeted with other
ports.

Use the following procedure to attach I0-Link or digital input/output devices to the ports.

1. Securely attach the IO-link cable between the I0-Link or digital input/output device and the I0-Link
port.

Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

2. Ifnecessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.
Connector caps were shipped with the IOLM.

Note: 10-Link ports must have an approved cable or protective cover attached to the port to guarantee
IP67 compliance.

3. If necessary, configure I0-Link port parameters using the Configuration | IO-Link Settings page to
configure the port mode.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the IO-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the IO-Link LED to flash.
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You can refer to the help system or Chapter 6. I0-Link Port Configuration on Page 61 for configuration
information.

4.4, IOLM 8-EIP-L 10-Link Ports

The IOLM 8-EIP-L provides eight I0-Link ports with M12, 5-pin female/A coded connectors. Each port has
robust over-current protection and short circuit protection on its L+/L- power output and C/Q IO-Link signal.
The pin-out for each 10-Link port is per the I0-Link standard and is provided in the following table:

This table provides signal information for the I0-Link connectors.

Pin | Signal Description

1 L+ IO-Link device power supply (+24V)

2 DI Digital input 1 2
3 L- IO-Link device power supply (0V) O O O

i | om | Copmumeaon sgnal,which swoperte SDOLIO- |\ (55

5 FE Functional Earth (electronics wiring) * :

The standard SDCI (I0-Link) transmission rates are supported:
e (COM1 at 4.8Kbps

e COM?2 at 38.4Kbps

e (COMS3 at 230.4Kbps

There are active over-current limiter electronics for each port in the IOLM 8-EIP-L that detects the overload/
short-circuit condition within a few milliseconds and shuts off the output power to protect the port and the
devices connected to it. The port’s power output self-recovers and restores to normal immediately after the
overload or short-circuit condition is removed.

The over-current limiter circuit for L+/L- pins is separate circuits than the over-current limiter circuit for the
C/Q output pin. When a port is affected by overload/short-circuit condition, it does not affect the operation of
the other ports. All other ports will continue to operate normally without any glitch or interruption. The
current output capacity, cutoff current, and power sharing/budgeting for L+/L- and C/Q signal for the ports on
the IOLM 8-EIP-L are as follows.
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IOLM 8-EIP-L L+/L- Cc/Q
Qutput Overload Short- Qutput Overload Short-
Current . g Current . .
Port Capacit Cutoff Circuit Capacit Cutoff Circuit
Pacily | Current | Protection Pacily | Current | Protection
(max.) (max.)
Port 1: Independent over-
current limiter circuits/IC for |1.6A 1.65A Yes 200mA 400mA Yes
L+/L- and C/Q pins
Port 3: Independent over-
current limiter circuits/IC for |1A 1.05A Yes 200mA 400mA Yes
L+/L- and C/Q pins
Ports 2 and 4 (Pair)
Ports 5 and 7 (Pair)
Ports 6 and 8 (Pair)
There’s one independent over-
current limiter that protects
L+/L- pins on each pair of ports,
for example: Port 2 and 4.
This allows you to do power
budgeting on pair of ports that
allows flexibility in the 500mA{
application. The combined port pair
overload cutoff current on a 1A output |1-05A/port 200mA*/  |400mA*/
pair of ports is 1.05A for the L+/ ;Owg;-l pu pair Yes port port Yes
L- pins. budget per
As long as the cutoff current of |Port pair)

1.05A is not exceeded, the
current output could be
budgeted between a pair of
ports such as, Port 2 and 4 any
way you want.

For example, Port 2 output can
be at 900mA and Port 4 output
can be at 100mA. Or, Port 2
could be left open and Port 4
output can be at 1A.

* Each port’s C/Q pin has its own independent over-current limiter circuit and are not
combined. The current output of C/Q pin for each port is also independently controlled and
cannot be budgeted with other ports.

Use the following procedure to attach I0-Link or digital input/output devices to the ports.
1. Securely attach the IO-link cable between the I0-Link or digital input/output device and the I0-Link

port.

Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

2. Ifnecessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.
Connector caps were shipped with the IOLM.

Note: 10-Link ports must have an approved cable or protective cover attached to the port to guarantee

IP67 compliance.

3. If necessary, configure IO-Link port parameters using the Configuration | IO-Link Settings page to

configure the port mode.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is

receiving power.
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e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the IO-Link Settings page, the IO-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the IO-Link LED to flash.

You can refer to the help system or Chapter 6. IO-Link Port Configuration on Page 61 for configuration
information.

4.5. IOLM DR-8-EIP I0-Link and DIO Ports

The following provides information about the IO-Link ports.

Label | Signal Description Value
1 L+ |Power Supply Output (+) 200mA @ 24V
2 L- |Power Supply Output (-) (Maximum)
3 DI |Digital Input Not applicable.

Communication signal, which
4 C/Q |supports SDCI (I0-Link) or SIO (21\(,)[(;1;%;@13;1 v
(standard input/output) digital I/O

Note: Depending on your model, the terminal blocks maybe labeled numerically or with the signal
abbreviations.

The standard SDCI (I0-Link) transmission rates are supported:

e COM1 at 4.8Kbps

e (COM?2 at 38.4Kbps

e COMS3 at 230.4Kbps

Use the appropriate procedure to connect devices to the IO-Link ports.
e Tips When Connecting Devices to the IOLM DR-8-EIP on Page 50
e Connecting 10-Link Devices on Page 50

e Connecting Digital Input Devices to I0-Link Ports on Page 51
e Connecting DIO Devices to I0-Link Ports on Page 51
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'DIN Rail End Front Panel End
IO-LiNk
IOLM DR-8 Models i ”
10-Link Port 3 10-Link Port 7
Top of the
10LM DR-8
10-Link Port 4 10-Link Port 8
e Digital 1D Power Input
Digital 10 Power Input (D3Igelu?d D4)
(D1 and D2)
Bottom of
10-Link Port 1 10-Link Port 5 the 10LM
DR-8
10-Link Port 2 10-Link Port 6
Front Panel End 'DIN Rail End

4.5.1. Tips When Connecting Devices to the IOLM DR-8-EIP

The following tips may be useful when connecting devices to the IOLM DR-8-EIP because it may be difficult
to manipulate the wire-clamp screws on the adjacent ports.

If you are going to connect devices to Digital I/O ports (D1 through D4), connect the digital devices before
connecting devices to I0-Link ports.

Connect a device to IO-Link Port 1 before I0-Link Port 2
Connect a device to IO-Link Port 4 before I0-Link Port 3
Connect a device to IO-Link Port 5 before I0-Link Port 6
Connect a device to IO-Link Port 8 before I0-Link Port 7

4.5.2. Connecting I10-Link Devices

Use the following procedure to connect IO-Link devices to the IO-Link ports.
1.

2.

Insert the I0-Link device negative wire into the L- contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

If applicable, insert the DI wire into the DI contact and tighten the wire-clamp screws

to prevent the wire from coming loose. Positive

Insert the I0-Link wire into the C/Q contact and tighten the wire-clamp screws to i
prevent the wire from coming loose. fl)r']gp':ff;l

If necessary, configure I0-Link parameters for each port. Refer to 6.1. Preparing for 10-Link

Port Configuration on Page 61 or the help system for detailed port configuration
information.
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4.5.3. Connecting Digital Input Devices to IO-Link Ports

You can use an IO-Link port as a digital in port if you wish to do so.

1. Insert the IO-Link device negative wire into the L- contact and tighten the

wire-clamp screws to prevent the wire from coming loose.
2. Insert the IO-Link device positive wire into the L.+ contact and tighten the

wire-clamp screws to prevent the wire from coming loose.
3. Ifapplicable, insert the DI wire into the DI contact and tighten the wire-clamp N

screws to prevent the wire from coming loose. Positive
4. Refer to the help system for detailed port configuration information. Nega’u;?gi i

Input
3 . 3 SIO

4.5.4. Connecting DIO Devices to I0-Link Ports (standard input/output)

You can use an IO-Link port to connect and operate a digital input or output device.

1.

2.

Insert the IO-Link device negative wire into the L- contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

If applicable, insert the DI or DO wire into the C/Q contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

Refer to the help system for detailed port configuration information.
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4.5.5. Connecting Devices to the Digital 10 Ports

The IOLM DR-8-EIP provides two digital input (DI) ports and two digital IO ports.

Label | Signal Description Specifications
1 L+ [P Supply (+
ower Supply (+) |5, 1A @ 24V (maximum)
2 L- |Power Supply (-)
3 DI |Digital Input
4 DIO |Digital I/O 200mA @ 24V (maximum)
Note: Depending on your model, the terminal blocks maybe
labeled numerically or with the signal abbreviations.

You can connect a digital input device to DI and/or DIO. DIO supports digital out.

Top (DIN Rail End) Front Panel Edge

& IO0-Link

ComrroL”

Front Panel Edge Top (DIN Rail End)

4.5.5.1. Connecting to DI

Use this procedure to connect a digital input device using the DI terminal on a DIO port.

1. Insert the IO-Link device negative wire into the L- contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

2. Insert the I0-Link device positive wire into the L+ contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

3. Insert the DI wire into the DI contact and tighten the wire-clamp screws to prevent the T
wire from coming loose.
4. Go to the Configuration | Digital I/O Settings page to configure the port. If necessary, refer to DEEOE;S[B

the help system or 6.2. IO-Link Configuration Page on Page 63.
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4.5.5.2. Connecting to DIO

1. Insert the I0-Link device negative wire into the L- contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

2. Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

3. Insert the DI wire into the DIO contact and tighten the wire-clamp screws to prevent the
wire from coming loose.

I

the help system or Chapter 7. Dedicated Digital I/0O Port Configuration (IOLM DR-8-EIP) DngrD[SM
on Page 83.

4. Go to the Configuration | Digital I/O Settings page to configure the port. If necessary, refer to

4.6. IOLM DR-8-EIP-P 10-Link Ports

The following provides information about the IO-Link ports.

Label | Signal Description Value
1 L+ |Power Supply Output (+) 200mA @ 24V
2 L- |Power Supply Output (-) (Maximum)
3 DI |Digital Input Not applicable

4 c/Q Communication signal, which supports SDCI (I10- 200mA @ 24V
Link) or SIO (standard input/output) digital I/O (Maximum)

The standard SDCI (I0-Link) transmission rates are supported:

e (COM1 at 4.8Kbps

e (COM?2 at 38.4Kbps

e (COMS3 at 230.4Kbps

The IOLM DR-8-EIP-P provides removable, pluggable terminals to connect your IO-Link devices.

Note: The connectors on the IOLM DR-8-EIP-P IO-Link ports are keyed headers that prevent inserting the
power plug in an IO-Link port. If you want to key IO-Link ports, contact your Comirol Sales
Representative to purchase a key kit.

Use the following procedure to attach I0-Link or digital input/output devices to the ports.
1. Optionally, use a small screw driver to remove the IO-Link plug from the receptacle.
By default, the I0-Link ports are keyed headers on Pins 2 and 3 of the receptacle.

Note: Do not remove the red coding sections from the headers on the I0-Link
receptacle or the fully keyed power connector could be inserted in an 10-Link
receptacle.
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2. Optionally, key the port plug using the following information.

a. Locate the top of the Coding Profile Star, which is the side that has the mold
markings.

b. Slide the Coding Profile tab (mold marking facing out) into one the end slots.
c. Slightly twist the star so that it snaps off the star.
Then repeat for the slot on the opposite end.

Note: This image shows that both the first position and
last positions have been keyed.

3. Depress the orange tab until it is flush with the connector to insert the IO0-Link device negative wire into
the L- contact.

4. Depress the orange tab until it is flush with the connector to insert the IO-Link device positive wire into
the L+ contact.

5. If applicable, depress the orange tab until it is flush with the connector to insert the DI wire into the DI
contact.

6. Depress the orange tab until it is flush with the connector to insert the I0-Link wire into the C/Q contact.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the I0-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the I0-Link LED to flash.
7. Ifnecessary, configure I0-Link parameters for each port.
You can refer to the help system or Chapter 6. I0-Link Port Configuration on Page 61 for configuration

information.
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4.7. IOLM DR-8-EIP-T I0-Link Ports

The following provides information about the IO-Link ports.

Label | Signal Description Value
1 L+ |Power Supply Output (+) 200mA @ 24V
2 L- |Power Supply Output (-) (Maximum)
3 DI |Digital Input Not applicable.
Communication signal, which
4 | ©/Q |supports SDCI (IO-Link) or STO (21&‘;1;‘; @ n%;xv
(standard input/output) digital /O u

The standard SDCI (I0-Link) transmission rates are supported:

COM1 at 4.8Kbps
COM2 at 38.4Kbps
COMS3 at 230.4Kbps

The IOLM DR-8-EIP-T provides removable terminal blocks to connect your I0-Link devices.
Note: The connectors on the IOLM DR-8-EIP-T 10-Link ports are keyed headers that prevent inserting the

power connector in an IO-Link port. If you want to key I0-Link ports, contact your Comtrol Sales
Representative to purchase a key kit.

Use the following procedure to attach IO0-Link or digital input/output devices to the ports.

1.

Optionally, use a small screw driver to remove the IO-Link plug from the receptacle.
By default, the I0-Link ports are keyed headers on Pins 2 and 3 of the receptacle.

Note: Do not remove the red coding sections from the headers on the I10-Link receptacle
or the fully keyed power plug could be inserted in an I0-Link receptacle.

Optionally, key the plug using the following information.

a. Locate the top of the Coding Profile Star, which is the side that has the mold
markings.

b. Slide the Coding Profile tab (mold markings facing out) into one fo the end
slots.

c. Slightly twist the star so that it snaps off the star.
Repeat for the slot on the opposite side.

Note: This image shows that both the first position
and last positions have been keyed.

Insert the IO-Link device negative wire into the L- contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

If applicable, insert the DI wire into the DI contact and tighten the wire-clamp screws to prevent the wire
from coming loose.
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6. Insert the IO-Link wire into the C/Q contact and tighten the wire-clamp screws to prevent the wire from
coming loose.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the I0-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the I0-Link LED to flash.
7. Ifnecessary, configure 10-Link parameters for each port.

You can refer to the help system or Chapter 6. I0-Link Port Configuration on Page 61 for configuration
information.
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Chapter 5. Updating Images and Applications

This chapter provides an overview of the software (images and applications) on the IOLM. In addition it
contains procedures to update images (Page 59) and application sub-assemblies (Page 60).

After verifying that the IOLM contains the latest software, the next step is to configure the port
characteristics using Chapter 6. I0-Link Port Configuration on Page 61 and/or Chapter 7. Dedicated Digital
1/0 Port Configuration (IOLM DR-8-EIP) on Page 83 (on applicable models).

5.1. Images and Application Sub-Assemblies Overview

The IOLM is loaded with the latest images at the factory but you may need to update images or application
sub-assemblies to have access to the latest features. You can view all image and application versions in the
IOLM ADVANCED | Software page.

ComTtROL Home Diagnostics Configuration JEGIELICLE Attached Devices Help Logout ES A

SOFTWARE ACCOUNTS LOG FILES LICENSES

Software @

IMAGES

U-Boot Bootloader 1.23 UPDATE
FPGA 1.02 UPDATE
System - Primary 1.30 UPDATE

System - Backup 1.30 UPDATE

Application Base 1.5.8 UPDATE

application-manager 1.5.0.2
configuration-manager 1.5.0.1
discovery-protocol 1.5.0.0
ethernetip 1.5.0.8
event-log 1.5.0.1
iolink-driver 1.5.0.3
iothub-client 1.5.0.0
libiclinkutils 1.5.0.13
modbus 1.5.0.9
opcua-server 1.5.0.5
web-help 1.5.0.0
web-user-interface 1.5.0.13

Update Application

REBOOT
v

Optionally, you can use PortVision DX to load all images or application sub-assemblies.

Browse__ Install

Note: PortVision DX displays the main application base version, which in this case is EtherNet/IP. Use the
Software page to determine other image or application versions.
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5.1.1. Images

The following table discusses IOLM images.

IOLM Images

U-Boot is a high-level Bootloader that has networking and console command line
capabilities. Among other things, it implements a TFTP server and Comtrol
U-Boot Bootloader |Corporation's new discovery protocol.

This verifies that a Linux kernel image exists in NAND, then copies it to RAM and
starts the IOLM. The U-Boot version is displayed after the image name.

The FPGA partition/image contains configuration data used by programmable
hardware within the IOLM unit.

FPGA images are unique to the hardware and protocol type. Make sure you
download the correct image for your platform.

FPGA

The ulmage contains the Linux kernel and the RAM-resident root file system. It does
not contain industrial protocol support or application-specific features.

There is a Primary and Backup version loaded on the IOLM. The IOLM
automatically reloads the Backup ulmage if the file system corrupted.

ulmage - Primary/
Backup

The ulmage version is displayed after the Primary/Backup ulmage.

The Application Base image comprises a flash-resident file system containing
applications and protocol support.

The Application Base is built from a collection of application subassemblies -- each of

L. which may be updated individually between releases of the application base as a
Application Base |whole.

The application sub-assemblies in the Application Base image are displayed in the
lower portion of the SOFTWARE page.

The Application Base assembly has a 3-tuple version number: (for example, 1.3.18).

5.1.2. Application Subassemblies

Application sub-assemblies are the components of the Application Base image. Application sub-assemblies
have a 4-tuple version number (for example, 1.3.18.3). The first two values in a subassembly version
correspond to the version of the application base assembly for which it was built and tested.

For example, a subassembly with version 1.3.18.3 was tested with application base version 1.3.18. When
using the Software page or PortVision DX, an application subassembly can install only if its version number
matches that of the installed application base assembly. A subassembly with a version of 1.20.2.4 only installs
if the application base version is 1.20.2. It will not install on a device with application base version 1.21.5.

IOLM Application Sub assemblies

application-manager The Application Manager version loaded on the IOLM.
configuration-manager |The Configuration Manager version loaded on the IOLM.
discovery-protocol The Discovery Protocol version loaded on the IOLM.

ethernetip The EtherNet/IP interfaces version loaded on the IOLM.

event-log The Event log version loaded on the IOLM.

iolink-driver The I0-Link driver version loaded on the IOLM.

modbus If applicable, the Modbus/TCP interface version loaded on the IOLM.
opcua-server If applicable, the opcua-server interface version loaded on the IOLM.
web-help The web interface help version loaded on the IOLM.
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IOLM Application Sub assemblies (Continued)

web-user-interface ’The web interface version loaded on the IOLM.

5.2. Using the Web Interface to Update Software

The upper portion of the Advanced | Software page is used to update the IOLM images. The lower portion of
this page is used for updating application sub-assemblies that are integrated in the Application Base.

Typically, the latest application sub-assemblies are available in the Application Base image. There may times
when a feature enhancement or bug fix is available in an application subassembly and not yet available in the
Application Base image.

5.2.1. Updating Images

Use this procedure to upload images using the SOFTWARE page.
1. Download the latest image from the Comtrol web site.

Note: Make sure that you download the appropriate software for your model. For example, the FPGA
images are unique for different hardware models and protocol.

Open your browser and enter the IP address of the IOLM.

Click Advanced | SOFTWARE.

Click the UPDATE button next to the image you want to update.

Click the Browse button, navigate to the file location, highlight the image, and click Open.
Click the Install button.

o vk

ComTROL' Home Diagnostics Configuration EGIEELLEWE Attached Devices Help Logout N

SOFTWARE  ACCOUNTS LOG FILES LICENSES

Software @
IMAGES
U-Boot Bootloader 1.23 UPDATE
FPGA 1.02 UPDATE
Systemn - Primary 1.30 UPDATE

System - Backup
Update Image: Application Base
In Progress

Application Base

APPLICATIONS

You are about to install application-base-eip-1.5.8.uImage
application-manager

It will replace any existing version of that package or image.
configuration-manager

Do NOT disconnect power during the installation process.

CONQIEBNUE CAMNCEL

discovery-protocol
ethernetip
event-log

iolink-driver

iothub-client

libiolinkutils 1.5.0.13

mandhue 1sna

7. Click the CONTINUE button to the Update Image message.
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8.

Click OK to close the Update Image Successful message.

Note: Some images may require the IOLM web server to restart.

5.2.2. Updating Application Subassemblies

Use this procedure to upload applications using the Software page.

1.

2.
3.
4

o

7.

Download the latest application from the Comtrol web site.
Open your browser and enter the IP address of the IOLM.
Click Advanced and SOFTWARE.

Click the Browse button under Update Application navigate to the file location, highlight the application,
and click Open.

Click the Install button.
Click the CONTINUE button to the Update Application message.

ComTROL' Home Diagnostics Configuration REGIERIEGE Attached Devices Help Logout ES

SOFTWARE ACCOUNTS LOG FILES LICENSES

Software @

U-Boot Bootloader 1.08 UPDATE

FPGA 1.11
System - Primary 1.06 UPDATE
System - Backup o UPDATE

Update Application UPDATE
In Progress

Application Base

APPLICATIONS

You are about to install configuration-
application-base-eip

manager_1.3.0.2_arm.ipk

=
=
=
m

application-manager
i J It will replace any existing version of that package or image.

configuration-manager
Do NOT disconnect power during the installation process.

discovery-protocol

ethernetip CANCEL

event-log

iolink-driver

web-help 1°3.3.0
web-user-interface 31 I e

Update Application

REBOOT

Browse... Install

© Copyright Comtrol Corp.

hitp://10.0.0.199/index.php/advanced_tab/software/app_save/current

Click OK to close the Update Application Successful message.

60 - Chapter 5. Updating Images and Applications IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B


http://downloads.comtrol.com/html/IOLM_Main.htm

Chapter 6. 10-Link Port Configuration

This chapter discusses port configuration, which includes these topics:

e Preparing for Port Configuration

e JO-Link Configuration Page on Page 63

o EtherNet/IP Settings Configuration Page on Page 68
e  Modbus/TCP Settings Configuration Page on Page 76

e  OPC UA Settings Configuration Page on Page 81 (not supported on all models)

Note: See Chapter 7. Dedicated Digital I/ O Port Configuration (IOLM DR-8-EIP) on Page 83 for information

about configuring dedicated digital 1/0 ports (IOLM DR-8-EIP).
Depending on your environment, the IO-Link Master you may not need to change many of the default options.

6.1. Preparing for Port Configuration

Before beginning port configuration, you may want to verify that the connected device is functioning.

1. Ifnecessary, log into the IO-Link Master.
2. Click Diagnostics | I0-Link Diagnostics.
3. Review the Port Status and IOLink State.

Operational, . .. . . .
PDI Valid An I0O-Link device is operating on the port that has received valid PDI data.
Operational |An IO-Link device is operating on the port that has not received valid PDI data.
Port Status One of the following conditions exists:

Inactive e Avalid IO-Link device is not connected to the port.

e A digital input or output device is connected to the port but the configured Port

Mode is not correct.

Port is functioning correctly in IO-Link mode but has not received valid PDI data.
Operate . . .

This may also display during a data storage upload or download.
Init The port is attempting initialization.

One of the following conditions exists:
Reset e The Port Mode configuration is set to Reset.

e The Port Mode configuration is set to Digitalln or DigitalOut.
DS: Wrong Hardware failure (I0-Link LED also flashes red) because there is Data Storage on this

[OLink State Sensor port, which does not reflect the attached device.

DV: Wrong Hardware failure (I0-Link LED also flashes red) because Device Validation is
Sensor configured for this port and the wrong device is attached.
DS: Wrong Hardware failure (I0-Link LED also flashes red) because the size of the configuration
Size on the device does not match the size of the configuration stored on the port.
Comm Lost |Temporary state after a device is disconnected and before the port is re-initialized.

Pre-operate

Temporary status displayed when the device:

e Is starting up after connection or power-up.
e Uploading or downloading automatic data storage.
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Note: If a digital input or output device is connected to an IO-Link port, there is no valid data until the
port is set to the correct Port Mode.

4. Review the Device I0-Link Version.

e Ifthe field is blank, it is not a valid IO-Link device, which could mean that it is a digital device and the
port has not been configured for digital input or digital output.

e The field displays the Device I0-Link version.
5. Optionally, review the following to see if you need to change the Configured Minimum Cycle Time:
¢ Actual Cycle Time
* Device Minimum Cycle Time
¢ Configured Minimum Cycle Time

The Configured Minimum Cycle Time is the minimum cycle time that the IO-Link Master allows the port to
operate at. The Actual Cycle Time is negotiated between the I0-Link Master and the device and will be at
least as long as the greater of the Configured Minimum Cycle Time and the Device Minimum Cycle Time.

6. Verify that the Auxiliary Input Bit Status field displays On, if the device is connected to DI (Pin 2 with M12
connectors).

ComTROL Home QelEhiildal=- Configuration Advanced Attached Devices Help

IO-LINK ETHERNET/IP MODBUS/TCP OPC UA

Logout fz=]

I0-Link Diagnostics @

|UPDATE| | 5TOP LIVE UPDATES| | RESET STATISTICS

IO-LINK PORT STATUS B PORT 4
Port Mame I0-Link Port 1 10-Link Port 2 I0-Link Port 3 10-Link Port 4
Port Mode I0Link I0Link I0Link I0Link

Port Status Operational, PDI Valid Operational Operational, PDI Valid Inactive
I0Link State Operate Operate Operate Init

Device Vendor Name

Leuze electronic GmbH +
Co. KG

ifm electronic gmbh

wenglor sensoric gmbh

Device Product Name HRTR 46B/L4.23-512 LR800O OY1P303P0102
Device Serial Number 1111C000485 d0033151013 540003706
Device Hardware C AF Version V01.00.00
Version

Device Firmware 01.15 354 Version V01.01.00
Version

Device I0-Link 1.1 1.1 1.1

Version

Actual Cycle Time 0.0ms 4.0ms 4.0ms

Device Minimum Cycle  7.2ms 2.3ms 2.3ms

Time

Configured Minimum 4ms 4ms 4ms

Cycle Time

Data Storage Capable No Yes No

<

Welcome Admin © Copyright Comtrol Corp.

For additional information about the I0-Link Diagnostics page, see the help system or 11.1. I0-Link Port
Diagnostics on Page 128.
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6.2. I0-Link Configuration Page

You can use the Configuration | IO-Link Settings page to configure I0-Link port settings. When the I10-Link
device is attached to a port, it begins operating without requiring any configuration. The IOLM and attached
IO-Link device automatically negotiate the Minimum Cycle Time. If required by an application, you can set a
specific Minimum Cycle Time.

This page provides special features such as Data Storage, Device Validation, and Data Validation.

Note: Data Storage, Device Validation, and Data Validation are discussed in Chapter 10. Utilizing IOLM
Features on Page 105.

This subsection discusses:
e [Editing IO-Link Port Settings on Page 64
e JO-Link Settings Parameters on Page 65.

ComTROL Home Diagnostics [ReNGEWERERN Advanced Attached Devices  Help

I0-LINX  DIGITAL /O ETHERNMET/IF MODBUS/TCP OPC UA  NETWORK MISC LOAD/SAVE CLEAR SETTINGS

10-Link Settings w

I0-LINK PORT CONFIG

Port Name 10-Link Part 1 10-Link Pert 2 10-Link Part 3 10-Link Port 4 10-Link Part 5 10-Link Port & 10-Link Port 7 10-Link Port B
Port Mode 10Link 10Link 10Link 10Link 10Link 10Link 10Link 10Link

Iavert S1O taise ratse reise ratse raise tatae raise 1a1se

Iavert Auxilliary Input raise ratse raise raise raise raise raise 1aise

Default Digital Dutput o orr o o o o on o

Minimum Cycle Time {4 - 538) 4ms ams ams 4 ms ams a4 ms ama 4 ms
Auniliary Input Settiing Time [0 - 10000) ams ams ams o ms oms o ms oms o ms
Ausiliary Input Hold Time (0 - 16000) o ms o ms oms o ms 0ms o ms 0ms o ms

SIO Input Settling Time (0 - 10000} ams o ms ams 0 ms 0ms 0 ms oms o ms

S10 Input Held Time (0 - 10000) ams o ms ams 0 ms oms o ms oms o ms

Data Storage Config

sStorage Cantents empey empty empey empty empty empty empty empty
Automatic Upload Ensbie o arr o o on or on or
Autematic Dewnlaad Enable o on o o on or om o

Data Storage Manual Ops

Validation Config

Device validation Moge Mane Nene Mane none None none Mone none
wendor Id (0 - 65535) o 0 o o a o o o
Device Id {0 - 16777215} a o o o a o o o

Serial Mum

Dats veRdetion Mode Nane nNone Mone None None none None None
PDI Lengtn (0 - 32} 0 byte o byte 0 Byte o byte 0 Byte o byte 0 Byte o byte
PDO Length (0 - 32} 0 byte 0 byte 0 byte 0 byte O byte 0 byte O byte o byte

right Comtral Corp.

Note: This image shows the IOLM DR-8-EIP, which provides dedicated Digital 1/0 ports and a
Configuration page.
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6.2.1. Editing I0-Link Port Settings

You can use this procedure to configure I0-Link settings for each I10-Link port.

If an I0-Link device is attached to the port, no configuration is required for operation. If a digital input or
output device is attached, it is necessary to change the Port Mode.

1. Ifnecessary, open the I0-Link Master web interface with your web browser using the IP address.
2. Click Configuration | IO0-Link Settings.
3. Click the EDIT button for the port or ports that you want to configure.

cunﬁgumﬁm e e toet -

10-LINK  DIGITAL /'O ETHERNET/IP MODBUS/TCP OPC UA  NETWORK MISC LOAD/SAVE CLEAR SETTINGS
IO-Link Settings «
Click SAVE after changing the settings
Lo-LinKc PORT ConFiG
Port Nome DY Proximity #5 10-Link Port 8
Part Mode Bigitaitn 1oLink
tavert 10 rame ] rarse
Lavert Auxiliary Tnaut raise m] raise
Dermu Digies | Dutpat o on
Mirimum Cyele Time (4 - 538) i E—] e
Ausdliary Inaut Settling Time (0 - 10000} ams C— ams
Ausiliary Ingut Hold Time (0 - 10600} B C— an
510 Input Setting Time (@ - 16008} oms C— o
SIO Input Hata Tama (0 - 100003 oms [ am
Data Storage Config
Sterage Contents emety empty ematy
Autamatic Uplozd Enabie o on
Automatic Bewniaas Enane o an
Data Storage Manual Ops
[cuzan] =
wValidation Config
Device Validation Made nane mane
wendar 14 {0 - £5535) o | E— o
Device Id (0 - 16777215} o [ o
Hiuintaies 1 -

& Copyright Comtrol Corp.

Note: This illustrates an 8-Port, where Port 6 is now configured for Digitalln.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.
4. Make appropriate selections for the device that you connected to that port.

Make sure you select the Digitalln option for a digital input device and the DigitalOut option for a digital
output device for the Port Mode.

The IOLM negotiates the Minimum Cycle Time so it is not necessary to set a cycle time unless you need a
specific cycle time.

You can use the help system if you require definitions or values for the options or refer to the following
subsection (IO-Link Settings Parameters).

Note: Do not enable Automatic Download and then attempt device configuration as Automatic Download
changes the settings back to what is stored on the IOLM. Data Storage, Device Validation, and Data
Validation are discussed in Chapter 10. Utilizing IOLM Features on Page 105.

5. Click the SAVE button for each port.
6. Return to the I0-Link Diagnostics page to verify that your changes have taken affect.

Note: Port 6 now indicates that it is functioning as a valid digital input device and the friendly port names
are displaying.
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6.2.2. I0-Link Settings Parameters

The Configuration | IO-Link Settings page supports the following options.

IO-LINK Settings Page

User defined port or device description.

Default: 10-Link

Port Name ¢ Standard ASCII characters

e Max length = 80 characters

Selected IO-Link port mode. Valid settings are:

* Reset - Select to disable a port or to reset/restart an 10-Link port.
Port Mode

¢ [O-Link - Select to connect and operate an IO-Link device on the port.
¢ Digital In - Select if a DI device is attached to the port.
¢ Digital Out - Select if a DO device is attached to the port.

Invert SIO
Default: False

If enabled and the Port Mode is Digital In or Digital Out, this option inverts the SIO
value.

¢ False (Disabled - Do not invert SIO)
e True (Enabled - Invert SIO)
Note: This option does not affect the Auxiliary Input.

Invert Auxiliary Input

If this option is enabled, the Auxiliary bit is inverted.

Default Digital Output
Default: Off

If the port mode is Digital Out, defines the default digital output value that is used at
startup and when there is no active PDO controller.

e Off (low voltage) - 0
¢  On (high voltage) - 24V

Minimum Cycle Time
Default: 4

The minimum, or fastest, cycle time at which the IO-Link device may operate. The
valid range is 4-538 ms.

You can leave the Minimum Cycle Time set to the default value and the I0-Link
Master negotiates with the I0-Link device for its minimum cycle time. The I0-Link
Diagnostics page displays the Actual Cycle Time, which is the negotiated cycle time.

Time (0 - 10000)

é&iﬂ?ryr};%%% ) The auxiliary input settling time that remains constant before that input is
g considered/accepted
10000)
This is how long the IO-Link Master keeps the input at its present value. For
Auxiliary Input Hold example, if the IO-Link Master detects the input to go to high, and the hold time is X

milliseconds, then the IO-Link Master reports the input as high for X milliseconds,
even though the input itself may have ceased. If X is zero, then you get the behavior
currently in the field.

SIO Input Settling
Time (0 - 10000)

The SIO input settling time that remains constant before that input is considered/
accepted.

SIO Input Hold Time
(0 - 10000)

This is how long the IO-Link Master keeps the input at its present value. For
example, if the IO-Link Master detects the input to go to high, and the hold time is X
milliseconds, then the IO-Link Master reports the input as high for X milliseconds,
even though the input itself may have ceased. If X is zero, then you get the behavior
currently in the field.
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IO-LINK Settings Page (Continued)

Data Storage Config

Storage Contents

Indicates that the data storage for the port is empty or displays the Vendor ID and
Product ID of the data stored on that port.

Automatic Data
Storage Upload
Enable

Default: Off

When this option is initially set to On, the IOLM saves the data storage parameters
(if the data storage is empty) from the I0-Link device to the IOLM.

Automatic upload occurs when the Automatic Upload Enable option is set to On and
one of these conditions exists:

e There is no upload data stored on the gateway and the IO-Link device is
connected to the port.

¢ The IO-Link device has the DS_upload bit on (generally because you have
changed the configuration via Teach buttons or web page).

When a port contains data storage for an I0-Link device and if you attach a device
whose Vendor and Device ID do not match, the IO-Link LED on the IOLM flashes
red to indicate a wrong device is attached. In addition, the IO-Link Diagnostics page
displays DS: Wrong Sensor in the IOLink State field.

Note: Not all device parameters are sent to data storage, this is determined by the
I0-Link device manufacturer.

Automatic Data
Storage Download
Enable

Default: Off

The data storage parameters on the IOLM are downloaded to the connected I0-Link
device if:

1. The Automatic Download option is enabled.

2. The data stored on the IOLM port contains the same Vendor ID and Product ID
as the IO-Link device connected to the port.

3. Data storage parameters are also downloaded to the IO-Link device if
configuration changes are made on the device causing the DS_upload bit to turn
on and automatic upload is not enabled.

4. The IO-Link device requests an upload and the Automatic Upload Enable option is
set to Off.

If you change configuration parameters on the I0-Link device and want the
parameters to remain loaded on the IO-Link device, you must disable the Automatic
Download option because otherwise the IOLM will reload the data storage on the
port down to the I0-Link device.

Data Storage Manual
Ops

The Manual Data Storage Ops option provides the following functionality, if data
storage is supported by the I0-Link device.

¢ CLEAR - this clears any stored data for an I0-Link device on this port.

e  UPLOAD - this uploads and stores the IO-Link device configuration on the
IOLM.

¢ DOWNLOAD - this downloads the stored 10-Link device configuration from the
IOLM to the IO-Link device attached to this port if the Vendor ID and Device ID
match.
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I0-LINK Settings Page (Continued)

Validation Config

Device Validation
Mode

(Default: None)

Device Validation Mode provides these options:
e None - this disables Device Validation Mode.

¢ Compatible - permits a compatible IO-Link device (same Vendor ID and Device
ID) to function on the corresponding port.

¢ Identical - only permits an IO-Link device to function on the corresponding port
as defined in the following fields.

- Vendor ID
- Device ID
- Serial Number

Note: Connecting an I0-Link device that is different than the configured with Data
Validation enabled will generate a DV: wrong sensor error.

Vendor Id (0-65535)

This is required if you select a Device Validation Mode other than None.

The Vendor ID can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the Vendor ID in this field.

Device Id (0-16777215)

This is required if you select a Device Validation Mode other than None.

The Device ID can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the Device ID in this field.

Serial Num

This is required if you select Identical for the Device Validation Mode.

The Serial Number can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the serial number in this field.

Data Validation Mode
(Default: None)

There are three Data Validation Modes:
¢ None - no data validation is performed on the port.

* Loose - the slave device's PDI/PDO lengths must be less than or equal to the
user-configured values.

e Strict - the slave device's PDI/PDO lengths must be the same as the user-
configured values.

PDI Length (0-32)

This is input length of the PDI data field.
This is required if you select a Data Validation Mode other than None.

The PDI Length can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the PDI length in this field.

PDO Length (0-32)

This is input length of the PDO data field.
This is required if you select a Data Validation Mode other than None.

The PDO Length can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the PDO length in this field

GET ATTACHED
(Button)

After opening a port for editing, you can click the GET ATTACHED button to
automatically populate the following fields with data from the IO-Link device:

e VendorId

e Device Id
e Serial Num
e PDI Length

e PDO Length
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6.3. EtherNet/IP Settings Configuration Page

Use the EtherNet/IP Settings page to configure EtherNet/IP options.
You may want to refer to the following sections for additional information:

e  Chapter 12. EtherNet/IP Interface on Page 141 provides a functionality summary, data type definitions,
terms and conditions, and data transfer methods.

e  Chapter 13. Functionality Descriptions on Page 147 discusses process data block descriptions, event
handling, and ISDU handling.

e Chapter 14. EtherNet/IP CIP Object Definitions on Page 169, which explains vendor specific CIP object
definitions.

e  Chapter 15. ControlLogix Family - Example PLC Programs on Page 203, which provides is intended to
provide basic working functionality.

e Chapter 16. SLC/PLC-5/MicroLogix Interface on Page 225 lists requirements and discusses PLC-5 and
SLC messages, and PDI and PDO access via PCCC messages.

e Chapter 17. EDS Files on Page 231 provides installation instructions to add the EDS files to RSLinx.
This subsection includes the following topics:

e FEditing EtherNet/IP Settings on Page 69

e EtherNet/IP Settings Parameters on Page 70

Note: The I0-Link Master may work out of the box for ControlLogix PLCs

ComTrROL Home Diagnostics EeGLITGIIELGUE Advanced Attached Devices Help Logout ES

I0-LINK ~ ETHERNET/IP MODBUS/TCP OPCUA MNETWORK MISC LOAD/SAVE CLEAR SETTINGS

EtherNet/IP Settings @

ETHERNET/IP PORT CONFIG B PORT1 B PORT2

EDIT

EDIT

ISDU Data Settings:

I1SDU Response Timeout (1 - 10000)

Process Data Settings:

PDI Data Block Size (To PLC)

PDI Data Block Format (To PLC)

PDI Data Byte-Swap Method

PDO Data Block Size (From PLC)

PDO Data Block Format (From PLC)

PDO Data Byte-Swap Method

Clear Event Code In PDO Block
ETHERNET/IP CONFIGURATION

TTL (Time To Live) Network Value (1 - 255)

Multicast IP Address Allecation Control

20 sec

36 bytes

word (16 bit)

word (16 bit) byte-swap
32-bytes

word (16 bit)

word (16 bit) byte-swap

false

User-Defined Number of Multicast IP Addresses (1 - 32)

User-Defined Multicast Start IP Address (239.152.1.0 - 239.255.255.255)

Session Encapsulation Timeout {(0=disable; 1-3600 sec) (0 - 3600)

20 sec

36 bytes

word (16 bit)

word (16 bit) byte-swap
32-bytes

word (16 bit)

word (16 bit) byte-swap

false

1 hop(s)
Automatic
32
239.192.1.0

120

20 sec

36 bytes

word (16 bit)

word (16 bit) byte-swap
32-bytes

word (16 bit)

word (16 bit) byte-swap

false

20 sec

36 bytes

word (16 bit)

word (16 bit) byte-swap
32-bytes

word (16 bit)

word (16 bit) byte-swap

false

EDIT

Welcome Admin ® Copynight Comtrol Corp.

Note: This illustrates a partial screen shot, scroll through the settings table to view all of the available
settings.
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6.3.1. Editing EtherNet/IP Settings

You can use this procedure to configure EtherNet/IP characteristics for each port.

1. Ifnecessary, open the I0-Link Master web interface with your web browser using the IP address.
2. Click Configuration | EtherNet/IP.
3. Click the EDIT button for each port that you want to configure.

ComTROL Home Diagnostics EeGhiL eyl Advanced Attached Devices Help Logout

IO-LINK  ETHERMNET/IP MODBUS/TCP OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

EtherNet/IP Settings @

Click SAVE after making changes Click EDIT to make changes

ETHERNET/IP PORT CONFIG B PORT 3 B PORT 4

CANCE EDIT
)

ISDU Data Settings:

ISDU Response Timeout (1 - 10000) sec 20 sec 20 sec 20 sec
Process Data Settings:
PDI Data Block Size (To PLC) 16 bytes v 36 bytes 36 bytes 36 bytes
PDI Data Block Format (To PLC) byte (8 bit) v word (16 bit) word (16 bit) word (16 bit)
PDI Data Byte-Swap Method ‘no byte-swap b word (16 bit) byte-swap word (16 bit) byte-swap word (16 bit) byte-swap
PDO Data Block Size (From PLC) 16 bytes v 32-bytes 32-bytes 32-bytes
PDO Data Block Format (From PLC) byte (8 bit) v word (16 bit) word (16 bit) word (16 bit)
W
DO Nata Buta Guwan Mathod Liunrd (16 hit) huta_cuwan sl ward (16 hit) buta_cwan wenrd (16 Rit) bata_cwan wunrd (16 hit) hata_cuan
ETHERNET/IP CONFIGURATION EDIT
TTL (Time To Live) Network Value (1 - 255) 1 hop(s)
Multicast IP Address Allocation Control Automatic
User-Defined Number of Multicast IP Addresses (1 - 32) 32
User-Defined Multicast Start IP Address (239.192.1.0 - 239.255.255.253) 239.192.1.0
Session Encapsulation Timeout (0=disable; 1-3600 sec) (0 - 3600) 120

Welcome Admin © Copyright Comtral Corp.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.
4. Make appropriate selections for the device that is connected to the port.

You can use the help system if you require definitions or values for the options or refer to EtherNet/IP
Settings Parameters in the next subsection.

5. Scroll to the top of the page and click the SAVE button.
Make sure that the port now displays the EDIT button.
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6.3.2. EtherNet/IP Settings Parameters

The Configuration | EtherNet/IP Settings page supports the following options.

EtherNet/IP Settings Page

ISDU Data Settings

ISDU Response Timeout
Default: 20 seconds

The time that the IO-Link Master’s EtherNet/IP interface waits for a
response to an ISDU request.

The timeout needs to set long enough to allow all commands within the
ISDU request to be processed.

Valid range: 1-10,000 seconds

Process Data Settings

PDI Data Block Size (To PLC)
Default: 36-bytes

The configurable PDI data block length. Supported optional lengths are:
* 4-bytes (header only)

e 8-bytes (4 bytes data)

* 10-bytes (6 bytes data)

e 16-bytes (12 bytes data)

®  20-bytes (16 bytes data)

e 24-bytes (20 bytes data)

* 36-bytes (32 bytes data)

PDI Data Block Format (To
PLC)

Default: Word-16

Data format of PDI data block to be transferred to the PLC(s) in Class 1
and/or Write-to-Tag/File PDI Transfer Modes. Supported formats are:

¢ Byte-8 (8-bit or SINT)

e  Word-16 (16-bit or INT)

e  Dword-32 (32-bit or DINT)

Note: ]Y"Jhi }{)c&ta Block Format is independent of the PDI Data Byte-Swap
ethod.

This setting is not used for the SLC, PLC-5 and MicroLogix PLCs
which are always Word-16.

PDI Data Byte-Swap Method

Default: Work (16-bit) byte
swap

If enabled, the IO-Link Master swaps the data bytes in word (2 byte) format
or dword (4 byte) format.

Supported values are:

¢ No byte-swap — data passed through as received

¢  Word (16-bit) byte-swap — data is byte-swapped in word format

¢  Dword (32-bit) byte-swap — data is byte-swapped in dword format
¢ Reverse byte order — data passed through after being reversed

Note: The byte swapping must be set correctly in order to convert from 10-
Link (big-endian byte order), to EtherNet/IP (little-endian byte
order).

Include Digital I/0 in PDI
Data Block

Default: False
(IOLM DR-8-EIP, Only)

If enabled, the I0-Link Master includes the current digital I/O pins D1 to
D4 status in the PDI data block header.

¢ False — Do not include the digital I/O pins status

e True (enable check box) — Include the digital I/O pins status in PDI data
block header

Note: Does not affect the Auxiliary Input.
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EtherNet/IP Settings Page (Continued)
The configurable PDO data block length. Supported optional lengths are:

¢ Event code not included:
- 4-bytes =all data
- 8-bytes =all data
- 10-bytes = all data
- 16-bytes = all data
- 20-bytes =all data
- 24-bytes = all data
- 32-bytes = all data
- 34-bytes = 32 bytes data, 2 pad bytes
- 36-bytes = 32 bytes data, 4 pad bytes
¢ Event code included - PDO Data Format = Byte8:
- 4-bytes =2 byte event code, 2 data bytes

- 8-bytes =2 byte event code, 6 data bytes

- 10-bytes =2 byte event code, 8 data bytes
- 16-bytes = 2 byte event code, 14 data bytes
- 20-bytes = 2 byte event code, 18 data bytes
- 24-bytes = 2 byte event code, 22 data bytes
- 32-bytes = 2 byte event code, 30 data bytes

PDO Data Block Size (From - 34-bytes = 2 byte event code, 32 data bytes
PLC) - 36-bytes = 2 byte event code, 32 data bytes, 2 byte pad
Default: 32-bytes ¢ Event code included - PDO Data Format = word (16-bit):

- 4-bytes =event code word, data word

- 8-bytes = event code word, 3 data words

- 10-bytes = event code word, 4 data words

- 16-bytes = event code word, 7 data words

- 20-bytes = event code word, 9 data words

- 24-bytes = event code word, 11 data words

- 32-bytes = event code word, 15 data words

- 34-bytes = event code word, 16 data words

- 36-bytes = event code word, 16 data words, pad word
¢ Event code included - PDO Data Format = dword (32-bit):

- 4-bytes = event code dword

- 8-bytes = event code dword, data dword

- 10-bytes = event code dword, data dwords

- 16-bytes = event code dword, 3 data dwords

- 20-bytes = dword event code, 4 data dwords

- 24-bytes = dword event code, 5 data dwords

- 32-bytes = dword event code, 7 data dwords

- 34-bytes = dword event code, 7 data dwords, 2 data bytes

- 36-bytes = dword event code, 8 data dwords
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EtherNet/IP Settings Page (Continued)

PDO Data Block Format
(From PLC)

Default: Word-16

Data format of PDO data block received from the PLC(s) in Class 1 or Read
from TagOrFile PDO Transfer Modes. Formats include:

e Byte-8 (8-bit)

e Word-16 (16-bit)

¢ Dword-32 (32-bit)

Note: ﬂli hD(Czita Block Format is independent of the PDO Data Byte-Swap
ethod.

This setting is not used for the SLC, PLC-5 and MicroLogix PLCs
which are always Word-16.

Default: Word (16-bit) byte-
swap

PDO Data Byte-Swap Method

If enabled, the I0-Link Master swaps the data bytes in word (2 byte) format
or dword (4 byte) format. Supported values are:

¢ No byte-swap — data passed through as received

¢  Word (16-bit) byte-swap — data is byte-swapped in word format

¢  Dword (32-bit) byte-swap — data is byte-swapped in dword format
¢ Reverse byte order — data passed through after being reversed

Note: The byte swapping must be set correctly in order to convert from
EtherNet/IP (little-endian byte order), to 10-Link (big-endian byte
order).

Clear Event Code in PDO
Block

Default: False

If enabled, the IO0-Link Master expects the first 2 bytes, word, or dword of
the PDO block to be used for event code handling. Supported values are:

¢ True (enable check box) = expect event code
¢ False = no event code, expect only PDO data

Clear Event Code After Hold
Time

Default: True

If enabled, the IO0-Link Master clears any event code reported in the PDI
data block after the Event Active Hold Time. Supported values are:

e True (enable check box) = clear event code after hold time
¢ False = do not clear event code after hold time

Active Event Hold Time
Default: 1000 ms

If Clear Event Code After Hold time is enabled, the time period an event code
is reported in the PDI block before it is cleared.

e Valid range: 1-65535
e Valid units:
- ms (milliseconds)
- sec (seconds)
- min (minutes)
- hours
- days

Event Hold Time Units
Default: ms

Valid units:

e ms (milliseconds)
* sec (seconds)

¢  min (minutes)

®*  hours

e days
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EtherNet/IP Settings Page (Continued)

Clear Event Hold Time
Default: 500 ms

Once an event code has been cleared, the time an event code stays cleared
in the PDI block before another event code can be reported.

e Valid range: 1-65535
¢ Valid units:
- ms (milliseconds)
- sec (seconds)
- min (minutes)
- hours

- days

Event Clear Time Units
Default: ms

Once an event code has been cleared, the time an event code stays cleared
in the PDI block before another event code can be reported.

Valid units:

¢ ms (milliseconds)
* sec (seconds)

¢ min (minutes)

®*  hours

e days

Include Digital Output(s) in
PDO Data Block

Default: False

If enabled, the IO-Link Master expects the digital output settings to be
included in the PDO data block.

False — The digital pin setting(s) are not included in the PDO data block.

True (enable check box) — The digital pin setting(s) are included in the PDO
data block.

Transfer Mode Settings

PDI Receive Mode(s) to PL.C
Default: Polling, Class1

Determines which PDI Receive (To PLC) Modes are enabled. Supported
modes are:

* Polling
¢ C(Classl
*  Write-to-TagOrFile

PDO Transmit Mode from
PLC

Default: Class 1

Supported modes are:

e Off
¢  PLC-Writes
¢ Classl

¢ Read-from-TagOrFile

Read/Write Tag/ File Settings

PLC IP Address
(XXX.XXX.XXX.XXX)

Default: 0.0.0.0

The PLC IP Address is required if either Write-to-TagOrFile or Read-from-
TagOrFile mode are enabled.

Format: xxx.xxx.XxxxX.XXX

PLC Controller Slot Number
Default: 0

The PLC Controller Slot Number is required if either Write-to-TagOrFile or
Read-from-TagOrFile mode are enabled.

Valid range: 0-64
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EtherNet/IP Settings Page (Continued)

PLC Type
Default: ControlLogix

Indicates the type of PLC that the tag(s) or file(s) are written to and/or read
from. Supported PLC Types are:

¢  ControlLogix
e SLC

¢ PLC-5

e  MicroLogix

Write PDI to Tag/File Settings

PDI Tag/File Name
Default: blank

The tag or file name to place the PDI data block.
¢ ControlLogix family:
- Tags must be same type as PDI Data Format (SINT, INT or DINT).
- Tags must be an array.
- Tags must be at least as long as the PDI Data Block Length.
e SLC/PLC-5/MicroLogix:
- Files must be of INTEGER (16-bit) type.

- Files must be named with standard file name conventions (i.e:
N10:0, N21:30, etc)

- The file must be at least as long as the PDI Data Block Length.

Append PDO to PDI Data
Default: False

If selected, the IO-Link Master appends any PDO data to the end of the PDI
data.

¢ False = Do not append PDO data
¢ True (enable check box) = Append PDO data

Maximum PLC Update Rate
Default: 40ms

The maximum rate at which the IO-Link Master updates the PDI tag or
file.

This parameter is used to ensure that the PLC receives all state changes.

Setting the update rate to 10 ms effectively disables this feature. The valid
range is 10 to 65535 ms.

Heartbeat Update Enable
Default: False

If selected, the IO0-Link Master updates the PDI data block at the Heartbeat
Update Rate.

¢ False = Heartbeat update disabled
¢ True (enable check box) = Heartbeat update enabled

Heartbeat Update Rate
Default: 1000ms

If Heartbeat Update Enable is selected, the rate at which the I0-Link Master
updates the PDI data block in the Write-to-Tag/File mode.

The valid range is 50 to 65535 ms.
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EtherNet/IP Settings Page (Continued)

Read PDO from Tag/File Settings

PDO Tag/File Name
Default: blank

The tag or file name that the IO-Link Master reads the PDO data block
from.

¢ ControlLogix family:
- Tags must be same type as PDO Data Format (SINT, INT or DINT).
- Tags must be an array.
- Tags must be at least as long as the PDO Data Block Length.
e SLC/PLC-5/MicroLogix:
- Files must be of INTEGER (16-bit) type.

- Files must be named with standard file name conventions (i.e:
N10:0, N21:30, etc)

The file must be at least as long as the PDO Data Block Length.

PLC Poll Rate
Default: 1000ms

The frequency which the I0-Link Master reads the PDO data block in the
Read-from-Tag/File mode.

Valid range: 50-65535 ms

TTL (Time To Live) Network
Value (1-255)

(Default: 1)

The TTL value indicates how many network “hops” can be made for
Multicast packets.

It is used to prevent Multicast packets from being forwarded beyond its own
subnet(s).

Each network router decreases the hop count when forwarding the
Multicast packet.

Once the hop count reaches zero, the Multicast packet is no longer
forwarded.

Multicast IP Address
Allocation Control

(Default: Automatic)

This setting indicates how the starting Multicast address is determined.

¢ Automatic — The IO-Link Master determines the starting Multicast IP
address based on an EtherNet/IP specification algorithm.

e User-Defined — The user sets the starting Multicast address.

User-Defined Number of
Multicast IP Addresses (1-32)

(Default: 32)

When the Multicast IP Address Allocation Control is set to User-Defined,
the maximum number of Multicast addresses that the IO-Link Master may
use.

User-Defined Multicast Start
IP Address (239.192.1.0-
239.255.255.255)

(Default: 239.192.1.0)

When the multicast IP Address Allocation Control is set to User-Defined,
the Multicast starting IP address for the IO-Link Master. Make sure you
avoid redundant Multicast IP addresses on a network.

Session Encapsulation
Timeout (0=disable; 1-3600
sec) (0 - 3600)

(Default = 120)

Defines the inactivity period before an established session between a
controller, such as a PL.C, and the IOLM will time out. If such a timeout
occurs, the current session is closed and a new session must be established
before communications can resume between the controller and the IOLM.
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6.4. Modbus/TCP Settings Configuration Page

You can use the Configuration | Modbus/TCP Settings page to configure Modbus/TCP with the I0-Link Master.
Additional Modbus information is available in the following chapters:

e  Chapter 13. Functionality Descriptions on Page 147
o Chapter 18. Modbus/TCP Interface on Page 233
This subsection includes these topics:

e FEditing Modbus/TCP Settings on Page 77

e  Modbus/TCP Settings Parameters on Page 78

ComTROL Home Diagnostics [EeUNNIEGGOE Advanced Attached Devices Help Logout BN

IO-LINK ~ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Modbus/TCP Settings @

MODBUS/TCP PORT CONFIG B PORT 2

ISDU Data Settings:

ISDU Respanse Timeout (1 - 10000) 20 sec 20 sec 20 sec 20 sec

Process Data Settings:

PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes 36 bytes

PDI Byte-Swap Method no byte-swap no byte-swap no byte-swap no byte-swap
PDO Datz Black Size (From PLC) 32-bytes 32-bytes 32-bytes 32-bytes
PDO Byte-Swap Method no byte-swap no byte-swap no byte-swap no byte-swap
Append PDO to PDI Data falze false false false

Clear Event Code In PDO Black falze false false false

Clear Event Code After Hold Time true true true true

Active Event Hold Time (1 - 63333) 1000 1000 1000 1000

Event Hold Time Units ms ms ms ms

Clear Event Hold Time (1 - 65533) 500 500 500 500

Event Clear Time Units ms ms ms ms

Transfer Mode Settings:

Slave Mode Device ID (1 - 247) il 1 1 1
PDI Receive Mode(s) (To PLC)
Slave Slave Slave Slave
v
MODBUS/TCR CONFIGURATION EDIT
Modbus Enable disable

Welcome Admin & Copyright Comtrel Carp.

Note: Modbus is disabled by default. To use Modbus, click the EDIT button and select Enable.
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6.4.1. Editing Modbus/TCP Settings

1. If necessary, open the I0-Link Master web interface with your web browser using the IP address.
2. Click Configuration | Modbus/TCP.
3. Click the EDIT button for the port that you want to configure.

ComrTrOL Home Diagnostics EedNGUELGLE Advanced Attached Devices Help Logout E=
IO-LINK DIGITAL I/O ETHERNET/IP MODBUS/TCP OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS
Modbus/TCP Settings @
Expand and collapse ports
MODBUS/TCP PORT CONFIG B PORT 2 -] = = ¥ & PORT7 B PORTS ~
X BT
. ) —
S Rskcing Click SAVE after making changes Click EDIT to make changes
ISDU Response Timeout (1 - 10000) sec 20 sec 20 sec 20 sec
Process Data Settings:
PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes
PDI Byte-Swap Method |reverse registers, v no byte-swap no byte-swap no byte-swap
Include Digital IfO in PDI Data Block O false false false
PDO Data Block Size (From PLC) 32-bytes 32-bytes 32-bytes
PDO Byte-Swap Method |reverse registers v| no byte-swap no byte-swap no byte-swap
Append PDO to PDI Data [ false false false
Clear Event Code In PDO Block ] false false false
Clear Event Code After Hold Time | true true true
Active Event Hold Time (1 - 65535) 1000 1000 1000
Event Hold Time Units ms W ms ms ms ™
MODBUS/TCP CONFIGURATION
Modbus Enable disable

Welcome Admin © Copyright Comtrol Corp.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.

4. Make appropriate selections for the I0-Link device that you will connect to that port. You can use the help

system if you require definitions or values for the options or Modbus/TCP Settings Parameters on Page
78.

5. Scroll to the top of the page and click the SAVE button.
Make sure that the port now displays the EDIT button.

If it displays the SAVE and CANCEL buttons, that means that one of the parameters contains an incorrect
value. If necessary, scroll down the page, make the needed corrections, and click SAVE.
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6.4.2. Modbus/TCP Settings Parameters
The following table provides detailed information about the Modbus/TCP Settings page.

Modbus/TCP Settings Page
The time that the I0-Link Master’s Modbus/TCP interface waits for

ISDU Resoonse Timeout a response to an ISDU request. The timeout needs to set long
p enough to allow all commands within the ISDU request to be
Default = 20 seconds processed.

Valid range: 1-10,000 seconds

Process Data Settings

The configurable PDI data block length. Optional lengths are:
¢ 4-bytes (header only)

PDI Data Block Size e 8-bytes (4 bytes data)

Default: 36-bytes e 16-bytes (12 bytes data)

® 24-bytes (20 bytes data)

e 36-bytes (32 bytes data)

If enabled, the IO-Link Master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Options include:

¢ No byte-swap — data passed through as received
¢  Word (16-bit) byte-swap — data is byte-swapped in word format
¢ Dword (32-bit) byte-swap — data is byte-swapped in dword format

PDI Byte-Swap Method ¢ Reverse registers — data passed through after being reversed

Default: No byte-swap Note: Because both I0-Link and Modbus/TCP use big-endian byte
ordering, byte swapping typically is not required for word and
dword data.

Byte swapping is most commonly required when receiving
byte (8-bit) data and it is desired to place the first data byte in
the least significant byte position of the holding register. For
these cases, word (16 bit) byte-swap is typically used.

If enabled, the IO-Link Master includes the current digital I/O pins
D1 to D4 status in the PDI data block header.

Include Digital I/O in PDI Data Block | ¢ False — Do not include the digital I/O pins status

Default: False ¢ True (enable check box) — Include the digital I/O pins status in
PDI data block header

Note: Does not affect the Auxiliary Input.
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Modbus/TCP Settings Page (Continued)

PDO Data Block Size (From PLC)
Default: 32-bytes

The configurable PDO data block length. Optional lengths are:
Event code not included:

e 4-bytes =2 data words

e 8-bytes =4 data words

e 16-bytes = 8 data words

e 24-bytes = 12 data words

* 32-bytes = 16 data words

e  34-bytes = 16 data words, 1 pad word
Event code included:

¢ 4-bytes = event code word, 1 data word

e 8-bytes = event code word, 3 data words
e 16-bytes = event code word, 7 data words
® 24-bytes = event code word, 11 data words
e 32-bytes = event code word, 15 data words
e 34-bytes = event code word, 16 data words

PDO Byte-Swap Method
Default: No byte-swap

If enabled, the IO-Link Master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Options include:

¢ No byte-swap — data passed through as received

e Word (16-bit) byte-swap — data is byte-swapped in word format

¢  Dword (32-bit) byte-swap — data is byte-swapped in dword format
* Reverse registers — data passed through after being reversed

Note: Because both 10-Link and Modbus/TCP use big-endian byte
ordering, byte swapping typically is not required for word and
dword data.

Byte swapping is most commonly required when sending byte
(8-bit) data to the I0-Link device and it is desired to send the
least significant byte of the holding register first. For these
cases, word (16 bit) byte-swap is typically used.

Append PDO to PDI Data
Default: False

If selected, the I0-Link Master appends any PDO data to the end of
the PDI data.

¢ False = Do not append PDO data
¢ True (enable check box) = Append PDO data

Clear Event Code in PDO Block
Default: False

If enabled, the IO-Link Master expects the first word of the PDO
block to be used for event code handling.

Values are:
¢ True (enable check box) = expect event code
¢ False = no event code, expect only PDO data

Clear Event Code After Hold Time
Default: True

If enabled, the IO-Link Master clears any event code reported in the
PDI data block after the Event Active Hold Time.

Values are:
¢ True (enable check box) = clear event code after hold time
¢ False = do not clear event code after hold time
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Modbus/TCP Settings Page (Continued)

Active Event Hold Time
Default: 1000 ms

If Clear Event Code After Hold Time is enabled, the time period an
event code is reported in the PDI block before it is cleared.

Valid range: 1-65535
Valid Units are:

ms (milliseconds)
sec (seconds)

min (minutes)
hours

days

Event Hold Time Units

Valid Units:

ms (milliseconds)
sec (seconds)

min (minutes)
hours

days

Clear Event Hold Time
Default: 500 ms

Once an event code has been cleared, the time an event code stays
cleared in the PDI block before another event code can be reported.

Valid range: 1-65535
Valid Units:

ms (milliseconds)
sec (seconds)

min (minutes)
hours

days

Event Clear Time Units

Valid Units:

ms (milliseconds)
sec (seconds)

min (minutes)
hours

days

Include Digital Output(s) in PDO
Data Block

Default: False

If enabled, the IO-Link Master expects the digital output settings to
be included in the PDO data block.

False — The digital pin setting(s) are not included in the PDO
data block

True (enable check box) — The digital pin setting(s) are included
in the PDO data block
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Modbus/TCP Settings Page (Continued)

Transfer Mode Settings
Slave Mode Device ID The Modbus Device ID used to access this IO-Link port.
Default: 1 Range: 1-247

Determines which PDI Receive (To PLC) Modes are enabled.
PDI Receive Mode(s) The selectable modes is Slave.
Default: Slave Note: Not selecting slave mode disables Modbus/TCP access to the

PDI data block.

Selectable Mod :
PDO Transmit Mode clectable Modes are

¢ Disabled
Default: Slave

e Slave

6.5. OPC UA Settings Configuration Page

Use the Configure | OPC UA Settings page to configure OPC UA with the IOLM.
Note: Not all models support OPC UA.

This subsection includes these topics:

e Edit OPC UA Settings on Page 82

o OPC UA Settings Parameters on Page 82

ComTtROL Home Diagnostics EeIOiGIERGGE Advanced Attached Devices Help Logout

IO-LINK ~ ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

OPC UA Settings @

OPC UA PORT CONFIG B PORT 2 B PORT 3 B PORT 4

EDIT EDIT

Allow OPC UA clients to write PDO data disable disable disable disable

OPC UA CONFIGURATION EDIT
OPC UA Server Enable disable

Waork-around for faulty OPC UA clients that require unique disable
browsenames

Allow OPC UA clients to write ISDU data disable

Welcome Admin © Copyright Comtrol Corp.

Note: OPC UA is disabled by default.
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6.5.1. Edit OPC UA Settings
You can use this procedure to edit OPC UA settings.

1. Ifnecessary, open the I0-Link Master web interface with your web browser using the IP address.
2. Click Configuration | OPC UA.
3. Click the EDIT button.

ComTROL Home Diagnostics EeGWilINMenWbhlM Advanced Attached Devices Help Logout ES

IO-LINK  ETHERNET/IP MODBUS/TCP OPCUA IOTHUE NETWORK MISC LOAD/SAVE CLEAR SETTINGS

OPC UA Settings @

OPC UA PORT CONFIG B PORT1 B PORT2 B FORT 3 B PORT 4

CANCEL EDIT EDIT EDIT
=
Allow OPC UA clients to write PDO data disable disable disable

EISiEm |

OPC UA CONFIGURATION

OPC UA Server Enable ~

Work-around for faulty OPC UA dients that require unique

browsenames

Allow OPC UA clients to write ISDU data

Welcome Admin € Copyright Comtrol Corp.

4. Make the appropriate selections for your environment. You can use the help system if you require
definitions or values for the options or 6.5.2. OPC UA Settings Parameters on Page 82.

5. Click the SAVE button.

6.5.2. OPC UA Settings Parameters
The following table provides information about the OPC UA Setting page.

Option OPC UA Configuration Descriptions
OPC UA Port CONFIG
Allow OPC UA clients to write PDO data |Determines whether OPC UA clients are allowed to
(Default = disable) write PDO data to the I0-Link devices.
OPC UA CONFIGURATION
OPC UA Server Enable This option controls whether or not the OPC UA server
(Default = disable) runs on the I0-Link Master.
Work-around for faulty OPC UA clients Enables an alternative set of browsenames where each
that require unique browsenames node's browsename is unique. Normally only
(Default = disable) browsepaths are required to be unique.

Allow OPC UA clients to write ISDU data |Determines whether OPC UA clients are allowed to
(Default = disable) write ISDU data to the I0-Link devices.
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Chapter 7. Dedicated Digital I/0 Port Configuration
(IOLM DR-8-EIP)

This section discusses the dedicated digital 10 port (D1 through D4) configuration, including these topics:
e Digital 1/0 Settings Page

e Editing Digital 1/ 0 Settings on Page 84

e Digital 1/ O Setting Parameters on Page 85

Note: Dedicated DIO ports are only available on the IOLM DR-8-EIP.

7.1. Digital I/0 Settings Page

Use the Configuration | Digital I/O page to configure the dedicated DIO port characteristics for the IOLM DR-8-
EIP. D1 and D2 are located next to I0-Link Port 1 and D3 and D4 are located next to IO-Link Port 4.

ComTROL Home Diagnostics EeULEEGAN Advanced Attached Devices Help Logout BN

IO-LINK DIGITAL I/O ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Digital I/O Settings @

DIGITAL I/O CONFIGURATION

D1 Digital Input Configuration

Mods Off

Invert Input false
Input Settling Time (0 - 10000) 0ms
Input Hold Time (0 - 10000) 0Oms

D2 Digital I/0 Configuration

Mods off
Invert 'O false
Default Digital Output off
Input Settling Time (0 - 10000) Dms
Input Hold Time (0 - 10000) Dms

D3 Digital Input Configuration

Mods off

Invert Input false
Input Settling Time (0 - 10000) 0ms
Input Hold Time {0 - 10000) 0ms

D4 Digital I/0 Configuration

Mods Off
Invert 'O false
Default Digital Output off
Input Settling Time (0 - 10000) 0ms
Input Hold Time (0 - 10000) 0ms
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7.2. Editing Digital I/O Settings

You can use this procedure to configure digital I/O characteristics for the digital I/O ports.

1.

2.
3.
4

If necessary, open the IOLM 8-EIP web interface with your web browser using the IP address.
Click Configuration | Digital I/O.
Click the EDIT button.

Make appropriate selections for the digital I/O device or devices that you will connect to the ports. You can
use the help system if you require definitions or values for the options or Digital I/ O Setting Parameters
on Page 85.

ComTROL Home Diagnostics EeUGLIEGON Advanced Attached Devices Help Logaut BB

I0-LINK DIGITALI/O ETHERMET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS
Digial /g Sethings @ Click SAVE after making changes
DIGITAL 1/0 CONFIGURATION
D1 Digital Input Configuration
Maode
Invert Input 73]
Input Settling Time (0 - 10000) P ms
Input Hold Time (0 - 10000) P ms
D2 Digital I/0 Configuration
Mods
Invert 'O O
Defzult Digitzl Output
Input Settling Time (0 - 10000) ms
Input Hold Time (0 - 10000) ms
D3 Digital Input Configuration
ode
Invert Input O
Input Settling Time (0 - 10000) P ms
Input Held Time (0 - 10000) ms
D4 Digital I/0 Configuration
Mods
Invert 'O O
Defzult Digital Output
Input Settling Time (0 - 10000) P ms
Input Hold Time (0 - 10000) P ms

Welcome Admin Copyright Comtrol Carp.

5. Click the SAVE button.
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7.3. Digital I/0 Setting Parameters

The Configuration | Digital I/O Settings page supports the following options.

Digital I/O Settings Page (IOLM DR-8-EIP)

D1 Digital Input Configuration

Mode
Default = Off

Selects the Mode:
e Off — No monitoring of the digital input pin.
¢ Digital-Input — monitors the digital input status

Invert Input
Default= False

If Mode is set to Digital-Input, the input status is inverted.

Input Settling Time (0 - 10000ms)
Default= Oms

If non-zero and Mode is set to Digital-Input, the required time
that the input status must remain constant before an input
status change is reported.

Input Hold Time (0 - 10000ms)
(Default: Oms)

This is how long the IOLM keeps the input at its present value.
For example, if the IOLM detects the input to go to high, and the
hold time is X milliseconds, then the IOLM reports the input as
high for X milliseconds, even though the input itself may have
ceased. If X is zero, then you get the behavior currently in the
field.

D2 Digital I/O Configuration

Mode
Default= Off

Selects the Mode:
e Off — No monitoring or setting of the digital I/O pin.
¢ Digital-Input — monitors the digital input status

¢ Digital-Output — sets the digital output to either the default
setting or value received from a controller.

Invert I/O
Default= False

If selected:
e If Mode is set to Digital-Input, the input status is inverted.

e If Mode is set to Digital-Output, the output setting is
inverted.

Default Digital Output
Default= Off

If Mode is set to Digital Output, defines the default digital output
setting:

e At startup before a controller can set the digital output.
¢  When communication to all controller(s) has been lost.
Possible settings:

e Off - low voltage

¢ On - high voltage

Input Settling Time (0 - 10000ms)
Default= Oms

If non-zero and Mode is set to Digital-Input, the required time
that the input status must remain constant before an input
status change is reported.

Input Hold Time (0 - 10000ms)
(Default: Oms)

This is how long the IOLM keeps the input at its present value.
For example, if the IOLM detects the input to go to high, and the
hold time is X milliseconds, then the IOLM reports the input as
high for X milliseconds, even though the input itself may have
ceased. If X is zero, then you get the behavior currently in the

field.
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| Digital I/O Setting Parameters |

Digital I/O Settings Page (IOLM DR-8-EIP)

D3 Digital Input Configuration

Mode
Default= Off

Selects the Mode:
e Off — No monitoring of the digital input pin.
¢ Digital-Input — Monitors the digital input status

Invert Input
Default= False

If Mode is set to Digital-Input, the input status is inverted.

Input Settling Time (0 - 10000)
Default= Oms

If non-zero and Mode is set to Digital-Input, the required time
that the input status must remain constant before an input
status change is reported.

Input Hold Time (0 - 10000ms)
(Default: Oms)

This is how long the IOLM keeps the input at its present value.
For example, if the IOLM detects the input to go to high, and the

hold time is X milliseconds, then the IOLM reports the input as

high for X milliseconds, even though the input itself may have
gea{(sied. If X is zero, then you get the behavior currently in the
ield.

D4 Digital I/0 Configuration

Mode
Default= Off

Selects the Mode:
e Off — No monitoring or setting of the digital I/O pin.
¢ Digital-Input — Monitors the digital input status

¢ Digital-Output — sets the digital output to either the default
setting or value received from a controller.

Invert I/0
Default= False

If selected:
e If Mode is set to Digital-Input, the input status is inverted.

e If Mode is set to Digital-Output, the output setting is
inverted.

Default Digital Output
Default= Off

If Mode is set to Digital Output, defines the default digital output
setting:

e At startup before a controller can set the digital output.
e  When communication to all controller(s) has been lost.
Possible settings:

e Off - low voltage

¢ On - high voltage

Input Settling Time (0 - 10000)
Default= Oms

If non-zero and Mode is set to Digital-Input, the required time
that the input status must remain constant before an input
status change is reported.

Input Hold Time (0 - 10000ms)
(Default: Oms)

This is how long the IOLM keeps the input at its present value.
For example, if the IOLM detects the input to go to high, and the
hold time is X milliseconds, then the IOLM reports the input as
high for X milliseconds, even though the input itself may have
ceased. If X is zero, then you get the behavior currently in the

field.
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Chapter 8. Loading and Managing IODD Files

There are several Attached Devices pages that support IO-Link Device Description (IODD) file management.

e JO-Link Device Description Files Page - load IODD files from the I0-Link device manufacturer onto the
IOLM.

e JO-Link Device Configuration Summary Page on Page 93 - verify the correct files were loaded for each 10-
Link device or use the page to retrieve information about the baud rate, SIO mode, and device number.

¢ The Port pages are discussed in Chapter 9. Configuring I0-Link Devices on Page 95.

8.1. IO-Link Device Description Files Page

Use the I0-Link Device Description Files page to update (upload) and delete I0-Link Device Description (I0ODD)
files associated with this IOLM. In addition, you can review the IODD xml file by clicking the IODD
FILENAME in the table after loading the IODD file.

Note: You will need to download the appropriate IODD files from your 10-Link device manufacturer.-

ComTROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR DEVICE 10DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |
UPLOAD FILE 10DD space: 594K used, 15790K available

=% Standard I0-Link Definitions

€ Copyright Comtrol Corp.

The IOLM provides 15790K of space to store IODD files. The IOLM includes the following default IODD files,
which cannot be deleted.

e JODD-StandardDefinitions1.0.1.xml

e JODD-StandardUnitDefinitions1.0.1.xml
e JODD-StandardDefinitions1.1.xml

e JODD-StandardUnitDefinitions1.1.xml

Note: You can use the Configuration | Save/Load feature to backup your IODD files. You can save the
configuration file from an IOLM that has IODD files installed and then load that configuration file to
another IOLM to quickly load the IODD files.
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| I0-Link Device Description Files Page | Preparing IODD Files to Upload |

8.1.1. Preparing I0DD Files to Upload

After downloading the IODD files for the IO0-Link device from the IO-Link sensor or actuator manufacturer,
you may need to unzip the file and locate the appropriate xml file for the device.

e Some IODD zip files contain the xml files and supporting image files for a single product. This type of zip
file can be immediately loaded onto the IOLM.

e Some IODD zip files contain the files for multiple products. If you upload this type of IODD zip file, the
IOLM loads the first xml file and the associated image files, which may or may not correspond to the I0-
Link device connected to the port. If you need to zip the appropriate files, the following information may
be useful:

- Unzip the package and locate the xml file needed for your I10-Link device.
- Open the xml file and search for the productID, which identifies the I0-Link device.

- Zip the xml file along with the supporting images. There are several ways to locate the supporting
images:

- Locate the appropriate images using the xml file.

- Load only the xml file and the IOLM notifies you what files are missing. Use the UPDATE feature
to upload the missing images.

- Zip the xml with all of the images and the IOLM ignores (and not upload) any unused files and
notifies which files did not upload.

Note: Image files are not required for 10-Link device configuration.
Use the appropriate discussion for your IODD files.
e  Uploading IODD Zip Files
e  Uploading xml Files or Supporting Files on Page 90

8.1.2. Uploading IODD Zip Files

You can use the following procedure to upload IODD zip files.

1. Click Attached Devices and IODD FILES.

2. Click the UPLOAD FILE button.

3. Click the CHOOSE FILE button and browse to the file location.
4. Highlight the zip file, click Open and then the UPLOAD button.

ComTROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR DEVICE 10DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |

CHOOSE FILE| DCOD04250.zip U@-—"D CANCEL DELETE SELECTED

=% Standard I0-Link Definitions
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| I0-Link Device Description Files Page | Uploading IODD Zip Files |

5. Ifnecessary, click OK

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS

10-Link Device Description | Upload

User I0DD files (click filename to,  Status:

VENDOR DEVICE 2L The 10DD file has been updated successfully. m

Some potential problems are listed balow:

Ignored File(s): DELETE SELECTED

sick-sick-w12-3-icon.png

=% Standard I0-Link Definitions

Welcome Admin & ht Comtrol Corp.

Note: Only images referenced in the xml file load to the IOLM and the remaining files are ignored.
6. If desired, you can view the xml file by clicking the IODD FILENAME in the table.

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR  DEVICE 10DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |

26 | 6385733 [SICK—NTB:[ZC—S_\'J.._Z—ZCU. n;:l.s-:mua:l..o.:.xm'l] sick-sick-wiz-3-pic.png sick-Togo.png 1222¢ O

UPLOAD FILE 100D space: 716K used, 15668K availzble DELETE SELECTED

=% Standard I0-Link Definitions

l hittp://10.0.0179/index.php/view_uploaded_iodd_files/26/8388739/5ICK-WTB12C-3 V1 2-2...

7. Click the hyperlink at the top of the page if you want to view the xml file in your browser.

SICK-WTB12C-3_V1_2-20140513-IRD1.0.1 xm]
A

<%uml version="1.0" encoding="UTE-
<!-— edited with SICK IODD editor
<I0Device
amln=:x=i="http: ) wew_wl_org/2001/HMLSchema—
instance" xmlns="http:/ www.io—
link.com/IODDS2000/11"
x=i:=schemalocation="http:/ www_io—
link.com/TODD/2008/11 TODDL.O_1.x=d">
<DocumentInfs copyright="Copyright 2010, SICH
AE" releaseDate="2014-05-12" version="V1_0"/>
<ProfileHeader>
<Profileldentification>I0-Link Device
Profile</Profileldentification>
<ProfileRevision»l. 00</ProfileRevision>
<ProfileName>Device Profile for I0-Link
Devices</ProfileName>

hittp://10.0.0179/assets/xml/samples/26/8388739/SICK-WTB12C-3 V1 _2-20140513-10DD1.0...

8. Optionally, verify that the correct xml file was loaded using the Summary page (Page 93).
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| I0-Link Device Description Files Page | Uploading xml Files or Supporting Files |

8.1.3. Uploading xml Files or Supporting Files

You can use the following procedure to upload xml, or supporting image files.
1. Click Attached Devices and IODD FILES.
2. Click the UPLOAD FILE button.
3. Click the CHOOSE FILE button and browse to the file location.
4. Highlight the xml or image file and click Open.
Note: The xml file must be loaded before the IOLM will load the associated image files.
5. Click the UPLOAD button.

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR  DEVICE 10DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |

26  B3BE7I9 | SICK-WTB12C-3_V1_2-20140513-I0001.0.1.xml sick-sick-wiz-3-pic.png sick-Togo.png 1222¢ O

SE FILE | ifm-000143-2...DD1.1.5ml UW@D CANCEL DELETE SELECTED

=% Standard I0-Link Definitions

< >

Note: The IOLM notifies you what files are missing. The missing files do not affect the operation of the
I0DD Port page but the product image and logo for the 10-Link device company do not display.

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS

10-Link Device Description Files @

User I0DD files (click filename to view) Missing files listed in red
VENDOR DEVICE T0DD FILENAME VENDOR. IMAGE DEVICE IMAGE SIZE |
26 | B3BE730 | SICK-WIB12C-3_V1_2-20140513-I00DL.0.1.xml sick-sick-wi2-3-pic.png | sick-Togo.png | 122 [

310 323 | iFm-000143-20140605-T0D0L. 1. xm] ifm-tadest-pic.png ifm-loge.ong e | [ [

UPLOAD FILE 100D space: 791K used, 15553K availzble DELETE SELECTED

=% Standard I0-Link Definitions

€ Copyright Comtrol Corp.

Welcome Admin

6. Optionally, use the following steps to load image files:
a. Select the row in the table that contains the xml file by clicking the check box.
b. Click the UPLOAD FILE button.
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| I0-Link Device Description Files Page | Viewing and Saving IODD Files |

c¢. Click the Choose File button and browse to the file location.

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS

10-Link Device Description Files @

User I0DD files (click filename to view) Missing files listed in red
VENDOR DEVICE I0DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |
26 | B385739 SICK-WIB12C-3_VI_2-20140513-I00D1.0.1.xml sick-sick-niz-3-pic.png sick-logo.png | 122 [

310 323 | ifm-000143-20140605-10001, L. xmil ifm-tadogt-pic. png ifm-loge.ong 7IK @ bt

CHOOSE FILE | ifm-TADB21-pic.png

=% Standard I0-Link Definitions

DELETE SELECTED

< >
d. Highlight the file and click Open.
e. Click the UPLOAD button.
f.  Optionally, verify that the correct xml file was loaded using the Summary page (Page 93).

8.1.4. Viewing and Saving IODD Files

Use the following procedure to view the contents of an IODD file.
1. If necessary, click Attached Devices and IODD Files.

2. Click the IODD FILENAME in the table that you want to review. A pop up window displays the contents of
the IODD file.

3. Optionally, click the file name hyperlink at the top of the window to view the formatted file or if you want
to save a copy of the file to another location.

rx‘.'et:a]or-O‘f 1P303P0102-2( 40820-10DD1.1 ml]
I
e ) I

<taml vezsion="l. M e
<IODevice xmln=="http://www._io—link.com/IODD/2010/10"
xmln=:xsi="neen 2.0rg/2001/KMLSchena-instanza"
x=i:=chemalocation :/ fwww_io-link.com/I0DD/2010/10 IODDL.1.x=d">
<DocumentInfs version=
sen=oric GmbE" />
<ProfileHeader>
<Profileldentification>I0 Device Profile</Profilsldentifications
<ProfileRevisionyl.le/ProfilsRevision>
<ProfileNamesDevice Profile for IO Devices</Profilelames
<ProfileSource»I0-Link Consortiume/ProfileSources
<ProfileCla=sID>Device</ProfileClaz=I0>
<I3015745ReE
<IS015745Pazt>1</IS015745Pazt>
<I30157¢5Edition>1</IS015745Edition>

http://192,168.11 185/ assets/xml/samples/87/1247490/wenglor-0¥1P303P0102-20140820-1.,
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| I0-Link Device Description Files Page | Deleting IODD Files |

8.1.5. Deleting IODD Files

Use the following procedure to delete an IODD file set from the IOLM.

1. Ifnecessary, click Attached Devices and IODD Files.

2. Check the corresponding row of the IODD file that you want to delete.
3. Click the DELETE SELECTED button.

ComTrROL Home Diagnostics Configuration Advanced [EhelaBLEeEWIEEE Help logout BN
IODD FILES SUMMARY PORT1 PORTZ PORT3 PORT4 PORTS PORT6& PORT7 PORTS
10-Link Device Description Files @
User I0DD files (click filename to view)
VENDOR  DEVICE I0DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE
26 B388738 SICK-WIB12C-3_V1_2-20140613-T00D1. 0. 1. xm1 sick-sick-wlz-3-pic.png sick-logo.png 122K O
310 323 | ifm-000143-20140605-I0001. 1. xm] ifm-tadeoi-pic.png ifm-Togo.png e |00
BEB 33024= BalTuff-ENI_TOL -500-000-2035-20140416-T0001. 1. xml balluff-bni_iol-800-000-z036-pic.png balluff-Togo.png 82K O
B7 1247490 wenglor-0Y1P303P0102-20140820-I0001. 1. xm] wenglor-oylp303p0102-pic. png wenglor-Togo. png 147K O
1 | 1049346 Pepper]-Fuchs-VDM28-15-L -20131029-10001. 0.1, xm1 pepperi-fuchs-vdn2s-pic.png pepperi-fuchs-logo.png | 17sk | [
342 5112577 Contrinex-DW-Ax-623-M12-20131010-I0001. 0. 1. xm] contrinex-dw-ax-§23-ml2-pic.png contrinex-logo.png 333K O
26 | 1040120 | SICK-WIB27C-3P2444-20100420-I0001. 0. 1. xa] sickag-wth27c-3p2444-pic.png sickag-Togo.png 65K @

14713K available

100D space: 1671K usad,

=% Standard I0-Link Definitions

'elcome Admin

4. Click CONTINUE to the Delete files? message.

DELETE SE|

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help Logout | BN
IODD FILES SUMMARY PORT1 PORTZ PORT3 PORT4 PORTS PORT6& PORT7 PORTS
10-Link Device Description Files @
User I0DD files (click filename to view)
VENDOR  DEVICE I0DD FILENAME - DEVICE IMAGE SIZE
?
26 B38E739  SICK-WTBL2C-3_Vi_2-2014051 Delete filess sick-Togo.png x O
310 323 ifm-000143-20140605-I0001. Continue to delete files show below? ifm-loge. png s | O
858 330245 | Balluff-SNI_I0L-800-000-Z0  [RVASNENEEN FILENAME balluff-Togo. png s | [
57 1247450 | wenglor-OYiP303°0102-20140 | 26 | 1040120  SICK-WTB27C-3P2444-20100429- wenglor-Togo. png x| O
I0DD1.0.1.5ml
-5 1040346 Pepperl-Fuchs-VOM2E-15-1-2 pepper]-fuchs-Togo.png 175K [
347 112577 Contrinex-DW-Ax-§23-M12-20 contrinex-Togo.png 333 O
26 1040120 SICK-WTB27C-3F2444-2010042 sickag-Toge.png e M

UPLOAD FILE

=% Standard I0-Link Definitions

ETE SELECTED

Comtrol Corp.
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| I0-Link Device Configuration Summary Page | Deleting IODD Files |

8.2. I0-Link Device Configuration Summary Page

The I0-Link Device Configuration Summary page provides basic device configuration (device profile)
information for ports with valid IO-Link devices attached. The Configuration Summary page retrieves
information that resides on the I0-Link device from the manufacturer.

A file name displayed in the IODD Name field for a port indicates that a valid IODD file is associated with that
device. If the field is empty, that indicates that a valid IODD file has not been loaded.

You can review complete IODD file information on a port by port basis by clicking the MORE button next to
the port in question or by clicking the PORT menu selection in the navigational bar.

Use the following steps to access the 10-Link Device Configuration Summary page.
1. Click Attached Devices.
2. Click SUMMARY.
Note: The Configuration Summary page takes several minutes to completely load as each device is queried.

3. Click the MORE button or the corresponding Port (in the navigational bar) to configure the I0-Link device
parameters for a specific device. See Chapter 9. Configuring I0-Link Devices on Page 95 for more

information.
ComTROL Home Diagnostics Configuration Advanced [JEGETIERaRIRrEEy .|, Lngout | E=m
I0DD FILES SUMMARY PORT 1 PORT 2 PORT 3 PORT 4

IO0-Link Device Configuration Summary «

vendor Mame wenglor sensoric GmbH Leuze electronic GmbH + Co. KG | SICK AG ifm electronic GmbH

VENDOR a7 338 25 310
DEVICE 1247490 20896 2388738 87

Description Bhotoelectric proximity sensor Temperature sensor, ~409C to 1
I0-Link Version Tok 1.1 1.0 1.0

Hardware Version Version VO1.00.00 BOOO 1.00 AC

Firmware Version Version V01.02.00 1.1 1.07 124

Baud Rate 38400 28400 28400 28400

SI0 Mode Yes Ves Wes Yes

Min Cycle Time 2.3 ms 2.2 ms 2.2 ms 2.2 ms

10DD Mame gﬁz_ri%lonr’;?‘\g:gfnq3ne1u2—201405 Leuze slectronicHT10_2096-20 SICK-WTBIZC-2 W1_2-2014051 ﬁg&qaﬁ?—zolz 1210-I0DD1. )
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| I0-Link Device Configuration Summary Page | Deleting IODD Files |
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Chapter 9. Configuring I0-Link Devices

This chapter discusses using the Attached Devices | Port pages to change 10-Link device parameters.

Note: Optionally, you can use traditional methods such as: PLC interfaces or HMI/SCADAs, depending on

your protocol to configure the I0-Link devices.

9.1. Port Pages Overview

You can use the Attached Devices | Port page for a port to review and easily edit the IO-Link device

configuration or view Process Data.

cnmrlnl i — DEViEH

Welcome Admin

10DD FILES SUMMARY PORT1 PORT2 PORT3 PORT4
10-Link Device - Port 4 @ = El
Parameter Name Index Subindex  Value Description RA
+ Identification
- Parameter
Swiitching Output Proj 82 1 0:Switching OFF RW
Ehs il 1zimtr.hmg on
2iUnchanged
1 Light/Dark 85 1 0:Light Switchins R
Qg 1103 Suitening
Q1 Evaluztion Depth 2] 4 RW
Q1 Hysteresis Class %0 1 0:Raw RW
1:Medium
2:Fine
Q1 Reszrve Class 91 1 Szme s pravious descripdion | RW
2 Light/Dark 94 1 0:Light Switchin RW
St 1103 Suitening
Q2 Evaluation Depth 98 4 RW
Q2 Hysteresis Class 9 1 0:Raw RW
1:Medium
2:Fine
Q2 Reserve Class 100 2 Same as previous description | RW
+[Observation " o
Expand or collapse parameter groups to customize your view
+{Diagnosis
<
% 10-Link Device ISDU Interface - Port 4

Unit  Min Max  Comments Gradient

value range:0;1;2

value range:t;1

value range:t;1;2

value ranget;1;2

value range:t;1

value range:t;1;2

value rangeiil;2

b

Port Status: Operational, PDI Valid

Port is displaying valid PDI operation

® Copyright Comtrol Corp.

The Port page provides two I0-Link device configuration methods:

¢ [O-Link Device Port table (GUI), which depends on the appropriate IODD file loaded from the IO-Link
device manufacturer onto the IOLM. To use the 10-Link Device Port table for configuring I0-Link devices,

refer to the following subsections:

- Editing Parameters - 10-Link Device - Port Table on Page 99
- Resetting 10-Link Device Parameters to Factory Defaults on Page 100

¢ [O-Link Device ISDU Interface - Port, which can be used with or without IODD files loaded. Refer to the
following information to use the I0-Link Device ISDU Interface - Port method:

- The IO-Link Device Operator Manual from the device manufacturer is needed to use the I0-Link
Device ISDU Interface since ISDU block index and ISDU sub-index numbers are required.

- Editing Parameters - 10-Link Device ISDU Interface - Port on Page 102

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B
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| Port Pages Overview

The I0-Link Device Port table provides detailed information about the indexes and sub-indexes. Not all
indexes have sub-indexes. In the following image, Index 114 has two sub-indexes, Sub-index 1, which is one
bit and Sub-index 2 has 15 bits.

ICOD FILES  SUMMARY PORTI POATZ PORTI PORTH

10-Link Device - Port 2 6 s cos cer | . 3

LEnl " s 85-150.8 L e WD 00 wake t Beet

* T0-Link Device ISDU Interface - Port 2 Ba Sratun: Dpprarasst POI brvaiet

| s . comwommon ]
e Ifthe IODD file follows IO-Link specifications, an asterisk next to RW means that parameter is not
included in Data Storage.

e If a Sub-index has an asterisk next to it in the GUI, that means that sub-index is not sub-indexable. This
may be useful information when using the IO-Link Device ISDU Interface or programming your PLC.

This example shows that Index 109 contains 10 sub-indexes.
When you perform a GET on Index 109 using the ISDU Interface, these are the results: 109 1*

10-Link Device ISDU Interface - Port 4

1SDU Block Tndex 00 00 o0 80 00 00 00 OO 01 o0 00 00 00
ISDU Sub-index [ | GET retrieves the 109 3*
T contents of Index 109

109 2*

GET

109 4*
SET
109 5*
109 &*
109 7*
109 g*
109 g*
109 10%
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| Port Pages Overview

The GUI displays this information about Index 109.

Comments

Subindex  Value Description
109 g 2246 RO
109 2% 2515 RO
109 g 3 RO
109 97 1 RO
109 5% 1 RO
109 6 ) RO
109 7= 0 RO
109 8" o RO
109 9% o RO
109 10 o RO

Which can be illustrated as:

00 00 | 00 80 | 00 | 00 | 00 | 00 | 01 |

1 | 2 | 3 | 4 | 5 | 6

dynamic parameter
dynamic parameter
dynamic parameter
dynamic parameter
dynamic parameter
dynamic parameter
dynamic parameter
dynamic parameter
dynamic parameter

dynamic parameter

7 1 8 |9

DataType  SimpleDatatype  BitLength
RecordT UlIntegerT 16
RecordT UlntegerT 16
RecordT UlntegerT 8
RecordT UlntegerT 8
RecordT UlntegerT 8
RecordT UlntegerT 8
RecordT UlntegerT 8
RecordT UlntegerT 16
RecordT UlntegerT 8
RecordT UlntegerT 8

00 00 | 00 | 00

| 10

Access the Process Data page by selecting Process Data from the drop box next to the port number.

IODD FILES  SUMMARY

PORTL1 PORTZ PORT3 PORT4

Hrsched pevices

Click Process Data

10-Link Device - Port 4 @ 23
from the drop box

Parameter Name Index Subindex  Value

+ Identification

- Parameter
Switching Output Property ] 1
Q1 Light/Dark BS 1
Q1 Evalustion Depth ] 4
Q1 Hysteresis Class 50 1
Q1 Reserva Class 91 1
Q2 Light/Dark 54 1
Q2 Evaluztion Depth 98 4
Q2 Hysteresis Class EE] 1
Q2 Reserve Class 100 z

+ Dbservation

+ Diagnesis

<

&% I0-Link Device ISDU Interface - Port 4

W Fes—

RiW
0:Switching OFF RW
1:Switching On
ZiUnchanged
0iLight Switching AW
1:Dark Switching

RW
OiRaw R
1:Medium
2iFin=
Same as previcus dascription RW
D:Light Switching RW
1:Dark Switching

AW
0:Raw RW
1:Medium
2iFins
Same a5 previous description | RW

Min Max Comments

0 2 value range:0;1;2
1} 1 wvalue range:0;1

0 2 value rangs:

0 2 value range:0;1;2
o 1 wvalue range:0;1

0 2 value range:0;1;2
o 2 value range:0;1;2

Port Statust Operational, PDI Valid
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| Port Pages Overview

This shows a typical Process Data page.

i e (S R S DEVE:&

10DD FILES SUMMARY PORT1 PORT2 PORT3 PORT4
I0-Link Device - Port 4 @
Parameter Name Value Description simpleDatatype BitLangth BitOffzet
- Process Data
- Status Information
Q1 Output State [] 0:Q1 Off RecordT BooleanT 1 (]
1:Q1 On
Q2 Output State o 0:Q2 Off RecordT BoolzanT 1 1
1:G2 On
Q3 Output State 0 0:Q3 Off RecordT BooleanT 1 2
1:03 On
Messure State ! 0:No Measurs (Startup, | RecordT BooleanT 1 3
Teach or Deactivated)
1:Measure is Running
Received Signal 1 0:No Signal: no measur | RecordT BooleanT 1 4
e value available
1:5ignal znd mezsurem
ent value available
Waming: reduced accuracy 0 0:No Warning RecordT’ BooleanT 1 5
1:Waming
< >
1 10-Link Device ISDU Interface - Port 4 ( Pore Semtus: Operaticnal, P01 velid |

If the correct IODD file has not been loaded or the IO-Link device does not support PDO, then you will receive
this message.

ComTRoL  Home Diagnostics Configuration Advanced [EUEEISCIsCRES felp Logout g%

IODD FILES SUMMARY PORT1 PORT2Z PORT2 PORT A4

10-Link Device - Port 3 @

Parameter Name Valua Description SimpleDatatype BitLength BitOffsat]
- Process Data
- Process data in No Process Data

Unable to load the Process Data! Make sure the sttached 10-
Link device is supported and the corresponding [ODD file is
loaded,

< | >

& 10-Link Device ISDU Interface - Port 3 Port Status: Operational, BDI Valid
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| Editing Parameters - I0-Link Device - Port Table |

9.2. Editing Parameters - I0-Link Device - Port Table

Use the following procedure to edit IO-Link device parameters using the 10-Link Device Port table.

Note: You may want to verify that the Automatic Download Enable for Data Storage option on the
Configuration | 10-Link Settings page is NOT set to On as this can cause unreliable results on the
corresponding port.

1. If you have not done so, load the IODD file from the I0-Link device manufacturer (Chapter 8. Loading
and Managing I0DD Files on Page 87).

2. Access the appropriate Port page by clicking Attached Devices and then the Port number that you want to
configure.

3. Click the EDIT button after all of the device information is populated in the table.
4. Scroll down the table and make appropriate parameter changes for your environment.

Note: An IODD file may not contain all 10-Link device settings depending on the 10-Link device
manufacturer. If you need to change a parameter that is not displayed in the 10-Link Device - Port
table, you can refer to the 10-Link Device Operators Manual and use the 10-Link Device ISDU
Interface to change the settings.

You may need to scroll to the right in the table to view applicable parameter values if the parameter is not
selectable in a drop list.

ComtRoL  Home Diagnostics Configuration  Advanced [USEISIESURSY 1o Logout  EX

100D FILES  SUMMARY PORT1 PORT2 PORT3 PORT4
10-Link Device - Port 4 © "
Vendor Text 17 Lewze electronic - the sensor p RO
cople
Product Name 18 HT10L1-25M.3/L69-M12 RO
Broduct ID 1 S0129541 RO
Product Text 20 scanner with background supp RO
ression
Serial Number 2 01540018205 RO
Hardware Version 2 8000 RO
Firmuare Version 2 11 RO
Application Specic Tzg 24 RW
- Parameter
Swiitching Owtput Property -3 0iSwicching OFf RW 0 2 value range:0:1;2
1:Swirching On
2ilnchanged
1 Light/Dark es 0sLight Switchin RW [} 1 value range:0;1
Qt Ll 11080 Sinhing <
Q1 Evalustion Depth =) R
Q1 Hysteresis Class % OiRaw RW 0 2 value rang=::1:2
1iMedium
2iFine
Q1 Reserve Class 91 [ /| | same as previous description | RW 0 2 value range:;1;2
2 Light/Dark 34 0:Lighe Switchiny RW 0 1 value range:0;1
a2 Ll 1iD8rk Srnehing <
Q2 Evaluation Depth = AW
Q2 Hysterasis Class 79 0:Raw RW 0 2 value range:0;1;2
1iMadium
2iFine
Q2 Resarve Class 100 Same as previous description | AW 0 2 valuz rangeit; ;2
+ Observation o
< >
% 10-Link Device ISDU Interface - Port 4 Port Status: Operationsl, PDI Valid

Weleame adrmin © Copyright Comtrol Corp.

5. Click the SAVE button after editing the parameters.
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| Resetting I0-Link Device Parameters to Factory Defaults |

9.3. Resetting I0-Link Device Parameters to Factory Defaults

In the event you want to reset the I0-Link device to factory default, typically the IODD file provides the
ability from the I0-Link device manufacturer. Use the following example to reset an IO-Link device.

1. Click the COMMAND button and locate the Restore Factory button.
2. Click the Restore Factory or Load Factory Settings button.
Note: The name of the button is determined by the 10-Link device manufacturer.

Eamm e e R DEVi:E

I0DD FILES SUMMARY PORT1 FORT2 PORT3 PORT4
10-Link Device - Port 2 @ a .
+ Faule Canfiguration Qutpur 3
A
+ Faul: Canfiguration Qutour 4
+ Setting of the sensor display
- Seup
oFs 87 0.0 0.0~1000 RW om0 1000 velue rangei0.0~100.0 01
LEnG s 450 10.0~160.0 RW om 100 1600 valuerangeil0.0~160.0 o1
MEd] 18 0 OIHIGH RW 0 1 value range:0;1
10w
Praby ur 1 0:C0pX RW 0 1 value range:0;1
Tirod
Standard Command 2 130:Restore Factory Settings WO 130 130 veluerengeian
Standard Command 2 10-Link 1.1 5y 240:10-Link 1.4 system test ¢ | WO 240 240 value rangei240
ommand 240, Event 8DFE pp
E
Standard Command 2 10-Link 1.1 5y.. 241:10-Link 1.1 systemtestc | WO 241 41 valuersnge:241
mmand 241, Event 8DFE dis
2ppears
Standard Command 2 10-Link 1.1 5y. 24210-Lnk 1.1 sysem reszc | WO 242 42 valuerange:2a2
mmand 242, Event BDFF app
Standard Command 2 10-Link 115y 243:10-Link 1.4 system rest ¢ | WO 243 M3 veluerangei243
emmand 243, Event 8DFF diss
Bpesrs
Commands 261 [rES] Resat to 253:[rES] Resst ta factory set | WO 253 253 valuerange:253
tings
Data Storage Lock 12 2* 0 0 AW ° 1 value range:0;1
1
Local User Interface Lock 12 4* 0 Same as previous description | RW 0 1 wvalue range:0;1
+ Observation v
< >
% 10-Link Device ISDU Interface - Port 2 Port Status: Oparationsl, DI Invalid

Welcome Adimin & Copyright Comtrel Corp.

100 - Chapter 9. Configuring I0-Link Devices IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



| Resetting I0-Link Device Parameters to Factory Defaults |

3. Click OK when the Refresh message appears.

Comre

100D FILES  SUMMARY  PORT 1

Diagnostics Cor

PORT2 PORT3 PORT4

ration  Advanced EREEIEVRERIEEY Help T =

Parameter Name
- Identification
Vendor Name
Product Name
Product Text
Serial Number
Harduare Version
Firmware Varsion
Application Specific Tag
- Parameter

+ Output configuration

10-Link Device - Port 2 @

Tndex. Vale RIwW Unit Min Max Comments
16 ifm electronic gmbh RO

13 LRB00O RO

20 Electronic level sensor RO

21 0033151013 RO

2 AF aa.

b} ¢ Refresh?

24

Your attached device's seftings might have been affected by
the recent commands you sent.

Click OK to refresh.

+ Digital output 1
+ Digital output 2
+ Digital ouput 3
+ Digital output 4
+ Faulk Configuratian

+ Fault Configuration Qutput 1

+ Faulk Canfigurstion Output 2
+ Fault Configurstion Output 3
+ Fault Configuration Output 4
+ Setfing of the sensor display
- Sarup.

<

& I10-Link Device ISDU Interface - Port 2

Port Status: Oprasionsl,PDI Invalid
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| Editing Parameters - I0-Link Device ISDU Interface - Port |

9.4. Editing Parameters - IO-Link Device ISDU Interface - Port

The 10-Link Device ISDU Interface follows these guidelines:

e Ifnecessary, convert hexadecimal ISDU index numbers to decimal, you must enter the decimal value for
the ISDU Block Index and ISDU Sub-index numbers.

¢  You must enter the hexadecimal value for the I0-Link device parameters.

If the appropriate IODD files has been loaded, you can use the 10-Link Device - Port table to determine the
index numbers and acceptable values for each parameter.

Note: An IODD file may not contain every IO-Link device setting depending on the 10-Link device
manufacturer. If you need to change a parameter that is not displayed in the 10-Link Device - Port table,
you can refer to the 10-Link Device Operators Manual.

If an IODD file has not been loaded for an I10-Link device, you can use the IO-Link Device Operator's Manual
to determine the ISDU indexes.

9.4.1. Overview

The following provides some basic information about the command usage and responses when using the
ISDU Interface.

e  You must enter the decimal value for the ISDU Block Index and ISDU Sub-index.

¢ The GET button retrieves the parameter value in hex from the IO-Link device. You may want to retrieve
values to determine the data length.

I0-Link Device ISDU Interface - Port 1

1SDU Block Index 0%
ISDU Sub-index Response from GET
(e

e The SET button sends the value to the I0-Link device.

I0-Link Device ISDU Interface - Port 1

15DU Block Index o]
ISDU Sub-index [ |

e After successfully changing a parameter, the IO-Link Master responds with a command executed
notification.

I0-Link Device ISDU Interface - Port 1

1SDU Block Index command executed
ISDU Sub-index [ |

GET |
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| Editing Parameters - I0-Link Device ISDU Interface - Port |

This message means that the I0-Link device defines the entry as an invalid setting.

I0-Link Device ISDU Interface - Port 1

15DV Block Index
ISDU Sub-index [ |

lother failure (write)

This message indicates that the I10-Link device cannot read the specified ISDU Block Index and Sub-
index.

I0-Link Device ISDU Interface - Port 1

15DV Block Index
ISDU Sub-index

SET

lother failure (read)

9.4.2. How to Use the Interface

Use the following procedure to edit parameters using the 10-Link Device ISDU Interface - Port.
Note: You may want to verify that the Automatic Download Enable for Data Storage option on the

1.

2. Enter the ISDU Block Index number (decimal) that you want to edit.
3.

Configuration | 10-Link Settings page is NOT set to On as this can cause unreliable results on the
corresponding port.

Click the + next to the 10-Link Device ISDU Interface to open the interface.

Comrroy  Home Diagnostics  Configuration Advanced [EESEEEREWRER Help logout  g=

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORTE PORT7 PORTS

5 &
e s

Parameter Name Index Subindex Value R/W Unit Min Max

10-Link Device - Port 1 @

REFRESH | | EDIT

Comments ~

- Identification

Vendor Name
Product Name

Product Text

Serial Number
Hardware Version

Firmuware Version

Application Specific Tag

- Parameter

+ Qutput Configuration

<

D-Link Device ISDU Interface - Port 1

#m slectronic gmbh
LMT121

Electronic level sens
or

u0062130814
AF

102

'Expand to use the ISDU Interface

w

If applicable, enter the ISDU Sub-index (decimal).

© Copyright Comtral Carp.
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| Editing Parameters - I0-Link Device ISDU Interface - Port |

4. Edit the parameter (hex) and click the SET button.

I0-Link Device ISDU Interface - Port 1

1SDU Block Index 7| —
ISDU Sub-index [ |

5. Verify that a command executed message returns.
6. If the IODD file is loaded, optionally click REFRESH to verify your changes.

ComTROL Home Diagnostics Configuration Advanced [ELelPSEeEWIEEl Help Logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORTS& PORT7 PORTS

I0-Link Device - Port 1 © = “ L
T oo e oo
Product Name 18 LMT121 RO ~
Product Text 20 Electronic level sens | RO
Serial Number 21 ub062130814 RO
Hardware Version 22 AF RO
Firmware Version 23 102 RO
Application Specific Tag 24 RW
- Parameter
+ Qutput Configuration
- Digital Output 1
SP1 67 40 A % & k-1 walue range:4-98
Pl 68 29 A % 2 k=13 walue range:2-96
drl 79 ] RW s o 100 value range:0-100 v
< >

I0-Link Device ISDU Interface - Port 1

1SDU Block Index commamdjexecnred
ISDU Sub-index [ |

yright Comtrol Corp.

Welcome Admin
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Chapter 10. Utilizing IOLM Features

This chapter discusses using the following features:

Setting User Accounts and Passwords

10.2. Data Storage on Page 108, which provides automatic and manual data storage to upload or
download IO-Link v1.1 device parameters

10.3. Device Validation on Page 112, which supports identical or compatible device validation to dedicate
a port or ports to specific I0-Link devices

10.4. Data Validation on Page 114, which supports strict or loose data validation to verify data integrity

10.5. IOLM Configuration Files on Page 115 that supports a method to back up configuration files or load
the same configuration to multiple IOLM units

10.6. Configuring Miscellaneous Settings on Page 119, which provides the following options:

- 10.6.1. Using the Menu Bar Hover Shows Submenu Option on Page 119

- 10.6.2. Enable PDO Write From Attached Devices Port Page on Page 120

- 10.6.3. I0-Link Test Event Generator on Page 122

10.7. Clearing Settings on Page 125, which allows you to reset the IOLM to factory default values

10.1. Setting User Accounts and Passwords

The IOLM is shipped from the factory without passwords. See the following table if you want to see how
permissions are granted.

Page Admin| Operator User
Log-in Yes Yes Yes
Home Yes Yes Yes
Diagnostics - All Yes Yes Yes
Configuration - IO-Link Settings Yes Yes View-only
Configuration - Digital I/O Settings (Applicable models) Yes Yes View-only
Configuration - EtherNet/IP Settings Yes Yes View-only
Configuration - Modbus/TCP Yes Yes View-only
Configuration - OPC UA Yes Yes View-only
Configuration - Network Yes View-only |No
Configuration - Misc Yes Yes Yes
Configuration - Load/Save Yes Yes View-only
Configuration - Clear Settings Yes No No
Advanced - Software Yes No No
Advanced - Accounts Yes No No
Advanced - Log Files Yes Yes Yes
Advanced - Licenses Yes Yes Yes
Attached Devices - I0-Link Device Description Files Yes Yes View-only
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| Setting User Accounts and Passwords | |

Page Admin | Operator User
Attached Devices - I0-Link Device Configuration Summary |Yes Yes View-only
Attached Devices - IO-Link Device - Port Yes Yes View-only

You can use this procedure to set up passwords for the IOLM.
1. Open your browser and enter the IOLM IP address.
2. Click Advanced | ACCOUNTS.

ComTROL Home Diagnostics Configuration JEGNELIERE Attached Devices Help

SOFTWARE ACCOUNTS LOGFILES LICENSES

L]
Accounts

ADMIN {NO PASSWORD) u
0Old Password
New Password
Confirm Password

OPERATOR (NO PASSWORD) u
New Password
Confirm Password

USER {NO PASSWORD) u
New Password
Confirm Password

< >

Click the ADMIN check box.

If applicable, enter the old password in the Old Password text box.
Enter the new password in the New Password text box.

Re-enter the password in the Confirm Password text box.

N oew

Optionally, click the Operator check box, enter a new password, and re-enter the password in the Confirm
Password text box.

8. Optionally, click the User check box, enter the new password, and re-enter the password in the Confirm
Password text box.

9. Click Apply.
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| Setting User Accounts and Passwords | |

10. Close the new window that displays a Password saved banner.

ComrtRoL  Home Diagnostics Configuration [EENELEREN Attached Devices  Help Logout &

!

SOFTWARE ACCOUNTS LOGFILES LICENSES

Accounts

Passwords saved : AdminPassword, OperatorPassword, UserPassword

ADMIN (PASSWORD 15 CONFIGURED) u

New Password

Confirm Password

OPERATOR. (PASSWORD IS CONFIGURED) | ]
New Password
Confirm Password

USER (PASSWORD 1S CONFIGURED) u
New Password

Confirm Password

11. Click the Log out button on the top navigation bar.

12. Re-open the web interface by selecting the appropriate user type in the drop list and entering the
password.

ComTRoL Logout &5

Home

User
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| Data Storage | Uploading Data Storage to the IOLM |

10.2. Data Storage

Data storage is typically supported by I0-Link v1.1 devices. Data storage means that you can upload
parameters from an IO-Link device to the IOLM and/or download parameters from the IOLM to the I0-Link
device. This feature can be used to:

¢ Quickly and easily replace a defective IO-Link device

¢ Configure multiple IO-Link devices with the same parameters as fast as it takes to connect and
disconnect the IO-Link device

To determine whether an IO-Link (v1.1) device supports data storage, you can check one of the following:
¢ [O-Link Diagnostics page - check the Data Storage Capable field to see if it displays Yes.

¢ T0O-Link Configuration page - check to see if UPLOAD and DOWNLOAD buttons display under the Data
Storage Manual Ops group. If only a Clear button displays, the device on the port does not support data
storage.

10.2.1. Uploading Data Storage to the IOLM

The IO-Link device manufacturer determines which parameters are saved for data storage. Remember, the
IOL-Link device should be configured before enabling data storage unless you are using data storage to back
up the default device configuration.

There are two methods to upload Data Storage using the Configuration | IO-Link page:

e Automatic Enable Upload - If a port is set to On for this option, the IOLM saves the data storage
parameters (if the data storage is empty) from the IO0-Link device to the IOLM.

When this option is enabled and another I0-Link device (different Vendor ID and Device ID), the I0-Link
Diagnostics page displays a DS: Wrong Sensor in the IOLink State field and the IO-Link port LED flashes
red, indicating a hardware fault.

Automatic upload occurs when the Automatic Upload Enable option is set to On and one of these conditions
exists:

¢ There is no upload data stored on the gateway and the IO-Link device is connected to the port.

¢ The IO-Link device has the DS upload bit on; generally because you have changed the configuration
through Teach buttons or the web interface.

Note: Not all device parameters are sent to data storage. The I0-Link device manufacturer determines
what parameters are sent to data storage.

¢ Data Storage Manual Ops: UPLOAD - Selecting the UPLOAD button saves the data storage from the
IO-Link device to the IOLM. The contents of the data storage does not change unless it is uploaded again
or cleared. Another I10-Link device with a different Vendor ID and Device ID can be attached to the port
without causing a hardware fault.

10.2.2. Downloading Data Storage to the I0-Link Device

There are two methods to download Data Storage using the Configuration | IO-Link Device page:

e Automatic Download Enable - An automatic download occurs when the Automatic Download Enable
option is set to On and one of these conditions exists:

¢ The original I10-Link device is disconnected and an IO-Link device who's configuration data differs
from the stored configuration data.

¢ The IO-Link device requests an upload and the Automatic Upload Enable option is set to Off.

Note: Do not enable both Automatic Upload and Download at the same time, the results are not reliable
among 10-Link device manufacturers.

¢ Data Storage Manual Ops: DOWNLOAD - Selecting the DOWNLOAD button downloads the data
storage from the that port to the I0-Link device.
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10.2.3. Automatic Device Configuration

If an I0-Link device with a different Vendor ID and Device ID is attached to the port and a manual
download is attempted, the IOLM issues a hardware fault.

Use the following steps to use an IOLM port to configure multiple IO-Link devices with the same
configuration parameters.

1.

ov kL

IO-LINK ETHERMET/IP MODBUS/TCP

If necessary, configure the I0-Link device as required for the environment.

Click Configuration| IO-Link.

Click the EDIT button for the port for which you want to store the data on the IOLM.
Click the UPLOAD button.

Click the CONTINUE button to the Continue to upload the data storage on 10-Link Master port [number/
message.

ComTROL Home Diagnostics EeUREL LN Advanced Attached Devices Help Logout =

NETWORK MISC LOAD/SAVE CLEAR SETTINGS

I0-Link Settings

IO-LINK PORT CONFIG

Port Name

Port Mode

Invert SIO

Invert Auxiliary Input

Default Digital Output

Minimum Cycle Time (4 - 538)
Aurliary Input Settling Time (0 - 10000)
Auxiliary Input Hold Time (0 - 10000)
SI0 Input Settling Time (0 - 10000)
SI0 Input Hold Time (D - 10000)
Data Storage Config

Storage Contents

Autcmatic Upload Enzble

Automatic Download Enable

Data Storage Manual Ops

Validation Config

Device Validation Mode
Vendor Id (0 - £5535)

Device Id (0 - 16777215)

Welcame Admin

B PORTZ
10-Link Port 1 10-Link Port 2 10-Link Port 4
10Link I0Link IOLink __ ~ 10Link
false false | false
false false LT false
Off Off Off Off
4ms 4ms lﬁ ms 4ms
Continue? s e
This operation may take up to a minute. | |ms D
Continue to upload the data storage on 10-Link Master port 37 s 0ms
9 ﬁ _ |ms 0ms
empry
Off
Off
) == ==
1 l UPLOAD I
None Mane Mane
o @ b1 0

& Copyright Comtrol Corp.

6. Click the OK button to the Data storage upload successful on Port [number] message.
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7. Set the Automatic Download Enable option to On.

ComTROL Home Diagnostics [ReTNENtElE Advanced Attached Devices Help Logout N

IO-LINK ~ ETHERMET/IP MODBUS/TCP OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

I0-Link Settings &

IO-LINK PORT CONFIG B PORT1 B PORT2 B PORTZ W PORT4 ~

EDIT EDIT CANCE | m‘“ EDIT
)

Port Name 10-Link Port 1 10-Link Porz 2 10-Link Part 3 10-Link Port 4

Port Mode I0Link IOLink 1OLink % I0Link

Invert SI0 false false i ] false

Invert Auxiliary Input false false O falsa

Defzult Digitsl Cutput Off Off Off

Winimum Cycle Time (4 - 538) 4 ms 4ms s 4 ms

m
Auriliary Input Sertling Time (0 - 10000) 0ms 0ms |
Ausiliary Input Hold Time (0 - 10000) 0ms 0ms 1
510 Input Settling Time (0 - 10000) 0ms 0ms ms 0ms
510 Input Hold Time (0 - 10000) 0ms 0ms

Data Storage Config

Starage Contents ematy empty 238:2096 empty
Autemnatic Upload Ensble o oF off
Autsmatic Download Enable off off 1. off

Data Storage Manual Ops

up .|
DOWNLOAD

validation Config

Device Validation Mode None None Naone
Vendor Id (0 - £5535) ] 0 0
Device Id [0 - 16777215) [ 0 0

B
2 g <
<

Welcome Admin

8. Click SAVE.
9. Click Diagnostics | IO-Link.

10. Replace the IO-Link device on that port with the I0-Link device for which you want configured
automatically.

11. Verify that the 10-Link device displays operational Port Status and the appropriate I0-Link State.
12. Repeat Steps 10 and 11 for as many device as you want to configure.
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| Data Storage | Automatic Device Configuration Backup |

10.2.4. Automatic Device Configuration Backup

The following procedure shows how to utilize data storage to automatically backup an IO-Link device
configuration.

Remember, if you adjust parameters using Teach buttons those values may or not may be updated in the
data storage, which depends on the I10-Link device manufacturer. If you are unsure, you can always use the
manual UPLOAD feature to capture the latest settings.

1. Click Configuration | IO-Link.
2. Click the EDIT button for the port for which you want to store the data on the IOLM.
3. Select On in the drop list for Automatic Data Storage Upload Enable.

ComTROL Home Diagnostics [eUGLNEGON Advanced Attached Devices Help Logout BN

IO-LINK ~ ETHERMET/IP MODBUS/TCP OPCUA IOTHUB NETWORK MISC LOAD/SAVE CLEAR SETTINGS

I0-Link Settings @

I0-LINK PORT CONFIG B PORT1
G

=
Port Name IOLink Port 1 I0Link Port 3 I0Link Part 4
Port Mode IOLink T0Link I0Link
Invert IO falze false false
Invert Auxiliary Input falze falsa W false false
Defzult Digital Output Off Off
Minimum Cycle Time (4 - 538) ms 4 ms 4 ms
Auzxilizry Input Settling Time (0 - 10000) D ms 0ms 0ms
Auxilizry Input Hold Time {0 - 10000) D ms 0ms 0ms
510 Input Settling Time (0 - 10000) [ ms 0ms oms
SIO Input Hold Time (0 - 10000) o ms 0 ms 0ms

Data Storage Config

3
5
[
3
7
=
m
3
g
a

Storage Contents

Automatic Upload Enzble

Mo
8
]

off o

Automatic Download Enable

Data Storage Manual Ops

e s s

UPLOAD

o o o a | = | &a | | & | o

DOWNLOAD
Validation Config
Device Vzlidation Mode None None None
Vendor Id (0 - 65535) [ CHE 0 0

Welcome Admin & Copyright Comtrol Corp.

4. Click SAVE.

When the Configuration | IO-Link page is refreshed, the Storage Contents field displays the Vendor ID and
Device ID. In addition, the I0-Link Diagnostics page displays Upload-Only in the Automatic Data Storage
Configuration field.
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10.3. Device Validation

Device validation is supported by many I0-Link devices. Device Validation Mode provides these options:
e None - this disables Device Validation Mode.

e Compatible - permits a compatible IO-Link device (same Vendor ID and Device ID) to function on the
corresponding port.

¢ Identical - only permits an IO-Link device (same Vendor ID, Device ID, and serial number) to function on
the corresponding port.

Use this procedure to configure device validation.
1. Click Configuration | IO-Link Settings.
2. Click the EDIT button.
3. Select Compatible or Identical for the Device Validation mode.
Note: Identical Device Validation requires a device serial number to operate.
4. Click the GET ATTACHED button or manually complete the Vendor ID, Device, ID, and serial number.

If the device does not have a serial number, you should not select Identical because the IOLM requires a
serial number to identify a specific device.

ComrroL Home Dizgnostics WECHNEIENN Advanced  Attached Deviees  Help

10-LINK ETHERNET/IP MODBUS/TCF OPCUA IOTHUB NETWORK MISC LOAD/SAVE CLEAR SETTINGS
10-Link Settings @
I0-LINK PORT CONFIG
Part Neme 10Link Port 2 I0Link Port 3 IOLink Port 4
Part Made 10Link I0Link I0Link
Irert 510 = v taise faise Talse
Truert Ruxliary Tnput faise (o false
Default Digital Output o ar o
Minimusm Cycte Time (4 - 538} ms 4 ms 4ms ama
Auniiery Input Seltling Time (0 - 10000) [ ms oms oms oms
Ausifiary Input Hold Time {0 - 10000) P ms oms oms o
S10 Input Settling Time [0 - 10000} [ ms 0ms oms 0 m:
SI0 Input: Held Time (0 - 19000} [ ms ams oms om
Data Storage Config
Storage Contents empty empty empty empty
Autematic Upisad Enable [+ o on
Automatic Download Ensble o or ofr
Data Storage Manual Ops
= = =
[imiao)
oo
Validation Config
Device Vaidation Made 1. None None Nane
Vendor 1d (0 - 65515) o o [
Device 1d (0 - 16777215) a o o
Serial Num
Data Validation Mode Wane | Hone None Nane
POI Length (0 - 32) o byte 0 byte obyte
PDO Length (0- 32) [0 Jew o byte 0tyte 0byle
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| Device Validation | Automatic Device Configuration Backup |

5. Click the SAVE button. If the wrong or incompatible device is connected to the port, the I0-Link port LED
flashes red and no I0-Link activity occurs on the port until the issue is resolved.

In addition, the I0-Link Diagnostics page displays the following information.

I0-LINK  ETHERNET/IP MODBUS/TCP OPCUA IOTHUB
10-Link Diagnostics @ |UPDATE‘ ‘FFDP LIVE uPDATES‘ ‘RESETETATIETICSl
I0-LINK PORT STATUS B PORT1 = ® = N
Port Name IOLink Port 1
Port Mode I0Link
Port Status Inactive
10Link State DV:WrongSensor
Device vendor Name This image does not display the complete Diagnostics page
Nevira Braduct Namea
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| Data Validation | Automatic Device Configuration Backup |

10.4. Data Validation

You can use this procedure to configure data validation.

1.
2.
3.

5.

Click Configuration | IO-Link Settings.

Click the EDIT button on the port you want to configure for data validation.

Select Loose or Strict to enable data validation.

® Loose - the slave device's PDI/PDO lengths must be less than or equal to the user-configured values.
e Strict - the slave device's PDI/PDO lengths must be the same as the user-configured values.

Click the GET ATTACHED button or manually enter the PDI and PDO length.

Comrror  Home Diagnostics [RecNIERGEUN Advanced Attached Devices  Help

10-LINK DIGITAL /O ETHERNET/IP MODBUS/TCP NETWORK MISC CLEAR SETTINGS

10-Link Settings &

I0-LINK PORT CONFIG

Fort Name Praszurs=53 Flow Meter=50 Proximity=76 imity D1 i i 10Link Port &
Fort Mods ToLink 10Link 10Link I0Link Digitalln 10Link 1oLink
Tnvert 10 false false (m] false falsz false falzz false
Default Digital Outpur off off of ~ off off of off off
Minimum Cycle Time (4 - 538) 4ms 4ms 0w 4ms 4ms 4ms 4ms 4ms
Data Storage Config
Storage Contents empty empty empty empty empty empty empty empty
Automatic Upload Ensble off off onv off off (3 off off
Automatic Download Enable off off of v of off of off oF
Data Storage Manual Ops

Ex == E= S ER = =R

= [
(omisio] [Bewizi|

validation Config
Device Validation Mode Mone Identical None Nene None Nene None
Vendor Id (0 - 65535) o 310 o a o a o
Devica Id (0 - 16777215) 0 392 0 (] 0 ] 0
Serial Num 0051171013
Data Validation Mode Mone Nons Non None None Nons None
PDI Length (0 - 32) 0 byte 8 byre byte 0 byre 0 byte 0 byte 0 byte 0 byte
PO Length [0 - 32) 0 byr= 0 byre D Byre 0 byre 0 byte 0 byzs 0 byte 0 bye=

(| Ca) G A (R il T

Click the SAVE button.

If data validation fails, the I0-Link port LED flashes red and the I0-Link Diagnostics page displays an error.
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| IOLM Configuration Files | Saving Configuration Files (Web Interface) |

10.5. IOLM Configuration Files

You can use the web interface or PortVision DX to save or load IOLM configuration files.

Note: You can optionally install and use PortVision DX to save or load IOLM configuration files.
Use one of the following procedures to save or load configuration files.

e Saving Configuration Files (Web Interface) on Page 115

e Saving Configuration Files (PortVision DX) on Page 117

e Loading Configuration Files (Web Interface) on Page 116

¢ Loading Configuration Files (PortVision DX) on Page 117

10.5.1. Saving Configuration Files (Web Interface)

Use this procedure to save configuration files for the IOLM. The configuration files includes all port settings,
network settings, and encrypted passwords.

1. Click Configuration | Load/Save.
2. Click the SAVE button.

ComTROL Home Diagnostics EeNiGINERGLE Advanced Attached Devices Help

Logout

IO-LINK ETHERNMNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Load or Save Configuration @

Save Configuration

Select data to save:

IOLM gateway configuration
Datastorage contents
I0DD files

bove data to file

Load Configuration

Select data to load:

IOLM gateway configuration
[] 10LM_network_configuration

Datastorage contents

I0ODD files

Select file to load: Browse. ..

171/ configuration_tab/fetch_configuration © Copyright Comtrol Corp.

3. Click the Save as option and browse to the location that you want to store the configuration file.
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| IOLM Configuration Files | Loading Configuration Files (Web Interface) |

10.5.2. Loading Configuration Files (Web Interface)

Use this procedure to load a configuration file onto the IOLM.
1. Click Configuration | Load/Save.

2. Click the Browse button and locate the configuration file (.dcz extension).
3. Click the LOAD button.

ComtROL Home Diagnostics EeINGINERGLE Advanced Attached Devices Help Logout ~

IO-LINK ETHERNET/IP MODBUS/TCP OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Load or Save Configuration @

Save Configuration

Select data to save:

IOLM gateway configuration
Datastorage contents
I0DD files

above data to file

Load Configuration

Select data to load:

IOLM gateway configuration
[] 10LM_network_configuration
Datastorage contents
I0ODD files 1.

2 Select file to load: C:\1_Work_FiIes\I0-Link_

telected data from file

4. Click the OK button to close the Configuration Uploaded message that notifies you of what configuration
parameters loaded.
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| IOLM Configuration Files | Saving Configuration Files (PortVision DX) |

10.5.3. Saving Configuration Files (PortVision DX)

Use this procedure to save configuration files for the IOLM. The configuration files includes all port settings,
network settings, and encrypted passwords.

1. If necessary, open PortVision DX and click the Scan button to locate the I0-Link Master units on your
network.

Right-click the IOLM in the Device List pane (lower pane).
Click Configuration and Save.
Browse to a suitable location, enter a file name, and click Save.

ouk W

If necessary, enter Admin as the User name and the administrator password.

IEY PortVision DX [E=1 |EEE )

File Manage VYiew Tools Help

e & M 4 8 8 < v 0

Scan  Refresh All | Properties Save Load Upload Reboot Webpage  Notes Help About Exit
|| B = PM_Test[19/19] -
-/ & Camera #1
- " DM PROS - COM Ports
IPORTVISW"’ * DMRTSL
( L)X ) * DM RTS4 - Spare
# DM SHB - COM Ports
* EST510
L # EST510-XT#1 =
Name : PM_Test a7 * EST510-XT#2
* EST528
* ESB508
* ESB509-XT [& /8]
* ESE510
| # ESB510-XTE
* ES9528-XT
Use menu or toolbar to add notesin =~ « e | o TOLM 4_EIPE1
this area. N
i ... |« 10LM DR-8-EIP£1
<[ T - b Refresh Device 1
— Properties
|~ | IP Address MAC Address Software Version Status
= BRI LHW 1000222 ON-LINE
L Webpage (DBY9) 1000.20 00:C0:4E:17:FR:FB  SocketServer 10.00 ON-LINE
L) . (5-30V) 100040 00:CO:4E:42:FF:F8  SocketServer 10.00 ON-LINE
| et Sk = ion (DBY) 100023 NS-Link 10.00 ON-LINE
L et y IDE9) 100014 SocketServer 10.00 ON-LINE
|| T —— vid (b1.218) ON-LINE
. Configuration 3 Load vda (b1418) ON-LINE
Use menu or toolbar to add notes in - . Ui 4 Ea v1da (b14.18) ON-LINE
this area. a Reset to Factory Default vl4b (b03.0.10) ON-LINE
B Rename r vid4 (b1.517) ON-LINE
] Move KT 1000102 00:C0:4E:35:00:08 v15 (b1.3.1.7) ON-LINE
B Delete 1000103 00:C0:4E:2C:00:6C v2.7d (b16.212) ON-LINE
[ ] XTE 1000106 00:C0:4E:30:00:10 v27c (b1.6.212) ON-LINE
B Help ... KT 1000105 :CO: :00:02 v14b (b11.04) ON-LINE
i
i+ IOLMDRE-EP# DR-8-EIP 1000199 00:C0:4E:54:FF:DF  EtherNet/IP 1.3.8 ON-LINE
=+ Isolated NIC OTHER_HW 10001 ON-LINE
=+ Test BBNIC OTHER_HW  192168.11.202 ON-LINE
B TestBB Switch ES8108 192168110 ON-LINE
1 1t 3
Save existing configuration of the selected device into a file PM _Test |19 [1 |Ready

6. Click OK to the A Device Configuration file was created for the selected device message.

10.5.4. Loading Configuration Files (PortVision DX)

Use this procedure to load configuration files for the IOLM.

1. Ifnecessary, open PortVision DX and click the Scan button to locate the IO-Link Master units on your
network.

Right-click the IOLM in the Device List pane (lower pane).
Click Configuration and Load.

Click Yes to the This process may take up to 25 seconds per device message.

ov ok L

Browse to the configuration file location, select the file, and click Open.
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| IOLM Configuration Files | Loading Configuration Files (PortVision DX) |

6. Ifnecessary, enter Admin as the User name and the administrator password.

1PV PortVision DX
File Manage View Tools Help

e # % 4 €& 8 3| 0 A

Scan  Refresh All | Properties Save Load Upload Reboot  Webpage  Motes Help About Exit
«|| B E3 PM Test[19/19] P
7] = o Camera £1

B+ DM PROS - COM Ports
B+ DMRTSL

B+ DMRTS4 - Spare

B+ DM SHS - COM Ports
B~ EST510

B+ EST510-XT#1

B+ ES7510-XT22

B v ES7528

- v ES8508

B ES8509-XT [8/8]

IPORTVISLON:
(ox)

m
m

Name : PM_Test P

L4 B ES9528-XT =
Use menu or toolbar to add notesin =~ » 1 v IOLM4_EP#1
this area. 7
L 1+ IOLM DR-8-EIP=1
1 F o Refresh Device hic
Properties
& Device Address MAC Address Software Version I Status
Edit Motes
®|v  Can .0.0.222 ON-LINE
B @DM Webpage .0.0.20 00:CO4E1T:FRFB  SocketServer 10.00 ON-LINE
By DM Telnet /SSH S .0.0.40 00:CO:A4EAZFRFE  SocketServer 10.00 ON-LINE
Bv DM &0 essen 00.23 00:COAEDT-FRFC NS-Link 10.00 ON-LINE
By DM ehaneeH y D0014 00:C0:4E:1 C:FF:FD SocketServer 10.00 ON-LINE
Bv s o - S Vo (b1.2.1.8) ON-LINE
Bv 7 (Configuration] 2 (614.18) ON-LINE
Use menu or toolbar to add notesin =~ Bv VR ' e Lilidln BRI
this area. Bv 9 R Reset to Factory Default (b0.3.0.10) ON-LINE
v 8 sname b151.7) ON-LINE
B e Move 0.0.0.102 00:C0:4E:35:00:08 1.5 (b13.1.7) ON-LINE
Bv e Delete .0.0.103 00:C0:4E:2C:00:6C v2.7d (b16.212) ON-LINE
Bv 8 0.0.0.106 00:C0:4E:30:00:10 v27c (b16.212) ON-LINE
B e Help ... 0.0.0.105 00:C0:4E:36:00:02 v14b (b1.1.0.4) ON-LINE
: EtherNet/IP 1.3.8
i+ IOLMDR-8-EIP#1 DR-B-EIP 10.0.0.199 00:CO:4E:54:FF:DF  EtherNet/IP 1.3.8 ON-LINE
= Isolated NIC OTHER_ HW 10001 ON-LINE
=+ TestBBNIC OTHER_ HW  192.168.11.202 ON-LINE
B TestBBSwitch ESE108 192168110 ON-LINE
= < n | r
Load a device configuration file into the selected device(s) ’— PM_Test ’Eh— Ready 2

7. Click OK to the Load Configuration message.
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| Configuring Miscellaneous Settings | Using the Menu Bar Hover Shows Submenu Option |

10.6. Configuring Miscellaneous Settings

The Miscellaneous Settings
page IHCIUdeS the f0110W1ng S
options:

I0-LINK ETHERNET/IP MODBUS/TCP OQPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

e Menu Bar Hover Shows
Submenu

This option displays Miscellaneous Settings @
sub-menus for a
category when you

MISC CONFIGURATION EDIT
hover over the category
name. Menu Bar Hover Shows Submenu enable

Enable PDO Write From Attached Devices Port Page disable

For example, if you
hover over Advanced,
the SOFTWARE, LED Flash: 0 @ @
ACCOUNTS, LOG
FILES, and LICENSES
sub-menus dlsplay YOll IO-Link Test Event Generation
can click any sub-menu

Sefautt mon for s
efault menu for a

category.
* Enable PDO Write From Attached Devices Port Page

When enabled, it allows you to write PDO data to IO-Link slaves from the Attached Devices | Port page in
the web user interface. See 10.6.2. Enable PDO Write From Attached Devices Port Page on Page 120 for
more information.

Note: The PDO write will not allow writes if the IOLM has a PLC connection. This should never be
enabled in a production environment.

* LED Flash

You can force the IO-Link port LEDs on the IOLM into a flashing tracker pattern that allows you to easily
identify a particular unit.

- Click the ON button to enable the LED tracker feature on the IOLM. The LEDs remain flashing until
you disable the LED tracker feature

- Click the OFF button to disable the LED tracker.

10.6.1. Using the Menu Bar Hover Shows Submenu Option

Use this procedure to enable the Menu Bar Hover Shows Submenu option. If you enable this feature it displays
the sub-menus for a category when you hover over the category name.

For example, if you hover over Advanced, the SOFTWARE, ACCOUNTS, LOG FILES, and LICENSES sub-
menus display. You can click any sub-menu and avoid opening the default menu for a category.

1. Click Configuration | MISC.
2. Click the EDIT button.
3. Click Enable next to the Menu Bar Hover Shows Submenu option.
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| Configuring Miscellaneous Settings | Enable PDO Write From Attached Devices Port Page |

4. Click SAVE.

ComtROL Home Diagnostics EeINGINERGLE Advanced Attached Devices Help Logout

IO-LINK  ETHERNET/IP MODBUS/TCP OPCUA IOTHUB NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Miscellaneous Settings @

MISC CONFIGURATION CANCEL @ \

Menu Bar Hover Shows Submenu

Enable PDO Write From Attached Devices Port Page

LED Flash: 0

< I0-Link Test Event Generation

Welcome Admin © Copyright Comtrol Corp.

10.6.2. Enable PDO Write From Attached Devices Port Page

The purpose of this feature is for a non-production type of demonstration of the IOLM. You can enable this
feature to get familiar with IO-Link or if you are commissioning a system and want to be able to test / get
familiar with devices. It allows you to interact with a PDO device that does not have a PLC connection.

You must have set and signed into the IO-Link Master using an admin password.

Note: The PDO write will not allow writes if the IOLM has a PLC connection. This should never be
enabled in a production environment.

Use this procedure to enable PDO write from the Attached Devices | Port page.

1. Ifnecessary, log into the IOLM using the Administrator account.

Click Configuration | MISC.

Click the EDIT button.

Click Enable next to the Enable PDO Write From Attached Devices Port Page option.
Click the SAVE button.

ANl
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| Configuring Miscellaneous Settings | Enable PDO Write From Attached Devices Port Page |

6. If this will not cause an unstable environment, click the CONTINUE button.

ComtROL Home Diagnostics EeINGINERGLE Advanced Attached Devices Help Logout

IO-LINK ETHERNMNET/IP MODBUS/TCP OPCUA IOTHUB NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Miscellaneous Settings
PDO Warning

MISC CONFIGURATION Writing PDO values to sensors and actuators may cause canceL B save
dangerous environments or system malfunction. Click

Menu Bar Hover Shows Subme  [Continue] if you are sure you want to enable writing of PDO
values from the Web UL

Enable PDO Write From Attachs

COI\@NUE CANCEL
LED Flash: 0 E

- I0-Link Test Event Gen

Welcome Admin © Copyright Comtrol Corp.
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| Configuring Miscellaneous Settings | I0-Link Test Event Generator |

10.6.3. IO-Link Test Event Generator

You can use the 10-Link Test Event Generator to send messages to an IOLM port. The generated events are
displayed in the Diagnostics | IO-Link Settings page under the Last Events field and the syslog. This can test a

port to verify that it is functioning correctly through

1. Click Configuration | Misc.
2. Expand the I0-Link Test Event Generator.

ComTROL Home Diagnostics EeJNGITERGLE Advanced Attached Devices

Help Logout

IO-LINK ETHERNET/IP MODBUS/TCP

OPCUA MNETWORK MISC

LOAD/SAVE CLEAR SETTINGS

Miscellaneous Settings @

MISC CONFIGURATION
Menu Bar Hover Shows Submenu

Enable PDO Write From Attached Devices Port Page

LED Flash: 0

Expand the |0-Link Test Event Generation

—Link Test Event Generation
Port:
Mode:
Type
Instance:

Source: |local W
Code: |0x0000

GENERATE EVENT

enable

disable

3. Select the port and type of event that you want to test.

Use the following table to determine what type of event you want to

generate.

EDIT

Welcome Admin © Copyright Comtrol Corp.

I0-Link Test Event Generation

Port:
Mode:

I0-Link Test Event Generator Descriptions

Port The port number to which you want to send an event.

Mode

e Coming: generates Active in the event
* Going: generates Cleared in the event

This is the first item in the event generated.

¢ Single: generates Single in the event.

PDI:
Code:

GEMERATE RVENT
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| Configuring Miscellaneous Settings | I0-Link Test Event Generator |

I0-Link Test Event Generator Descriptions (Continued)

This is the second item in the event generated.

® Message: generates Message in the event.

Type . o
®  Warning: generates Warning in the event.
¢ Error: generates Error in the event.
This is the level in which the event is generated. This is not
displayed in the generated event.
¢ unknown
Instance |® Physical
® datalink
e applayer
e application
This is the source in which the event is generated. This is the
third item in the generated event.
Source local: simulation generated from the IOLM, which displays as
Local in the event.
¢ remote: simulation of an IO-Link device event, which displays
as Device in the generated event.
This indicates whether to send valid or invalid PDI, which is not
displayed in the generated event.
PDI .
e valid
* invalid
This is the fourth and fifth items in the generated event.
¢ 0x0000: generates a s_pdu_check event
e (0x0001: generates a s_pdu_flow event
* 0x0002: generates a m_pdu_check event
e (0x0003: generates a s_pdu_illegal event
e 0x0004: generates a m_pdu_illegal event
e 0x0005: generates a s_pdu_buffer event
* 0x0006: generates a s_pdu_inkr event
e 0x0007: generates an s_pd_len event
e (0x0008: generates an s_no_pdin event
Code -

e 0x0009: generates an s_no_pdout event

¢ 0x000a: generates an s_channel event

e (0x000b: generates an m_event event

® 0x000c: generates an a_message event

e 0x000d: generates an a_warning event

e 0x000e: generates an a_device event

e (0x000f: generates an a_parameter event

e (0x0010: generates a devicelost event

e (0x0011, 13 - 17: generates an unknown event

e 0x0012: generates a s_desina event
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Chapter 10. Utilizing IOLM Features - 123



| Configuring Miscellaneous Settings | I0-Link Test Event Generator |

4. Click Diagnostics and scroll down to Last Events.

Home

ComTROL Diagnostics

IO-LINK  ETHERNET/IP

MODBUS/TCP

Advanced Attached Devices

Configuration

Help

OPC UA

10-Link Diagnostics @

Time Since Initialization
Process Data Errors
Process Data Retries
Total Events

First Events

Last Events

ISDU Statistics

ISDU Read Cmd Attempts
1SDU Read Cmd Errors
ISDU Write Cmd Attempts

ISDU Write Cmd Errors

Welcome Admin © Copyright Comtrol Corp.

|UPDATE| | STOP LIVE UPDATES | | RESET STATISTICS

0:49:02

<]

1)Single,Message,Local,0024h m_preoperate
2)Cleared,Error,Local,0010h s_devicelost
3)Single,Error,Local,0002h m_pdu_check
4)5ingle,Warning,Local,001bh s_retry

2)Cleared,Error,Local, 0010h s_devicelost
3)Single,Error,Local,0002h m_pdu_check
4)5ingle, Warning,Local,001bh s_retry

5)Single, Warning,Device,0777h unknown

This is the event that was generated

32
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| Clearing Settings | I0-Link Test Event Generator |

10.7. Clearing Settings

You can return the IOLM to factory default values and can choose whether you want to restore these default
values:

e Uploaded IODD files

¢ I0-Link data storage

e Hostname, network settings (DHCP/Static, static IP address, static network mask, and static IP gateway)
Use the following procedure to restore factory default values on the IOLM.

1. Click Configuration | Clear Settings.

ComTtROL Home Diagnostics [EeINiGIIERGOE Advanced Attached Devices Help Logout

IO-LINK ETHERNET/IP MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Clear Configuration Settings @

The button below will clear configuration values back to factory default values. By default, it will affect all configuration values
except for the unchecked categories listed below. To include one or more of those categories check the corresponding box:

[ | Uploaded 10DD files
10-Link data storage

[ Hostname, DHCP/Static, Static IP address, Static IP network mask, Static IP gateway

[ CLEAR CC@lj:IGURATION ]
Welcome Admin © Copyright Comtrol Corp.

2. Click the OK button to the Done Configuration Cleared message.
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| Clearing Settings | IO-Link Test Event Generator |
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Chapter 11. Using the Diagnostics Pages

This chapter provides information about the following Diagnostics pages.
e JO-Link Port Diagnostics on Page 128
e Digital I/ 0 Diagnostics IOLM DR-8-EIP) on Page 131
o EtherNet/IP Diagnostics on Page 132
*  Modbus/TCP Diagnostics on Page 136
e OPC UA Diagnostics Page on Page 139
Note: Not all models support OPC UA.
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| I0-Link Port Diagnostics |

11.1. IO-Link Port Diagnostics

Use the I0-Link Diagnostics page to determine the status of the I0-Link configuration.

ComrtROL Home QBELRLE(LN Configuration Advanced Attached Devices Help Logout

I0-LINK ~ ETHERNET/IP MODBUS/TCP OPC UA
10-Link Diagnostics @ |UPDATE | | START LIVE UPDATES | |RESET STATISTICS |
I0-LINK PORT STATUS B PORT1 B PORT 2 B PORT 3 B FPORT 4 A
Port Mame I0Link Port 1 I0Link Port 2 I0Link Port 3 I0Link Port 4
Port Mode I0Link I0Link I0Link I0Link
Port Status Operational Operational, PDI Valid Operational, PDI Valid Dpl\c-.crlationalr PDI
vali
I0Link State Operate Operate Operate Operate

Device Vendor Name

Device Product Name

Device Serial Number

Device Hardware Version
Device Firmware Version

Device I0-Link Version

Actual Cycle Time

Device Minimum Cycle Time
Configured Minimum Cycle Time
Data Storage Capable

Automatic Data Storage
Configuration

Auxiliary Input (AI) Bit Status

ifm electronic
gmbh

LRB000

d0033151013

4.0ms
2.3ms
4ms
Yes

Disabled

Off

wenglor sensoric
GmbH

0OY1P303P0102
590003365
Version V01.00.00

Version V01.02.00

Disabled

On

Leuze electronic GmbH + Co.
KG

HT10L1-25M.3/L69-M12

01540018205

BOOO

1.1

1.1 il

4.0ms 4.0ms

2.3ms 2.3ms

4ms 4ms

Yes No

Disabled Disabled

Off Off it

Welcome Admin © Copyright Comtrol Corp.

Note: This does not illustrate the complete 10-Link Diagnostic page.
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| I0-Link Port Diagnostics |

The following table provides information about the IO-Link Diagnostics page.

I0-Link Diagnostics

This is an optional friendly port name, which can be configured in the

Port Name Configuration | IO-Link page.

Displays the active device mode:

e Reset = The port is configured to disable all functionality.
Port Mode ¢ [0O-Link = The port is configured to IO-Link mode.

Digital In = The port is configured to operate as a digital input.

Digital Out = The port is configured to operate as a digital output.

Port Status

Displays the port status:

¢ Inactive = The port is in active state. Typically, this indicates that the device
is either not attached or not detected.

¢ Initializing = The port is in the process of initializing.

¢ Operational = The port is operational and, if in IO-Link mode,
communications to the I0-Link device has been established.

e PDI Valid = The PDI data is now valid.

¢ Fault = The port has detected a fault and is unable to re-establish
communications.

I10-Link State

e Operate - Port is functioning correctly in IO-Link mode but has not received
valid PDI data. This may also display during a data storage upload or
download.

e Init - The port is attempting initialization.
¢ Reset - One of the following conditions exists:
- The Port Mode configuration is set to Reset.
- The Port Mode configuration is set to Digitalln or DigitalOut.

¢ DS - Wrong Sensor - Hardware failure (I0-Link LED also flashes red)
because there is Data Storage on this port, which does not reflect the
attached device.

¢ DV - Wrong Sensor - Hardware failure (I0-Link LED also flashes red)
because Device Validation is configured for this port and the wrong device
is attached.

e DS - Wrong Size - Hardware failure (I0-Link LED also flashes red) because
the size of the configuration on the device does not match the size of the
configuration stored on the port.

e Comm Lost - Temporary state after a device is disconnected and before the
port is re-initialized.

¢ Pre-operate - Temporary status displayed when the device:
- Is starting up after connection or power-up.

- Uploading or downloading automatic data storage.

Device Vendor Name

Displays the Device Vendor Name as stored in ISDU Index 16.

Device Product Name

Displays the device product name as stored in ISDU Index 18.

Device Serial Number

Displays the device serial number as stored in ISDU Index 21.

Device Hardware Version

Displays the device hardware version as stored in ISDU Index 22.

Device Firmware Version

Displays the device firmware version as stored in ISDU Index 23.

Device I0-Link Version

The supported device IO-Link version as stored in ISDU Index 0.

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B Chapter 11. Using the Diagnostics Pages - 129



| I0-Link Port Diagnostics |

I0-Link Diagnostics (Continued)

Actual Cycle Time

This is the actual, or current, cycle time of the IO-Link connection to the device.

Device Minimum Cycle
Time

This is the minimum, or fastest, cycle time supported by the connected I0-Link
device.

Configured Minimum
Cycle Time

Configured in the Configuration | IO-Link page, this is the minimum cycle time
the I0-Link Master will allow the port to operate at. The Actual Cycle Time,
which is negotiated between the I0-Link Master and the device, will be at least
as long as the greater of the Configured Minimum Cycle Time and the Device
Minimum Cycle Time.

Data Storage Capable

Displays whether the I0-Link device on a port supports the data storage
feature. Not all IO-Link devices support the data storage feature.

Automatic Data Storage
Configuration

Displays whether a port is configured to automatically upload data from the
I0-Link device or download data from the IOLM to the I0-Link device.
Disabled displays if automatic upload or download are not enabled.

Auxiliary Input (AI) Bit
Status

The current status of the auxiliary bit as received on DI (Pin 2 on the IOLM 4-
EIP, 8-EIP, and 8-EIP-L) of the IO-Link port.

Device PDI Data Length

The supported Device PDI Data Length, in bytes, as stored in ISDU Index 0.

PDI Data Valid

Current status of PDI data as received from the I0-Link device.

Last Rx PDI Data (MS
Byte First)

The last Rx PDI data as received from the IO-Link device.

If enabled on the Configuration| IO-Link Settings page, an industrial protocol
application (PROFINET IO, EtherNet/IP, or Modbus TCP) can lock the write

PDO Lock Enable access to the PDO value so that the PDO value cannot be changed by other
protocols (including OPC UA or the Web interface). Such a lock is released
when the PLC to IO-Link Master network link disconnects.

PDO Locked Indicates whether or not one of the industrial protocol applications has locked

the write access to the PDO value.

Device PDO Data Length

The supported Device PDO Data Length, in bytes, as stored in ISDU Index 0.

PDO Data Valid

Status of PDO data being received from controller(s).

Last Tx PDO Data (MS
Byte First

The last Tx PDO data.

Time Since Initialization

The time since the last port initialization.

Process Data Errors

The number of process data errors the port received.

Process Data Retries

The number of process data retries the port performed.

Total Events

The total number of events that were received on this port.

First Events

Up to the first, or oldest, three events that were received on this port.

Last Events

Up to the last, or most recent, three events that were received on this port.

ISDU Statistics

ISDU Read Cmd Attempts | The number of read ISDU command attempts.
ISDU Read Cmd Errors The number of read ISDU command errors.
E],ge?nggite Cmd The number of write ISDU command attempts.
ISDU Write Cmd Errors | The number of write ISDU command errors.
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11.2. Digital I/0 Diagnostics (IOLM DR-8-EIP)

The Digital I/0 Diagnostics page may be useful when trying to troubleshoot port issues related to configuration.

ComTtrROL Home QBELLLE(LM Configuration Advanced Attached Devices Help Logout

IO-LINK DIGITALI/O ETHERNET/IP MODBUS/TCP OPC UA

Digital I/O Diagnostics @ |UPDATE| | STOP LIVE UPDATES | |RESET STATISTICS

DIGITAL I/O PIN STATUS

Mode Off Off off Off
Invert I/0 Off Off Off Off
Input Settling Time (ms) 0 0 o 0

Input Hold Time (ms)
Status Off Off off Off

Status Changes 0 0 0 0

Welcome Admin © Copyright Comtrol Corp.

The following table provides information about the Digital I/O Diagnostics page.

Digital I/0 Diagnostics

Displays the current configured operating mode of the digital I/O pin.
e Off

¢ Digital-Input

¢ Digital-Output (Pins D2 and D4 only)

Displays the current configured Invert I/O setting:

Invert I/O ¢ True (Invert I/O)

¢ False (Do not invert I/O)

Input Settling Time (ms) |Displays the current configured input settling time.

Mode

Displays the current status of the digital I/O pin.
Status ¢ On (high voltage)
e Off (low voltage)

Displays the number of times that the status of the digital I/O pin
has changed.

Status Changes
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11.3. EtherNet/IP Diagnostics

The EtherNet/IP Diagnostics page may be useful when trying to troubleshoot EtherNet/IP communications and
port issues related to EtherNet/IP configuration.

ComTROL Home QEEELGLE-N Configuration Advanced Attached Devices Help Logout BN

IO-LINK ~ETHERMET/IF MODBUS/TCP OPC UA

EtherNet/IP Diagnostics @ [uppaTE| [STOP LIVE UPDATES| [RESET STATISTICS
ETHERNET/IP GENERAL STATUS ~
Active Session Count o
Active Connections o
Total Connections Established 0

Connection Timeouts

The complete Diagnostics page is
not displayed in this image

Connections Closed

Class 3 Messages/Responses Received 0
Broadcast Messages Received ]
Class 3 Messages/Responses Transmitted 0
Classi Output Updates (From PLC) ]

Class 1 Qutput Data Changes (From PLC) 0

Classi Input Updates [To PLC) ]
Client Object Requests ]
Goed Responses from PLC ]
Bad Responses from PLC ]
Mo Responses From PLC o
Invalid Network Paths ]
Pending Request Limit Reached ]
Unexpected Events ]
Unsupported CIP Class Errors ]
Unsupported CIP Instance Errors o
Unsupported CIP Service Errors o
Unsupported CIP Attribute Errors ]
Unsuppaorted File Errors ]
System Resource Errors o
First Error String Mo Error Detected

| ast Frrnr Strina

Welcome Admin
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The following table provides information about the EtherNet/IP Diagnostics page.

EtherNet/IP Diagnostics

Active Session Count

The number of active Ethernet/IP sessions. A session can:

e Support both Class 1 I/O and Class 3 Messages

¢ (Can be initiated by either the PLC or the IO-Link Master

e Can be terminated by either the PLC or the IO-Link Master

Active Connections

The current number of active connections (both Class 1 and 3).

Total Connections
Established

The total number of connections that have been established.

Connection Timeouts

The number of connections that have closed due to timing out.

Connections Closed

The number connections that have closed due to a standard processes.

Class 3 Messages/
Responses Received

The number of Class 3 messages and responses received from the PLC or
PLCs.

Broadcast Messages
Received

The number of broadcast messages received from PLC or PLCs.

Class 3 Messages/
Responses Transmitted

The number of Class 3 messages and responses sent to the PL.C or PLCs.

Class 1 Output Updates
(From PLC)

The number of Class 1 output data updates received from the PLC or PLCs.

Class 1 Output Data
Changes (From PLC)

The number of changes in Class 1 output data received from the PLC.

Class 1 Input Data
Updates (To PLC)

The number of Class 1 input data updates sent to the PLC or PLCs.

Client Object Requests

The number of Class 3 requests to the IO-Link Master vendor specific objects.

Good Responses from PLC

The number of good responses from messages sent to PLC or PLCs.

Bad Responses from PLC

Displays the number of bad responses from messages sent to the PLC or
PLCs. Bad responses are typically returned for such errors as:

¢ Incorrect tag or file names

¢ Incorrect tag or file data types

¢ Incorrect tag or file data sizes

e PLC is overloaded and cannot handle the amount of Ethernet traffic
¢ PLC malfunction

No Responses from PLC

Displays the number of no responses from messages sent to the PL.C or PLCs.
No responses are typically returned for such errors as:

e Incorrect IP address
¢ Incorrect PLC configuration
e PLC malfunction

e PLC is overloaded and cannot handle the amount of Ethernet traffic

Displays the number of network path errors on messages sent to the PL.C or

Invalid Network Paths PLCs. These are typically caused by incorrect IP address settings.
. o Displays the number of pending request limit errors. These errors occur when
gﬁggﬁ:ﬁ Request Limit the PLC is sending a continuous stream of messages to the IO-Link Master

faster than the 10-Link Master can process them.

Unexpected Events

Displays the number of unexpected event errors. Unexpected event errors
occur when the I10-Link Master receives an unexpected message from the
PLC such as an unexpected response or unknown message.
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EtherNet/IP Diagnostics (Continued)

Displays the number of unsupported CIP class errors.
Unsupported CIP Class . . .
Errors These errors occur when a message that attempts to access an invalid class is

received by the I0-Link Master.

Displays the number of unsupported CIP instance errors.

Unsupported CIP Instance . .
Emrgp These errors occur when a message that attempts to access an invalid

instance is received by the I0-Link Master.

Unsupported CIP Service Displays the number of unsupported CIP service errors. These errors occur
Errorls)p when a message that attempts to access an invalid service is sent to the I10-
Link Master.

. Displays the number of unsupported CIP request attribute errors. These
Eﬁ‘s()lils)ported CIP Attribute errors occur when a message that attempts to access an invalid attribute is
sent to the IO-Link Master.

Displays the number of messages from SLC/PLC-5/MicroLogix PLCs that
attempt to access an unsupported file address.

Unsupported File Errors

Displays the number of system resource errors. These errors indicate a
system error on the IO-Link Master such as operating system errors or full
System Resource Errors message queues. These errors typically occur when the PL.C or PLCs are
sending messages to the IO-Link Master faster than the I0-Link Master can
process them.

First Error String Text description of the first error that occurred.

Last Error String Text description of the last error that occurred.
EtherNet/IP Port Specific Diagnostics

Displays the number of improper configuration errors. These errors occur
Configuration Errors when the IO-Link Master receives a message that cannot be performed due to
an invalid configuration.

Displays the number of invalid message data errors. These errors occur when
Invalid Data Errors the I0-Link Master receives a message that cannot be performed due to
invalid data.

. Lists the controller interface(s) type, (Class 1 or Class 3), and IP address that
Active PDO Controller(s) are controlling the PDO data.

Displays the number of PDO write messages that were dropped due to any of

the following:

¢ The port is configured in IO-Link mode:
PDO Writes to Offline or - There is no device connected to the port.
Read-Only Ports - The IO-Link device is off-line.

- The IO-Link device does not support PDO data.
¢ The PDO Transmit Mode (To PLC) is disabled.
¢ The port is configured in Digital Input mode.

Displays the number of PDI update messages that could not be delivered to
the PLC in the Write-to-Tag/File method. Undeliverable updates may result
Undeliverable PDI when:

Updates (To PLC) The IO-Link Master cannot complete an Ethernet connection to the PLC.
The PDI data is changing faster than the Maximum PLC Update Rate.

Displays the number of ISDU request messages received from the PLC(s) or
%,SL%I(JS)R equest Msgs From other controllers. These request messages may contain one or multiple ISDU
commands.

. Displays the number of ISDU requests received over EtherNet/IP with one or
ISDU Invalid Requests more invalid commands.
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EtherNet/IP Diagnostics (Continued)

ISDU Requests When Port
Offline

Displays the number of ISDU requests received over EtherNet/IP when the
IO-Link port was offline. This can occur when:

e The IO-Link port is initializing, such as after start-up.
¢ There is no IO-Link device attached to the port.

¢ The IO-Link device is not responding.

e Communication to the IO-Link device has been lost.

Displays the number of valid ISDU response messages returned from the I10-

}I?gig %,SO]I?F Responses Link port interface and available to the PLC(s). The response messages
contain results to the ISDU command(s) received in the request message.
. Displays the number of ISDU requests that did not receive a response within
ISDU Response Timeouts the configured ISDU Response Timeout.
Displays the number of unexpected ISDU responses.
Unexpected ISDU Unexpected responses may occur when an ISDU response is received after
Responses the ISDU request has timed out. This typically requires setting the ISDU
Response Timeout to a longer value.
ISDU Read Commands Displays the number of ISDU read commands received over EtherNet/IP.

Maximum ISDU Request

Displays the maximum time period required to process all commands within
an ISDU request message. The response is not available until all ISDU

Msg Response Time command(s) contained in the request have been processed.
Displays the average time period required to process the ISDU request
ﬁzegr%{%zggr%g %i(llgeSt message(s). The response is not available until all ISDU command(s)

contained in the request have been processed.

Minimum ISDU Request
Msg Response Time

Displays the minimum time period required to process all commands within
an ISDU request message. The response is not available until all ISDU
command(s) contained in the request have been processed.

ISDU Write Commands

Displays the number of ISDU write commands received over EtherNet/IP.

ISDU NOP Commands

Displays the number of ISDU NOP (no operation) commands received over
EtherNet/IP.
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11.4. Modbus/TCP Diagnostics

The Modbus/TCP Diagnostics page may be useful when trying to troubleshoot Modbus/TCP communications or

port issues related to Modbus/T'CP configuration.

ComTROL Home QEEELGLE-N Configuration Advanced Attached Devices Help Logout BN

IO-LINK ~ ETHERMET/IP MODBUS/TCP  OPC UA

Modbus/TCP Diagnostics &

MODBUS/TCP GENERAL STATUS

Modbus/TCP Server Enable disable
Active Connections

Messages Received From Masters
Responses Sent To Masters
Broadcasts Received

Invalid Message Length Errors
Invalid Message Data Errors
Invalid Message Address Errors
Unknown Device ID Errors

Invalid Protocel Type Errors
Unsupported Function Code Errors
Configuration Errors

No Available Connection Errors
System Resource Errors

First Error String

Last Error String

MODBUS/TCP PORT STATUS

Active PDO Controller(s)

PDO Writes to Offline or Read-Only Ports
ISCL Request Msgs from PLC(s)

ISCU Invalid Requests

ISDL Requests When Port Offline

Valid ISDU Responses from Port

ISDU Response Timeouts

Unexpected ISDU Responses

& Admin

The complete Diagnostics page
is not displayed in this image

[uppaTE| [STOP LIVE UPDATES| [RESET STATISTICS|

kA

B PORTZ B PORT3 B PORT 4

s Copyright Comtrol Carp.
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The following table provides information about the Modbus/TCP Diagnostics page.

Modbus/TCP Diagnostics

Active Connections

Displays the current number of active Modbus/TCP connections.

Messages Received from
Masters

Displays the number of Modbus messages received from Modbus/TCP
Masters.

Responses Sent to Masters

Displays the number of Modbus responses sent to Modbus/TCP Masters.

Broadcasts Received

Displays the number of broadcast Modbus/TCP messages received.

Invalid Message Length
Errors

Displays the number of Modbus messages received with incorrect length
fields.

Invalid Message Data Errors

Displays the number of invalid message data errors. These errors occur
when the IO-Link Master receives a message that cannot be performed due
to invalid data.

Invalid Message Address
Errors

Displays the number of invalid message address errors. These errors occur
when the IO-Link Master receives a message that cannot be performed due
to an invalid address.

Unknown Device ID Errors

Displays the number of unknown device ID errors. These errors occur when
the I0-Link Master receives a message that is addressed to a device ID
other than the configured Slave Mode Device ID.

Invalid Protocol Type Errors

Displays the number of invalid message protocol type errors. These errors
occur when the I0-Link Master receives a Modbus/TCP message that
specifies a non-Modbus protocol.

Unsupported Function Code
Errors

Displays the number of invalid Modbus function code errors. These errors
occur when the I0-Link Master receives a message that cannot be
performed due to an unsupported Modbus function code.

Configuration Errors

Displays the number of improper configuration errors. These errors occur
when the IO-Link Master receives a message that cannot be performed due
to an invalid configuration.

No Available Connection
Errors

Displays the number of Modbus/TCP connection attempts that were
rejected due to no available connections. This occurs when the number of
Modbus/TCP connections has reached the limit.

System Resource Errors

Displays the number of system resource errors. These errors indicate a
system error on the I0-Link such as operating system errors or full
message queues. These errors typically occur when the PLC(s) are sending
messages to the IO-Link Master faster than the I0-Link Master can
process them.

First Error String

Text description of the first error that occurred.

Last Error String

Text description of the last error that occurred.

Modbus/TCP Port Specific Diagnostics

Active PDO Controller(s)

Lists IP addresses that are controlling the PDO data.

PDO Writes to Offline or
Read-Only Ports

Displays the number of PDO write messages that were dropped due to any
of the following:

¢ The port is configured in I0-Link mode:

- There is no device connected to the port.

- The IO-Link device is off-line.

- The IO-Link device does not support PDO data.
¢ The PDO Transmit Mode (To PLC) is disabled.
e The port is configured in Digital Input mode.
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Modbus/TCP Diagnostics (Continued)

ISDU Request Msgs From
PLC(s)

Displays the number of ISDU request messages received from the PLC(s) or
other controllers. These request messages may contain one or multiple
ISDU commands.

Displays the number of ISDU requests received over Modbus/TCP with one

ISDU Invalid Requests or more invalid commands.
Displays the number of ISDU requests received over Modbus/TCP when the
I0-Link port was offline. This can occur when:

ISDU Requests When Port ¢ The IO-Link port is initializing, such as after start-up.

Offline e There is no I0-Link device attached to the port.

¢ The IO-Link device is not responding.
e Communication to the IO-Link device has been lost.

Valid ISDU Responses From
Port

Displays the number of valid ISDU response messages returned from the
IO-Link port interface and available to the PLC(s). The response messages
contain results to the ISDU command(s) received in the request message.

ISDU Response Timeouts

Displays the number of ISDU requests that did not receive a response
within the configured ISDU Response Timeout.

Unexpected ISDU Responses

Displays the number of unexpected ISDU responses. Unexpected responses
may occur when an ISDU response is received after the ISDU request has
timed out. This typically requires setting the ISDU Response Timeout to a
longer value.

Maximum ISDU Request Msg
Response Time

Displays the maximum time period required to process all commands
within an ISDU request message. The response is not available until all
ISDU command(s) contained in the request have been processed.

Average ISDU Request Msg
Response Time

Displays the average time period required to process the ISDU request
message(s). The response is not available until all ISDU command(s)
contained in the request have been processed.

Minimum ISDU Request Msg
Response Time

Displays the minimum time period required to process all commands
within an ISDU request message. The response is not available until all
ISDU command(s) contained in the request have been processed.

ISDU Read Commands Displays the number of ISDU read commands received over Modbus/TCP.
ISDU Write Commands Displays the number of ISDU write commands received over Modbus/TCP.
ISDU NOP Commands Displays the number of ISDU NOP (no operation) commands received over

Modbus/TCP.
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11.5. OPC UA Diagnostics Page

The OPC UA Diagnostics page displays status for OPC UA:
e  Whether the OPC UA feature is enabled or disabled
e  Number of TCP connections

ComTROL Home QBELRLE (LM Configuration Advanced Attached Devices Help Logout

IO-LINK ETHERNET/IP MODBUS/TCP OPC UA

OPC UA Diagnostics @ |UPDATE| | STOP LIVE UPDATES | | RESET STATISTICS

OPC UA GENERAL 5TATUS

OPC UA Server Enable disable

Number of TCP connections 0

Welcome Admin © Copyright Comtrol Corp.

Note: Not all models support OPC UA.
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Chapter 12. EtherNet/IP Interface

12.1. Introduction

This section is intended to describe the EtherNet/IP interface provided by the IOLM.

These interfaces provide the ability to retrieve port and device status information, input and output process
data and access to I0-Link device ISDU (SPDU) data blocks.

10-Link Master Connectivity

ControlLogix I—_ \
Ethemet Network - ﬁ 10-Link
CompactLogix ]:J L - L . Devices
i -
__III nl! o 10-Link 10-Link .
SoftLogix i, A <— EtherNet/IP Master
Modbus/TCP
SLC 5/05
Modbus/TCP Master(s)
PLC-5 <
Y ¢ $ ‘
MicroLogix -
EtherNet/IP PLC(s) SCADA OPC Server PLC HMI

Note: Indexed Service Data Unit (ISDU) is sometimes referred to as Service Protocol Data Unit (SPDU). See
13.3. ISDU Handling on Page 157 for more information.

12.1.1. Functionality Summary

The EtherNet/IP interface consists of:

¢ Input Process Data blocks that include:
- Port communication status
- PDI valid status

- Auxiliary Input status of IO-Link connector (DI on the IOLM DR-8-EIP and Pin 2 on the IOLM 4-EIP,
8-EIP, and 8-EIP-L)

- The active event code (zero if no active event)
- The input process data received from the port. This may be
¢ J0O-Link mode: IO-Link device input process data
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¢ I/O Input mode: Input bit status
¢ /O Output mode: Output bit status (configurable option)
e Qutput Process Data blocks that include:
- The active event code to clear ((configurable option)
- The output process data to be sent to the port. This may be
¢ J0-Link mode: IO-Link device output process data
e 1/O Output mode: Output bit status
e ISDU (ISDU) interface:
- Provides single and nested batch read/write capabilities
- Requires use of MSG instructions
- Provides both blocking and non-blocking message capabilities
¢ Blocking message responses are not returned until all the ISDU command(s) have completed.

e Non-blocking messages return immediately. The PL.C must then request the ISDU command(s)
response status until a valid response is returned.

e  Web based configuration and diagnostic pages:
- I0O-Link interface configuration and diagnostics
- EtherNet/IP interface configuration and diagnostics
¢ EtherNet/IP interface support for ControlLogix, SLC, MicroLogix, and PLC-5 PLC families.
¢  Modbus/TCP slave interface.
e Example PLC programs to aid the PLC programmer.

12.1.2. Data Type Definitions

The following data type definitions apply.

Data Type Definitions
BOOL Boolean; TRUE if = 1; False if = 0
USINT Unsigned Short Integer (8 bit)
CHAR Character (8 bit)
SINT Short Integer (8 bit)
UINT Unsigned Integer (16 bit)
INT Signed Integer (16 bit)
UDINT Unsigned Double Integer (32 bit)
DINT Signed Double Integer (32 bit)
STRING Character String (1 byte per character)
BYTE Bit String (8 bit)
WORD Bit String (16 bits)
DWORD Bit String (32 bits)
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12.1.3. Terms and Definitions

This section uses the following terms and definitions.

Term Definition

Otherwise called implicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:

Class 1 e Uses Ethernet UDP messages.
e Is cyclic in nature. Input and/or output data is exchanged between the

controllers and devices at regular time intervals.

Otherwise called explicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:

Class 3 ¢ Uses Ethernet TCP/IP messages.
e By itselfis not cyclic in nature. The controller and devices must send

individual messages to each other.

EtherNet/IP An Ethernet based industrial communication protocol utilized to communicate
between controllers, often times PLCS, and devices.
Standard Ethernet communications protocol utilizing socket communication

Ethernet TCP/IP interfaces that guarantees delivery to the intended device.
Standard Ethernet communications protocol utilizing socket communication

Ethernet UDP/IP |interfaces that does not guarantee delivery. The data may or may get to the
intended device.

IOLM I0-Link gateway that provides communication between I0-Link devices and
Ethernet protocols such as EtherNet/IP and Modbus/TCP.
Multicast addressing involves Ethernet devices sending messages to each other
using a multicast address. Multicast addressing:

Multicast

e Uses a specified IP address range designated for multicast communication.

¢ Allows either one or multiple devices to receive the same messages.

Point-to-Point

Point-to-Point, otherwise called unicast, addressing involves Ethernet devices
sending messages directly to each other using their own IP addresses. Messages
are sent to only one device.

PDI data

(Process Data
Input)

Process data received from an IO-Link device or I/O interface that can be
provided to external controllers such as PL.Cs, HMIs, SCADA, and OPC UA
Servers.

PDO data Process data received from external controllers such as PLCs, HMIs, SCADA,
and OPC Servers and sent to an I0-Link device or I/O interface.

(Process Data

Output) Note: 10-Link devices may or may not support PDO data.
Indexed Service Data Unit. Otherwise called ISDU, refers to the Service Data

ISDU units on IO0-Link devices that are used for information, status and configuration
settings.
Otherwise called implicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:

Class 1 ¢ Uses Ethernet UDP messages.

e Is cyclic in nature. Input and/or output data is exchanged between the
controllers and devices at regular time intervals.
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12.2. Data Transfer Methods

The IOLM provides a selection of process data transfer methods and a number of options to customize the
process data handling.

®  Receive Process Data Methods on Page 144
e  Transmit Process Data Methods on Page 145

12.2.1. Receive Process Data Methods

The IOLM supports the following receive process data methods:

e  Polling-PLC Requests Data on Page 144

o Write-to-Tag/File-IOLM Writes Data Directly Into PLC Memory on Page 144

e (Class 1 Connection (Input Only)-PLC and IOLM Utilize an I/ O Connection on Page 145

12.2.1.1. Polling-PLC Requests Data

Also called Slave-Mode for some industrial protocols, the polling method requires the controller to request
data from the IOLM via messages. The IOLM does not respond until it receives a request for data.

PLC Polling Rx Transfer Method
. — N
(Read message) . E
10-Link
Devices

{Read message response)

EtherNet/IP :—I\
R

I0-Link  10-Link .
Master

12.2.1.2. Write-to-Tag/File-IOLM Writes Data Directly Into PLC Memory

Also called Master-Mode for some industrial protocols, the Write-to-Tag/File method requires the IOLM to
send messages that write data directly into a tag or file on the PLC. The IOLM sends changed data to the PLC
immediately and, optionally, can be configured to also send “heartbeat” update messages at a regular time
interval.

Write-to-Tag/File Rx Transfer Method

PLC
a (TagiFile Write data message) [ \ E

q - P

- | EtherNet/IP

) - .
(Tag/File Write data
message response)

10-Link
Devices

A

I0-Link  10-Link
Master
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12.2.1.3. Class 1 Connection (Input Only)-PLC and IOLM Utilize an I/O Connection

Also called I/0 Mode for some industrial protocols, the Class 1 connection method requires the IOLM and
PLC to connect to each via an I/O connection. For EtherNet/IP, a connection over UDP must first be created.
Once the connection is established, the IOLM continually sends input data to the PLC at a PL.C configurable
rate.

PLC Class 1 Rx Transfer Method
D {Continuous Rx Updates) \
. _ - - .
IIIIII% Class 1 EtherNet/IP Connecti:r: :—L 10-Link
{Heartbeat only — no Tx data) . Devices
O-Link  10-Link .
Master

12.2.2. Transmit Process Data Methods

The IOLM supports the following transmit process data methods:

e PLC-Writes on Page 145

e  Read-from-Tag/File-IOLM Reads Data from PLC Memory on Page 146

e (Class 1 Connection (Input and Output)-PLC and IOLM Utilize an I/ 0 Connection on Page 146

12.2.2.1. PLC-Writes

Also called Slave-Mode for some industrial protocols, the PLC-Writes method requires the PLC to send data
to the IOLM via write messages.

PLC PLC-Writes Tx Transfer Method
B (Write message) \
IIIII'@ EtherNet/IP = - ? L
e Devices
-
(Write message response) .
.
|O-Link  10-Link .
Master
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12.2.2.2. Read-from-Tag/File-IOLM Reads Data from PLC Memory

Also called Master-Mode for some industrial protocols, the Read-from-Tag/File method requires the IOLM to
read data from a tag or file on the PLC. In this method, the IOLM requests data from the PLC at configurable

time intervals.

Read-from-Tag/File Tx Transfer Method

0@ {Tag/File Read data message) > \
i =S
EtherNet/IP
' s L 4

(Tag/File Read data
message response) I .

PLC

10-Link
Devices

I0-Link  10-Link
Master

12.2.2.3. Class 1 Connection (Input and Output)-PLC and IOLM Utilize an I/0O Connection

Also called I/ 0 Mode for some industrial protocols, the Class 1 connection method requires the IOLM and
PLC to connect to each via an I/O connection. For EtherNet/IP, a connection over UDP must first be created.
Once the connection is established, the PLC and IOLM continually exchange data at a configurable rate.

PLC Class 1 Rx/Tx Transfer Method

D@ {Continuous Rx Updates) I - \
» -
IIIIII% Class 1 EtherNet/IP Connection

> -— | . .

(Continuous Tx Updates)

10-Link
Devices

A
I0-Link  10-Link .
Master
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Chapter 13. Functionality Descriptions

This chapter discusses the following for EtherNet/IP and Modbus/TCP:
e Process Data Block Descriptions

e Event Handling on Page 153

e ISDU Handling on Page 157

13.1. Process Data Block Descriptions

This subsection discusses the following:
e Input Process Data Block Description
e Qutput Process Data Block Description on Page 150

13.1.1. Input Process Data Block Description

The Input Process Data Block format is dependent on the configured PDI Data Format. The following tables
describe the Input Process Data Block in the possible formats.

Parameter Name | Data Type Description

The status of the I0-Link device.
Bit 0 (0x01):

0 = IO-Link port communication initialization process is inactive
1 = IO-Link port communication initialization process is active

Bit 1 (0x02):

0 = IO-Link port communication is not operational
1 = IO-Link port communication is operational

Bit 2 (0x04):

0 = I0-Link input process data is not valid.
1 = IO-Link input process data is valid.
Bit 3 (0x08):
Port Status BYTE 0= No fault detected
1= Fault detected
¢ A minor communication fault is indicated by the Operational

status bit being set to 1. A minor communication fault results
from:

- A temporary loss of communication to the I0-Link device.
- A recoverable IOLM software or hardware fault.

¢ A major communication fault is indicated by the Operational bit
being set to 0.

- Anunrecoverable loss of communication to the IO-Link device.
- An unrecoverable IOLM software or hardware fault.
Bits 4-7: Reserved (0)
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Parameter Name

Data Type

Description

The auxiliary bit on the I0-Link port is:
e Pin 2 on the IOLM 4-EIP, 8-EIP, and 8-EIP-L

] e N
g O .f‘“-.\z
"y L |

s L
) 5 (Y !

L el

e DI (labeled as 3 on the device) on the IOLM DR-8-EIP, IOLM DR-8-
EIP-P, and IOLM DR-8-EIP-T

Auxiliary I/O BYTE . ]
Bit 0 (0x01): The status of the auxiliary bit.
0 = off
1=o0n
Bits 1-3: Reserved (0)
If Include Digital I/O in PDI Data Block is disabled:
Bits 4-7: Reserved (0)
IOLM DR-8-EIP - Dedicated DIO Ports Only
If Include Digital I/O in PDI Data Block is enabled:
Bits 4-7:
Bit 4 (0x10) — D1 = DI status
Bit 5 (0x20) — D2 = DIO status
Bit 6 (0x40) — D3 = D2 status
Bit 7 (0x80) — D4 = DIO status
Event Code INT 16-bit event code received from the IO-Link device.
PDI Data Array of up | The PDI data as received from the IO-Link device. May contain from 0 to
Default Length = | t0 32 32 bytes of PDI data. The definition of the PDI data is device dependent.
32 bytes BYTEs Note: Length is configurable using the web page interface.
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13.1.1.1. Input Process Data Block-8 Bit Data Format

The following table provides detailed information about the Input Process Data Block-8 Bit data format.

13.1.1.2. Input Process Data Block-16 Bit Data Format

Byte |Bit 7 Bit 0
0 Port Status
1 Auxiliary I/O
2 Event Code LSB
3 Event Code MSB
4 PDI Data Byte 0
5 PDI Data Byte 1
N+3 PDI Data Byte (N-1)

The following table provides detailed information about the Input Process Data Block-16 data format.

13.1.1.3. Input Process Data Block-32 Bit Data Format

Word |Bit 15 Bit 8 |Bit 7 Bit 0
0 Port Status Auxiliary I/0
1 Event Code
2 PDI Data Word 0
3 PDI Data Word 1
N+1 PDI Data Word (N-1)

The following table provides detailed information about the Input Process Data Block-32 Bit data format.

Long \p;i31  Bit24|Bit23  Bit 16|Bit 15 Bit 0
Word

0 Port Status Auxiliary I/0O Event Code

2 PDI Data Long Word 0

3 PDI Data Long Word 1

N PDI Data Long Word (N-1)
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13.1.2. Output Process Data Block Description

The contents of the Output Process Data Block are configurable.

Default Length = 32 bytes

Parameter Name Data Description

Clear Event Code in PDO

Block INT If included, allows clearing of 16-bit event code received in

(Configurable option) the PDI data block via the PDU data block.

Default: Not included

Include Digital Output

HIIICPI]I)S D;gga 211310;11{ put(s) INT If included, allows setting the Digital Output Pins D2 and
D4.

Default: Not included
The PDO data written to the IO-Link device. May contain

PDO Data Array of up |from 0 to 32 bytes of PDO data. The definition and length

to 32 BYTEs | of the PDO data is device dependent.

Note: Length is configurable via web page interface.

13.1.2.1. Output Process Data Block-8 Bit (SINT) Data Format

Without either the Clear Event Code in PDO Block or Include Digital Output(s) in PDO Data Block options

selected:

Byte |Bit 7 Bit 0
0 PDO Data Byte 0
1 PDO Data Byte 1

N-1 PDO Data Byte (N-1)

With the Clear Event Code in PDO Block option selected and without the Include Digital Output(s) in PDO Data

Block option selected:

Byte |Bit 7 Bit 0
0 Event Code LSB

1 Event Code MSB

2 PDO Data Byte 0

3 PDO Data Byte 1

N+1

PDO Data Byte (N-1)
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With both the Clear Event Code in PDO Block and Include Digital Output(s) in PDO Data Block options selected:

Byte Bit 7 Bit 0
0 Event code LSB
1 Event code MSB
Digital Output Settings:
2 Bit 1 (0x02) - DI setting
Bit 3 (0x08) - C/Q setting
3 0 (Unused)
4 PDO Data Byte 0
5 PDO Data Byte 1
N+3 PDO Data Byte (N-1)

13.1.2.2. Output Process Data Block-16 Bit (INT) Data Format

Without either the Clear Event Code in PDO Block or Include Digital Output(s) in PDO Data Block options

selected:
Word |Bit 15 Bit 0
0 PDO Data Word 0
1 PDO Data Word 1
N-1 PDO Data Word (N-1)

With the Clear Event Code in PDO Block opt

Block option selected:

ion selected and without the Include Digital Output(s) in PDO Data

Word |Bit 15 Bit 0
0 Event Code

1 PDO Data Word 0

2 PDO Data Word 1

N PDO Data Word (N-1)
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With both the Clear Event Code in PDO Block and Include Digital Output(s) in PCO Data Block options selected:

Word |Bit 15 Bit 0
0 Event Code

Digital Output Settings:
1 Bit 1 (0x02) - DI setting

Bit 3 (0x08) - C/Q setting
PDO Data Word 0
3 PDO Data Word 1

N+1 PDO Data Word (N-1)

13.1.2.3. Output Process Data Block-32 Bit (DINT) Data Format

Without either the Clear Event Code in PDO Block or Include Digital Output(s) in PDO Data Block options
selected:

Long Word | Bit 31 Bit 0
0 PDO Data Long Word 0

1 PDO Data Long Word 1

N-1 PDO Data Long Word (N-1)

With the Clear Event Code in PDO Block option selected and without the Include Digital Output(s) in PDO Data
Block option selected:

Long Word | Bit 31 Bit 16 |Bit 15 Bit 0
0 0 Event Code

1 PDO Data Long Word 0

2 PDO Data Long Word 1

N-1 PDO Data Long Word (N-1)
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With both the Clear Event Code in PDO Block and Include Digital Output(s) in PDO Data Block options selected:

Long Word Bit 31 Bit 16 Bit 15 Bit 0
Digital Output Settings:

0 Bit 17 (0x2000) — DI setting Event Code
Bit 19 (0x8000) — C/Q setting

1 PDO Data Long Word 0

2 PDO Data Long Word 1

N-1 PDO Data Long Word (N-1)

13.2. Event Handling

The IOLM event handling is designed to provide real-time updates of event codes received directly from the
IO-Link device. The IO-Link event code:

¢ Isincluded in the second 16-bit word of the Input Process Data (PDI) block.
- An active event is indicated by a non-zero value.
- Inactive or no event is indicated by a zero value.

¢ Two methods are provided to clear an event:
- Enable the Clear Event After Hold Time option.

¢ The IOLM keeps, or holds, the active event code in the PDI block until the configured Active Event Hold
Time has passed.

e The IOLM then clears the event code in the PDI block and waits until the Clear Event Hold Time has
passed before including another event code in the PDI block.

- Enable the Clear Event In PDO Block option.
¢ The IOLM monitors the PDO block received from the PLC.
¢ The IOLM expects the first entry of the PDO block to indicate an event code to be cleared.

e Ifthere is an active event code in the PDI block and the PDO block both contain the same event
code, the event code is cleared in the PDI block.

e The IOLM then clears event code in the PDI block and waits until the Clear Event Hold Time has
passed before including another event code in the PDI block.

¢ The two methods can be used separately or together to control clearing of events.

The next subsections illustrate the event clearing process for the various event configurations.
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13.2.1. Clear Event After Hold Time Process

This illustrates clearing the event after the hold time process.
PLC

- .

P

Event code included in PDI block

P

Event code cleared in PDI block

Next event code can now be
included in PDI block.
Event code cleared until next
event.

10-Link Master 10-Link Device

Device Reports Event

Active Event Hold Time

Clear Event Hold Time

Clear Event Code After Hold Time
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13.2.2. Clear Event in PDO Block Process

This illustrates clearing the event in the PDO block process.
PLC 10-Link Master 10-Link Device

Device Reports Event

Event code included in PDI block

Event code included in PDO block

Event code cleared in PDI block

Event code cleared in PDO block Clear Event Hold Time

e ——
Next event code can now be
included in PDI block.
Event code cleared until next
aevent.

Clear Event Code In PDO Block
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13.2.3. Clear Event Code in PDO Block and Clear Event After Hold Time Process-
PDO Block First

This illustrates clearing the event code in the PDO block and clearing the event after the hold time process

with the PDO block first.
PLC 10-Link Master |10-Link Device

Device Reports Event

Event code included in PDI block

r——  — — e m— - Active Event Hold Time

Event code included in PDO block

Ewvent code cleared in PDI block

STy )
Event code cleared in PDO block - ShsArEyant Hold<lime

e e ——
Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code In PDO Block and
Clear Event After Hold Time
- PDO Block Clears Event First

156 - Chapter 13. Functionality Descriptions IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



| ISDU Handling | Clear Event Code in PDO Block and Clear Event After Hold Time Process-Hold Time Expires |

13.2.4. Clear Event Code in PDO Block and Clear Event After Hold Time Process-
Hold Time Expires

This illustrates clearing the event code in the PDO block and clearing the event after the hold time process
with the hold time expired.

PLC

-,

PDO Event Code
Was Late or
Never Sent

e

Event code included in PDO block
Event code cleared in PDO block
B i -

Event code included in PDI block

Event code cleared in PDI block

MNext event code can now be
included in PDI block.
Event code cleared until next
event.

10-Link Master 10-Link Device

&

Device Reports Event

Active Event Hold Time

Clear Event Hold Time

Clear Event Code In PDO Block and
Clear Event After Hold Time
- Hold Time Expires and Clears Event

13.3. ISDU Handling

The IOLM provides a very flexible ISDU interface that is used by all supported industrial protocols. The
ISDU interface contains the following:

An ISDU request may contain one or multiple individual ISDU read and/or write commands.

Individual ISDU command based byte swapping capabilities.

Variable sized command structures to allow access to wide range of ISDU block sizes.

A single ISDU request may contain as many ISDU read and/or write commands as allowed by the
industrial protocol payload. For example, if an industrial protocol provides up to 500 byte read/write
payloads, then an ISDU request may contain multiple commands of various lengths that can total up to
500 bytes in length.

For the ControlLogix family of EtherNet/IP PLCs, both blocking and non-blocking ISDU request methods
are provided.

The IOLM implements blocking ISDU requests by not responding to an ISDU request message until
all commands have been processed.

The IOLM implements non-blocking ISDU requests by:

Responding to an ISDU request message immediately after receiving and verifying the ISDU
request.

Requiring the PLC to monitor the ISDU request status with read messages. The IOLM will not
return a completed status until all of the ISDU commands have been processed.
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13.3.1.ISDU Request/Response Structure

ISDU requests may contain a single command or multiple, nested commands. This subsection discusses the
following:

e Single ISDU Command Request
e Multiple ISDU Command Structure on Page 159
13.3.1.1. Single ISDU Command Request

This illustrates a single ISDU command request.

1SDU Command Header 4 |§DU Cnmrn;;:? He_lé_lder
- ByteSwap, Type, Control, - Status, ByteSwap, Type,
Index, Subindex, Data Length Control, |ndt:.nSQ;J:mdex. Data

Request and response
have same length

130U Request ISDU Response
Data Data
y
ISDU Request ISDU Response

Single Command ISDU Request/Response
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13.3.1.2. Multiple ISDU Command Structure

ISDU requests with multiple commands may consist of commands of the same data size or commands with
different data sizes. The following are two examples of multiple ISDU commands.

e ISDU commands of same data size (Page 159)
e ISDU commands of different data sizes (Page 160)
Multiple Command ISDU Request/Response of Same Data Area Length

ISDU Command Header 1
- ByteSwap, Type, Control,
Index, Subindex, Data Length

|1SDU Request
Data 1 (4 byte data area)

ISDU Command Header 2
- ByteSwap, Type. Control,
Index, Subindex, Data Length

|1SDU Request
Data 2 (4 byte data area)

ISDU Command Header 3
- ByteSwap, Type. Control,
Index, Subindex, Data Length

|1SDU Request
Data 3 (4 byte dala area)

ISOU Command Header 4
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data 4 (4 byte dala area)

ISOU Command Header 5
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data & (4 byte data area)

ISDU Command Header &
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data & (4 byte data area)

ISDU Command Header 7
- ByteSwap, Type, Contral,
Index, Subindex, Data Length

1SDU Request
Data 7 (4 byte dala area)

ISDU Request with
Nested Commands

Request and response
must have same
length and format

150U Response Header 1
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

|1DU Response
Data 1 (4 byte data area)

I1SDU Response Header 2
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

|1SDU Response
Data 2 (4 byte data area)

15DU Response Header 3
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

|1SDU Response
Data 3 (4 byte data area)

150U Response Header 4
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 4 (4 byte data area)

15DU Response Header 5
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 5 (4 byte data area)

ISDU Response Header 6
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 6 (4 byte data area)

ISDU Response Header 7
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 7 (4 byte data area)

ISDU Response with
Nested Responses

Example - Multiple Command ISDU Request/Response
of Same Data Area Length
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IS0V Command Header 1
- ByteSwap, Type, Control,
Index, Subindex, Data Length

ISDU Request
Data 1
{8 byte data area)

IS0V Command Header 2
- ByteSwap, Type, Control,
Index, Subindex, Data Length

1SDU Request
Data 2
{16 byte data area)

ISDU Command Header 3
- ByteSwap, Type, Control,
Index, Subindex, Data Length

150U Request
Data 3 (4 byte dala area)

ISDU Command Header 4
- ByteSwap, Type, Control,
Index, Subindex, Data Length

ISDU Request
Data 4
{32 byte data area)

ISDU Request with
Nested Commands

Request and response
must have same
length and format

Multiple Command ISDU Request/Response of Different Data Lengths

1SDU Response Header 1
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

ISDU Response
Data 1
(8 byte data area)

1SDU Response Header 2
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

ISDU Response
Data 2
(16 byte data area)

1SDU Response Header 3
- Status, ByteSwap, Type,
Contral, Index, Subindex, Data
Length

150U Response
Data 3 (4 byte dala area)

1SDU Response Header 4
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

ISDU Response
Diata 4
(32 byte data area)

ISDU Response with
Nested Responses

Example - Multiple Command ISDU Request/Response
of Different Data Area Lengths
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13.3.2.ISDU Request Message Format-From PLC to IOLM

Write and read ISDU commands have the same message data format. Each ISDU request message is
comprised of one or more commands. The command(s) can consist of either a series of nested commands or a

single read command.

Note: A list of nested ISDU commands is terminated with either a control field of 0, (single/last operation), or
the end of the message data.

13.3.2.1. Standard ISDU Request Command Format

This table displays a standard ISDU request command format with ControlLogix PLCs.

Name Data Type Parameter Descriptions
Bits 0-3:
0= No byte swapping.
. 1= 16-bit (INT) byte swapping of ISDU data.
Byte Swapping USINT 2= 32-bit (DINT) byte swapping of ISDU data.
Bits 4-7:
Set to zero. Unused.
Provides the control and type of ISDU command.
Bits 0-3, Type Field:
0 = NOP (No operation)
1 = Read operation
2 = Write operation
3 = Read/Write “OR”
4 = Read/Write “AND”
RdWrControlType USINT Bits 4-7, Control Field:
0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command - fixed 4 byte data area
2 = Nested batch command — fixed 8 byte data area
3 = Nested batch command — fixed 16 byte data area
4 = Nested batch command — fixed 32 byte data area
5 = Nested batch command — fixed 64 byte data area
6 = Nested batch command — fixed 128 byte data area
7 = Nested batch command — fixed 232 byte data area
Index UINT The parameter address of the data object in the IO-Link device.
. The data element address of a structured parameter of the data
Subindex UINT object in the I0-Link device.
Length of data to read or write.
Datalength UINT For nested batch commands, the data length can vary from 1 to the
fixed data area size.
Array of Size of array is determined by the Control field in
D USINTs, RdWrControlType.
ata UINTS, or
UDINTS. Note: Data is valid only for write commands.
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13.3.2.2. Integer (16-Bit Word) ISDU Request Command Format

This table shows an integer (16 bit word) ISDU request command format with a SLC, MicroLogix, PLC-5, or

Modbus/TCP.
Name Data Type Parameter Description
Provides the control, type and byte swapping of ISDU command
Bits 0-3, Type Field:
0 = NOP (No operation)
1 = Read operation
2 = Write operation
3 = Read/Write “OR”
4 = Read/Write “AND”
Bits 4-7, Control Field:
0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command — fixed 4 byte data area
Byte Swapping / UINT 2 = Nested batch command — fixed 8 byte data area
RdWrControlType 3 = Nested batch command — fixed 16 byte data area
4 = Nested batch command — fixed 32 byte data area
5 = Nested batch command — fixed 64 byte data area
6 = Nested batch command — fixed 128 byte data area
7 = Nested batch command — fixed 232 byte data area
Bits 8-11:
0= No byte swapping.
1= 16-bit (INT) byte swapping of ISDU data.
2= 32-bit (DINT) byte swapping of ISDU data.
Bits 12-15:
Set to zero. Unused.
Index UINT The parameter address of the data object in the I0-Link device.
. The data element address of a structured parameter of the data
Subindex UINT object in the IO-Link device.
Length of data to read or write.
Datalength UINT For nested batch commands, the data length can vary from 1 to the
fixed data area size.
Array of Size of array is determined by the Control field in
D USINTs, RdWrControlType.
ata UINTS, or
UDINTS. Note: Data is valid only for write commands.
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13.3.3.ISDU Response Message Format

The ISDU responses have the same data format as requests with the only exception being the returned
command status. Each ISDU response message is comprised of one or more responses to the single and/or
nested command(s) received in the request.

13.3.3.1. Standard ISDU Response Command Format

The following table show the standard ISDU response command format with ControlLogix PLCs.

Name Data Type Parameter Description

Indicates the byte alignment and status of the command response.
Byte swapping, bits 0-3:

0= No byte swapping.
1= 16-bit (INT) byte swapping of TX/RX ISDU data.
2= 32-bit (DINT) byte swapping of TX/RX ISDU data.

Status, bits 4-7:

0 = NOP (No operation)

1 = In process (Only valid for non-blocking requests)
2 = Success

3 = Failure: I0-Link device rejected the request.

4 = Timed out: 10-Link device did not respond

Provides the control and type of ISDU request
Bits 0-3, Type Field:

0 = NOP (No operation)
1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

RdWrControlType |USINT Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command — fixed 4 byte data area

2 = Nested batch command — fixed 8 byte data area

3 = Nested batch command — fixed 16 byte data area

4 = Nested batch command — fixed 32 byte data area

5 = Nested batch command — fixed 64 byte data area

6 = Nested batch command — fixed 128 byte data area

7 = Nested batch command — fixed 232 byte data area

Index UINT The parameter address of the data object in the IO-Link device.

. The data element address of a structured parameter of the data
Subindex UINT object in the I0-Link device.

Length of data that was read or written.

Datalength UINT For nested batch commands, the data length can vary from 1 to
fixed data area size.

Status USINT

Data required for read commands. Optionally can return the data

Array of of a write command.

Data USINTS, The size of the array is determined by the Control field in the
UINTs, or RAWrC IT
UDINTS. rControllype.

Note: Data field not required for single NOP commands.
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13.3.3.2. Integer (16-Bit Word) ISDU Response Command Format

The following table shows an integer (16-bit word) ISDU response command format with SLC, MicroLogix,
PLC-5, or Modbus/TCP.

Name Data Type Parameter Descriptions

Indicates the control, type, byte swapping and status of the
ISDU command.

Bits 0-3, Type Field:

0 = NOP (No operation)

1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command — fixed 4 byte data area

2 = Nested batch command — fixed 8 byte data area

3 = Nested batch command — fixed 16 byte data area

Isatig-lg’wa in UINT 4 = Nested batch command — fixed 32 byte data area
R§WrConI1?II')ol'lg’ o 5 = Nested batch command — fixed 64 byte data area
yp 6 = Nested batch command — fixed 128 byte data area
7 = Nested batch command — fixed 232 byte data area
Byte swapping, bits 8-11:
0= No byte swapping.
1= 16-bit (INT) byte swapping of TX/RX ISDU data.
2= 32-bit (DINT) byte swapping of TX/RX ISDU data.
Status, bits 12-15:
0 = NOP (No operation)
1 = In process (Only valid for non-blocking requests)
2 = Success
3 = Failure: IO-Link device rejected the request.
4 = Timed out: 10-Link device did not respond
Index UINT The parameter address of the data object in the I0-Link device
Subindex UINT The data element address of a structured parameter of the data

object in the I0-Link device.
Length of data that was read or written.

Datalength UINT For nested batch commands, the data length can vary from 1 to
fixed data area size.

Data returned for read commands. Contains the data of a write

Array of command.

Data USINTS, The size of the array is determined by the Control field in
UINTs, or RAWEC
UDINTs rControlType.

Note: Data field not required for single NOP commands.
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13.3.4.ISDU Blocking and Non-Blocking Methods

The IOLM supports both blocking and non-blocking ISDU requests. The following diagrams demonstrate how
each mode works.

13.3.4.1. Single Command Blocking

The following illustrates the single command blocking method.

PLC 10-Link Master 10-Link Device

» W

ISDU Request Message

> ISDU Read/Write Command

ISDU Response

Response time up to 2
seconds

ISDU Response Message
Cmd Response =
Success/Failure/Timeout

Single Command ISDU Blocking Process
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13.3.4.2. Multiple Command Blocking

This illustrates the multiple command blocking method.

PLC 10-Link Master 10-Link Device

5

ISDU Request Message _
ISDU Read/Write Command 1

ISDU Response 1

ISDU Read/Write Command 2

—_—

ISDU Response 2

ISDU Read/Write Command N

—_—

- - ISDU Response N
ISDU Response Message

Cmd Responses =
Success/Failure/Timeout

Multiple Command ISDU Blocking Process
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13.3.4.3. Single Command Non-Blocking

This illustrates the single command non-blocking method.

PLC 10-Link Master 10-Link Device

ISDU R/W Request Message
ISDU Read/Write Command

Response = Request valid status

Get ISDU Response Message

Response = In-Process

Get ISDU Response Message

Response = In-Process

Get ISDU Response Message
- ISDU Response

1SDU Response
Cmd Responses =
Success/Failure/Timeout

Single Command ISDU Non-Blocking Process
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13.3.4.4. Multiple Command Non-Blocking

This illustrates the multiple command non-blocking method.

PLC 10-Link Master 10-Link Device

ISDU R/W Request Message
ISDU Read/Write Command 1

Response = Request valid status
ISDU Response 1

Get ISDU Response Message
- ISDU Read/Write Command 2

B _______________‘_‘—‘——-h-
Response = In-Process

1SDU Response 2

Get ISDU Response Message

Response = In-Process -
ISDU Read/Write Command N

_—

Get ISDU Response Message
ISDU Response N

Y

1SDU Response
Cmd Responses =
Success/Failure/Timeout

Multiple Command ISDU Non-Blocking Process
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Chapter 14. EtherNet/IP CIP Object Definitions

The following are the vendor specific CIP Object definitions as supported in the IOLM:
e JO-Link Port Information Object Definition (71 hex)

e  PDI (Process Data Input) Transfer Object Definition (72 hex) on Page 175

e PDO (Process Data Output) Transfer Object Definition (73 hex) on Page 176

e ISDU Read/Write Object Definition (74 hex) on Page 177

The following are standard CIP Object Definitions that are supported in the IOLM.
e Identity Object (01hex, 1 instance) on Page 179

® Message Router Object (02 hex) on Page 181

e Connection Manager Object (06 hex) on Page 182

e Port Object (F4 hex-1 instance) on Page 183

e TCP Object (F5 hex-1 instance) on Page 185

e FEthernet Link Object (F6 hex-1 instance) on Page 187

e PCCC Object (67 hex-1 instance) on Page 189

14.1. I0-Link Port Information Object Definition (71 hex)

The I0-Link Device Information object defines the attributes by which the PLC can request standard device
information stored in the I0-Link device’s ISDU blocks.

14.1.1. Class Attributes

The following table shows the class attributes for IO-Link port information object definition (71 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance |UINT 4 (4-Port models)8 (8-Port models) Get
4 (4-Port models)8 (8-Port models)
3 Num Instances | UINT Note: Instance number determines the |Get
I10-Link port.
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14.1.2. Instance Attributes

The following table shows the instance attributes for IO-Link port information object definition (71 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Vendor Name Array of 64 SINTs |0-255 Get
2 Vendor Text Array of 64 SINTs |0-255 Get
3 Product Name Array of 64 SINTs |0-255 Get
4 Product Id Array of 64 SINTs |0-255 Get
5 Product Text Array of 64 SINTs |0-255 Get
6 Serial Number Array of 16 SINTs |0-255 Get
7 Hardware Revision Array of 64 SINTs |0-255 Get
8 Firmware Revision Array of 64 SINTs |0-255 Get
9 Device PDI Length INT 0-32 Get
10 Device PDO Length INT 0-32 Get
11 PDI Block Length INT 4-36 Get
12 PDO Block Length INT 0-36 Get
0-108 (8-bit format)
13 Input Assembly PDI Offset |[INT 0-54(16-bit format) Get
0-27 (32-bit format)
16-246 (8-bit format)
14 Input Assembly PDO Offset |[INT 8-123(16-bit format) |Get
4-62 (32-bit format)
0-102 (8-bit format)
15 Output Assembly PDO Offset | INT 0-51 (16-bit format) Get
0-26 (32-bit format)
16 Control Flags INT Bit settings Get

14.1.3. Common Services

The following table shows the common services for IO-Link port information object definition (71 hex).

Service Code | Implemented in Class |Implemented in Instance Service Name
01 hex Yes Yes Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
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14.1.4. Instance Attribute Definitions

These attributes provide access to the standard ISDU information blocks on the IO-Link devices. These
ISDUs are read at 10-Link device initialization time and then provided once the 10-Link device is

operational.

14.1.4.1. Attribute 1-Vendor Name

Data Attribute 1 - Vendor Name Description
64 ASCII |Requested from ISDU block index 16, contains the Vendor Name
characters | description of the 10-Link device.

14.1.4.2. Attribute 2-Vendor Text

Data Attribute 2 - Vendor Text Description
64 ASCII |Requested from ISDU block index 17, contains the Vendor Text
characters | description of the I0-Link device.

14.1.4.3. Attribute 3-Product Name

Data Attribute 3 - Product Name Description
64 ASCIT |Requested from ISDU block index 18, contains the Product Name
characters | description of the I0-Link device.

14.1.4.4. Attribute 4-Product ID

Data Attribute 4 - Product ID Description
64 ASCII |Requested from ISDU block index 19, contains the Product ID
characters |description of the IO-Link device.

14.1.4.5. Attribute 5-Product Text

Data Attribute 5 - Product Text Description
64 ASCII |Requested from ISDU block index 20, contains the Product Text
characters | description of the I0-Link device.

14.1.4.6. Attribute 6-Serial Number

Data Attribute 6 - Serial Number Description
16 ASCII |Requested from ISDU block index 21, contains the Vendor Specific
characters |Serial Number of the IO-Link device.
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| I0-Link Port Information Object Definition (71 hex) | Instance Attribute Definitions | Attribute 7-Hardware Revision

14.1.4.7. Attribute 7-Hardware Revision

Data Attribute 7 - Hardware Revision Description

64 ASCITI |Requested from ISDU block index 22, contains the Hardware
characters |Revision of the I0-Link device.

14.1.4.8. Attribute 8-Firmware Revision

Data Attribute 8 - Firmware Revision Description

64 ASCII |Requested from ISDU block index 23, contains the Firmware
characters |Revision of the IO-Link device.

14.1.4.9. Attribute 9-Device PDI Length

Data Attribute 9 - Device PDI Length Description

Requested from ISDU block index 0, sub-index 5. Contains the
number of PDI data bytes provided by the IO-Link device.

INT (0-32)

14.1.4.10. Attribute 10-Device PDO Length

Data Attribute 10 - Device PDO Length Description
INT Requested from ISDU block index 0, sub-index 6. Contains the
number of PDO data bytes required by the IO-Link device.

14.1.4.11. Attribute 11-PDI Data Block Length

Data Attribute 11 - PDI Data Block Length Description

The configured PDI block length in units based on the configurable
PDI data format (8-bit, 16-bit, 32-bit). This contains the PDI block
header, (port status, auxiliary bit, event code) status and the PDI
data.

INT

14.1.4.12. Attribute 12-PDO Data Block Length

Data Attribute 12 - PDO Data Block Length Description
The configured PDO data block length in units based on the
INT configurable PDO data format (8-bit, 16-bit, 32-bit). Depending on
the configuration, this may include both the returned event code and
the PDO data.

172 - Chapter 14. EtherNet/IP CIP Object Definitions IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



| I0-Link Port Information Object Definition (71 hex) | Instance Attribute Definitions | Attribute 13-Input Assembly PDI

Offset |

14.1.4.13. Attribute 13-Input Assembly PDI Offset

Data

Attribute 13 - Input Assembly PDI Offset Description

INT

Based from the start of the first Input Assembly instance, the PDI
data block’s offset for the corresponding port’s PDI data block.

This index is based on the configurable PDI data format (8-bit, 16-
bit, 32-bit). To use this offset effectively, it is recommended to set
IOLM PDI and PDO data as well as the Class 1 I/O connection all to
the same data format.

14.1.4.14. Attribute 14-Input Assembly PDO Offset

Data

Attribute 14 - Input Assembly PDO Offset Description

INT

Based from the start of the first Input Assembly instance, the PDO
data block’s offset for the corresponding port’s PDO data block.

This index is based on the configurable PDO data format (8-bit, 16-
bit, 32-bit). To use this offset effectively, it is recommended to set
IOLM PDI and PDO data as well as the Class 1 I/O connection all to
the same data format.

14.1.4.15. Attribute 15-Output Assembly PDO Offset

Data

Attribute 15 - Output Assembly PDO Offset Description

INT

Based from the start of the first Output Assembly instance, the PDO
data block’s offset for the corresponding port’s PDO data block.

This index is based on the configurable PDO data format (8-bit, 16-
bit, 32-bit). To use this offset effectively, it is recommended to set
IOLM PDI and PDO data as well as the Class 1 I/O connection all to
the same data format.
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14.1.4.16. Attribute 16-Control Flags

Data Attribute 16 - Control Flags Description

Bit 0 (01h):

1 = Indicates that the event code to clear is expected in the PDO block
0 = Indicates that the event code to clear is not expected in the PDO block.

Bit 1 (02h):

1 = Indicates that the I0-Link device is SIO mode capable
0 = Indicates that the I0-Link device is not SIO mode capable

Bits 2 (04h)

INT 1 = Indicates that Class 1 Rx (receive PDI block) is enabled
(bit- 0 = Indicates that Class 1 Rx (receive PDI block) is disabled

mapped | Bit 3 (08h):
word) . . .
1 = Indicates that Class 1 Tx (transmit PDO) is enabled
0 = Indicates that Class 1 Tx (transmit PDO) is disabled
Bit 4 (10h):

1 = Indicates that the digital output settings for DI and C/Q are expected in
the PDO block

0 = Indicates that the digital output settings for DI and C/Q are not expected
in the PDO block.

Bit 5 -15: Reserved
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14.2. PDI (Process Data Input) Transfer Object Definition (72 hex)

The PDI Transfer object defines the attributes by which the PLC can request the PDI data block from the
IOLM.

14.2.1. Class Attributes

The following table displays Class Attributes for the PDI Transfer Object Definition (72 hex).

Attribute ID Name Data Type | Data Value(s) | Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 1 Get
3 Num Instances UINT 1 Get

14.2.2. Instance Attributes

The following table displays Instance Attributes for the PDI Transfer Object Definition (72 hex).

Attribute ID Name Data Type Length | Data Values | Access Rule

1 Port 1 PDI data block |Array of BYTEs |4-36 bytes 0-255 Get

2 Port 2 PDI data block |Array of BYTEs |4-36 bytes 0-255 Get

3 Port 3 PDI data block |Array of BYTEs |4-36 bytes 0-255 Get

4 Port 4 PDI data block |Array of BYTEs |4-36 bytes 0-255 Get
8-Port Models Only:

5 Port 5 PDI data block | Array of BYTEs |4-36 bytes 0-255 Get

6 Port 6 PDI data block |Array of BYTEs |4-36 bytes 0-255 Get

7 Port 7 PDI data block |Array of BYTEs |4-36 bytes 0-255 Get

8 Port 8 PDI data block |Array of BYTEs |4-36 bytes 0-255 Get

14.2.3. Common Services

The following table shows Common Services for the PDI Transfer Object Definition (72 hex).

Service Code | Implemented in Class | Implemented in Instance Service Name
0T hex Yes Yes Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single

14.2.4. Instance Attribute Definitions - Attribute 1 to 4-PDI Data Blocks

These attributes provide access to the PDI data blocks.
* Get Attribute Single requests return the PDI data block for a specific port.
¢ Get Attribute All requests return all PDI data blocks from the IOLM.

All PDI data is returned in the configured PDI format (8-bit, 16-bit or 32-bit). Refer to 14.2. PDI (Process Data
Input) Transfer Object Definition (72 hex) on Page 175 for a detailed explanation of the PDI data block.
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14.3. PDO (Process Data Output) Transfer Object Definition (73 hex)

The PDO Transfer object defines the attributes by which the PLC can:
¢ Request the PDO data block from the IOLM.
e  Write PDO data block to the IOLM.

14.3.1. Class Attributes

The following table displays the Class Attributes for the PDO Transfer Object Definition (73 hex).

Attribute ID Name Data Type | Data Value | Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 1 Get
3 Num Instances UINT 1 Get

14.3.2. Instance Attributes

The following table displays the Instance Attributes for the PDO Transfer Object Definition (73 hex).

Attribute ID Name Data Type Length |Data Value | Access Rule

1 Port 1 PDO data block |Array of BYTEs 0-36 bytes 0-255 Get/Set

2 Port 2 PDO data block |Array of BYTEs 0-36 bytes 0-255 Get/Set

3 Port 3 PDO data block |Array of BYTEs 0-36 bytes 0-255 Get/Set

4 Port 4 PDO data block |Array of BYTEs 0-36 bytes 0-255 Get/Set
8-Port Models Only:

5 Port 5 PDO data block |Array of BYTEs 0-36 bytes 0-255 Get/Set

6 Port 6 PDO data block |Array of BYTEs 0-36 bytes 0-255 Get/Set

7 Port 7 PDO data block |Array of BYTEs 0-36 bytes 0-255 Get/Set

8 Port 8 PDO data block |Array of BYTEs 0-36 bytes 0-255 Get/Set

14.3.3. Common Services

The following table displays the Common Services for the PDO Transfer Object Definition (73 hex).

Service Code | Implemented in Class | Implemented in Instance Service Name
01 hex Yes Yes Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
02 hex No Yes Set_Attribute_All
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14.3.4. Instance Attribute Definitions - Attribute 1 to 4-PDO Data Blocks

These attributes provide write access to the PDO data blocks.

¢  Get Attribute Single requests return the current PDO data block for a specific port.

e Get Attribute All requests return all current PDO data blocks from the IOLM.

e Set Attribute Single allows writing the PDO data to one IO-Link port on the IOLM.

e Set Attribute All messages allow writing of PDO data to all IO-Link ports on the IOLM.

All PDO data is received and returned in the configured PDO format (8-bit, 16-bit or 32-bit). Refer to 14.3.
PDO (Process Data Output) Transfer Object Definition (73 hex) on Page 176 for a detailed explanation of the
PDO data block.

14.4. ISDU Read/Write Object Definition (74 hex)

The ISDU Read/Write object defines the attributes by which the PLC can:

e Send an ISDU request containing one or more read and/or write ISDU commands to an 10-Link device
via the IOLM.

¢ Request the ISDU response(s) from the IOLM.
¢ Send both blocking and non-blocking ISDU requests.
Refer to the ISDU Handling chapter for a detailed description of the ISDU functionality.

14.4.1. Class Attributes

The following table shows the Class Attributes for the ISDU Read/Write Object Definition (74 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
4 (4-Port Model
2 Max Instance UINT (4-Port Models) Get

8 (8-Port Models)
4 (4-Port Models)
8 (8-Port Models) Get

Note: Instance number determines IO-
Link port on the IOLM.

3 Num Instances UINT

14.4.2. Instance Attributes

The following table shows the Instance Attributes for the ISDU Read/Write Object Definition (74 hex).

Attribute ID Name Data Type Data Value(s) | Access Rule
1 ISDU Response ISDU response data block 0-255 Get
2 ISDU Read/Write Request ISDU request data block 0-255 Set
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| ISDU Read/Write Object Definition (74 hex) | Common Services | Attribute 1-ISDU Read/Write Response (Non-Blocking
only) |

14.4.3. Common Services

The following table shows the Common Services for the ISDU Read/Write Object Definition (74 hex).

Service Code | Implemented in Class | Implemented in Instance Service Name
01 hex Yes No Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
02 hex No No Set_Attribute_All

14.4.4. Object Specific Services

The following table shows the Object Specific Services for the ISDU Read/Write Object Definition (74 hex).

Service Code | Implemented in Class Implemented in Instance Service Name

4B hex No Yes Blocking ISDU Request

The Blocking ISDU Request service allows one message instruction to both send an ISDU request and receive
the response. Using this service causes the message to be active for several seconds.

14.4.5. Instance Attribute Definitions

The following attributes provide access to the ISDU blocks on the IO-Link devices.
14.4.5.1. Attribute 1-ISDU Read/Write Response (Non-Blocking only)

Get Attribute Single messages returns the ISDU response for a specific port through the IOLM. The response
may need to be read multiple times until a response of Success, Failure, or Timed Out has been received.

14.4.5.2. Attribute 2-ISDU Read/Write Request (Non-blocking only)

Set Attribute Single messages can send read/write type ISDU requests to the IO-Link devices via the IOLM.
The ISDU request message need be sent only once for each ISDU read/write request.
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14.5. Identity Object (01hex, 1 instance)

The Identity Object provides identification of and general information about the IOLM.

14.5.1. Class Attributes

This table shows the Class Attributes for the Identity Object (01 hex, 1 Instance).

Attribute ID Name Data Type | Data Value(s) | Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
6 Maximum Number Class Attribute UINT 7 Get
7 Maximum Number Instance Attributes UINT 7 Get

14.5.2. Instance Attributes

This table shows the Instance Attributes for the Identity Object (01 hex, 1 Instance).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Vendor ID UINT 909 Get
(Comtrol)
2 Device Type UINT 28 hex. . Get
(Generic Device)
3 Product Code UINT As defined by Comtrol Get

Revision (Product or
Software release)

4 Structure of:
Major Revision USINT |1 to 127 Get
Minor Revision USINT |1to 255

5 Status WORD | See Below Get
Serial Number UDINT |1-FFFFFFFF hex Get

Product Name
Structure of:

Name Length USINT |Length of string Get
Name String STRING |See below Get
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14.5.3. Status Word

Refer to Page 52 of Volume 3.5 of the CIP Common Specification.
The following applies to the Identity Object status word for the IOLM.

Status Word Bit Setting Description
0 0 Ownership Flag. Does not apply to the IOLM.
1 0 Reserved.
0 IOLM is operating on the default configuration.
2 1 The IOLM has a configuration other than the default
configuration.
3 0 Reserved.

0101 (0x50) |Indicates that there is a major fault (either Bit 10 or Bit 11 is set).
0100 (0x40) |Indicates the stored configuration is invalid.

0011 (0x30) Indicates the system is operational and there are no I/O (Class 1)
connections.

Indicates the system is operational and there is at least one active
0110 (0x60) I/0 (Class 1) connection.

4-7
Indicates the system is not operational. It may be in any of the
following states:
e System startup.
0000 ¢ Configuration in process.
e Idle.
e (Critical (major) fault.
0 No recoverable minor fault. No error history entry reported within
8 the last ten seconds.
1 Recoverable minor fault. The IOLM has reported an error within
the last ten seconds and a major fault has not been detected.
9 1 Unrecoverable minor fault. Does not apply to the IOLM.
No recoverable major fault.
A major recoverable fault exists. This is a fault that the IOLM may
10 1 be able to recover from by a system reset. If the system does not
recover automatically, a system reset message or a power cycle of
the IOLM may be required.
0 No major unrecoverable fault.
11 A major unrecoverable fault has occurred in the IOLM. If the
1 major fault is not corrected with a system reset or a power cycle,
refer to the User Guide or call Comtrol support.
12-15 0 Reserved.
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| Message Router Object (02 hex) | Common Services | Attribute 2-ISDU Read/Write Request (Non-blocking only) |

14.5.4. Common Services

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 hex Yes Yes Get_Attribute_All
05 hex No Yes Reset
OE hex Yes Yes Get_Attribute_Single

14.6. Message Router Object (02 hex)

The Message Router Object provides a messaging connection point through which a Client may address a

service to any object or instance residing in the physical device.

14.6.1. Class Attributes

This table displays the Class Attributes for the Message Router Object (02 hex).

Attribute ID Name Data Type | Data Value Access Rule

1 Revision UINT 1 Get

2 Max Class UINT 1 Get

3 Max Instance UINT 1 Get

4 Optional Attribute List UINT 2 Get

5 Option Service List UINT 1 Get
Maximum Number

6 Class Attribute UINT 7 Get
Maximum Number

7 Instance Attribute UINT 2 Get

14.6.2. Instance Attributes

This table displays the Instance Attributes for the Message Router Object (02 hex)

Attribute ID Name Data Type Data Value(s) Access Rule
Object List
Structure of: Number of supported Get
1 Number UINT standard class codes
Classes Array of UINT | List of supported Get
standard class codes
2 Max Connections |UINT 128 Get
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| Connection Manager Object (06 hex) | Common Services | Attribute 2-ISDU Read/Write Request (Non-blocking only) |

14.6.3. Common Services

This table displays the Common Services for the Message Router Object (02 hex)

Service Code

Implemented in Class

Implemented in Instance

Service Name

01 hex Yes No Get_Attribute_All
OE hex Yes Yes Get_Attribute_Single
0A hex No Yes Multiple_Service_Req

14.7. Connection Manager Object (06 hex)

This object provides services for connection and connection-less communications.

This object has no supported attributes.

14.7.1. Class Attributes Object (06 hex)

The following table displays the Class Attributes for the Connection Manager Object (06 hex).

Attribute ID Name Data Type | Data Value(s) | Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
4 Optional Attribute List UINT 8 Get
6 Maximum number Class Attribute UINT 7 Get
7 Maximum Number Instance Attributes |UINT 8 Get

14.7.2. Instance Attributes (02 hex)

This table displays the Instance Attributes for the Message Router Object (02 hex).

Attribute ID Name Data Type | Data Value(s) | Access Rule
1 Open Requests UINT 0-OxfTTfffff Set/Get
2 Open Format Rejects UINT 0-Ox fTffff Set/Get
3 Open Resource Rejects UINT 0-Oxffffffff Set/Get
4 Open Other Rejects UINT 0-OxfTTfffff Set/Get
5 Close Requests UINT 0-Ox fTffff Set/Get
6 Close Format Requests UINT 0-Oxffffffff Set/Get
7 Close Other Requests UINT 0-OxfTTfffff Set/Get
8 Connection Time Outs UINT 0-Ox fTffff Set/Get
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| Port Object (F4 hex-1 instance) | Common Services Object (06 hex) | Attribute 2-ISDU Read/Write Request (Non-blocking

only) |
14.7.3. Common Services Object (06 hex)
This table displays the Common Services for the Connection Manager Object (06 hex).
Service Code Implemented in Class Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
02 hex No Yes Set_Attribute_ALL
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
4E hex N/A N/A Forward_Close
52 hex N/A N/A Unconnected_Send
54 hex N/A N/A Forward_Open
5A hex N/A N/A Get_Connection_Owner
5B hex N/A N/A Large_Forward_Open
14.8. Port Object (F4 hex-1 instance)
The Port Object enumerates the CIP ports present on the IOLM.
14.8.1. Class Attributes
This table illustrates the Class Attributes for the Port Object (F4 hex - 1 Instance)
Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Instance UINT 1 Get
3 Num Instances UINT 1 Get
Maximum Number
6 Class Attributes UINT 9 Get
Maximum Number
7 Instance Attributes UINT 7 Get
8 Entry Port UINT 1 Get
[0]=0
[1]=0
2] = 1 (Vendor Specifi
9 All Ports Array of UINT (2] (Vendor Specific) Get
[3] = 1 (Backplane)
[4]=TCP_IP_PORT_TYPE (4)
[5]=TCP_IP_PORT_NUMBER(2)
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| Port Object (F4 hex-1 instance) | Instance Attributes | Attribute 2-ISDU Read/Write Request (Non-blocking only) |

14.8.2. Instance Attributes

This table illustrates the Instance Attributes for the Port Object (F4 hex - 1 Instance).

Attribute ID Name Data Type Data Value(s) | Access Rule
1 Port Type UINT 1 Get
2 Port Number UINT 1 Get

Port Object
3 Structure of: 9
16 bit word count in path | UINT Get
Path Array of UINT | L01=6420hex ) 0
[1]1=0124 hex
Port Name
4 Structure of:
String Length USINT 10 Get
Port Name Array of USINT | “Backplane” Get
7 Node Address USINTI[2] 0x10, 0x00 Get

This table illustrates the Instance Attributes for the Port Object (F4 hex - 2 Instance).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Port Type UINT 4 (TCP/IP) Get
2 Port Number UINT 2 (TCP/IP) Get

Port Object
3 Structure of: 9
16 bit word count in path |UINT Get
[0]=F520 hex
Path Array of UINT Get
[1]=0124 hex
Port Name
4 Structure of:
String Length USINT 17 Get
Port Name Array of USINT | “Ethernet/IP Port” |Get
7 Node Address USINTI[2] 0x10, 0x00 Get

14.8.3. Common Services

This table illustrates the Common Services for the Port Object (F4 hex - 1 Instance).

Service Code | Implemented in Class | Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
OE hex Yes Yes Get_Attribute_Single
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| TCP Object (F5 hex-1 instance) | Class Attributes | Attribute 2-ISDU Read/Write Request (Non-blocking only) |

14.9. TCP Object (F5 hex-1 instance)

The TCP/IP Interface Object provides the mechanism to retrieve the TCP/IP attributes for the IOLM.

14.9.1. Class Attributes

This table shows the Class Attributes for the TCP Object (F5 hex - I Instance).

Attribute ID Name Data Type | Data Value | Access Rule

1 Revision UINT 1 Get

2 Max Instance UINT 1 Get

3 Num Instances UINT 1 Get

4 Optional Attribute List UINT 4 Get
Maximum Number

6 Class Attribute UINT 7 Get
Maximum Number

7 Instance Attribute UINT 9 Get

14.9.2. Instance Attributes

This table shows the Instance Attributes for the TCP Object (F5 hex - I Instance).

Attribute ID

Name

Data Type

Data Value(s)

Access Rule

1 Status

DWORD

The Interface Configuration
attribute has not been
configured.

The Interface Configuration
attribute contains
configuration obtained from
DHCP or nonvolatile
storage.

The IP address member of
the Interface Configuration
attribute contains
configuration obtained, in
part, from the hardware
rotary switch settings.

e  Upper 3 bytes from
nonvolatile storage.

¢ Least significant byte
from rotary switches.

Get

9 Configuration
Capability

DWORD

34 hex

(DHCP, Settable and Hardware)
04 hex = DHCP

10 hex = Settable

20 hex = Hardware configurable

Get
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| TCP Object (F5 hex-1 instance) | Instance Attributes | Attribute 2-ISDU Read/Write Request (Non-blocking only) |

Attribute ID Name Data Type Data Value(s) Access Rule
Interface control Flags:
0 = The device shall use
statically-assigned IP
3 Configuration Control |[DWORD configuration values. Set/Get
2 = The device shall obtain its
interface configuration values
via DHCP.
Physical Link Object
ysieal Lk LhEE  UINT 2 Get
Structure of:
4 . Array of USINT |[0]=20 hex
Path Size
Path [1]=F6 hex
& [2]=24 hex
[3]=01 hex
Interface Configuration
Structure of:
IP Address UDINT <IP address> Set/Get
Network Mask UDINT <Network mask>
5 Gateway Address UDINT <Gateway Address>
Name Server UDINT <Name server>
Name Server 2 UDINT <Name server2>
Domain Name Length |UINT <Length of name>
Domain Name STRING <Domain name>
Host Name
6 Structure of:
Host Name Length UINT 0to 15 Set/Get
Host Name String STRING <Default =IP NULL (0)>
TTL (Time-to-Live)
8 value for IP multicast |USINT 1 to 255 Set/Get
packets. <Default = 1>
Struct of: Alloc Control:
USINT - All .
Control oc 0 = Default Algorithm
1 = Configuration
9 IP Multicast Address gesslgge;l Num Mcast: Set/Get
Configuration ’
UINT - Num 1to 32
Mcast Start Mcast Address:
UDINT - Start
Meast Address 239.192.1.0 to
239.255.255.255
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| Ethernet Link Object (F6 hex-1 instance) | Common Services | Attribute 2-ISDU Read/Write Request (Non-blocking only)
|

14.9.3. Common Services

This table shows the Common Services for the TCP Object (F5 hex - I Instance).

Service Code | Implemented in Class | Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
02 hex No Yes Set_Attribute_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single

14.10. Ethernet Link Object (F6 hex-1 instance)

The Ethernet Link Object maintains link-specific counters and status information for the Ethernet
communications interface on the IOLM.

14.10.1.Class Attributes

This table displays the Class Attributes for the Ethernet Link Object (F6 hex - 1 Instance).

Attribute ID Name Data Type | Data Value(s) | Access Rule

1 Revision UINT 3 Get

2 Max Instance UINT 1 Get

3 Num Instances UINT 1 Get

4 Optional Attribute List UINT 4 Get
Maximum Number

6 Class Attributes UINT 7 Get
Maximum Number

7 Instance Attributes UINT 1 Get
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| Ethernet Link Object (F6 hex-1 instance) | Instance Attributes | Attribute 2-ISDU Read/Write Request (Non-blocking
only) |

14.10.2.Instance Attributes

This table displays the Instance Attributes for the Ethernet Link Object (F6 hex - 1 Instance).

Attribute ID Name Data Type Data Value(s) Access Rule
Interface speed 10=10 Mbit
1 (Current operational UDINT 100=100 Mbit Get
speed)
Bit 0 =link status
(O=inactive)
(1=active)
Bit 1=Half/Full Duplex
Interface Flags (O=half duplex)
2 (Current operational |[DWORD (2=full duplex) Get
status) Bits 2-4:
00 = negotiation in progress
01 = negotiation failed
02 = negotiation failed speed OK
03 = negotiation success
3 Physical Address Array of 6 MAC Address Get
Y USINT
7 Interface Type USINT 2 = Twisted Pair Get
8 Interface State USINT 1 = Interface is enabled and Get
operational
9 Admin State USINT 1 = Interface enabled Get
Length = 1 to 64
USINT16 ASCII ch
10 Interface Label Array of characters Get
USINT <Default = IP address in
“xxx.xxX.xxX.xxx” format>
14.10.3.Common Services
This table displays the Common Services for the Ethernet Link Object (F6 hex - 1 Instance)
Service Code | Implemented in Class | Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
OE hex Yes Yes Get_Attribute_Single
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| PCCC Object (67 hex-1 instance) | Instances | Attribute 2-ISDU Read/Write Request (Non-blocking only) |

14.11. PCCC Object (67 hex-1 instance)

The PCCC Object provides the ability to encapsulate and then transmit and receive PCCC messages between
devices on an Ethernet/IP network. This object is used to communicate to MicroLogix, SLC 5/05 and PLC-5
PLCs over EtherNet/IP.

The PCCC Object does not support the following:
¢ C(Class Attributes
¢ Instance Attributes

14.11.1.Instances

The PCCC Object supports Instance 1.

14.11.2.Common Services

The following table displays the Common Services for the PCCC Object.

Service Code |Implemented in Class | Implemented in Instance | Service Name

4B hex No Yes Execute_ PCCC

14.11.3.Message Structure Execute_PCCC: Request Message

This table displays the message structure for the Execute_PCCC Request Message for the PCCC Object.

Name Data Type Description
Length USINT Length of requester ID
Vendor UINT Vendor number of requester
Serial Number UDINT ASA Serial number of requester
CMD USINT Command byte
STS USINT 0
TNSW UINT Transport word
FNC USINT Function Code.
PCCC_params Array of USINT | CMD/FMC specific parameters
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| PCCC Object (67 hex-1 instance) | Message Structure Execute_ PCCC: Response Message | Attribute 2-ISDU Read/Write
Request (Non-blocking only) |

14.11.4.Message Structure Execute_PCCC: Response Message

This table displays the message structure for the Execute PCCC Response Message for the PCCC Object.

Name Data Type Description
Length USINT Length of requester ID
Vendor UINT Vendor number of requester
Serial Number |UDINT ASA Serial number of requester
CMD USINT Command byte
STS USINT Status Byte
TNSW UINT Transport word. Same value as request.
EXT_STS USINT Extended status. (If error)
PCCC_params |Array of USINT |CMD/FMC specific result data

14.11.5.Supported PCCC Command Types

The following table displays the Supported PCCC Command Types for the PCCC Object.

CMD FNC Description
OF hex A2 hex SLC 500 protected typed read with 3 address fields
OF hex AA hex SLC 500 protected typed write with 3 address fields

190 - Chapter 14. EtherNet/IP CIP Object Definitions IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



| Assembly Object (For Class 1 Interface) | Class Attributes | Attribute 2-ISDU Read/Write Request (Non-blocking only) |

14.12. Assembly Object (For Class 1 Interface)

The EtherNet/IP specification requires that all Class 1 interfaces be provided through the Assembly Object
interface. The Assembly Object interface is used to directly tie Vendor Specific objects to a standard interface,
which the EtherNet/IP controller, or PLC, uses to communicate to the device.

For the IOLM, the Assembly Object corresponds to the PDI and PDO Transfer objects. Each instance of the
Assembly Object corresponds to one or more of the PDI and/or PDO Transfer Object attributes.

The Assembly Object is linked to the Process IO vendor specific object, which provides access to the PDI and
PDO data. The Assembly object defines the interface by which a Class 1 PLC or controller can:

¢ Request the PDI data block from the IOLM.
e Write the PDO data block to the IOLM.

14.12.1.Class Attributes

This table shows the Class Attributes for the Assembly Object for a Class 1 interface.

Attli%)ute Name Data Type| Data Value(s) Aﬁ:ﬁ:s
1 Revision UINT 1 Get

12 (4-Port Models
2 Max Instance UINT Get

24 (8-Port Models)

5 . - UINT 12 (4-Port Models Get
m Instan
u stances 24 (8-Port Models) ©

14.12.2.Instance Definitions (4-Port Models)

This table shows the Instance Definitions for the Assembly Object for a Class 1 interface for the 4-port
models.

Assembly
Instance Description Data Type Data Values | Access Rule

Number

BYTE Array

101 PDI data blocks from Ports 1 to 4. Valid d leneth 0-255 Get
alid read lengths: - e

PDO data blocks from ports 1-4 1.988 &

BYTE Array
102 PDI data blocks from Ports 2 to 4. Valid read lensths: | 0-255 Get
PDO data blocks from Ports 1-4 | 1° 1 *4CMER 1 )

BYTE Array
PDI data blocks from Ports 3 to 4. .
103 Valid read lengths: |0-255 Get
PDO data blocks from Ports 1-4 1.916

BYTE Array
104 PDI data blocks from Port 4. Valid read Lensthe: | 0955 ot
PDO data blocks from Ports 1-4 1 al;O read lengths: . e
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| Assembly Object (For Class 1 Interface) | Instance Definitions (8-Port Models) | Attribute 2-ISDU Read/Write Request
(Non-blocking only) |

Assembly

Instance Description Data Type Data Values | Access Rule

Number
BYTE Array

105 PDO data blocks from Ports 1-4 | Valid read lengths: |0-255 Get
0-144
BYTE Array

106 PDO data blocks from Ports 2-4 | Valid read lengths: |0-255 Get
0-108
BYTE Array

107 PDO data blocks from Ports 3-4 | Valid read lengths: |0-255 Get
0-72
BYTE Array

108 PDO data blocks from Port 4 Valid read lengths: |0-255 Get
0-36
BYTE Array

109 PDO data blocks to Ports 1-4 Valid read lengths: |0-255 Set
0-144
BYTE Array

110 PDO data blocks to Ports 2-4 Valid read lengths: |0-255 Set
0-108
BYTE Array

111 PDO data blocks to Ports 3-4 Valid read lengths: |0-255 Set
0-72
BYTE Array

112 PDO data blocks to Port 4 Valid read lengths: |0-255 Set
0-36

14.12.3.Instance Definitions (8-Port Models)

This table shows the Instance Definitions for the Assembly Object for a Class 1 interface for the 8-port
models.

Assembly
Instance Description Data Type Data Values | Access Rule
Number

PDI data blocks fi BYTE Anay
101 I 1 s from Ports 1 to 8. i 1
Ir ] a dI d 1. ”I . “-255

BYTE Array
PDI data blocks from Ports 2 to 8. .
102 Valid read lengths: |0-255 Get
PDO data blocks from Ports 1-8 1.540
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| Assembly Object (For Class 1 Interface) | Instance Definitions (8-Port Models) | Attribute 2-ISDU Read/Write Request

(Non-blocking only) |

Assembly
Instance Description Data Type Data Values | Access Rule
Number
BYTE Array
PDI data blocks from Ports 3 to 8. .
103 Valid read lengths: |0-255 Get
PDO data blocks from Ports 1-8
1-504
BYTE Array
PDI data blocks from Port 4-8. )
104 Valid read lengths: |0-255 Get
PDO data blocks from Ports 1-8
1-468
BYTE A
105 PDI data blocks from Ports 5-8 Valid rzaf’ th 0-255 Get
r n : -
PDO data blocks from Ports 1-8 andread lengihs ¢
0-432
BYTE Array
PDI data blocks from Ports 6 to 8. .
106 Valid read lengths: |0-255 Get
PDO data blocks from Ports 1-8
0-396
BYTE Array
PDI data blocks from Ports 7 to 8. )
107 Valid read lengths: |0-255 Get
PDO data blocks from Ports 1-8
0-360
BYTE A
108 PDI data blocks from Port 8. Valid rzlaly ths: | 0-255 Get
PDO data blocks from Ports 1-8 andreac iengihs: o ¢
0-324
BYTE Array
109 PDO data blocks from Ports 1-8 | Valid read lengths: |0-255 Get
0-288
BYTE Array
110 PDO data blocks from Ports 2-8 | Valid read lengths: |0-255 Get
0-252
BYTE Array
111 PDO data blocks from Ports 3-8 | Valid read lengths: |0-255 Get
0-216
BYTE Array
112 PDO data blocks from Port 4-8 Valid read lengths: |0-255 Get
0-180
BYTE Array
113 PDO data blocks from Ports 5-8 | Valid read lengths: |0-255 Get
0-144
BYTE Array
114 PDO data blocks from Ports 6-8 |Valid read lengths: |0-255 Get
0-108
BYTE Array
115 PDO data blocks from Ports 7-8 | Valid read lengths: |0-255 Get
0-72
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Assembly Object (For Class 1 Interface) | Instance Attributes | Attribute 2-ISDU Read/Write Request (Non-blocking only)

Assembly
Instance Description Data Type Data Values | Access Rule
Number

BYTE Array
116 PDO data blocks from Port 8 Valid read lengths: |0-255 Get
0-36

BYTE Array
117 PDO data blocks to Ports 1-8 Valid read lengths: |0-255 Set
0-288

BYTE Array
118 PDO data blocks to Ports 2-8 Valid read lengths: |0-255 Set
0-252

BYTE Array
119 PDO data blocks to Ports 3-8 Valid read lengths: |0-255 Set
0-216

BYTE Array
120 PDO data blocks to Ports 4-8 Valid read lengths: |0-255 Set
0-180

BYTE Array
121 PDO data blocks to Ports 5-8 Valid read lengths: |0-255 Set
0-144

BYTE Array
122 PDO data blocks to Ports 6-8 Valid read lengths: |0-255 Set
0-108

BYTE Array
123 PDO data blocks to Ports 7-8 Valid read lengths: |0-255 Set
0-72

BYTE Array
124 PDO data blocks to Port 8 Valid read lengths: |0-255 Set
0-36

14.12.4.Instance Attributes

This table shows the Instance Attributes for the Assembly Object for a Class 1 interface.

Attribute ID Name Data Type Data Value(s) Access Rule

3 Data Array of BYTE |0-255 Get/Set
Maximum number of

4 Data Length | UINT bytes in attribute 3 Get
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| Assembly Object (For Class 1 Interface) | Common Services | Attribute 2-ISDU Read/Write Request (Non-blocking only) |

14.12.5.Common Services

This table shows the Common Services for the Assembly Object for a Class 1 interface.

Service Code |Implemented in Class | Implemented in Instance Service Name
01 hex Yes No Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
02 hex No No Set_Attribute All

14.12.6.Instance Attribute Definitions: Attribute 3-Request/Write Data

Dependent on the instance number, this is either the PDI data block and/or the PDO data block.

14.12.7.Instance Attribute Definitions: Attribute 4-Data Length

This is the maximum data length for each Assembly instance.

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B

Chapter 14. EtherNet/IP CIP Object Definitions

-195



]!)Assembly Object (For Class 1 Interface) | Overview of Assembly Interface | Attribute 2-ISDU Read/Write Request (Non-
locking only)

14.12.8.0verview of Assembly Interface

The Assembly interface is designed to:

e Provide access to all Input and Output assemblies.

e Maximize flexibility for the PLC programmer.

¢ Minimize required PLC and I0-Link communication bandwidth.
¢ Be as easy to use as possible.

The following diagram illustrates the Assembly instances for a four port IOLM. There is one Assembly input
and output instance assigned to each I0-Link port.

10-Link
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@; Device 1
—
@ Device 2
e

@ Device 3
>

Device 4
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Input Process Data
Part 1
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EtherNet/IP
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Assembly Input Process Data
‘ - Port 2

Input Process Data
Port 3

A

A

Input Process Data
Port 4

A

Output Process Data

Port 1
Output
Asse:'lbly Qutput Process Data
Port 2

Y

Output Process Data
Port 3

Output Process Data
Port 4

4-Port 10-Link Master
Assembly Instances

196 - Chapter 14. EtherNet/IP CIP Object Definitions IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B



| Assembly Object (For Class 1 Interface) | Overview of Assembly Interface | Attribute 2-ISDU Read/Write Request (Non-
blocking only) |
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| Assembly Object (For Class 1 Interface) | Grouping of Assembly Instances | In order to minimize the number of required
1/0 connections, the input and output assembly instances are organized as follows. The Input Assembly instances are
grouped into one continuous array with no gaps between the instances. The same is also true for Output Assembly

14.12.9.Grouping of Assembly Instances

14.12.9.1. In order to minimize the number of required I/O connections, the input and output assembly
instances are organized as follows. The Input Assembly instances are grouped into one continuous array with
no gaps between the instances. The same is also true for Output Assembly Instances.4-Port Models

Assembly Controller Access

Controller Controller Controller Controller
Assembly Port 1 Access Port 2 Access Port 3 Access Port 4 Access
Instance
Number Read Write Read Write Read Write Read Write
(Input) | (Output) | Input) | (Output) | Input) | (Output) | Input) | (Output)

101
(Port 1)
Read 102
(Input) | (Port 2)
Process
Data 103
Input (Port 3)
104
(Port 4)
105
(Port 1)
Read 106
(Input) | (Port 2)
Process
Data 107
Output | (Port 3)
108
(Port 4)
109
(Port 1)
Write

110
(0“}1"“ (Port 2)

Process
Data 111

Output (Port 3)
112
(Port 4)
Where:

e All accessible data can be read (input) and written (output) from one I/O connection.
¢ Controller Read (Input) access:

- One or more input instances may be read with one I/O connection. (i.e. If addressing the instance 101,
all input instances for both PDI and PDO data, 101 to 108 (for 4-port models), may be read in one
connection.)

- The length of the Read (Input) connection can range from 1 to the total length for all input instances.
- Multiple controllers can read access to the Input Assembly instances at one time.
¢ Controller Write (Output) access:
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| Assembly Object (For Class 1 Interface) | Grouping of Assembly Instances | 8-Port Models |

- Only output instances may be written.

- One or more output instances may be written to with one connection.

- The length of the Write (Output) connection must be equal to the total length of the output
instance(s).

- Only one controller may have write access to an output instance.

Note: In order to receive all PDI and PDO data in one Class 1 connection, it may be necessary to decrease the
size of one or more PDI and/or PDO blocks via the embedded EtherNet/IP configuration web page.

14.12.9.2. 8-Port Models

Assembly Controller Access

Assembly
Instance
Number

Controller
Port 1 Access

Controller
Port 2 Access

Controller
Port 3 Access

Controller
Port 8 Access

Read Write
(Input) | (Output)

Read Write
(Input) | (Output)

Read Write
(Input) | (Output)

Read Write
(Input) | (Output)

Read
(Input)
Process

Data

Input

101
(Port 1)

102
(Port 2)

103
(Port 3)

104
(Port 4)

105
(Port 5)

106
(Port 6)

107
(Port 7)

108
(Port 8)
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| Assembly Object (For Class 1 Interface) | Grouping of Assembly Instances | 8-Port Models |

Assembly Controller Access

Controller Controller Controller Controller
Assembly Port 1 Access Port 2 Access Port 3 Access Port 8 Access
Instance
Number Read Write Read Write Read Write Read Write
(Input) | (Output) | (Input) | (Output) | (Input) | (Output) | (Input) | (Output)

109
(Port 1)

110
(Port 2)

111
(Port 3)

Read 112
(Input) (Port 4)
Process

Data 113
Output (Port 5)

114
(Port 6)

115
(Port 7)

116
(Port 8)

117
(Port 1)

118
(Port 2)

119
(Port 3)

Write
(Output) 120
Process (Port 4)

Data

Output 121
(Port 5)

122
(Port 6)

123
(Port 7)

124
(Port 8)

Where:
e All accessible data can be read (input) and written (output) from one I/O connection.
¢ Controller Read (Input) access:

- One or more input instances may be read with one I/O connection. (i.e. If addressing the instance 101,
all input instances for both PDI and PDO data, 101 to 116 (for 8-port models), may be read in one
connection.)
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| Assembly Object (For Class 1 Interface) | Grouping of Assembly Instances | 8-Port Models |

- The length of the Read (Input) connection can range from 1 to the total length for all input instances.
- Multiple controllers can read access to the Input Assembly instances at one time.
¢ Controller Write (Output) access:
- Only output instances may be written.
- One or more output instances may be written to with one connection.

- The length of the Write (Output) connection must be equal to the total length of the output
instance(s).

- Only one controller may have write access to an output instance.

Note: In order to receive all PDI and PDO data in one Class 1 connection, it may be necessary to decrease the
size of one or more PDI and/or PDO blocks via the embedded EtherNet/IP configuration web page.
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Chapter 15. ControlLogix Family - Example PLC
Programs

The example RSLogix 5000 PLC program is intended to provide basic working functionality:

e Through a Class 1 connection, provide a PDI data block with the IO-Link port status, auxiliary bit status
and the PDI data.

¢ Through explicit messages, provide the ability to send both read and write ISDU requests to the IO-Link
devices and receive the responses.

¢ Through explicit messages, provide the Device Information block.

Perform the following steps to run the example PL.C program on your ControlLogix family PLC.
Import the PLC program into RSLogix 5000 on Page 203

Configure the Controller on Page 203

Add the EtherNet/IP Module Interface on Page 205

Configure the Ethernet Module on Page 207

Example PLC Program Operation on Page 212

User Defined Data Structures on Page 215

IS o

15.1. Import the PLC program into RSLogix 5000

Both the standard .ACD file and library file have been provided. If your version of RSLogix 5000 will not open
the .ACD file, then you will need to import the .L5K file.

15.2. Configure the Controller

The following are the controller settings used by Comtrol to create the example PLC program.
Note: You may need to change the controller settings to match those of your PLC.

1. Open the RSLogix 5000 Properties page, click the General tab, enter the name, and click the Change
Controller button.

= Controller Properties - ComtrolClx

MinorFauts | Date/Time | Advanced | SFCEwecubon | Fle | Memay |
Geneidl | SedslPat | SystemProtocel | UserProtocol | MaiorFauls |
Wendor AlenrBradiey
Type: 17561 Conliol oga5550 Controber
Revision 1324
HNarme ControlCi
Description:
Chassis Type:  [1756A7  7-Slot ConirolLogix Chassis =
Siok 0 =

oK Cancel Help
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| Configure the Controller |

2. Select the controller type and click OK

Change Controller

AN

i~ From
Type:
Revision: 13.24

Changing the controller type will change, delete, and/or
invalidate the controller properties and other project data
that iz not walid for the new contraller type.

17561

ControlLogi=5550 Controller

= To
Type:

Revision: |13 =

3. Set the System Overhead Time Slice to 50% and click OK

¥z Controller Properties - ComtrolClx

General ] Serial Port ] System Protocal ] User Protocol ] M ajor Faulks ]
Minor Faulks ] Drate/Time Advanced SFC Execution ] File 1 Memary ]
Controller Faulk Handler
Power-Lp Handler: l<n0ne> Lj
Systern Overhead (U
Time Slice: Ll 2
Security: 1 _J
QK | Cancel Help
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| Add the EtherNet/IP Module Interface | |

15.3. Add the EtherNet/IP M

odule Interface

If the controller has been changed or if the Ethernet module is different, you will need to add the EtherNet/IP

module to the PLC program.

You can use this procedure to add the Ethernet module for your PLC in the corresponding slot.

1. Click IO Configuration and select New M

odule.

gix 5000 - ComtrolClx in proto1_iolink_pdi_spdus_inf]

File Edit Wiew

Search Logic Communications Tools Window Help

Offline

Mo Forces

Mo Edits

2 Contral
2 Tasks
55 Motion

23 Trends

L st

-3 Ungrouped Axes

55 Data Types
[ User-Defined

L Predefined

ler ComtrolCl:

Groups

ings

2. Select the Ethernet Module Type and click OK.

Select Module Type

Type: II?SG-ENEUA

Type Description |
1756-DNB 1756 DeviceMet Scanner A~
11756-ENBF /8, 1756 10/100 Mbps Ethemet Bridge. Fiber Media
1756 10/100 Mbps Ethemet Bridge, Twisted-Pair Media
. 1756 Ethemnet Communication Interface
[1756-ENET/B 1756 Ethemet Bridge
1756-EWEB/A 1756 10/100 Mbps Ethemet Bridge w/Enhanced \Web Services
1756-HSC 1756 High Speed Counter
1756-HYDO2 2 Aoaz Hydraubc Servo
17561416 16 Paint 79V-132V AC Input
175614161 16 Point 79132V AC Isolated Input
1756-148D 8 Point 73132V AC Diagnostic Input
17561816 16 Paint 10V-31.2v DC Input
1756-B16D 16 Point 10V-30% DC Diagnostic Input
1756-B161 16 Paint 10v-30% DC Isolated Input, Sink/Source v
Show
Vendor. |4l >| W Other ¥ Specialyl/d  Select Al
W Anslog W Digitsl # Communication ¥ Motion [ Contraller Clear All |
ok | cacel | Hep |
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| Add the EtherNet/IP Module Interface | |

3. Right-click the Ethernet Module and select Properties.

RSLogix 5000 - ComtrolClx in proto1_iolink_pdi_spd

File Edit WYiew Search Logic Communications Tools Window

Offline f. I RUN

Mo Forces b, FDK
| BAT

No Edits = i

[#-[3 Controller ComtralCl:
13 Tasks
5] Mation Groups
-3 Ungrouped Axes
23 Trends
£ Data Types

-5 User-Defined
Eﬂ, Strings
- Predefined
-5 Module-Defined
5 1/ Configuration
=0 B3] 1756-ENET/A EnetEridae

M Module Properties - Local:3 (1756-ENBT/A 1.1)

General | Connection | RSMefwon: | Module Info | Pont Configuration | Post Disgnastics | Backplane |

Type: 1796-ENBT/A 1756 10/100 Mbps Ethemet Bridge, Twisted-Par Media

WVendor: AllenBradiey

Parent Local

Nae: ]EmlBridoe Addiess / Host Name:

Dassaicrt & |P Address: 10 o 0 .16
" Host Name:

Skt F =
Revison [ [T =]  ElectioricKeyng [Compatble Modue

Status: Dffine ok | Caed | b | Hep
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| Configure the Ethernet Module | |

15.4. Configure the Ethernet Module

You can use these procedure as a guideline to configure the Ethernet module.
1. Right-click the Ethernet interface module and select New Module.

SLogix 5000 - ComtrolClx in proto1_iolink_pdi_spd

File Edit WYiew Search Logic Communications Tools Window

= | =
Offline
Mo Forces b,
No Edits =

5] Mation Groups

L -3 Ungrouped Axes

- [13 Trends

Data Types

[ User-Defined

Eﬂ, Strings

L Predefined

g Module-Defined

[=-£5] 1/ Configuration

=81 B (=] 1 756 -ENET/A EnetBridge

2. Select ETHERNET-MODULE Generic Ethernet Module and then click OK.

Select Module Type Iz|
Tope: [ETHERNETMODULE
Type Desciiption |
1788 EWEB/A 1788 10/100 Mbps Etheret Bridge w/Enhanced \Web Services ~
1794-AENF /A 1794 107100 Mbps Ethernet Adapler, Fiber Media
1794-AENT /4 1734 107100 Mbps Ethernet Adapter, Twisted-Pair Media
DriveloginS730 Ethetnet .. 10/100 Mbps Ethemet Part on Drivelogik5730
Etheiet/IP SoitLogix5800 Etheet/ P
ETHERNET-MODULE  Genenc Ethemet Module
ETHERMET-PANELVIEW EthemetAP Panelview
PowesFlex 700 Vector-21 ... PowerFlex 700 Vector Drive [208/240V] via 20-COMM-E
FPoweiFlex 700 Vector-4l .. PowerFlex 700 Vector Drive [400/480) via 20-COMM-E
PoweiFlex 700 Vector-81 ... PowerFlex 700 Vector Drive [B00V) via 20-COMM-E
PoweiFlex 700-200v-E  PowerFlex 700 Drive (202/240V) via 20-COMM-E
PoweiFlex 700-400v-E  PowerFlex 700 Drive (400/480V) via 20-COMM-E
PowerFlex 700-600v-E  PowesFlex 700 Diive (B00V) via 20-COMM-E
PowerFlex 7005-200vE  PowesFlex 7005 Drive (208/240V) via 20-COMM-E v
Show
Vendor: [l | ¥ Other W Specialy /0 SelectAl

IV Analog W Digital

W Communication [ Motion ¥ Controller Clear &1

[ ok ] cancel | Hen |
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| Configure the Ethernet Module | |

3. Enter the following parameters on the
Module Properties pane.

Module Properties - EnetBridge (ETHERMET-MODULE 1.1)

a. Enter IOLinkMstr for the module Tope: ETHERNETMODLILE Generic Ethemet Module
Name. Yendor: Allen-Bradley
b. If deSiI‘ed, enter a Description for the :::: ﬁ;i::::i: Connection Parameters
Agzzembl
mOdlﬂe. . Description: 10 cannection ta 10-Link. Instance}r:l B
c. Select INPUT Data - INT (16-bit) for the Master Input: m [z = iy
Comm Format. Output: EZI T
d. Ent(;ierlthe IP Address of the IOLM E;n;rg{;;;Ta;iLTiu; j:ta-INT BN B o ew
moduie. & IPAddess: | 10 0 . 0 98 tatus Irp =i
e. Enter the Connection Parameters: . —
Host Mame: tatis Loty
¢ Enter 101 for the Input - Assembly _
Instance. [Foho |
Cancel Mext » Finizh »» Help
e Enter 72 for the Input-Size (input ‘ | |
data length in 16-bit words).
e Enter 254 for the Output - Assembly Instance.
¢ Ifnot already set to zero, enter 0 for the Output-Size (output data length).
¢ Set the Configuration - Assembly Instance to 254.
¢ Set the Configuration-Size to 0. (There are no configuration parameters).
f.  Click Next.
Note: Your version of RSLogix 5000 may only allow one Class 1 connection to a specific EtherNet/IP
device.
4. Enter the Requested Packet Interval.
a. Enter the interval value that best suits Module Properties - EnetBridge (ETHERMET-MODULE 1.1)
your system. For the example
pr{)g‘rar{li itli(? recommended to set the Requested Packet Interval (BRI | 100—dms (1.0~ 32000 ms)
Interval to 10 ms. [ Inhibit Moduls
b. Chck OK I Major Fault On Controller If Connection Fails While in Bun Mode

Module Fault

Cancel < Back

Nest> | [ Finsh» |

Help
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| Configure the Ethernet Module | |

5. Review the Module Information pane.

B Module Properties Report: EnetBridge (ETHERMET-MODULE 1.1)

General | Connectio

Identification Status

Wendor: Major Fault: Mone

Product Type: Minor Fault: Mone

Product Code: [9570] Unknown Internal State: [16#0074] unknown

Revigion: 08 Configured: es

Serial Mumber: O000FFFC Owned: Mo

Product Mame: 10-Link 4 Port Master Maodule [dentity: Mizmatch

[ Refresh ] [BesetModuIe]

Status: Running [ OK ] [ Cancel ] Apply

Note: This pane is not updated until the program is downloaded to the PLC and both PLC and IOLM are
running.

6. Under Controller Tags, observe the input tags created for the module. The example PLC program requires
the IOLinkMstr.I (input data tag). The IOLinkMstr.C (configuration tag) is unused and can be ignored.

+ I0LinkMsirC i (i ABETHERNET_... |
+ 10LinkMsr| (o) {oai) ABETHERMET_..
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| Configure the Ethernet Module | |

7. Under MainProgram, configure the Communication Path for all messages in all four ProcessIoLinkPortN

subroutines.
Magdctivel  Pri1_Operational  Pri1_SendBlkaSpduReq Pri1 _SendBlk uReq  Pril_BlkgSpduRegdctive  Msghctivel  Pril_SendBlkgSpduReghsg EM_CC
3 ;s 3 = i o T Al 7L {L 2 ] 1 e -
=i i E |
le _SendBkgSpduRechsg ER i
i) Type - CIP Generic —EN—
Mezsage Cortrol Pri1 _SendBlkgSpduReghdsg | ... | —DM—
% —ER—
Send Mon-Blocking SPDU Recuest - The 10-Link master will return immedistely. The SPDU responze must be requested until a valid pass or faill respon e is received.
Enabling the Pritl_SendMonBlkgSpduReq control flag will instruct the PLC to send & Non-Blocking SPDU Reguest that may contain one or more SPDU commands.
The MSG instruction can be changed to send an SPDU request with any valid sequence of SPOU commands.
It iz wery important that the SPDU response tag is of the same format as the SPOU reguest tag.
Magdctivel  Pri1_Operational  Pril_SendiMonBlkSpduRedy Pri1 _SendionBlkSpduRey  Pri1_MonBlkSpduRegbctive  Msglctive!
4 1 3 = JE JE il L L >—|
=[el Sl ol
me _SendMonBlkSpduRegh=g EM_CC  Pri1_SendNonBlkSpduReghsg ER i
i) i) Type - CIP Generic —EN—
Mezsage Control Pri1 _SendronBlkSpduReghsg | .. | —DK—
% —ER—
This rung iz used to request a non-blocking response.
Magactivel  Pri1_Operational  Pril _GetMonBlkSpduResp Pri1 _GetMonBlkSpduResp  Pri1_GethonBlkSpduResplctive  Msgactive!
5 - 3 = J F J F i) L L >—|
=i i il
me _GethonBlkSpduResphag EN_CC Pri1_GetMonBlkSpduRespMsg ER Pril_GetNonBIkSpduResphsg DN
il il il i
l il
— Type - CIP Generic —EN—
Mezsage Control Pri1 _GetMonBlkSpduResphag | .. | —Dh—
> —ER—
This rung retrieves the port information object. | is called whenever a port first hecomes operational.
The parameters are used to index into the 10 data for the start of the POl and PDO blocks.
Magactivel  Pri1_GetPortinfo Pri1_GetPortinfo Pl _GetPortinfolctive  Msglictive! Pl _GetinfoMsg EN_CC Pri _GetinfoMsg ER
g 2 1 E il L L il il |
l 1l
— Type - CIP Genetic —EM—
Mezsage Cortrol Pri1 _Getinfosgy | ... | —DM—
% —ER—
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| Configure the Ethernet Module |

8. Enter IOLinkMstr for the Path for all MSG instructions in all four subroutines.
X

Message Configuration - Prt1_SendBlkagSpduReqgMsg

Configuration Eommunication] Tag ]

Path: |IDLinkMstr Browse. .

10Linkbdste

ol

[~ Connected ¥ Cache Conmections &
D Enable &) Enable Waiting ) Start 3 Done Done Length: 0
& Error Cade: Extended Error Code: [ Timed Out®
Error Path:
Error Test:
QK | Cancel Help

9. Save the RSLogix5000 program.

10. Download to the PLC.

11. Start the PLC.

12. Click MainRoutine and review the RSLogix 5000 screen.

RSLogix 5000 - ComtrolClx in iolinkClxExampleClass1_INT.ACD [1756-11] - [MainProgram - MainRoutine]

Ef File Edt Yiew Search Logc Commumications Tools Window Help

| B|=(H| G| #[8[0] o [eromsie -] Si5R| [F FE @la

Dffline . FRUN P— Pty [AB_ETHIP-1410.0.0 16\Backplane\0™ | §5|
NoFoes b, F oK -
BAT
Nk 3w A B[] ] < p[ ] ] 5
fI | 4| |\Favorites {BT £ Tmericourter X InputiOutplt A Compars A Computetdsth A Movedogoal & Flemiisc. £ risisnil f{ Sequencer
#3] Controller ComtrolChx ~ =
Controller Tags
i aurler preset cortrals the process fim imerval. You can change the Preset setting 1o your desired speed inms.
(3 controller Faul: Handler courh Gt il CE L S desled sheed
(23 Power-Up Handler ———
£ Tasis 0 T Timer On Delay BN Da=—
5 MainTask Timer  CycleTimer | —(D—
= Preset 100 ¢
= 58 MainProgram AR, 04
Program Tags
% MainRoutine
ProcessloLinkPort1
ProcessloLinkPork2 This rung manitors the connection t the 10-Link Mastar
FrocessloLinkPort3 Run D cau (OLinkMstr_Online
ProcessloLinkPork4 1 = = Get System Yalue ——— Bitwise AND Equal
(3 Unscheduled Programs Class Name Module Source & I0LinkMstr_Status Source & (OLinkMstr_Stetus
45 Motion Groups Instance Nams  IOLinkMstr 0 0
(33 Ungrouped Axes Sdtribute Name EntryStatus Source B 16384 Source B 16384
23 Trends Dest  IOLinkMstr_Status
£ Data — 0% Dest I0LinkMstr_Status
i £, User-Dafined o NE (CLinkMstr_Oriine
= L, strings hlet Equal
= m Predsfined Source & |0LinkMstr_Status
1 E, Module Defined - .
45 IO Configuration w
< ¥
Type Ladder Diagram (Main)
Description
Run  CycleTimer DN R
2 E Jump To Subroutine
Routine Mame  ProcessioLinkPortt
Run  CycleTimer DN ’—‘JSR
3 E Jump To Subroutine
Routine Name  ProcessioLinkPort2
Run  CycleTimer.DN ——
4 E Jump To Subrouine
Routine Mame ProcessloLinkPort3
Run  CycleTimer.DN Sy
5 E Jump To Subroutine
Routing Name ProcessioLinkPortd
¢ s || rmnen
= |\ Processiolink.. £ Processiolin.. 4 Processiolin.. 4 Processiolin.. hMainRoutine /4| |
Ready Rung 0 of & aPp |
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| Example PLC Program Operation | |

15.5. Example PLC Program Operation

The example PLC Program has been designed to operate with the default IOLM settings. It provides only
Input Process data, but can be modified to also transmit PDO data to the IOLM. The PLC program performs

the following tasks:

1. The MainProgram calls each of the four ProcessIoLinkPortN subroutines once every 100 ms. The frequency
of these calls can be adjusted by changing the CycleTimer Preset value on rung 0.

2. Each ProcessloLinkPortN subroutine is designed to handle all status and

communication between the EtherNet/IP controller and one port on the ——TON : _
———— Timer On Delay [N =
IOLM Timer CycleTimer  —Dr—
———{ Preset 100 ¢
Acoum 0+
a. RungO:
Thiz rung monitors connectivity to the 10-Link master.
IoLinkMstr_Online  Pri1_LastiOLink_Online Pri1_LastloLink_Cnline  Pri1_GetPaortinfo

EIR—|
0 Subroutine JE 3 E L L ‘

IOLinkMstr_Online  Pri1_LastlOLink_Online  Prid_LastiOLink_Online Pl _ShutdownPort
il L

3/ e
=i ey 3

This rung monitors the interface to the I0-Link. It sets the flags that control a port initialization or

shutdown.
b. Rung 1:
This rung monitors the I0-Link port status_ t determines it a devics is operational and whether or not the PDI data is valid
Detault POl Data Defautt PDI Data
Structure - 16 bit Structure - 16 bit
format formet
IOLinkMstr_Online  Pri1_Portinfo®/alid OP- OP-
JF JF Copy File ———1 copy File
Source |OLinkMstr:l Deta[Prit _Portinfo InputRxPdiofizet] Source  IOLinkhtstr:| Datal0]
Dest Pri1_RxPoiData Dest Prt1_RxPdiData
Length Pri1_Partinfo. PdiBlockLength Length 36
L DIl HEQ- O
'— Divide: [——1 Mot Equal Mowe G
Source A Pril_RxPdiData statusAuxBits Source & Pri1_CommStatus Source  Pri1_CommStatus
1620000 « 0& 0+
Source B 256 Source B Pri1_LastCommStatus Dest Pri1_LastCommStatus
oe 0«
Dest Pri1_C
0«
L Pri1_Cperational Pri1_Operational  Prtl_GetPortina
JE Mask Equal 4L <L
Source Pri_CommStatus
0
Mask 2
Compare 2
Prt1_Cperationsl ME: Prt1_ShutdownPart
JE Mask Equal 1
Source  Pri1_CommStatus
o€
Mask 2
Compare 0
Prt1_Pditalid MEQ: Pri1 _Pdivalict
|/ = Mask Ecual 1 —
Source Prt!_CommStatus
04
Mask 4
Compare 4
Prt1_Pdivalid Q. Prt1 _Pdivalict
Mask Equal
Source Prit_CommStatus
0+
Mazk 4
Compare 0

e Using the parameters received in the PortInfo tag, automatically indexes into the input data block.
¢ Copies the PDI data block into the PrtN_RxPdiData tag.
¢ Monitors the I0-Link port status.
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- When the device status transitions to active (2): The PrtN_Operational tag is enabled (latched).
This enables explicit message communication to the IOLM on Rungs 3-6.

- When the device status transitions to inactive (0) or initializing (1): The PrtN_Shutdown flag is
enabled (latched) which causes a full shutdown of the port.

c. Rung2:

This rung performs port shutdown

Prit_ShutcownPort Pri1_ShutdowwnPort  Prit_Operational  Pri1_Pdivialid  Prit_NonBIkSpoduRegactive  Pri1_GetMonBlkSpduResp Pl _GethlonBkSpoduRespActive
] E U i) U U U U

l{Pm?SendB\kgSpduReq Pri1_BlkgSpoduRegactive  Pril_GetPortinfo Pril_Operational  Prit_SendMonBlkSpduReq  Prit_Portinfovialid  MsgActivel
U i) U U U i) <

L £
— Clear —

Dest Pri1_LastCommStatus

0«
This rung clears all flags necessary to cleanly shut down a port.
d. Rung 3:
Send Blocking SPOU Recuest - The 10-Link master will not return urtil the SPOU command(s) have completed.
Enabling the PrN_SendBIkaSpduRed cortrol flag will instruct the PLC to send & Blocking SPDU Request that may cortain one or more SPOU commands:
The MSG instruction can be changed to send a reguest with sny valid sequence of SPDU commands
It i= wery important that the SPDU response tag is of the same format a5 the SPOU request tag.
MsgActivel Pri1_Operational  Pri1_SendBkoSpouRes Pri1_SendBkgSpouRey  Pri1_BlkgSpoduRegActive  MsgActivel Pri1_SendBkaSpouRecMsg EN_CC
3 3/ E I e ) s L Al
Es 55 3% ]
\LPm _SendBlkySpduReghs o ER hl:

i) Type - CIP Generic N —

Message Control Pri1_SendBlkgSpouRecgMsn —pr—

—ER—

When the PrtN_SendBIKISDUReq tag is enabled, this rung sends an explicit message to the IOLM. This
message starts a blocking ISDU process where the IOLM will not return a MSG response until all
ISDU commands have been processed.

e. Rung4-5:

Send Mon-Blocking SPOU Request - The I0-Link master will return immedistely. The SPDU response must be requested until a valid pass or fail respon e is received
Enabling the PriM_SendhonBlkgSpduRed cortrol flag will instruct the PLC to send & Non-Blocking SPDU Reguest that may contain one or more SPDU commancs
The MSG instruction can be changed to send an SPOU reguest with any valid seguence of SPDU commancs:
Itis very important that the SPOU response tag is of the same formst as the SPDU reguest tag

Msgdctivel  Pril _Operstional  Pri1_SendMonBlkSpduReq Prt1 _SendMonBlkSpduRey  Pri1_MonBlkSpoduRegictive  MsgActive!  Pril _SendionBlkSpduReghlsg EM_CC
4 IE 1 1 ) L L |
\I}rﬁ_SendNunElIkSpduRequg.ER i
{1 Type - CIP Generic —EN—
Mezzage Cartrol Prt1_SendMonBlkSpduRedhsg —Dh—
—ER—

This rung is used to request a non-blocking response

Mzgtctivel  Pril_Operational  Pri1_GetNonBlkSpduResp Pri1_GetMonBlkSpduResp Pt _GetNonBlkSpoduRespActive  Maglctivel  Pri1_GethonBlkSpouResphisy EN_CC
5 B 1E 1k U < 8 |
\If‘m_GathnEllkSpduHespMsg ER  Pril _GethonBikSpduResphsg DN Ll
U i) Type - CIP Genetic —EN—
Message Control Pri1_GetMonBlkEpduResphisg F—DM—
—ER—

¢ When the PrtN_SendNonBIKISDUReq tag is enabled, this rung sends an explicit message to the
IOLM.

- This message starts a blocking ISDU process where the IOLM returns a MSG response
immediately after verifying the ISDU request.

- The IOLM then processes all ISDU commands within the request.
- The IO-Link returns In-Process statuses until all ISDU commands have been processed.

¢ When the PrtN_GetNonBIKISDUResp tag is enabled, this rung sends an explicit message to the
IOLM to retrieve the ISDU response.

¢ Run 7 enables (latches) GetNonBIKISDUResp as soon the MSG in Rung 4 has completed
successfully.
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The ISDU response is retrieved until the response received indicates either a success (2) or error
(3 or4).
f. Rung6:

This rung retrieves the port information obisct. f is called whenever a port first hecomes operational.
The parameters are used to index into the 1O data for the start of the POl and PDO blocks

Pri1 _GetPortinfodctive  Msgictivel  Pri1_GetinfoMsg EN_CC Pri1_GetinfoMsgy ER
<L 8 i) ]

Prt1_GetPartinto
U

Magactived  Pri1_GetPortinfo
S

8 — JE
L v
— Type - CIP Generic F—EN—
Mezzage Cartrol Prt1_Getinfobsg | ... | —DM—
Ery—

When the PrtN_GetPortInfo tag is enabled, this rung sends an explicit message to request the 10-

Link port information block.
The PrtN_GetDevInfo tag is enabled in Rung 0 whenever the IOLM connection status transitions

from inactive to active.

g. Rung7:

Wl message b dnish,

FUll_MonEkSpduReqsctoe  Pril_DeMonBlbcpdufesn  Migaclie |
0 o

Frll_SeniNoBISpluReqitig B0

1L
Frll_SeniNoBIlSpuuReqiisg ER

Pril_e INcnBIkZpduRespha. 0N
1L

Pigictie | Prll_MonBIkSpuuRe g c tne
E 1L

Prit_Ge INGnBIkZpduRe b Ache
4

e ]

PrlI_e INenBlhCu duPe snAc o
TE

Sorce & FillMscopuResps Splufien LiespSiaks BykeSonon |

1620 €

Zouce B [

FHll_ZpduRespSiak:

Dest
e
]

| ——e [T ———
et Than or Bl A5eE)
Sounce & Pril_Cudubesnciohe |
oe

ot B 1
—o

Prii_Ge INnBlkSpduRe p Repealpdubeauesl  Pril_Serd NonBlkSpduReq
2 1L

RepealpduReaes i
IE

PrI1_Ge INGREIZpUREsph g ER

Prit_BllgSadubeqsate Repealpdubeauest  Prii_Serd Blkaspdubeq
2 IE

Prll_BllgTpduReasaive Pril_ServBlbgTpdubzaliza 0N
1L 1L

Parland Cormecd
Deuce rEmaton

Pril_Perlivisalld Prll_Ge Porlisctu:
2

s
JF Wol Bqusdl

il R,

o0&

PHlI_Ge IPorliiaciie
1L

Pril_Ge IParliy

o

———————0u Pri_Porlivisialld
sce & Fill_Forlinia Pl BlackLerg Iy
oé&

PrI1_Ge IRt g EF PHI_PotnEislg  PI1I_Ge Porin:

&

This rung monitors the various explicit messages for completion.

Controls the non-blocking ISDU request process by enabling messages to retrieve the ISDU
response until the request has completed.

Sets the various flags when a get port information message has completed.
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15.6. User Defined Data Structures

The example PLC program contains a number of User Defined Data Structures that may be used or modified

as need be.

RSLogix 5000 - ComtrolClx in jolinkClxExampleClass1_INT.AC

File Edit WYiew Search Logic Communications

Tools  Window Help

B |D”|H] @ | | | | ]|Pm_8pduRespstatus

Offline A, T RUM
y_ T OK

I7 BaT
No Edits = i

Mo Forces

=) User-Defined
ToLinkPortInfoStruct
PdoDatasStructEvent_1 6B
PdoDataStructMoEvent_166it
Reql2aByteSpduDatastruct
ReqléByteSpdubatastruck
Reqz32ByteSpduDatastruct
Req3zByteSpdubatastruct
Req4ByteSpdubatastruct
Reqgé4ByteSpdubatastruct
ReqéByteSpdubatastruct
RegMiscSizedSpduCmds
ReqSingleSpdubatastruct
Respl28ByteSpduDatastruct
Respl6ByteSpdubatastruck
Resp232ByteSpdubatastruct
Resp32ByteSpdubatastruct
Resp4ByteSpdubatastruct
Respa4ByteSpdubatastruck
RespSByteSpdubatastruct
RespMaxSpduDatastruct
RespMiscSizedSpduCmds
RxPdiDatastruct_16Bi

EBEEEEEE

SEEEEEEEEEEEEEES

v

Scope: | ComtralCls(contro

- Tag Mame
Prtd_SendBlkgSpduf

The following illustrations show a few of the User Defined Data Structure formats.

Frtd_SendMonBlkSp
HepeatSpduHéquesl
Fun

+ OLinkMstr.C

+ | OLinkMstr|

+ Pritl_Getlnfobzg

+ Pit1_GetNonBlkSpd:
+ F'rt‘I_Misc:SpduF!.eqs
+! Pritl_MizcSpduResp:
+-Pit1_Paortinfo
+-Pitl_RxPdiData
+-Pit1_R«PdoData
+-Prt1_SendBlkgSpduf
+ Pitl_SenddonBlkSp
+ F'rt‘I_SpduF!éqAnaM
+ F'rt‘I_S.pduF!espAnay
+! Pitl_SpduSingleReq
+ Pitl_SpduSingleRes
+-Pit2_Getlnfolzg
+PrtZ_GetMonBlkSpdt
+/-Prt2_MiscSpduFeqs
+ Pit2_MizcSpduResp:
+ F'rt2_.F.'0rtInf0

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B

Chapter 15. ControlLogix Family - Example PLC Programs - 215

| User Defined Data Structures |



| User Defined Data Structures | User Defined Structure Example 1 |

15.6.1. User Defined Structure Example 1

This displays the first example of a User Defined Data Structure.

B pata Type: Resp16ByteSpduDataStruct

Mame: wesp'\ EByteS pduD ataStuct
Description SPDU Respone ~
- fived command =
block. size i

- max 16 byte:
~
[ 111 foeed
Members: Data Type Size: 24 byte(s]

Name | Data Type | Siyle | Description |
| respStatusByteSwap | SINT Hex Bits 0-3; byte swap,0=Mone,1=16-bit,2=32 bit; Bits 4-7: ResponseStatus; Mo response, 1 = Processing, 2 = SUCCESS, 3 = Fall|
| i Type SINT Hex |NOP = 30h, Read = 31h, Write = 32h
| indew INT 'Decimal | 5PDU index; 0-20479 [4FFFh]
| subindex INT [Decimal SPOU sub index; 0-231
| datalength IMNT | Decimal data length in data[] field [1-18]
| dea |SINT[TR] Hex | data array
*

=]

Cancel Help

15.6.2. User Defined Structure Example 2

This the second example of the User Defined Structure.

Resp16ByteSpduDataStruct

Marne: IF\asm EByteS pdulrataStruct

Description: SPDU Respone A
- fived command
black size i
- max 16 bute
v
(A 118 e
Members: Data Type Size: 24 bytels]

Mame Data Tupe Style Description l
|| respStatusByteSwap SINT Hex Eits 0-3; byte swap,0=None,1=16-tit.2=32 bit; Bits 4-7: ResponseStatus; (FMo response, 1 = Processing, 2 = SUCCESS, 3 = FAIL
| idwiTupe [GINT [Hex NOP = 30h, Read = 31h, Wite = 32h
| index INT |Decimal | SPDU index; 0-20473 (4FFFh)
| subindex INT | Decimal SPDU sub index; 0-231
| datalength INT |Decimal | datalength in datal] field [1-16)
| deta |SINTEIE] [Hex data anay
*

=]

Cancel Help
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| User Defined Data Structures | User Defined Structure Example 3 |

15.6.3. User Defined Structure Example 3

This is the third example of a User Defined Structure.

Data Type: RegMiscSizedSpduCmds | .

] S_pd_uF_! eq_2 | F_!qu4Bytx_a_S pdul @t@_Struc_:t
W] Spdufieqs jsasebite paub atastiet
] S_pd_uF_!eq4 -I_:_ieq‘l BB_yteSp_duD_a_taS_tr_uc_:t

| Spued
| SpduReqgt

| F_!eqle_l_,l_teS pd_uD a_h_aS truict
| FeqBByteSpduD ataStuct

|

|

Mame: FeqgMizcSizedS pduCmds
Drescription: A data structure of
miscellaneous sized
SPDU request
commands
e A
Members: Drata Type Size: 188
Mame lData Tvpe | Style l Drescription
[ SpduReql H_:_!eq‘l BBytx_a_SpduD@t@_Struc_:t nn_es_t_ed _‘IB_b__l,_lt_e_fixed_paon_ac_I

nested B4 byte fised payload
nested 32 B_l,'lt'e'fixed'paylo'ad
nested 16 B_l,'lt'e'fixed'paylo'ad
nested 4'b_l,lt'e fixed pé_l,'llo'éc'l
_nééied é'byt'e fixed pé_l,'llo'éc'l

Cancel Help

15.6.4. User Defined Structure Example 4

This is the fourth example of a User Defined Structure.

Data Type: RespMiscSizedSpduCmds .

SpduRieq2
S'pd'uF'! ed?
E S'pd'uF'! ei:]il'
[E2] S'pd'uF'! ei:]5

] S'pd'uF'! ei:]B"

R eshBiBytéS deiD'até'S truict
] e'sp32Byté'S pl':ILiD'at'é'S truict
] e'sp‘l GBytéS pl':ILiD'ata'S truict
] ei:]4B_l',l'teS pd'uD ataStuct
| R ei:]'SB_l',l'teS pd'uD ataStuct

|

I

Mame: FespMizcSizedS pduCmds

Drescription: A data structure of ~
miscellaneous sized
SPDU rezponse
commands
v
sps ;
Members: Drata Type Size: 188
Mame Data Type } Stylel Description
] S_pd_uF_!eq_‘I :I_:_ie_sp‘l BByteSpl_:IuDat_aStrLgct | ngst_ed 1_8 I_J_l,lte _fi:n_:ed pa_l_,lload

| nested 64 b_l',lté fived payload
|nested 32 b_l',lté fised ba_l;lload
|nested 16 b_l',lté fised ba_l;lload
|nested 4 Ey'té'fi':;:ed pa_l;llbad
:'nést'ed g Ey'té'fi':;:ed pa_l;llbad

Cancel Help
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| Example PLC Program Tag Definitions | User Defined Structure Example 4 |

15.7. Example PLC Program Tag Definitions

The following tag definitions apply to the example IOLM PLC program.

| Prt1_Operational Ijec:imal EGDL

| Pitl_Pdald Decimal |BooL

| Pit1_Portinfovalid Decimal BOOL

| Pitl_SendBlkgSpduFieq Decimal BOOL

| Pitl_SendNonBlkSpduFieq Decimal |BooL

+ Prt1_Getinfobdsg MESSAGE

+/ Pitl_GetMonBlkSpduResphdsg MESSAGE
+-Pit1_MiscSpduReqs FegMizcSizedSpd...
+ F'rt‘I_Misc:SpduFi.esps HespMiscSizedSp...

loLinkPortinfoStruct
R=PdiD ataStruct_...
PdoDiataStuctEy...

+-Prit1_Partinfa
+ Pit1_RxPdiData
+/-Pit1_RxPdoData

[EP o Y P P S P P R P P Re e pe g e e A =R =N =W =]

+-Pitl_SendBlkgSpduReghsg MESSAGE
+-Pit1_SendMonBlkSpduR eghsg MESSAGE
+/ Pitl_SpduRegbmraydByte FeqdButeSpdula...
+-Pitl_SpduRespiraydByte FespdByteSpduD. ..
+ F'rt‘l_SpduSingIeF!éqData FieqSingleSpdul)...
+ Prt‘i_SpduSingIeHespData FesphaxSpdulat...
FepeatSpduRequests .Decimal BOOL
Run |Decimal EOOL
Tag Name Value Range Description

Controlled by the subroutine, the port operational
status. The port must be operational before

PrtN_Operational BOOL communication to the IO-Link port is allowed.
(init state = false) e 0 =false
® 1=true
Controlled by the subroutine, the PDI (Input Process
PrtN_PdiValid data block) valid status.
o BOOL
(init state = false) e (0 =false
® 1=true

Controlled by the subroutine, the port information
valid status. The port information must be retrieved

PrtN_PortInfoValid BOOL before the device can become operational.
(init state = false) o (= false
e l1=true

Controlled by the User or some other part of a PLC
program, directs the subroutine whether to send a
PrtN_SendBlkgISDUReq BOOL blocking ISDU request to the IOLM.

(init state = false) e (= false (do not send message)
e 1= true (send message)

Controlled by the User or some other part of a PLC
program, directs the subroutine whether to begin
the non-blocking ISDU request process. If true, the
PrtN_SendNonBIkISDUReq BOOL subroutine sends a non-blocking ISDU request to

(init state = false) the IOLM.
e 0 = false (do not send message)

e 1= true (send message)
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Tag Name

Value Range

Description

Used by the subroutine, the message data used to

MSG get the port information from the IOLM.
PrtN_GetInfoMsg instruction Note: This tag should not be modified by any other
parameters part of the PLC program or through the
RSLogix 5000 user interface.
Used by the subroutine, the message data used to
MSG get the non-blocking ISDU response from the IOLM.
PrtN_GetNonBIkISDURespMsg |instruction Note: This tag should not be modified by any other
parameters part of the PLC program or through the
RSLogix 5000 user interface.
Group of ISDU commands used as the default ISDU
request format for the example PLC program. Can
User defined |be modified by the user or other part of a PLC

PrtN_MiscISDUReqs

data structure

program.

Refer to 15.7.3. PrtN_MiscISDUReqs on Page 222 for
more information.

PrtN_MiscISDUResps

User defined
data structure

Group of ISDU command responses that is returned
by the IOLM after and ISDU request completion.
Must be in same overall format as
PrtN_MiscISDURegs.

Refer to 15.7.4. PrtN_MiscISDUResp on Page 223 for
a complete description.

PrtN_PortInfo

User defined
data structure

Contains common device information parameters
automatically read by the IOLM during
initialization of the I0-Link device interface.

PrtN_RxPdiData

User defined
data structure

This tag contains the latest PDI data block as
received from the Class 1 interface. It is updated
with every ProcessIoLinkPortN subroutine call.

Refer to 15.7.2. PrtN_RxPdiData Definition on Page
221 for more information.

MSG instruction parameters used to send a blocking

MSG ISDU Request message.
PrtN_SendBlkgISDUReqMsg instruction Note: This tag should not be modified by any other
parameters part of the PLC program or through the
RSLogix 5000 user interface.
MSG instruction parameters used to send a non-
MSG blocking ISDU Request message.
PrtN_SendNonBlkISDUReqMsg |instruction Note: This tag should not be modified by any other
parameters part of the PLC program or through the
RSLogix 5000 user interface.
ISDU
PrtN_ISDUReqArray4Byte command An alternative ISDU request format.
parameters
PriN ISDURespArravaBvte }S;)I({nse An alternative ISDU response format. Must be used
- pArrayby pargmeters with PrtN_ISDUReqArray4Byte.
ISDU
PrtN_ISDUSingleReqData command An alternative ISDU request format.
parameters
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Tag Name

Value Range

Description

PrtN_ ISDUSingleRespData

ISDU
response

An alternative ISDU response format. Must be used
with PrtN_ISDUReqArray4Byte.

parameters
If enabled, instructs all subroutines to repeat any
RepeatISDURequests BOOL ISDU requests upon completion. Intended for
testing purposes. May be enabled by end user.
MainProgram only.
Allows the ProcessIoLinkPortN subroutine calls if
Run BOOL enabled (1).

Prevents the ProcessIoLinkPortN subroutine calls if
disabled (0).

15.7.1. PrtN DeviceInformation Definition

The IOLM requests this information from the IO-Link device during the IO-Link device initialization process.
It is then made accessible via explicit messages. The example PLC program automatically requests this
information block when the device status transitions to active.

Parameter Name Data Description
VendorName 64 ASCII |Requested from ISDU data block index 16, contains the
characters |Vendor Name description of the IO-Link device.
VendorText 64 ASCII |Requested from ISDU data block index 17, contains the
characters |Vendor Text description of the IO-Link device.
64 ASCII |Requested from ISDU data block index 18, contains the
ProductName characters |Product Name description of the IO-Link device.
Productld 64 ASCII |Requested from ISDU data block index 19, contains the
characters |Product ID description of the IO-Link device.
ProductText 64 ASCII |Requested from ISDU data block index 20, contains the
characters |Product Text description of the IO-Link device.
SerialNum 16 ASCII | Requested from ISDU data block index 21, contains the
characters |Vendor Specific Serial Number of the IO-Link device.
HardwareRev 64 ASCII |Requested from ISDU data block index 22, contains the
characters |Hardware Revision of the IO-Link device.
FirmwareR 64 ASCII |Requested from ISDU data block index 23, contains the
rmwareiev characters |Firmware Revision of the IO-Link device.
DevicePdiLength INT %girzligl?i/oof ‘[7‘?11111(3 Ili’llgée(%'ata from IO-Link device or port (if
. Length of valid PDO data that can accepted by the I0-
DevicePdoLength INT Link device or port (if not in I/O Link mode).
. The configured PDI data block length. This includes the
PdiBlockLength INT header bytes and any PDI data.
The configured PDO data block length. This includes the
PdoBlockLength INT header bytes and any PDO data.
Provides the index into the Class 1 I/O input data
received from the IOLM. The index corresponds to the
InputRxPdiOffset INT configured PDI data format of the port on the IOLM.
Used to automatically index into the input data and
retrieve the PDI data block.
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Parameter Name Data Description

Provides the index into the Class 1 I/O input data
received from the IOLM. The index corresponds to the
InputRxPdoOffset INT configured PDO data format of the port on the IOLM.
Used to automatically index into the input data and
retrieve the PDO data block.

Provides the index into the Class 1 I/O output data sent
to the IOLM. The index corresponds to the configured
OutputPdoOffset INT PDO data format of the port on the IOLM. Used to
automatically index into the output data and transmit
the PDO data block.

Bit 0 (01h):

1 =Indicates that the event code to clear is expected in
the PDO block

0 =Indicates that the event code to clear is not expected

Bit- in the PDO block. The PDO data block only contains

ControlFlags mapped PDO data.

INT Bit 1 (02h):

1 =Indicates that the I0-Link device is SIO mode
capable

0 =Indicates that the I0-Link device is not SIO mode
capable

15.7.2. PrtN_RxPdiData Definition

The PDI data block is received from the IOLM over a Class 1 I/O connection. The data is then copied into the
PDI data block in each subroutine.

—|-Pit1_R=PdiData Tl (s F=PdiD ataStruct_...
+! Pit1_R=PdiD ata. statustwu=Bits lS#DDDD. Hex IMT
+ Pitl_RsPdiData event 1640000 [Hex INT
—-Pritl_R=PdiD ata.pdiD ata { It .Hex IMT[16]
+! Prt1_RxPdiD ata. pdiD ata[0] lS#DDDD. Hex IMT
+!-Pit1_R=PdiD ata. pdiD ata[1] 1l6#0000 Hex INT
+ Prtl_RsPdData pdD ata[2] | 1640000 | [Hex INT
+ Pitl_RsPdiData pdiD ata[3] | 1640000 | [Hex INT
+/-Prit1_R=PdiD ata. pdiD ata[4] 1l6#0000 Hex IMNT
+ Pitl_RsPdiData. pD atal5] | 1640000 Hex INT
+-Prit1_RxPdiD ata. pdiD ata[E] 1640000 .Hex IMNT
+/-Prit1_RxPdiD ata. pdiD ata[7] 1640000 .Hex IMT
+ Pitl_RsPdiData pdiD ata[g] | 1640000 | Hex INT
+!-Pit1_R=PdiD ata. pdiD ata[3] 1l6#0000 Hex IMNT
+ Prtl_RsPdiData pdiData[10] | 1640000 | [Hex INT
+ Prtl_RsPdiData pdiData[11] | 1640000 | [Hex INT
+-Prit1_R=PdiD ata pdiD ata[12] 1640000 Hex IMNT
+ Pitl_RsPdiData pdiData[13] | 1640000 Hex INT
+-Prit1_RxPdiD ata.pdiD ata[14] 1640000 .Hex IMNT
+ Prit1_RxPdiD ata.pdiD ata[15] 1l6#0000 .Hex IMT

Refer to section on Input Process data format.
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15.7.3. PrtN_MiscISDUReqs

This tag is used as the default ISDU request. It contains several ISDU commands that are configured to read
standard ISDU blocks supported by most IO-Link devices. This User Defined Structure may be changed to
include any set of ISDU commands. The only constraint is that the entire Request and response must be no
larger than the maximum MSG instruction payload of 500 bytes.

— Pit1_MizcSpduReqgs {sa It FegMizcSizedSpd...

—|-Pitl_MizcSpduReqs SpduFieql I T ol Feql BByteSpdul...
+-Pitl_MizcSpduReqs SpduReql. byteSwap la#00 Hex SIMNT
+-Pitl_MizcSpduReqs SpduReql . rdwiType 16#31 Hex SIMNT
+-Pitl_MizcSpduReqs SpduFieql.index o Decimal IMT
+-Prtl_MizcSpduReqs SpduReql. subindes 1] Decimal IMNT
+ Pritl_MizcSpduReqs SpduReql datalen... 16. Decimal IMT
+ Pitl_MizcSpduRieqs. SpduReql.data L {.o..1 Hex SIMNT[1E]

—-Pritl_MizcSpduReqs SpduReq? {s It Fegb4ByteSpdul...
+! Pritl_MizcSpduReqs S pduReg2 byteSwap l6#00 Hex SINT
+-Pitl_MizcSpduReqs SpduReg2 rdwiType 16#51 Hex SINT
+-Pitl_MizcSpduReqs SpduReq2. index 16 Decimal INT
+-Pritl_MizcSpduReqs SpduReqe subindes o Decimal IMT
+-Pitl_MizcSpduReqs SpduReq? datalen... 64 Decimal IMT
+ Pritl_MizcSpduReqs. SpduReg2 data et A s SIMTI[E4]

—-Pritl_MizcSpduReqs SpduReq3 LR (el Feq32ByteSpduD...
+ Pitl_MizcSpduReqs SpduReq3. byteSwap 16400 Hex SIMNT
+! Pritl_MizcSpduReqs SpduReqd. rdwiType 16#41. Hex SIMNT
+ Pitl_MizcSpduReqs SpduRieq3.index 18 Decimal IMNT
+-Pitl_MizcSpduReqs S pduR eg3. subindes o Decimal INT
+-Pritl_MiscSpduReqs SpduReq3.datalen... 32 Decimal IMT
+-Pritl_MizcSpduFeqs. SpduReqd.data Tl {eaal Hex SIMT[32]

—| Pitl_MizcSpduReqs SpduReqd Sl (et FeqlBByteSpdul...
+-Pitl_MizcSpduReqs. SpduReqd. byteSwap l6#00 Hex SIMNT
+ Pritl_MizcSpduReqs SpduRegd. rdwiType 16#31 Hex SIMNT
+! Pritl_MizcSpduReqs SpduFieqd.index 21. Decimal IMT
+ Pritl_MizcSpduReqs SpduReqd. subindes 1] Decimal IMNT
+-Pitl_MizcSpduReqs SpduReqd. datalen... 16 Decimal INT
+-Pitl_MiscSpduReqs. SpduR egd. data el fo.ol Hex SIMT[1E]

—| Pitl_MizcSpduReqs SpduReqs Tl (i FegdButeSpdula...
-+ Pritl_MizcSpduReqs SpduReqs. byteSwap 16400 Hex SIMNT
+-Pitl_MizcSpduReqs. SpduReqh.rdwiType 16#11 Hex SIMNT
+ Prit1_MizcSpduReqs SpduReqs.index z2 Decimal IMT
+! Prtl_MizcSpduReqs S pduReqs. subindex D. Drecimal IMT
+-Pritl_MizcSpduReqs SpduReqh.datalen... 4 Decimal IMT
+-Pitl_MizcSpduReqs. SpduR egh.data el . L SIMT[4]

—Pitl_MizcSpduReqs SpduReqb s el FeqBButeSpdula...
+-Pritl_MizcSpduReqs. S pduR eqb. byteSwap le6#00 Hex SIMT
+ Pritl_MizcSpduReqs SpduR egb.rdwiTpe 16#21. Hex SIMNT
+-Pitl_MizcSpduReqs. S pduFeqb.index 23 Decimal IMNT
+ Pitl_MizcSpduReqs S pduR egb. subindex o Decimal IMT
+! Pritl_MizcSpduReqs SpduReqb.datalen... 8. Decimal IMT
+-Pitl_MizcSpduReqs. SpduR egb.data L {.o..1 Hex SIMT[E]
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15.7.4. PrtN_MiscISDUResp

This tag contains the response to the ISDU request. It must be of the same size and structure as the request

structure.
—-Pritl_MiscSpduResps I
— Pitl_MizcSpduResps.SpduFeql ftns
+Pitl_MizcSpduRiesps. SpduReqgl . rezpSt... 1l6#00
+! Pitl_MizcSpduResps. SpduRegl idwiT .. la#00

+| Pitl_MizcSpduResps. SpduRieql.index
+-Pritl_MizcSpduResps. SpduReql. subindes [
+ F'r.t‘l_MiscSpduHesps.SpduHeq‘l.dataLe....
+-Pitl_MizcSpduRespz. SpduReql.data |
+ F'rt‘l_MiscSﬁduHesps.SpduHeq2
+ Pritl_MizcSpduResps. SpduReqs
+-Pitl_MizcSpduResps. SpduReqd
+-Pitl_MizcSpduResps. SpduReqs
+-Pitl_MizcSpduRespz. SpduReqb

FespMizcSizedSp...

FiesplBByteSpdu...
[SINT

SINT

Hex
Hex
Decimal
Decimal
Decimal
Hex SINT[1E]
FespB4ByteSpdu...
Fesp32ByteSpdu...
| FesplBByteSpdu...
FegdButeSpdula...
| Feq8ButeSpdula...

15.7.5. Using Other ISDU Request/Response Command Formats

Other ISDU request/response formats may be used instead of the default request command set. The following
steps demonstrate how to change the ISDU request/response formats:

1. If one ISDU request/response is required, create a new request and response tag with any of the defined
ISDU User Defined structures. The one requirement is that the request and response formats must be the
same. For example, if a 16 byte nested format is use for the request, then a 16 byte nested response

structure must be used.

2. Ifmultiple ISDU requests of the same nested lengths are required, created request and response arrays of

the same User Defined format.

3. If multiple ISDU requests of different nested lengths are required, create new User Defined Data
Structures for the request and response containing user defined command structures. Then create tags
using the new user Defined data structures. You may also want to modify the ReqMiscSizedISDUCmds and
RespMiscSizedISDUCmds User Defined data structures.

4. Modify the appropriate MSG instruction settings:

Message Configuration - Prt1_SendBlkaSpduReqgMsg gj

Canfiguration l Eommunication] Tag ]
Mezzage Tupe: CIF Generic
Service |Eust0m j Source Element: Pril_MizcSpduReqs -
Type:
Source Length: 188 3: [Bytes]
Service .
Codes 4b [Hex] Class: |74 (Hex] Destination Prt1_MiscSpduResp -
Instance: |1 Attnl_:ute.|1 [Hex] Heniany
D Enable £ Enable Waiting & Start 3 Done Done Length: 0
& Error Code: Extended Error Code: [ Timed Out®
Error Path:
Error Test:
0k | Cancel | | Help

a. Change the Source Element to that of the new ISDU request tag.

User Defined Structure definition pane.

Change the Source Length to that of the new Source Element. That information is often displayed on the

c. Change the Destination to that of the new response tag.
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Chapter 16. SLC/PLC-5/MicroLogix Interface

The IOLM provides support for the SLC, PLC-5 and MicroLogix PLCs. The following features are supported:
e Rx PDI data, both Polling and Write-to-File modes.
e Tx PDO data, both PLC-Writes and Read-From-File modes.
e PCCC based messages transferred by means of the PCCC CIP object, including:
- SLC Typed Read Message
- SLC Typed Write Message
- PLC-5 Typed Read Message (Logical ASCII address format)
- PLC-5 Typed Write Message (Logical ASCII address format)
¢ Receive, transmit and statistics data.
¢ Standard PLC-5/SLC file naming conventions.

¢ Controlled message rate to the PLC when operating in the Write-to-File receive method. This is
accomplished by setting the Maximum PLC Update Rate.

The primary differences between the PLC-5/SLC interface and the ControlLogix interfaces are:

¢ Since the PLC-5 and SLC PLCs operate on a file memory system, the PLC-5/SLC interface provides
Write-to-File and Read-from-File communication methods in place of Write-to-Tag and Read-from-Tag
communication methods. The Write-to-File methods operate in a very similar manner to the Write-to-Tag
method available for the ControlLogix family of PLCs.

e Polling is performed through the PLC-5/SLC specific messages instead of accessing the Serial Port Data
Transfer object.

e  When configuring the IOLM to operate in Write-to-File or Read-from-File, enter the file name starting
with an N (i.e. N10:0).

Note: While ControlLogix PLCs support the SLC and PLC-5 messages, using those messages on ControlLogix
PLCs is not recommended due to data size and performance considerations.

16.1. Requirements

Your PLC-5/SLC/MicroLogix PLC must support:

¢ MultipHop

¢ ControlLogix devices

¢ EtherNet/TP

The following tables list PLCs that support EtherNet/IP and the required firmware version for each PLC.

Note: Older versions of the PLC firmware may or may not provide EtherNet / IP functionality. You must verify
that an older version of the PLC firmware provides EtherNet/IP functionality before you can use it with
IOLM.

If you need to update your PLC firmware, contact your Rockwell distributor.
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| PLC-5 and SLC 5/05 PLC Requirements | SLC 5/05 |

16.2. PLC-5 and SLC 5/05 PLC Requirements

The following PL.Cs support Ethernet/IP.

16.2.1. SLC 5/05
Models l\gfltlal}gfs Required Firmware Version for Ethernet/IP
1747-1.551 : .
SLC 5/05 1747-1.559 Ser%es A: FRN 5 or later
1747-L553 Series C: FRN 3 or later

Reference: SLC 500 Instruction Set, Appendix A Firmware History, Rockwell Publication 1747-RM001D-EN-P.

16.2.2. PLC-5
Models lgﬁr;al}gfs Required Firmware Version for Ethernet/IP
Base Ethernet/IP functionality:
e Series C: Revision N and later
e Series D: Revision E and later
1785-L20E e Series E: Revision D and later
Ethernet PLC-5 1785-L40E .
1785-L.80E Full Ethernet/IP Compliance:
e Series C: Revision R and later
e Series D: Revision H and later
e Series E: Revision G and later
1785-L11B
1785-L.20B Series B: Revision N.1 or later
Enhanced PLC-5 | 1782-1.30B . O Rovii
1785-L40B Series C: Revision N or later
Attached to 1785-L40L . ..
Ethernet Module - Series D: Revision E or later
1785-1.60B . . .
1785-L60L, Series E: Revision D or later
1785-1.80B
Series C: Revision N or later
1785-1.20C15
ControlNet PLC- 1785-1.40C15 | Series D: Revision E or later
5 Attached to 1785-L60C15 . ..
Ethernet Module - Series E: Revision D or later
1785-L80C15 . .
All revisions
Series B:
Ethernet Module | 1785-Enet e Base Ethernet/IP functionality: All Revisions
¢ Full Ethernet/IP Compliance: Revision D and later
References:

¢ Enhanced & Ethernet PLC-5 Series and Enhancement History, Rockwell Publication G19099
¢ ControlNet Processor Phase, Series, and Enhancement History, Rockwell Publication G19102

¢ PLC-5 Programmable Controllers System Selection Guide, Rockwell Publication 1785-SG0O01A-EN-P

226 - Chapter 16. SLC/PLC-5/MicroLogix Interface

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B




| PLC-5 and SLC Messages | PLC-5 |

e Ethernet Interface Module Series B, Revision D Product Release Notes, Rockwell Publication 1785-

RN191E-EN-P

Note: Older versions of firmware may or may not provide Ethernet/IP functionality.

16.3. PLC-5 and SLC Messages

The following PCCC messages are supported for the PL.C-5 and SLC 5/05 PLCs.

Message Type | PCCC Message ID Maximum Message Size Maximum Serial Packet Size
CLX: 242 SINTs (121 INTs) | CLX: 238 SINTs (119 INTs)

oL Typed 162 SLC: 206 SINTs (103 INTs) | SLC: 202 SINTs (101 INTs)
PLC-5: 240 SINTSs (120 INTs) | PLC-5: 236 SINTSs (118 INTs)
CLX: 220 SINTs (110 INTs) | 216 SINTs (108 INTs)

G Typed 170 SLC: 206 SINTs (103 INTs) | SLC: 202 SINTSs (101 INTS)
PLC-5: 238 SINTs (119 INTs) | PLC-5: 234 SINTs (117 INTs)
CLX: 234 SINTs (117 INTs) | 230 SINTs (115 INTs)

PLO-5 Typed | 104 SLC: 252 SINTs (126 INTs) | SLC: 248 SINTs (124 INTs)
PLC-5: 238 SINTs (119 INTs) | PLC-5: 234 SINTs (117 INTs)
CLX: 226 SINTs (113 INTs) | CLX: 222 SINTs (111 INTs)

TLC-5Typed | 103 SLC: 226 SINTs (113 INTs) | SLC: 222 SINTs (111 INTs)
PLC-5: 224 SINTs (112 INTs) | PLC-5: 220 SINTSs (110 INTs)

The Receive Port Information is provided in one continuous file. The following file addresses are used to
retrieve the various parameters.

I0-Link I0-Link I0-Link I0-Link
Por;nl Por;n2 Por;% Por?:l Access Length
Configurable per port
PDI Data Block | N10:0 N20:0 N30:0 N40:0 Read-Only .
Note: See below for details.
Receive PDO Configurable per port
N11:0 N21:0 N31:0 N41:0 Read-Onl
Data Block ead-unly Note: See below for details.
Transmit PDO Write- Configurable per port
N12:0 N22:0 N32:0 N42:0
Data Block Only Note: See below for details.
ggg;i()vlfSiSDU N13:0 | N23:0 |N33:0 |N43:0 | Read-Only | 4 INTs to Max Msg Size
Transmit ISDU | \174.0 | N24:0 | N34:0 | N4d:0 | Write- 4 INTSs to Max Msg Size
Request Only
. . 464 Bytes
Port I B B
ort Information Block (Continuous Block) (232 INTSs)
64 Chars
15: 25: : 45:
Vendor Name N15:0 N25:0 N35:0 N45:0 Read (32 INTSs)
Vendor Text N15:32 | N25:32 |N35:32 | N45:32 | Read 64 Chars
’ ’ ’ ’ (32 INTSs)
Product Name | N15:64 | N25:64 |N35:64 | N45:64 | Read 64 Chars
’ ’ ) ’ (32 INTSs)
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I0-Link I0-Link I0-Link I0-Link
Port 1 Port 2 Port 3 Port 4 Access Length
64 Chars
P ID 15: 25: : 45:
roduct N15:96 N25:96 N35:96 N45:96 Read (32 INTS)
64 Chars
P T 15:12 25:12 112 45:12
roduct Text N15:128 | N25:128 | N35:128 | N45:128 | Read (32 INTS)
Serial Number | N15:160 | N25:160 | N35:160 | N45:160 | Read 16 Chars
(8 INTSs)
Hardware ) ) . . 64 Chars
Revision N15:168 | N25:168 | N35:168 | N45:168 | Read (32 INTS)
Firmware ) ) . . 64 Chars
Revision N15:200 | N25:200 | N35:200 | N45:200 | Read (32 INTS)
This table provides information for 8-port models.
I0-Link I0-Link I0-Link I0-Link
Port 5 Port 6 Port 7 Port 8 Access Length
Confi bl t
PDI Data Block | N50:0 | N60:0 | N70:0 | N80:0 Read-Only | o igurable perport
Note: See below for details.
Receive PDO Configurable per port
N51:0 N61:0 N71:0 N81:0 Read-Onl
Data Block ead-unly Note: See below for details.
Transmit PDO Write- Configurable per port
N52:0 N62:0 N72:0 N82:0
Data Block Only Note: See below for details.
Receive ISDU | N53:0 | N63:0 [ N73:0 | N83:0 Read-Only | 4 INTSs to Max Msg Size
esponse
Transmit ISDU . . . . Write- .
Request N54:0 N64:0 N74:0 N84:0 Only 4 INTs to Max Msg Size
464 Byt
Port Information Block (Continuous Block) (232 IBI:I';Z)
64 Chars
Vi : : : :
endor Name N55:0 N65:0 N75:0 N85:0 Read (32 INTSs)
64 Chars
V T :32 :32 :32 :32
endor Text N55:3 N65:3 N75:3 N85:3 Read (32 INTSs)
64 Chars
P 164 164 :64 :64
roduct Name N55:6 N65:6 N75:6 N85:6 Read (32 INTSs)
64 Chars
P ID : : : :
roduct N55:96 N65:96 N75:96 N85:96 Read (32 INTS)
64 Chars
P T 112 112 112 112
roduct Text N55:128 | N65:128 | N75:128 | N85:128 | Read (32 INTSs)
Serial Number | N55:160 | N65:160 | N75:160 | N85:160 | Read 16 Chars
(8 INTSs)
Hardware ) . . ) 64 Chars
Revision N55:168 | N65:168 | N75:168 | N85:168 | Read (32 INTS)
Firmware ) . . . 64 Chars
Revision N55:200 | N65:200 | N75:200 | N85:200 | Read (32 INTS)
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| Process Data (PDI and PDO) Access via PCCC Messages | PLC-5 |

16.4. Process Data (PDI and PDO) Access via PCCC Messages

The process data has been grouped together in order to minimize the number of PCCC messages required to
interface to the IOLM. The PDI and PDO data for multiple ports can be received or transmitted by one
message.

Controller Controller Controller Controller
Port 1 Access Port 2 Access Port 3 Access Port 4 Access

File

Number Read Write Read Write Read Write Read Write
(Input) | (Output) | Input) | (Output) | (Input) | (Output) | (Input) | (Output)

N10:0
(Port 1)
N20:0
(Port 2)
Read N30:0
(Input) )
ProI():ess (Port 3)
Data N40:0
|
nPut bt 4)
N50:0
(Ports 5-8

Only (Port 5)

Supported | Ng0:0
on 8-Port

Models) | (Port6)
N70:0
(Port 7)
N80:0
(Port 8)

N11:0
(Port 1)

N21:0
(Port 2)

Read N31:0
Input
Snpub) | port 3)

Data N41:0
Output
utpt (Port 4)

(Ports 5-8 N51:0
Only (Port 5)

Supported [ NG1:0

Toreest | Porto
N71:0
(Port 7)
N81:0
(Port 8)

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B Chapter 16. SLC/PLC-5/MicroLogix Interface - 229



| Process Data (PDI and PDO) Access via PCCC Messages | PLC-5 |

Controller Controller Controller Controller
File Port 1 Access Port 2 Access Port 3 Access Port 4 Access

Number Read Write Read Write Read Write Read Write
(Input) | (Output) | Input) | (Output) | (Input) | (Output) | (Input) | (Output)

Write .
(Output) N32:0
Process | (Port3)

Data N42:0
Output

(Ports 5-8
Only (Port 5)

Supported [ NgG2:0
on 8-Port .

Models) | (Port6)

N12:0
(Port 1)

N22:0
(Port 2)

(Port 4)

N52:0

N72:0
(Port 7)
N82:0
(Port 8)

PCCC Read/Write Access where:

All PDI data can be read with one PCCC read message.

All PDO data can be read with one PCCC read message.
All PDO data can be written with one PCCC write message.
Controller Read access:

The PDI data from one or more ports may be read with one message. (That is, if addressing Port 1,
N10:0, ports one to four may be read in one message.)

The PDO data from one or more ports may be read with one message. (That is, if addressing Port 1,
N11:0, ports one to four may be read in one message.)

Partial PDI and PDO data reads are allowed.

The length of the Read message can range from 1 to the total, configured PDI or PDO length for all
ports starting at the addressed port.

Controller Write (Output) access:

Only PDO data may be written.
The PDO data for one or more ports may be written with one message.
Partial PDO data writes are not allowed.

The length of the Write message must be equal to the total of the configured PDO lengths for all ports
to be written. The one exception is that the data length of the last port to be written must be equal to
or greater than the device PDO length for that port.
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Chapter 17. EDS Files

This chapter discusses the following topics:

e Downloading the Files

e Configuring RSLinx

e Adding EDS Files to Rockwell Software on Page 232

Note: The AOI files and documentation (bundled with the files) can be downloaded from the Comtrol
download site.

17.1. Overview

You do not need to add the IOLM to Rockwell software for normal IOLM-to-PLC communications. However,
you can easily add the IOLM and its associated Electronic Data Sheet (EDS) files to Rockwell software.

The files named IOLM_*.ico are icon files and files named IOLM_dd_NNNN-x.xx.eds are ODVA electronic data
sheet files where:

¢ dd is the model name
e NNNN is the product ID number
* x.xx is the version number

17.2. Downloading the Files

You can download the EDS files provided for the IOLM from the download site.

17.3. Configuring RSLinx

You can use these steps to add the IOLM to RSLinx.
1. Open RSLinx.
2. If there is not an EtherNet/IP driver configured, use these steps:

a. Under Communications, select Configure Drivers.

b. Under Available Drivers, select EtherNet/IP Driver.

c. Select Add New.

d. Use the default driver name or type your own driver name and click OK to continue.
3. Select the adapter of the network card used to communicate with the IOLM and click Ok.
4. Select RSWho to verify that RSLinx can communicate with the IOLM.

Note: A yellow question mark appears by the IOLM(s) in the RSWho window when the associated EDS file(s)
are not installed.
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| Adding EDS Files to Rockwell Software

17.4. Adding EDS Files to Rockwell Software

You can use this procedure to add the EDS files to Rockwell software.

Open the EDS Hardware Installation Tool. (Select Start > All Programs > Rockwell Software > RSLinx Tools.)
Click Add.

Click Register a directory of EDS files.

Browse to the Comtrol/EtherNetIP directory and click Next to continue.

Verify that there is a green check beside each EDS file name and select Next to continue.

Click Finish to exit.

o Otk W=

If RSLinx does not display the device after adding IOLM and the EDS files to RSLinx, perform the following
procedure:

1. Select File > Exit and Shutdown to exit and shutdown RSLinx.
2. Remove the following files from your hard drive:

\Program Files\Rockwell Software\RSCOMMON\Harmony.hrc
\Program Files\Rockwell Software\RSCOMMON\Harmony.rsh

3. Restart RSLinx. The IOLM or IOLMs should now appear with the associated icon or icons.
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Chapter 18. Modbus/TCP Interface

The IOLM provides a slave-mode Modbus/T'CP interface that provides:

¢ Read access to the Process Data Input (PDI) and Process Data Output (PDO) data blocks for each I0-Link
port

e  Write access to the PDO data block for each IO-Link port

e Write access to send ISDU requests to each I0-Link port

¢ Read access to ISDU responses from each 10-Link port

¢ Read access to the Port Information Block for each I0-Link port
The Modbus interface is disabled by default. To enable Modbus/TCP:
1. Click Configuration | Modbus/TCP.

2. Click the EDIT button in the Modbus/TCP Configuration table.

3. Select enable in the Modbus Enable drop box.

4. Click the SAVE button.

10-Link

Master \
Ethernet Netwark --l—| E
- 10-Link
Modbus/TCP ' Modbus/ TGP Modbus/ TGP . Devices

Master(s)

OPC Server oLk

Mote: |0-Link Masler
supports up to 64
Modbus/TCP connections

HMI/SCADA

Modbus/TCP to 10-Link

Refer to Chapter 13. Functionality Descriptions on Page 147 for detailed information about process data block
descriptions, event handing, and ISDU handling.

e 13.1.1.1. Input Process Data Block-8 Bit Data Format on Page 149

e 13.1.1.2. Input Process Data Block-16 Bit Data Format on Page 149

e 13.1.1.3. Input Process Data Block-32 Bit Data Format on Page 149

e 13.1.2.1. Output Process Data Block-8 Bit (SINT) Data Format on Page 150
e 13.1.2.2. Output Process Data Block-16 Bit (INT) Data Format on Page 151

e 13.1.2.3. Output Process Data Block-32 Bit (DINT) Data Format on Page 152

e 13.2. Event Handling on Page 153
e 13.3. ISDU Handling on Page 157
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18.1. Modbus Function Codes

This table shows the supported Modbus function codes.

Message Type Function Code Maximum Message Size
Read Holding Registers 3 250 Bytes (125 Words)
Write Single Register 6 2 bytes (1 Word)
Write Multiple Registers 16 (10 hex) 246 Bytes (123 Words)
Write: 242 bytes (121 Words
Read/Write Holding Registers 23 (17 hex)
Read: 246 bytes (123 Words)

18.2. Modbus Address Definitions

The address definitions for the Modbus/TCP interface are shown in the following tables.

IO-Linlk Port IO-Li112k Port IO-LiI‘;}k Port IO-Lir:lk Port Access Length
Multiple
Port PDI 999 (Base 0) | 1999 (Base 0) | 2999 (Base 0) | 3999 (Base 0) Read- Configurable
Data | 10900 (Base 1) | 2000 (Base 1) | 3000 (Base 1) | 4000 (Base1) | Only | perport(s)
Block(s)
Port
Specific 1000 (Base 0) | 2000 (Base 0) | 3000 (Base 0) | 4000 (Base 0) Read- Configurable
P%II Dla{ta 1001 (Base 1) | 2001 (Base1) | 3001 (Base1) | 4001 (Base1) | Only per port
oc
Multiple
Port PDO 1049 (Base 0) | 2049 (Base 0) | 3049 (Base 0) | 4049 (Base 0) Read/ Configurable
Data 1 1050 (Base 1) | 2050 (Base 1) | 3050 (Base 1) | 4050 (Base1) | “Write | perport(s)
Block(s)
Port
Specific 1050 (Base 0) | 2050 (Base 0) | 3050 (Base 0) | 4050 (Base 0) Read/ Configurable
PDB? Dljta 1051 (Base 1) | 2051 (Base 1) | 3051 (Base1) | 4051 (Base1) | VWrite per port
oc
Receive
1100 (Base 0) 2100 (Base 0) | 3100 (Base 0) | 4100 (Base 0) Read- £ to 195 Word
ISDU 1101 (Base 1) Only ° oras
R 2101 (Base 1) | 3101 (Base 1) | 4101 (Base 1)
esponse
Transmit | 1300 (Base 0) | 2300 (Base 0) | 3300 (Base 0) | 4300 (Base 0) | wyite-
ISDU Onl 4 to 123 Words
Request 1301 (Base 1) | 2301 (Base1l) | 3301 (Base1l) | 4301 (Base 1) nly
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I0-Link Port | I0-Link Port | I0-Link Port | I0-Link Port Access Length
1 2 3 4
Port Information Block (Continuous Block) 232 Words
Vendor 1500 (Base 0) | 2500 (Base 0) | 3500 (Base 0) | 4500 (Base 0) Read- 64 Chars
Name | 1501 (Base 1) | 2501 (Base 1) | 3501 (Base 1) | 4501 (Base 1) | OBl 32 Words
Vendor 1532 (Base 0) | 2532 (Base 0) | 3532 (Base 0) | 4532 (Base 0) Read- 64 Chars
Text 1533 (Base 1) | 2533 (Base 1) | 3533 (Base 1) | 4533 (Base1) | OnlY 32 Words
Product 1564 (Base 0) | 2564 (Base 0) | 3564 (Base 0) | 4564 (Base 0) Read- 64 Chars
Name | 1565 (Base 1) | 2565 (Base 1) | 3565 (Base 1) | 4565 (Base1) | Only 32 Words
1596 (Base 0) | 2596 (Base 0) | 3596 (Base 0) | 4596 (Base 0) Read- 64 Chars
Product Id Onl
1597 (Base 1) | 2597 (Base 1) | 3597 (Base 1) | 4597 (Base 1) nly 32 Words
Product 1628 (Base 0) | 2628 (Base 0) | 3628 (Base 0) | 4628 (Base 0) Read- 64 Chars
Text 1629 (Base 1) | 2629 (Base 1) | 3629 (Base 1) | 4629 (Base 1) | Only 32 Words
Serial 1660 (Base 0) | 2660 (Base 0) | 3660 (Base 0) | 4660 (Base 0) Read- 16 Chars
Number | 1661 (Base 1) | 2661 (Base 1) | 3661 (Base 1) | 4661 (Base 1) | OnlY 8 Words
Hardware | 1668 (Base 0) | 2668 (Base 0) | 3668 (Base 0) | 4668 (Base 0) Read- 64 Chars
Revision | 1669 (Base 1) | 2669 (Base 1) | 3669 (Base 1) | 4669 (Base 1) Only 32 Words
Firmware | 1700 (Base 0) | 2700 (Base 0) | 3700 (Base 0) | 4700 (Base 0) Read- 64 Chars
Revision | 1701 (Base 1) | 2701 (Base 1) | 3701 (Base 1) | 4701 (Base 1) | 9P | 32 Words
Device PDI | 1732 (Base 0) | 2732 (Base 0) | 3732 (Base 0) | 4732 (Base 0) Read- | Word
Length | 1733 (Base 1) | 2733 (Base 1) | 3733 (Base 1) | 4733 (Base 1) | OV
Device 1733 (Base 0) | 2733 (Base 0) | 3733 (Base 0) | 4733 (Base 0) | Reqad-
PDO Onl 1 Word
Length | 1734 (Base1) | 2734 (Base 1) | 3734 (Base 1) | 4734 (Base 1) nly
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18.2.1.8-Port Models

IO-Lin5k Port IO-Lirz;k Port IO-Li1’17k Port IO-Li118k Port Access Length
Multiple
Port PDI | 4999 (Base 0) | 5999 (Base 0) | 6999 (Base 0) | 7999 (Base 0) Read- Configurable
Data 5000 (Base 1) | 6000 (Base 1) | 7000 (Base 1) | 8000 (Base1) | ©Only per port (s)
Block(s)
Port
Specific 5000 (Base 0) | 6000 (Base 0) | 7000 (Base 0) | 8000 (Base 0) Read- Configurable
P]%II Dla{ta 5001 (Base 1) | 6001 (Base1) | 7001 (Base 1) | 8001 (Base1) | OBl per port
ocC.
Multiple
Port PDO 5049 (Base 0) | 6049 (Base 0) | 7049 (Base 0) | 8049 (Base 0) Read/ Configurable
Data 5050 (Base 1) | 6050 (Base 1) | 7050 (Base 1) | 8050 (Base 1) | ‘write per port(s)
Block(s)
Port
Specific 5050 (Base 0) | 6050 (Base 0) | 7050 (Base 0) | 8050 (Base 0) Read/ Configurable
PDBCI’ Dljta 5051 (Base 1) | 6051 (Base1) | 7051 (Base 1) | 8051 (Base 1) | ‘write per port
0oC
Receive 5100 (Base 0) | 6100 (Base 0) | 7100 (Base 0) | 8100 (Base 0) | goaq.
ISDU | 5101 (Base 1) Only |* o125 Words
6101 (Base 1) 7101 (Base 1) 8101 (Base 1)
Response
Transmit | 5300 (Base 0) | 6300 (Base 0) | 7300 (Base 0) | 8300 (Base 0) Write-
ISDU Onl 4 to 123 Words
Request | 5301 (Base 1) | 6301 (Base 1) | 7301 (Base 1) | 8301 (Base 1) nly
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I0-Link Port | I0-Link Port | I0-Link Port | I0-Link Port Access Length
5 6 7 8
Port Information Block (Continuous Block) 232 Words
Vendor 5500 (Base 0) | 6500 (Base 0) | 7500 (Base 0) | 8500 (Base 0) Read- 64 Chars
Name | 5501 (Base 1) | 6501 (Base 1) | 7501 (Base 1) | 8501 (Base 1) | OBl 32 Words
Vendor 5532 (Base 0) | 6532 (Base 0) 7532 (Base 0) | 8532 (Base 0) Read- 64 Chars
Text | 5533 (Base 1) | 6533 (Base 1) | 7533 (Base 1) | 8533 (Base1) | Only 32 Words
Product 5564 (Base 0) | 6564 (Base 0) 7564 (Base 0) | 8564 (Base 0) Read- 64 Chars
Name | 5565 (Base 1) | 6565 (Base 1) | 7565 (Base 1) | 8565 (Base 1) | OnlY 32 Words
5596 (Base 0) | 6596 (Base 0) | 7596 (Base 0) | 8596 (Base 0) Read- 64 Chars
Product Id Onl
5597 (Base 1) | 6597 (Base 1) | 7597 (Base 1) | 8597 (Base 1) nly 32 Words
Product | 9628 (Base 0) | 6628 (Base 0) | 7628 (Base 0) | 8628 (Base 0) Read- 64 Chars
Text | 5629 (Base1) | 6629 (Base 1) | 7629 (Base 1) | 8629 (Base1) | OBl 32 Words
Serial 5660 (Base 0) | 6660 (Base 0) | 7660 (Base 0) | 8660 (Base 0) Read- 16 Chars
Number | 5661 (Base 1) | 6661 (Base 1) | 7661 (Base 1) | 8661 (Base 1) | OnlY 8 Words
Hardware | 2668 (Base 0) | 6668 (Base 0) | 7668 (Base 0) | 8668 (Base 0) Read- 64 Chars
Revision | 5669 (Base 1) | 6669 (Base 1) | 7669 (Base 1) | 8669 (Base 1) | Only 32 Words
Firmware | 2700 (Base 0) | 6700 (Base 0) | 7700 (Base 0) | 8700 (Base 0) Read- 64 Chars
Revision | 5701 (Base 1) | 6701 (Base 1) | 7701 (Base 1) | 8701 (Base1) | 9P | 32 Words
Device PDI | 2732 (Base 0) | 6732 (Base 0) | 7732 (Base 0) | 8732 (Base 0) Read- | Word
Length | 5733 (Base 1) | 6733 (Base 1) | 7733 (Base 1) | 8733 (Base 1) | OV
Device 5733 (Base 0) | 6733 (Base 0) | 7733 (Base 0) | 8733 (Base 0) | Roaqd-
PDO Onl 1 Word
Length | 5734 (Base1) | 6734 (Base 1) | 7734 (Base 1) | 8734 (Base 1) nly

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B

Chapter 18. Modbus/TCP Interface - 237




| Multiple Port Process Data (PDI/PDO) Access via Modbus/TCP | 8-Port Models |

18.3. Multiple Port Process Data (PDI/PDO) Access via Modbus/TCP

The process data has been grouped together in order to minimize the number of Modbus messages required to
interface to the I0-Link master. The PDI and PDO data for multiple ports can be received or transmitted by
one message.

Modbus Controller Controller Controller Controller
Holding Port 1 Access Port 2 Access Port 3 Access Port 4 Access
Register
Address | Read Write Read Write Read Write Read Write
(Base 1) | (Input) | (Output) | (Input) | (Output) | Input) | (Output) | Input) | (Output)
1000
(Port 1)
2000
Read
(Input) (Port 2)
Process
Data 3000
Input
(Port 3)
4000
(Port 4)
1050
(Port 1)
2050
Read
(Input) | (Port 2)
Process
Data 3050
Output
(Port 3)
4050
(Port 4)
1050
(Port 1)
2050
Write
(Output) | (Port 2)
Process
Data 3050
Output
(Port 3)
4050
(Port 4)
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Modbus Controller Controller Controller Controller
Holding Port 5 Access Port 6 Access Port 7Access Port 8 Access
Register
Address | Read Write Read Write Read Write Read Write
(Base 1) | (Input) | (Output) | (Input) | (Output) | Input) | (Output) | Input) | (Output)
5000
(Port 5)
6000
Read
(Input) (Port 6)
Process
Data 7000
Input
(Port 7)
8000
(Port 8)
5050
(Port 5)
6050
Read
(Input) (Port 6)
Process
Data 7050
Output
(Port 7)
8050
(Port 8)
5050
(Port 5)
6050
Write
(Output) | (Port 6)
Process
Data 7050
Output
(Port 7)
8050
(Port 8)

To receive and transmit process data for eight ports, it may be necessary to adjust the size of the PDI/PDO
data blocks.

Modbus Read/Write Access where:

All PDI data can be read with one Modbus Read Holding Registers message.

All PDO data can be read with one Modbus Read Holding Registers read message.
All PDO data can be written with one Modbus Write Holding Registers message.
Controller Read access:

IOLM EtherNet/IP (EIP) and Modbus/TCP Library: 2000655 Rev.B Chapter 18. Modbus/TCP Interface - 239



| Multiple Port Process Data (PDI/PDO) Access via Modbus/TCP | 8-Port Models |

- The PDI data from one or more ports may be read with one message. (i.e.: If addressing port 1, at
address 1000, ports one to four may be read in one message.)

- The PDO data from one or more ports may be read with one message. (i.e.: If addressing port 1, at
address 1050, ports one to four may be read in one message.)

- Partial PDI and PDO data reads are allowed.

- The length of the Read message can range from 1 to the total, configured PDI or PDO length for all
ports starting at the addressed port.

¢ Controller Write (Output) access:
- Only PDO data may be written.
- The PDO data for one or more ports may be written with one Write Holding Registers message.
- Partial PDO data writes are not allowed.

- The length of the Write message must be equal to the total of the configured PDO lengths for all ports
to be written. The one exception is that the data length of the last port to be written must be equal to
or greater than the device PDO length for that port.
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Chapter 19. Troubleshooting and Technical Support

This chapter provides the following information:
e  Troubleshooting

e JOLM LEDs on Page 242

e Contacting Technical Support on Page 252

e Using Log Files on Page 253

19.1. Troubleshooting

Before contacting Technical Support, you may want to try the following:
¢ Check to make sure LEDs are not reporting an issue using IOLM LEDs on Page 242.

e Verify that the network IP address, subnet mask, and gateway are correct and appropriate for the
network. Make sure that the IP address programmed into the I0-Link Master matches the unique
reserved IP configured address assigned by the system administrator.

- Ifusing DHCP, the host system needs to provide the subnet mask. The gateway is optional and is not
required for a purely local network.

- Remember that if the rotary switches on the IOLM 4-EIP, 8-EIP, and 8-EIP-L are set to a non-default
position, the rotary switches override the lower 3 digits (8 bits) of the static IP address configured in
the Network page or in PortVision DX.

- Verify that the Ethernet hub and any other network devices between the system and the IO-Link
Master are powered up and operating.

e Verify that you are using the correct types of cables on the correct connectors and that all cables are
connected securely.

¢ Disconnect and re-connect the I0-Link device, or optionally, use the Configuration | IO-Link page to Reset
the port, and then set the Port Mode back to IOLink.

¢ Reboot or power cycle the IOLM. Use the Advanced | Software page to reboot the IOLM.

e Verify that the Port Mode matches the device, for example: I0-Link, Digital In, Digital Out, or Reset (port
is disabled).

e Ifyou are receiving an error that indicates a hardware fault, check the Configuration | IO-Link page for the
port experiencing the fault.

- Check the settings for the Automatic Upload Enable and Automatic Download Enable options. If the
Vendor ID or Device ID of the attached device does not match, a hardware fault is generated.

- Make sure if the port contains data storage that the Vendor ID and Device ID match the device
attached to the port. If it does not, CLEAR the data storage or move the device to another port.

- Check the Device Validation and Data Validation settings. If the attached device does not meet these
settings, a hardware fault is issued.

¢  Open the I0-Link Master web interface and review the following pages to see if you can locate a problem:
- I0-Link Diagnostics
- Digital I/O Diagnostics 1OLM DR-8-EIP)
- EtherNet/IP Diagnostics
- Modbus/TCP Diagnostics
- OPC UA Diagnostics
e Ifyou have a spare IO-Link Master, try replacing the IO0-Link Master.
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19.2.

IOLM LEDs

The following tables provide LED descriptions.
e JOLM 4-EIP LEDs on Page 242

e JOLM 8-EIP LEDs on Page 244

e JOLM 8-EIP-L LEDs on Page 246

e JOLM DR-8-EIP LEDs on Page 248

e JOLM DR-8-EIP-P LEDs on Page 250

e JOLM DR-8-EIP-T' LEDs on Page 251

19.2.1.I0LM 4-EIP LEDs

The IOLM 4-EIP (4-port IP67 model) provides these LEDs.

LED Activity During Power On Sequence - IOLM 4-EIP

uBoot Bootloader v1.00 through v1.23

uBoot Bootloader v1.24 or higher

The PWR LED lights.
The ETH LED lights on the connected port.

The I0-Link LEDs flash (if no IO-Link device
attached) or are lit if an IO-Link device is
attached.

The MOD LED is solid green, the IO-Link Master
is ready for operation.

W

The PWR LED lights.
The ETH LED lights on the connected port.
The MOD and NET LEDs are lit.

The IO-Link LEDs flash (if no IO-Link device
attached) or are lit if an I10-Link device is
attached.

The MOD LED is solid green, the IO-Link Master is
ready for operation.

IOLM 4-EIP LEDs
PWR A lit green PWR LED indicates that the IO-Link Master is powered.
The MOD LED provides the following information:
¢ Off = No module status
MOD ¢ Green and red flashing = Self-test
(Module ¢ Green flashing = Standby — not configured
Status) ¢ Green solid= Operational
¢ Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page to locate
the issue
¢ Red solid = Major unrecoverable fault
The NET LED provides the following information:
e Off = No IP address
¢ Green and red flashing = Self-test
NET ¢ Green flashing = An IP address is configured, but no CIP connections are established,
(Network and an Exclusive Owner connection has not timed out
Status) * Green solid = Active EtherNet/IP or active Modbus connection and no EtherNet/IP
connection time-outs
¢ Red flashing = One or more EtherNet/IP connection time-outs
¢ Red solid = Duplicate IP address on network
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IOLM 4-EIP LEDs (Continued)

This LED provides the following information about the IO-Link port.

e Off = SIO mode - signal is low or disabled

¢ Yellow = SIO mode - signal is high

¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
1.4 port do not conflict with the device that is attached:

- Automatic Upload and/or Download is enabled and it is not the same device.
e - Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

¢ Red solid = PDI of the attached IO-Link device is invalid.

¢ Green solid = An IO0-Link device is connected and communicating

¢ Green flashing = Searching for I0-Link devices

The DI LED indicates digital input on DI (Pin 2).
Ports 1-4 . . .
DI e Off = DI signal is low or disconnected

¢ Yellow = DI signal is high
EIP 1 The EIP LEDs provide the following information:

¢ Green flashing = Activity
EIP 2 . . .

e Green solid = Link established
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19.2.2.1I0LM 8-EIP LEDs

The IOLM 8-EIP (8-port IP67 model with a T-coded power connector) provides these LEDs. See 19.2.3. IOLM

8-EIP-L LEDs on Page 246 if the 8-port IP67 contains an L-colded power connector.

LED Activity During Power On Sequence - IOLM 8-EIP

uBoot Bootloader v1.00 through v1.23 uBoot Bootloader v1.24 or higher

1. The US LED lights. 1. The US LED lights.
. The ETH LED lights on the connected port. |2. The ETH LED lights on the connected port.
3. The IO-Link LEDs flash (if no IO-Link device [3. The MS and NS LEDs are lit.
attached) or are lit if an 10-Link deviceis |4 e 10-Link LEDs flash (if no I0-Link device
: attached) or are lit if an 10-Link device is
The MS LED is solid green, the I0-Link Master is attached.
ready for operation. The MS LED is solid green, the IO-Link Master is

ready for operation.

IOLM 8-EIP LEDs

US

The US LED provides the following information:

Green solid = The IO0-Link Master is powered.
Red solid = Power input voltage below 18VDC.

UA

The UA LED provides the following information:

Green solid = The IO-Link Master is powered.
Red solid = Power input voltage below 18VDC.

MS (Module
Status)

The MS LED provides the following information:

Off = No module status

Green and red flashing = Self-test

Green flashing = Standby — not configured
Green solid = Operational

Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page to
locate the issue

Red solid = Major unrecoverable fault

NS (Network)

The NS LED provides the following information:

Off = No IP address
Green and red flashing = Self-test

Green flashing = An IP address is configured, but no CIP connections are established,
and an Exclusive Owner connection has not timed out

Green solid= Active EtherNet/IP or Modbus connection and no EtherNet/IP
connection time-outs

Red flashing = One or more EtherNet/IP connection time-outs
Red solid = Duplicate IP address on network
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IOLM 8-EIP LEDs (Continued)
This LED provides the following information about the IO-Link port.
e Off = SIO mode - signal is low or disabled
¢  Yellow = SIO mode - signal is high

¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
1-8 port do not conflict with the device that is attached:

Q - Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

¢ Red solid = PDI of the attached 10-Link device is invalidGreen solid = An 10-Link
device is connected and communicating

¢ Green flashing = Searching for IO-Link devices
The DI LED indicates digital input on DI (Pin 2).

Port 1-4
D(I)r e Off = DI signal is low or disconnected
¢ Yellow = DI signal is high
ETH 1 The ETH LEDs provide the following information:
ETH 2 e Green solid = Link

¢ Green flashing = Activity
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19.2.3.I0LM 8-EIP-L LEDs

The IOLM 8-EIP-L (8-port IP67 model with an L-coded power connector) provides these LEDs. Go to 19.2.2.
IOLM 8-EIP LEDs on Page 244 if your 8-port IP67 contains a T-coded power connector.

LED Activity During Power On Sequence - IOLM 8-EIP-L

L

The MS LED is solid green, the IO-Link Master is ready for operation.

The US LED lights.
The ETH LED lights on the connected port.
The MOD and NET LEDs are lit.

The I0-Link LEDs flash (if no I0-Link device attached) or are lit if
an IO-Link device is attached.

IOLM 8-EIP-L LEDs

US

The US LED provides the following information:

Green solid = The IO-Link Master is powered.
Red solid = Power input voltage below 18VDC.

UA

The UA LED provides the following information:

Green solid = The I0-Link Master is powered.
Red solid = Power input voltage below 18VDC.

MOD

(Module
Status)

The MOD LED provides the following information:

Off = No module status

Green and red flashing = Self-test

Green flashing = Standby — not configured
Green solid = Operational

Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page to
locate the issue

Red solid = Major unrecoverable fault

NET
(Network)

The NET LED provides the following information:

Off = No IP address
Green and red flashing = Self-test

Green flashing = An IP address is configured, but no CIP connections are established,
and an Exclusive Owner connection has not timed out

Green solid= Active EtherNet/IP or Modbus connection and no EtherNet/IP
connection time-outs

Red flashing = One or more EtherNet/IP connection time-outs

Red solid = Duplicate IP address on network
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IOLM 8-EIP-L LEDs (Continued)
This LED provides the following information about the IO-Link port.
e Off = SIO mode - signal is low or disabled
¢  Yellow = SIO mode - signal is high

¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
1-8 port do not conflict with the device that is attached:

Q - Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

¢ Red solid = PDI of the attached 10-Link device is invalidGreen solid = An 10-Link
device is connected and communicating

¢ Green flashing = Searching for IO-Link devices
The DI LED indicates digital input on DI (Pin 2).

Port 1-4
D(I)r e Off = DI signal is low or disconnected
¢ Yellow = DI signal is high
ETH 1 The ETH LEDs provide the following information:
ETH 2 e Green solid = Link

¢ Green flashing = Activity
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19.2.4.1I0LM DR-8-EIP LEDs

The IOLM DR-8-EIP (8-port IP20 DIN rail model with 2 dedicated DIO ports) provides these LEDs.

LED Activity During Power On Sequence - IOLM DR-8-EIP

uBoot Bootloader v1.00 through v1.23

uBoot Bootloader v1.24 or higher

The PWR LED lights.
The ETH LED lights on the connected port.
The I0-Link LEDs flash (if no IO-Link device

The PWR LED lights.
The ETH LED lights on the connected port.
The MS and NS LEDs are lit.

attached.

attached) or are lit if an I0-Link device is

The MS LED is solid green, the IO-Link Master is
ready for operation.

N e

The I0-Link LEDs flash (if no IO-Link device
attached) or are lit if an I10-Link device is
attached.

The MS LED is solid green, the IO-Link Master is
ready for operation.

IOLM DR-8-EIP LEDs

PWR

A lit green PWR LED indicates that the IO-Link Master is powered.

MS
(Module
Status) .

The MS LED provides the following information:

Off = No module status

Green and red flashing = Self-test

Green flashing = Standby — not configured
Green steady = Operational

Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page to
locate the issue

Red solid = Major unrecoverable fault

NS ( .
Network
Status)

The NS LED provides the following information:

Off = No IP address
Green and red flashing = Self-test

Green flashing = An IP address is configured, but no CIP connections are established,
and an Exclusive Owner connection has not timed out

Green solid = Active EtherNet/IP or Modbus connection and no EtherNet/IP
connection time-outs

Red flashing= One or more EtherNet/IP connection time-outs
Red solid = Duplicate IP address on network

Port 1-8

This LED provides the following information about the IO-Link port.

Off = SIO mode - signal is low or disabled
Yellow = SIO mode - signal is high

Red flashing = Hardware fault - make sure that configured I10-Link settings on the
port do not conflict with the device that is attached:

- Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.

- Data Validation Mode is enabled but there is an error.

Red solid = PDI of the attached 10-Link device is invalid

Green solid = An I0-Link device is connected and communicating

Green flashing = Searching for I0-Link devices
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IOLM DR-8-EIP LEDs (Continued)

This LED indicates digital input.
D14 e Off = DI signal is low or disconnected
¢ On = DI signal is high
Dual The Ethernet LEDs provide the following information:
Ethernet ¢ Green solid = Link
Ports ¢  Yellow solid = Activity
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19.2.5.I0LM DR-8-EIP-P LEDs

The IOLM DR-8-EIP-P (8-port IP20 DIN rail model with pluggable, removable connectors) provides these

LEDs.
LED Activity During Power On Sequence - IOLM DR-8-EIP-P
1. The E1/E2 LED lights on the connected port.
. The MOD and NET LEDs are lit.
3. The IO-Link LEDs flash (if no IO-Link device attached) or are lit if an 10-
Link device is attached.
The MOD LED is solid green, the I0-Link Master is ready for operation.
IOLM DR-8-EIP-P LEDs
The MOD LED provides the following information:
¢ Off = No module status
¢ Green and red flashing = Self-test
?gd%gule ¢ Green flashing = Standby — not configured
Status) ¢ Green steady = Operational
¢ Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page to
locate the issue
¢ Red solid = Major unrecoverable fault
The NET LED provides the following information:
e Off = No IP address
¢ Green and red flashing = Self-test
NET ( ¢ Green flashing = An IP address is configured, but no CIP connections are established,
Network and an Exclusive Owner connection has not timed out
Status) ¢ Green solid = Active EtherNet/IP or Modbus connection and no EtherNet/IP
connection time-outs
¢ Red flashing= One or more EtherNet/IP connection time-outs
¢ Red solid = Duplicate IP address on network
This LED provides the following information about the I0-Link port.
e Off = SIO mode - signal is low or disabled
¢ Yellow = SIO mode - signal is high
¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
port do not conflict with the device that is attached:
Port 1-8 - Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.
¢ Red solid = PDI of the attached IO-Link device is invalid
¢ Green solid = An IO-Link device is connected and communicating
¢ Green flashing = Searching for I0-Link devices
Dual The Ethernet LEDs provide the following information:
Ethernet e Green solid = Link
Ports e  Yellow solid = Activity
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19.2.6.I0LM DR-8-EIP-T LEDs

The IOLM DR-8-EIP-T (8-port IP20 DIN rail model with pluggable, removable connectors) provides these

LEDs.

LED Activity During Power On Sequence - IOLM DR-8-EIP-T

3.

The E1/E2 LED lights on the connected port.
The MOD and NET LEDs are lit.

The IO-Link LEDs flash (if no IO-Link device attached) or are lit if an 10-
Link device is attached.

The MOD LED is solid green, the I0-Link Master is ready for operation.

IOLM DR-8-EIP-T LEDs

MOD
(Module
Status)

The MOD LED provides the following information:

Off = No module status

Green and red flashing = Self-test

Green flashing = Standby — not configured
Green steady = Operational

Red flashing = Minor recoverable fault - check the EtherNet/IP Diagnostics page to
locate the issue

Red solid = Major unrecoverable fault

NET (
Network
Status)

The NET LED provides the following information:

Off = No IP address
Green and red flashing = Self-test

Green flashing = An IP address is configured, but no CIP connections are established,
and an Exclusive Owner connection has not timed out

Green solid = Active EtherNet/IP or Modbus connection and no EtherNet/IP
connection time-outs

Red flashing= One or more EtherNet/IP connection time-outs
Red solid = Duplicate IP address on network

Port 1-8

This LED provides the following information about the I0-Link port.

Off = SIO mode - signal is low or disabled
Yellow = SIO mode - signal is high

Red flashing = Hardware fault - make sure that configured I0-Link settings on the
port do not conflict with the device that is attached:

- Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.

- Data Validation Mode is enabled but there is an error.

Red solid = PDI of the attached I0-Link device is invalid

Green solid = An 10-Link device is connected and communicating

Green flashing = Searching for I0-Link devices

Dual
Ethernet
Ports

The Ethernet LEDs provide the following information:

Green solid = Link
Yellow solid = Activity
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19.3. Contacting Technical Support

You may want to access the Help/SUPPORT page when you call Technical Support, as they may request the
information displayed on the SUPPORT page.

ComTrROL Home Diagnostics Configuration Advanced Attached Devices [QEEIR] Logout | BB

HELP SUPPORT CONTACT

Support

Hest Name £3

Serial Number 9590-065030

Model Name 10-Link Master DR-8-EIP
Hardware Version 99590-6 rev A

Switch Position 0oe

MAC Address 00:c0:4=:54:ff:df

1P Address 10.0.0.179

Subnet Mask 255.255.0.0

Gateway Address 0.0.0.0

IP Typs static

APPLICATION BASE

=pplication-manzger 1.4.0.0
configuration-manager 1.4.0.2
discovery-protocol 1.4.0.1
ethernstip 1.4.0.3
event-log 1.4.0.0
inlink-driver 1.4.2.7
web-help 1.4.0.7
web-user-interface 1.4.1.5
U-Boot 1,18
FPGA 111
ulmage-Primary 1.19
ulmage-Backup 1.18
Applications 1.4,13

Do you want to open or save supportinfo.txt from 10.0.0.1797

Open Save |™ Cancel

Comtrol Technical Support is available from 8:00AM to 6:00PM (CST), Monday through Friday, excluding
major USA holidays.

Contact Information
Phone 763.957.6000
Downloads ftp:/ftp.comtrol.com/html/default.htm
http://downloads.comtrol.com/html/default.htm
Web Site http://www.comtrol.com
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19.4. Using Log Files

The I0-Link Master provides four different log files that you can view, export, or clear:

e Syslog (system log) displays line-by-line activity records.

¢ dmesg displays Linux kernel messages.

e top displays which programs are using most of the memory and CPU.

e psdisplays the running programs

e All log files start up automatically during the startup cycle. Each log file has a size limit of 100KB.
Note: Typically, log files are intended to be used by Technical Support in the event there is a problem.
You can use the following procedures to:

e  View a Log File

e (Clear a Log File on Page 255

e  FExport a Log File on Page 254

19.4.1.View a Log File

Use this procedure to view a log file.

1. Open the IO-Link Master web interface using one of these method:

¢  From PortVision DX, highlight the IO-Link Master and click the Webpage button or right-click the I0O-
Link Master in the Device List pane and click Webpage.

¢ Open your browser and enter the IP address of the I0-Link Master.
Click Advanced and then LOG FILES.

Select the log file type from the drop-list.

Optionally, click the REFRESH button to get the latest information.
Optionally, export the log file.

ComTROL Home Diagnostics Configuration ERRELLELE Attached Devices Help logout BB

SOFTWARE ACCOUNTS LOGFILES LICENSES

A

Log Files @ select log file [F==--

£ Copyright Comtrol Corp.
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19.4.2. Export a Log File

Use the following procedure to export a log file.

1. Open the I0-Link Master web interface using one of these method:

¢  From PortVision DX, highlight the IO-Link Master and click the Webpage button or right-click the 10-
Link Master in the Device List pane and click Webpage.

¢ Open your browser and enter the IP address of the IO-Link Master.
2. Click Advanced and then LOG FILES.
3. Select the log file type from the drop-list.
4. Click the EXPORT button.

5. Click the Save button drop-list and click Save to save it to your user folder or Save as to browse to or create
a new folder in which to place the log file.

ComTrROL Home Diagnostics Configuration JEEWERIELE Attached Devices Help logout N

SOFTWARE ACCOUNTS LOGFILES LICENSES
Log Files @ select log file [sysiog | REFRESH
syslog

Do you want to open or save syslog_1970_01_4_2205.txt from 10.0.0.1997

Open IV

Save

Save and okn

6. Depending on your browser, you may need to close the pop-up window.

‘ ‘ Save as
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19.4.3.Clear a Log File

Use this procedure to clear a log file.

1.

AN

Open the I0-Link Master web interface using one of these method:

¢  From PortVision DX, highlight the IO-Link Master and click the Webpage button or right-click the 10-
Link Master in the Device List pane and click Webpage.

¢ Open your browser and enter the IP address of the I0-Link Master.
Click Advanced and then LOG FILES.

Optionally, export the log file.

Select the log file type from the drop-list.

Click the CLEAR button.

ComTROL Home Diagnostics Configuration QEGNELLELE Attached Devices Help

SOFTWARE ACCOUNTS LOG FILES LICENSES

Log Files @ select log file REFRESH 5{5_5 ||E-,;p.3::—|
[ =y=log’ cleaz=d :;::euf.-;.-_.-.]

£ Copyright Comtrol Corp.

The log file automatically starts logging the latest information.
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