RocketLinx Web Interface and the Windows Firewall

Windows operating systems after Windows XP require firewall exceptions for Java so that the web interface can operate
in Local mode to backup and restore configuration files and upload firmware.

Perform the following steps to configure the proper exceptions. The images in the following procedure illustrate a
Windows 8.1 system so your screens may differ depending on the operating system.

1. Open the Control Panel and select the System and Security option.

'f:') ~ 4 [ » Control Panel »

Adjust your computer's settings

™ ISystem and Security

g\a Rewview your computer's status

- Save backup copies of your files with File History
Find and fix problems

MNetwork and Internet
&. View network status and tasks

Choose homegroup and sharing options

, / Hardware and Sound
*  View devices and printers

% Add a device

2. Select the Allow an app through Windows Firewall option.

(z r -
'f) ~ 1 @ ) Control Panel » System and Security » v G
Control Panel Home .
w Action Center
. ) . . )
o System and Security 1 Review your computer's status and resolve issues | B Change User Account Control settings

Troubleshoot common computer problems
MNetwork and Internet

Hardware and Sound ﬂ Wmdc_:ws Firewall = =
Check firewall status IAIIcw an app through Windows Flrewalll

Programs
User Accounts and Family E’%&' S__ystem :
Safety = View amount of RAM and processor speed | B Allow remote access | Launch remote assistance

Appearance and See the name of this computer
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3. Click the Change settings button.

Allow apps to communicate through Windows Firewall
Teo add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? I@Ehﬂng»&: settings

Allowed apps and features:

Mame Private Public *
W Bing Food & Drink

Bing Health & Fitness

Bing News

Bing Sports

Bing Travel

[ BranchCache - Content Retrieval (Uses HTTP) O O

[ BranchCache - Hosted Cache Client (Uses HTTPS) O |

O BranchCache - Hosted Cache Server (Uses HTTPS) O O

O BranchCache - Peer Discovery (Uses WSD) (I (I
CheckPoint.VPM

[] Connect to a Metwork Projector ] [] ¥

Details... Remowve

Allow another app...

4. Click the Allow another app... button. This will open the Add an app dialog.

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? ¥ Change settings

Allowed apps and features:

Name Private  Public »

3

¥ Bing Finance
Bing Food & Drink
Bing Health 8 Fitness
Bing News
Bing Sports
[ Bing Travel
[ BranchCache - Content Retrieval (Uses HTTP)
[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses W5D)
& CheckPoint.VPN
| [ Connect to a Network Projector
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Details... Remove

' Allow another app...
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5. Click the Browse... button.

Add an app H

app you want to add, or dlick Browse to find one that is not

Apps:
I

5l camera

&% Character Map

¥ Command Prompt

| £ Configure Java

€ DeviceMaster Driver Installation Wizard

€ DeviceMaster Driver Management Console

e Google Chrome

& Internet Explorer

T Magnifier

gé Math Input Panel v

Path: C:\Windows\system32\calc.exe I Browse...

What are the risks of unblodking an app?
You can choose which network types to add this app to.

Network types... | Cancel

6. Navigate to your Java installation folder.

e Windows 64-bit Editions of Windows Java
0 64-bit versions install in C:\Program Files\Java by default
0 32-bit versions install in C:\Program Files (x86)\Java by default.

e Windows 32-bit Editions of Windows Java, install in C:\Program Files\Java by default. The Java folder may
include multiple Java versions, select the most recent version (located in jre7 at this point in time).
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7. Select java.exe and click the Open button.

4 Browse “

T 10 « Local Disk (C:) » Program Files (x86) » Java » jre7 » bin » v & Search bin P
Organize = Mew folder 3= E (7]
-
B Desktop ™ Mame Date modified Type Size "
& Downloads ) . )
1. client 4/16/2014 10:54 AM  File folder

@ Documents

- . dtplugin 4/16/2014 10:34 AM  File folder
‘1= Recent places . . .
1. plugin2 4/16/2014 10:54 AM  File folder
. 57 jabswitch 3/17/2014 10:01 PM Application ATKB
1M This PC - = i =
L Dkt Java 3/17/2014 10:02 PM  Application 171 KB I
5;5 i . [&] javacp! 3/17/201410:02PM  Application 67KE
Docurlner;s 57 java-rmi 14 10:01 PM  Application 16 KB
» Mow_n oacs javaw 3/17/2014 10:02 PM  Application 172 KB
H} p_::lc Ll javaws 31772014 10:02 PM - Application 259 KB
ictures
- vid [T jp2launcher 3772014 10:05 PM - Application 32 KB
..i LI ETISJ' K (C) lﬂqu 317/201410:06 PM  Application 179 KB
2’ D:EJD = (D'] R 57 keytool 3/17/201410:06 PM  Application 16 KB
rive (D:
Shared Fold 577 kinit 31772014 10:06 PM  Application 16 KB
22 Shared Folders ( =77 Klist 1410:06 PM  Application 16 KB
-~ 2 571 ktab 1772014 10:06 PM - Application 16 KB v

File name: || v| Applications (*.exe;*.com;*.icd) w

This will close the Browse dialog and return you to the Add an app dialog.
8. Click the Add button.

Add an app ﬂ

Select the app you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Apps

Caleulator ~

IEH Camera
&P Character Map
B8 Command Prompt
| £ configure Java
DeviceMaster Driver Installation Wizard
enevicer"'laster Driver Management Console
E Google Chrome
(& internet Explorer
B Magrifier
é; Math Input Panel v

Path: |C:\Windows\systemﬂzkﬁlc.exe | | Browse. ..

What are the risks of unblocking an app?

‘You can choose which netwark types to add this app to.

Metwork types... Add Cancel

9. Repeat Steps 4 through 8 but select javaw.exe and javaws.exe in Step 6.
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10. There should be three new entries in your Windows Firewall exception list: Java(TM) Platform SE binary,
Java(TM) Platform SE binary, and Java(TM) Web Start Launcher. You will have to ensure that the Private box is
checked for all three.

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app te communicate? Change settings

Allowed apps and features:

Mame Private  Public *
iputility.exe

[1i5C51 Service

[l Java(TM) Platform SE binary

[l Java(TM) Platform SE binary

[ Java(TM) Web Start Launcher
Wl JuniperMetworks.JunosPulseVpn
O Key Management Service

Mail, Calendar, and People
Maps

[0 Media Center Extenders

Music

[ Metlogon Service

O X OER RO R & RO E
OXOR RO R & RO R

Details... Rermowve

Allow another app...
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