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Chapter 1. Cygwin Overview

1.1. What Is it?

The Cygwin toolsareportsof the popularGNU developmentoolsandautilities for
Windows NT and9x. They functionthroughthe useof the Cygwin library which
providesthe UNIX systemcallsandernvironmentthattheseprogramsequire.

With thetoolsinstalled,programmersnaywrite Win32 consoleor GUI applications
thatmalke useof the standardMicrosoft Win32 API and/orthe Cygwin API. As a
result,it is possibleto easilyport mary significantUNIX programswithoutthe need
for extensve changedo the sourcecode.This includesconfiguringandbuilding most
of the available GNU software(includingthe developmentoolsincludedwith the
Cygwin distributions).Evenif the compilertoolsareof little to no useto you, you may
have interestin the mary standardJNIX utilities. They canbe usedbothfrom the bash
shell(provided)or from thecommand.com.

1.2. Are the Cygwin tools free software?

Yes.PartsareGNU software(gcc,gas,ld, etc...),partsarecoveredby the standardX11
license someof it is public domain,someof it waswritten by Cygnusandplaced
underthe GPL.Noneof it is sharevare.You don't have to payanyoneto useit but you
shouldbe sureto readthe copyright sectionof the FAQ moremoreinformationon how
the GNU GeneraPublicLicensemay affect your useof thesetools.If youintendto
porta proprietaryapplicationusingthe Cygwin library, you maywantthe Cygwin
proprietary-usdicense. For moreinformationaboutthe proprietary-usdicense please
contactsales@ggnus.comCustomer®f the native Win32 GNUProshouldfeel freeto
submitbug reportsandaskquestionghroughthe normalchannelsAll otherquestions
shouldbe sentto the projectmailing list cygwin@source/are.ggnus.com.
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1.3. A brief histor y of the Cygwin project

Thefirst thing donewasto enhancehe developmentools(gcc,gdb,gas,etal) sothat
they couldgenerate/interprad/in32 native objectfiles.

The next taskwasto portthetoolsto Win NT/9x. We could have donethis by rewriting
large portionsof the sourceto work within the context of the Win32 API. But this
would have meantspendinga hugeamountof time on eachandeverytool. Insteadwe
took a substantiallydifferentapproachoy writing a sharedibrary (the Cygwin DLL)
thataddsthe necessaryNIX-lik e functionality missingfrom the Win32 API (fork,
spawn, signals,select,soclets,etc.).We call this new interfacethe Cygwin API. Once
written, it waspossibleto build working Win32 toolsusingUNIX-hosted
cross-compilerdjnking againsthis library.

Fromthis point, we pursuedhe goalof producingnative tools capableof rekuilding
themselesunderwWindows 9x andNT (thisis oftencalledself-hosting).Sinceneither
OSshipswith standardJNIX usertools (fileutils, textutils, bash etc...),we hadto get
the GNU equialentsworking with the Cygwin API. Most of thesetoolswere
previously only built natively sowe hadto modify their configurescriptsto be
compatiblewith cross-compilationOtherthanthe configurationchangesyery few
source-lgel changesiadto be made Runningbashwith the developmentoolsand
usertoolsin place,Windows 9x andNT look lik e a flavor of UNIX from the
perspectie of the GNU configuremechanismSelf hostingwasachievedasof the beta
17.1release.

1.4. Expectations for UNIX Programmer s

Developerscomingfrom a UNIX backgroundwill find a setof utilities they arealready
comfortableusing,includingaworking UNIX shell. Thecompilertoolsarethe
standardGNU compilersmostpeoplewill have previously usedunderUNIX, only
portedto the Windows host.Programmersvishingto port UNIX softwareto Windows
NT or 9x will find thatthe Cygwin library providesaneasyway to port mary UNIX
packageswith only minimal sourcecodechanges.
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1.5. Expectations for Windo ws Programmer s

Developerscomingfrom a Windows backgroundvill find a setof tools capableof
writing consoleor GUI executableghatrely onthe Microsoft Win32 API. Thelinker
anddlltool utility maybe usedto write Windows DynamicallyLinkedLibraries
(DLLs). Theresourcecompiler"windres"is alsoprovidedwith the natve Windows
GNUProtools.All toolsmaybe usedfrom the Microsoft commandine prompt,with
full supportfor normalWindows pathnames.

1.6. Highlights of Cygwin Functionality

1.6.1. Introduction

Whena binarylinkedagainsthelibrary is executedthe Cygwin DLL is loadedinto
theapplicationstext sggment.Becausave aretrying to emulatea UNIX kernelwhich
needsaccesdo all processesunningunderit, thefirst Cygwin DLL to run creates
sharednemoryareaghatotherprocessessingseparaténstance®f theDLL can
accessThisis usedto keeptrackof openfile descriptorsandassisffork andexec,
amongotherpurposesln additionto the sharednemoryregions,every processalso
hasaper_processtructurethatcontainsnformationsuchasprocessd, userid, signal
masksandothersimilar process-specifimformation.

TheDLL isimplementedisingthe Win32 API, which allows it to run on all Win32
hosts Becausgrocessesun underthe standardVin32 subsystemthey canacces$oth
the UNIX compatibility calls providedby Cygwin aswell asary of the Win32 API
calls. This givesthe programmercompleteflexibility in designingthe structureof their
programin termsof the APIs used.For example,they couldwrite a Win32-specific
GUI usingWin32 API callsontop of aUNIX back-endhatusesCygwin.

Early onin the developmentprocessye madethe importantdesigndecisionthatit
would not be necessaryo strictly adhereo existing UNIX standarddéike POSIX.1if it
wasnot possibleor if it would significantlydiminishthe usability of thetoolsonthe
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Win32 platform.In mary casesanervironmentvariablecanbe setto overridethe
default behaior andforce standardgompliance.

Suppor ting both Windows NT and 9x

While Windows 95 andWindows 98 aresimilar enoughto eachotherthatwe can
safelyignorethedistinctionwhenimplementingCygwin, Windows NT is anextremely
differentoperatingsystem For this reasonwheneertheDLL is loaded thelibrary
checkswhich operatingsystemis active sothatit canactaccordingly

In somecasestheWin32 API is only differentfor historicalreasonsln this situation,
the samebasicfunctionalityis availableunderwindows 9x andNT but the method
usedto gainthis functionality differs. A trivial example:in ourimplementatiorof
unamethelibrary examinesthe sysinfo.dwProcessoype structurememberto figure
outthe processotype underWindows 9x. Thisfield is not supportedn NT, which has
its own operatingsystem-specifistructuremembercalledsysinfo.wProcessorivel.

OtherdifferencedetweerNT and9x aremuchmorefundamentain nature. Thebest
exampleis thatonly NT providesa securitymodel.

Permissions and Security

Windows NT includesa sophisticatedecuritymodelbasedon AccessControl Lists
(ACLs). AlthoughsomemodernUNIX operatingsystemsncludesupportfor ACLS,
Cygwin mapsWin32 file ownershipandpermissiongo themorestandardplder UNIX
model. Thechmodcall mapsUNIX-style permissiondackto the Win32 equivalents.
Becauseanary programsxpectto beableto find the/etc/passwénd/etc/grourfiles,
we provide utilities thatcanbe usedto constructhemfrom the userandgroup
informationprovidedby the operatingsystem.

UnderWindows NT, theadministratoiis permittedto chown files. Thereis currentlyno
mechanismo supportthe setuidconceptor API call. Althoughwe hopeto supportthis
functionalityat somepointin thefuture,in practice the programswve have portedhave
notneededt.
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UnderWindows 9x, the situationis considerabhdifferent.Sincea securitymodelis
not provided, Cygwin fakesfile ownershipby makingall files look lik e they areowned
by adefaultuserandgroupid. As underNT, file permissionganstill bedeterminedy
examiningtheir read/write/@ecutestatus Ratherthanreturnanunimplementeerror,
underWindows 9x, thechown call succeedemmediatelywithout actuallyperforming
ary actionwhatsoeer. Thisis appropriatesinceessentiallyall usergointly own the
fileswhenno concepiof file ownershipexists.

It is importantthatwe discusgheimplicationsof our "kernel"usingsharednemory
areado storeinformationaboutCygwin processeBecausaheseareasarenotyet
protectedn ary way, in principle a malicioususercould modify themto cause
unexpectedoehaior in Cygwin processediVhile thisis notanew problemunder
Windows 9x (becausef thelack of operatingsystemsecurity),it doesconstitutea
securityholeunderWindows NT. Thisis becaus®neusercould affectthe Cygwin
programsun by anothemserby changingthe sharednemoryinformationin waysthat
they couldnotin amoretypical WinNT program.For thisreasonit is notappropriate
to useCygwin in high-securityapplicationsin practice thiswill notbeamajor
problemfor mostusesof thelibrary.

File Access

Cygwin supportdbothWin32- andPOSIX-stylepaths,usingeitherforward or back
slashessthedirectorydelimiter. Pathscominginto theDLL aretranslatedrom
Win32to POSIXasneededAs aresult,thelibrary believesthatthefile systemis a
POSIX-complianbne,translatingpathsbackto Win32 pathswheneerit callsaWin32
API function.UNC pathnamesgstartingwith two slashesgaresupported.

Thelayoutof this POSIXview of the Windows file systemspaceds storedin the
Windows registry. While theslash(’/") directorypointsto the systempartitionby
default, thisis easyto changewith the Cygwin mountutility . In additionto selecting
the slashpartition,it allows mountingarbitraryWin32 pathsinto the POSIXfile system
spaceMany peopleusethe utility to mounteachdrive letterunderthe slashpartition
(e.g.C:\to/c,D:\to/d, etc...).

Thelibrary exportsseveral Cygwin-specifidunctionsthatcanbe usedby external

11
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programgo corverta pathor pathlist from Win32to POSIXor vice versa.Shellscripts
andMakefilescannotcall thesefunctionsdirectly. Insteadthey candothe samepath
translationdy executingthe cygpathutility programthatwe provide with Cygwin.

Win32file systemsarecasepreservingout caseinsensitve. Cygwin doesnot currently
supportcasedistinctionbecausein practice few UNIX programsactuallyrely onit.
While we could manglefile namedo supportcasedistinction,this would add
unnecessargverheado thelibrary andmake it moredifficult for non-Cygwin
applicationgo accesshosefiles.

Symboliclinks areemulatedoy files containinga magiccookiefollowedby the pathto
whichthelink points.They aremarkedwith the Systemattribute sothatonly files with
thatattribute have to bereadto determinewhetheror notthefile is a symboliclink.
Hardlinks arefully supportedinderWindows NT on NTFSfile systemsOn a FAT file
systemthecall falls backto simply copying thefile, a stratgy thatworksin mary
cases.

Theinodenumberfor afile is calculatedoy hashingts full Win32 path.Theinode
numbergeneratedby the statcall alwaysmatcheghe onereturnedn d_inoof the
direntstructurelt is worth notingthatthe numberproducedoy this methodis not
guaranteedo be unique.However, we have not foundthis to be a significantproblem
becaus®f thelow probability of generatinga duplicateinodenumber

Text Mode vs. Binary Mode

Interoperabilitywith otherWin32 programssuchastext editorswascritical to the
succes®f theport of thedevelopmentools.Most Cygnuscustomersipgradingirom
theolder DOS-hostedoolchainsexpectedthe new Win32-hostednesto continueto
work with their old developmentsources.

Unfortunately UNIX andWin32 usedifferentend-of-lineterminatoran text files.
Consequentlycarriage-returmewlines have to betranslaten thefly by Cygwininto
asinglenewline whenreadingin text mode.The control-zcharacters interpretecasa
valid end-of-filecharactefor a similarreason.
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This solutionaddressethe compatibility requirementt the expenseof violating the
POSIXstandardhatstateghattext andbinarymodewill beidentical.Consequently
processethatattemptto Iseekthroughtext files canno longerrely on the numberof
bytesreadasanaccuratendicatorof positionin thefile. For thisreasonthe CYGWIN
ervironmentvariablecanbe setto overridethis behaior.

ANSI C Library

We choseto includeCygnus’own existing ANSI C library "newlib" aspartof the
library, ratherthanwrite all of thelib C andmathcallsfrom scratchNewlib is a
BSD-derved ANSI C library, previously only usedby cross-compilersor embedded
systemgevelopment.

Thereuseof existing freeimplementation®f suchthingsastheglob, regexp, and
getoptlibrariessavedus considerableffort. In addition,Cygwin usesDougLea’s free
mallocimplementatiorthatsuccessfullypalancespeedandcompactnessihelibrary
accessethemalloccallsvia anexportedfunction pointer This makesit possiblefor a
Cygwin procesgo provide its own mallocif it sodesires.

Process Creation

Thefork call in Cygwinis particularlyinterestingoecausét doesnot mapwell ontop
of theWin32 API. This makesit very difficult to implementcorrectly Currently the
Cygwin fork is anon-copy-on-writeimplementatiorsimilar to whatwaspresenin
earlyflavorsof UNIX.

Thefirst thing thathappensvhena parentprocesgorks a child processs thatthe
parentinitializesa spacdn the Cygwin procesdablefor thechild. It thencreatesa
suspendedhild procesaisingthe Win32 CreateProcessall. Next, the parentprocess
callssetjmpto save its own context andsetsa pointerto thisin a Cygwin shared
memoryarea(sharedamongall Cygwintasks).t thenfills in thechild’s .dataand.bss
sectionsby copying from its own addresspacanto the suspendedhild’s address
spaceAfter thechild’s addresspacds initialized, the child is run while the parent

13
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waitson a mutex. Thechild discoversit hasbeenforkedandlongjumpsusingthe saved
jump buffer. The child thensetsthe mutex the parentis waiting on andblockson
anothemutex. Thisis thesignalfor the parentto copy its stackandheapinto the child,
afterwhichit releaseshe mutex the child is waiting on andreturnsfrom the fork call.
Finally, the child wakesfrom blockingonthelastmutex, recreatesny
memory-mappedreagassedo it via the sharedarea,andreturnsfrom fork itself.

While we have someideasasto how to speedup our fork implementatiorby reducing
the numberof contect switchesbetweerthe parentandchild processfork will almost
certainlyalwaysbeinefficientunderWin32. Fortunatelyin mostcircumstancethe
spavn family of callsprovidedby Cygwin canbe substitutedor a fork/execpair with
only alittle effort. Thesecallsmapcleanlyontop of theWin32 API. As aresult,they
aremuchmoreefficient. Changingthe compiler's driver programto call spavn instead
of fork wasatrivial changeandincreasedompilationspeedsy twentyto thirty
percentn ourtests.

However, spavn andexecpresentheir own setof difficulties.Becausehereis no way
to do anactualexecunderWin32, Cygwin hasto inventits own ProcesdDs (PIDs).As
aresult,whenaprocesgerformsmultiple execcalls,therewill be multiple Windows
PIDsassociateavith asingleCygwin PID. In somecasesstubsof eachof thesewin32
processesmaylinger, waiting for their exec'd Cygwin procesdo exit.

Signals

Whena Cygwin processstarts thelibrary startsa secondaryhreadfor usein signal
handling.This threadwaitsfor Windows eventsusedto passsignalsto the process.
Whena processoticesit hasasignal,it scangts sighalbitmaskandhandleghe signal
in theappropriatgashion.

Severalcomplicationan theimplementatiorarisefrom the factthatthe signalhandler
operatesn thesameaddresspaceasthe executingprogram.Theimmediate
consequences that Cygwin systemfunctionsareinterruptibleunlessspecialcareis
takento avoid this. We go to somelengthsto preventthesig_sendunctionthatsends
signalsfrom beinginterruptedln the caseof a processendinga signalto another
processye placea mutex aroundsig_senduchthatsig_sendwill notbeinterrupted
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until it hascompletelyfinishedsendingthe signal.

In the caseof a processendingtself a signal,we usea separatsemaphorekentpair
insteadof the mutex. sig_sendstartsby resettingthe eventandincrementinghe
semaphor¢hatflagsthe signalhandlerto procesghe signal.After the signalis
processeahesignalhandlersignalsthe eventthatit is done.This proceskeeps
intraprocessignalssynchronousasrequiredby POSIX.

Most standardJNIX signalsareprovided.Jobcontrolworksasexpectedn shellsthat
supportit.

Sockets

Soclet-relateccallsin Cygwin simply call the functionsby the samenamein Winsock,
Microsoft'simplementatiorof Berkeley sockets.Only afew changesvereneededo
matchthe expectedUNIX semantics oneof the mosttroublesomalifferencesvasthat
Winsockmustbeinitialized beforethefirst socket functionis called.As aresult,
Cygwin hasto performthisinitialization whenappropriateln orderto supportsoclets
acrosdork calls,child processemitialize Winsockif ary inheritedfile descriptoris a
soclet.

Unfortunatelyimplicitly loadingDLLs at processstartupis usuallyaslow affair.
Becausenary processedo not usesoclets,Cygwin explicitly loadsthe WinsockDLL
thefirsttimeit callsthe Winsockinitialization routine.This singlechangespedup
GNU configuretimesby thirty percent.

1.6.10. Select

The UNIX selectfunctionis anothercall thatdoesnot mapcleanlyontop of the Win32
API. Muchto our dismay we discoveredthatthe Win32 selectin Winsockonly worked
on soclkethandlesOurimplementatiorallows selectto functionnormallywhengiven
differenttypesof file descriptorgsoclets,pipes,handlesanda custom/dev/windows
Windows messagepseudo-dece).

15
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Uponentryinto the selectfunction,thefirst operationis to sortthefile descriptorsnto
thedifferenttypes.Therearethentwo casedo considerThe simplecases whenat
leastonefile descriptolis atypethatis alwaysknown to beready(suchasadiskfile).
In thatcase selectreturnsimmediatelyassoonasit haspolled eachof the othertypes
to seeif they areready The morecomplex casenvolveswaiting for soclet or pipefile
descriptorgo beready Thisis accomplishedby the mainthreadsuspendinggself, after
startingonethreadfor eachtype of file descriptompresentEachthreadpolls thefile
descriptorof its respectie typewith theappropriateNin32 API call. As soonasa
threadidentifiesa readydescriptorthatthreadsignalsthe mainthreadto wake up. This
cases now the sameasthefirst onesincewe know atleastonedescriptolis ready So
selectreturns afterpolling all of thefile descriptorsonelasttime.
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2.1. Cygwin Contents

Thefollowing packagesreincludedin thefull release:

Developmentools:binutils, bison,byacc,dejagnudiff, expect,flex, gas,gcc,gdb,itcl,
Id, libstdc++,make, patchtcl, tix, tk

Usertools:ash,bash bzip2,diff, fileutils, findutils, gawk, grep,gzip, less,m4, sed,
shellutils,tar, textutils, time

Theusertoolsreleaseonly containghe usertools.

Full sourcecodeis availablefor thesetools.

2.2. Installing the binary release

Important!Be sureto remove ary olderversionsof the Cygwin toolsfrom your PATH
ervironmentvariablesoyou do not executethemby mistale.

Connecto oneof theftp senerslistedin
http://sourcevare.ygnus.com/ggwin/mirrors.htnl andcd to thedirectorycontaining
thelatestrelease.

If youwantthe developmentoolsandthe programsecessaryo runthe GNU
configuremechanismyou shoulddownloadthefull binaryreleasecalledf ul | . exe. If
you only careabouttheusertoolslistedabove,downloaduser t ool s. exe instead.

If you have anunreliableconnectiondownloadthe appropriatébinaryin smaller
chunksinstead For the split full installer getthefilesin the‘full-split’ subdirectory
Oncedownloaded combinethe split files at the commandoromptby doinga:

C:\Cygnus\>copy /b xaa + xab + xac + ... + xak + xal full.exe
C:\ Cygnus\ >del xa*.*

17
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A similar procescanbe usedfor the usertools.

Onceyou have installedthe executableon your systemyunit. Firstoff, theinstaller
will promptyoufor alocationto extractthetemporaryfiles it needdo install the
releaseon your system.Thedefault shouldbefine for mostpeople.

Next it will askyouto chooseaninstalllocation.Thedefaultis
systemdrive:\cygnus\ cygw n- b20. Feelfreeto chooseanothelocationif you
would prefer

Finally, it will askyou for the nameof the ProgramFilesfolder shortcutto add.By
default, theinstallerwill createa‘Cygwin B20’ entryin afolder called‘Cygnus
Solutions’.Whenthis stepis completedjt will installthetoolsandexit.

If you shouldever wantto uninstallthetools,you maydo sovia the"Add/Remawe
Programs'tontrolpanel.

At this pointyou shouldbeableto look underthe startmenuandselect'Cygwin Beta
20" (or whatever you namedt). Thiswill popup abashshellwith specialervironment
variablessetup for you. If you arerunningWindows 95 or 98 andarefacedwith the
errormessagéOut of ervironmentspace"you needto increaseéhe amountof
ernvironmentspaceAdding theline shell=C:\command.com/e:4096/p to thefile

C: \ CONFI G SYS andthenrebootingshoulddo thetrick if C: is your systemdrive
letter.

If youwantto installthe sourcedollow theinstructionsin the next section.elsego
directly to Section2.4to completeyour systemsetup.

2.3. Installing the sour ce code

18

Beforedownloadingthe sourcecodecorrespondingo thereleaseyou shouldinstall
thelatestreleaseof thetools (eitherthefull releaseor justtheusertools).

Createthedirectorythatwill housethe sourcecode.cd there.

Connecto oneof theftp senerslistedabove andcd to the directorycontainingthe
latestrelease.
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The sourcecodeis split into two units: usertoolsanddevelopmentools. If youwant
theusertoolssourcecode,cd into theuser - src- spl i t subdirectoryDownloadthe
filesthere.lf youwantthedevelopmentoolssourcescd into thedev-src-split
subdirectoryDownloadthefiles there.

Backin the Windows commandshell, for the usertoolssource:

C:\Cygnus\> copy /b xba + xbb + xbc + xbd + xbe + xbf + xbg user-
src.tar. bz2

C:\ Cygnus\ > del xb*.*

C:\ Cygnus\> bunzi p2 user-src.tar.bz2

C:\Cygnus\> tar xvf user-src.tar

For thedevelopmentoolssource:

C:\Cygnus\> copy /b xca + xcb + xcc + xcd + ... + xck + xcl dev-
src.tar. bz2

C:\ Cygnus\ > del xc*.*

C:\ Cygnus\ > bunzi p2 dev-src.tar. bz2

C:\Cygnus\> tar xvf dev-src.tar

Bothwill expandinto adirectorycalledsr c.

Note:if youwantthe sourcesorrespondindo everythingin the full.exe binary
installer youwill needto downloadandexpandboththeuser -src. tar. bz2 and
dev-src. tar. bz2 sourcearchives!

2.4. Director y Structure

Cygwin knows how to emulatea standardJNIX directorystructure to someextent.
Thisis donethroughthe useof mounttablesthatmapWin32 pathsto POSIXones.The
mounttablemay be setup andmodifiedwith the mount commandThis section
explainshow to properlyorganizethe structure.
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Whenyou setup the systemyou shoulddecidewhereyou wanttherootto be mapped.
Possiblechoicesaretheroot of your Windows systemsuchasc: or adirectorysuchas
c:\progra~1\root.

Executethefollowing commandsnsidebashasit is difficult to changethe positionof
theroot from the Windows commandorompt.Changingthe mountpointsmay
invalidatePATH, if this happensimply exit andrelaunchbash.Createthe directoryif
neededthenumount / the currentrootandmount it in its new place.You alsohave to
decideif youwantto usetext or binarymode.

Next, createthetraditionalmain UNIX directorieswith the following commandin
someshellsit is necessaryo issueseparatenkdir commandseachwith asingle
argument).

/$ nmkdir /tnp /bin /etc /var [usr

Next we will initialize the contentof thesedirectories.

You shouldmake surethatyou alwayshave avalid / t np directory If youwantto avoid
creatingareal/ t np, you canusethe mount utility to point/ t np to anotherdirectory
suchasc: \ t np, or createa symboliclink / t np to pointto suchadirectory

The/ bi n directoryshouldcontaintheshellsh. exe. You have threechoices.Thefirst
is to copy this programfrom the Cygnusbi n directory The seconds to usemount to
mountthe Cygnusbi n directoryto/ bi n (theadwantageof this approachs thatyour
PATH will beshorterinsidebash).Thethird is to make/ bi n asymboliclink to the
Cygnusbi n directory

NotethatCygwin comeswith two shells:bash.exeandsh.exe which is basedn ash
Thesystemis fasterwhenashis usedasthe non-interactre shell. Theonly
functionality supportedn ashis thatof thetraditionalsh. In caseof troublewith ash
make sh.exepointto bash.exe

We now turnto/ et c. You maywantto copy in it thet er ncap file from the Cygnus
et ¢ directory althoughthe defaultshbuilt into the programssuffice for thenormal
console.You mayalsousemount or createassymboliclink to the Cygnuset c, justas
for / bi n above.
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UnderWindows NT, if youwantto createl et c/ passwd and/ et ¢/ gr oup (i.e. sothat
whoami worksandls -I replaceghe UID with aname)justdo this:

/$ cd /etc
/etc$ nkpasswd -1 > /etc/passwd
/etc$ nmkgroup -1 > /etc/group

Futurechangego your NT registry will NOT bereflectedn / et ¢/ passwd or
/ et c/ group afterthissoyou maywantto regeneratehesefiles periodically Under
Windows 9x, you cancreateandedit thesefiles with atext editor.

Thewho commandequiresthe/ var / r un/ ut np to exist. Createit if youwish. The
systemalsologsinformationin / var /| og/ wt np, if it exists.

The/ usr directoryis notusedby the Cygwin systenbut it is a standarglaceto install
optionalpackages.

You mayalsowantto mountdirectoriessuchas/ a and/ d to referto yourlocal and
network drives.

You do not needto createl dev in orderto setup mountsfor devicessuchas
/ dev/ nul | asthesearealreadyautomaticallysimulatednsidethe Cygwin library.

2.5. Environment Variables

Beforestartingbash,you mustsetsomeervironmentvariables someof which canalso
be setor modifiedinsidebash.Cygnusprovidesyou with a .batfile wherethe most
importantonesaresetbeforebashin launchedThis is the safestway to launchbash
initially. The.batfile is installedby defaultin \ cygnus\ cygwi n- b20/ cygnus. bat
andpointedto in the StartMenu. You caneditit to your liking.

The CYGWIN variableis usedto configuremary globalsettingsfor the Cygwin
runtimesystemlnitially you canleave CYGWIN unsetor setit tot t y (e.g.to support
job controlwith ~Z etc...)usinga syntaxlik e thisin the DOS shell,beforelaunching
bash.
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C:\Cygnus\> set CYGW N=tty notitle strace=0x1

ThePATH environmentvariableis usedby Cygwin applicationsasallist of directories
to searchfor executabldilesto run. This ervironmentvariableis corvertedfrom
Windows format(e.g.C: \ W nNT\ syst enB82; C: \ W nNT) to UNIX format(e.g.,

/ W nNT/ syst enB82: / W nNT) whena Cygwin procesdirst starts.Setit sothatit
containsatleastthe Cygnusbi n directory

C:\ cygnus\ cygwi n-b20\ Hi 586- cygwi n32\ bi n beforelaunchingbash.

The HOME ervironmentvariableis usedby mary programgo determinghelocation
of your homedirectoryandwe recommendhatit be defined.This ernvironment
variableis alsocorvertedfrom Windows formatwhena Cygwin procesdirst starts.Set
it to pointto your homedirectorybeforelaunchingbash.

make usesanenvironmentvariableMAKE_MODE to decideif it usesconmmand. com
or/ bi n/ sh to runcommandines.If you aregettingstrangeerrorsfrom make about
"/c notfound", setMAKE_MODE to UNI X atthe commandoromptor in bash.

C:\ Cygnus\> set MAKE_MODE=UNI X
/ Cygnus$ export MAKE MODE=UNI X

The TERM environmentvariablespecifiesyour terminaltype. You cansetit to
cygwi n.

TheLD_LIBRARY_PATH ervironmentvariableis usedby the Cygwin function

dl open () asalist of directoriesto searcHor .dll filesto load. This environment
variableis corvertedfrom Windows formatto UNIX formatwhena Cygwin process
first starts.Most Cygwin applicationsdo not make useof thedl open () callanddo
not needthis variable.

2.6. NT security and the nt sec usage

Thedesigngoal of the ntsecpatchwasto getamoreUNIX lik e permissiorstructure
baseduponthe securityfeaturesof Windows NT. To describehe changesl will givea
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shortoverview of NT securityin chapterone.

Chaptertwo discusseshe changesn ntsecrelatedto privilegeson processes.
Chapterthreeshowns the basicsof UNIX lik e settingof file permissions.
Chapterfour talks aboutthe advancedsettingsintroducedn releasel.1
Chapteffiveillustratesthe permissiormappingleak of Windows NT.
Chaptersix describesn shortthenew acl API sincereleasel.1

Thesettingof UNIX like objectpermissionss controlledby thenew CYGWIN
variablesetting( no) nt sec. On NT ntsecis now turnedon by default.

2.6.1. NT security

TheNT securityallows a procesgo allow or dery acces®f differentkind to ‘objects’.
‘Objects’ arefiles, processeghreadssemaphorestc.

Themaindatastructureof NT securityis the ‘securitydescriptor’ (SD) structure It
explainsthe permissionsthataregranted(or denied)to anobjectandcontains
information,thatis relatedto socalled‘securityidentifiers’(SID).

A SID is auniqueidentifierfor usersgroupsanddomains.SIDsarecomparabld¢o
UNIX UIDs andGIDs, but aremorecomplicatedoecausehey areuniqueacross
networks. Example:

SID of asystenfoo’:
S-1-5-21- 165875785- 1005667432- 441284377
SID of auser‘johndoe’ of thesystem'foo’
S-1-5-21- 165875785- 1005667432- 441284377- 1023

Theabove exampleshaws the conventionfor printing SIDs. Theleading‘S’ should
shaw thatit is a SID. The next numberis aversionnumberwhichis always1. The next
numberis the socalled‘top-level authority’ thatidentifiesthe sourcethatissuedthe
SID.
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While eachsystemin aNT network hasit’s own SID, the situationis modifiedin NT
domainsThe SID of thedomaincontrolleris thebaseSID for eachdomainuser If an
NT userhasoneaccountasdomainuserandanotheraccounton his local machinethis
accountsareunderary circumstance®IFFERENT, regardlesof the usageof the
sameusernameandpassvord!

SID of adomain‘bar’:

S-1-5-21-186985262-1144665072- 740312968

SID of auserjohndoe’in thedomain‘bar’:

S-1-5-21-186985262-1144665072- 740312968- 1207

Thelastpartof the SID, the socalled‘relative identifier’ (RID), is by default usedas
UID and/orGID undercygwin. As the nameandthe above exampleimplies, thisid is
uniqueonly relative to onesystemor domain.

Note,thatit’s possiblethatanuserhasthe sameRID ontwo differentsystemsThe
resultingSIDsareneverthelesslifferent,sothe SIDs arerepresentinglifferentusersin
anNT network.

Thereis a big differencebetweenUNIX IDs andNT SIDs,the existenceof the so
called‘well known groups’.For exampleUNIX hasno GID for thegroupof ‘all users’.
NT hasanSID for them,called‘Everyone’in the EnglishversionsThe SIDs of
well-known groupsarenotuniqueacrossanNT network but theirmeaningsare
unmistakableExamplesof well-known groups:

everyone S-1-1-0
creat or/ owner S-1-3-0
bat ch process (via ‘at’) S-1-5-3
aut henti cat ed users S-1-5-11
system S-1-5-18

Thelastimportantgroupof SiDsarethe ‘predefinedgroups’. This groupsareused
mainly on systemutsideof domainsgto simplify theadministratiorof user
permissionsThecorrespondinglDsarenot uniqueacrosshenetwork sothey are
interpreteconly locally:
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adm ni strators S-1-5-32-544
users S-1-5-32-545
guests S-1-5-32-546

Now, how arepermissiongjivento objects?A processnayassignanSD to the object.
The SD of anobjectconsistof threeparts:

- theSID of theowner
- theSID of thegroup
- alist of SIDswith their permissionscalled‘accesscontrollist’ (ACL)

UNIX is ableto createthreedifferentpermissionsthe permissiongor the owner, for
thegroupandfor theworld. In contrasthe ACL hasa potentiallyinfinite numberof
membersEvery memberis a socalled‘accesscontrolelement’(ACE). An ACE
containghreeparts:

- thetypeof the ACE
« permissionsgescribedvith a DWORD
- theSID, for whichtheabore mentionedoermissionsareset

Thetwo importanttypesof ACEsarethe‘accessallowed ACE’ andthe ‘accessdenied
ACE’. Thentsecpatchonly usesaccessallowed ACEs'.

Thepossiblepermission®n objectsaremorecomplicatedhanin UNIX. For example,
the permissiorto deleteanobjectis differentfrom thewrite permission.

With theaforementionednethodNT is ableto grantor revoke permissiongo objectsin
afar morespecificway. But whataboutcygwin?In a POSIXervironmentit would be
fine to have the securitybehaior of aPOSIXsystem.TheNT securitymodelis
MOSTLY ableto reproduceghe POSIXmodel.Thentsecpatchtriesto dothisin
cygwin.

You ask"Mostly? Why mostly???'Becauseheres aleakin the NT model.l will
describethatin detailin chapter4.

Thecreationof explicit objectsecurityis a bit complicatedsotypically only two
simplevariationsareused:
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2.6.2.
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« defaultpermissionsgomputedoy theoperatingsystem
- eachpermissiorto everyone

For parameterso functionsthatcreateor opensecurablebjectsanotheratastructure
is used the‘securityattributes’ (SA). This structurecontainsan SD andaflag, that
specifiesvhetherthereturnedhandleto the createdor openedobjectis inheritedto
child processesr not. This propertyis notimportantfor the ntsecpatchdescriptionso
in thisdocumentSDsandSAsaremoreor lessidentical.

Process privileg es

Any processstartedundercontrolof cygwin hasa semaphorattachedo it, thatis used
for signalingpurposesThecreationof this semaphoreanbefoundin sigproc.cc,
function‘getsem’. Thefirst parameteto thefunctioncall ‘CreateSemaphorés an SA.
Without ntsecpatchthis SA assignslefault securityto the semaphoreThereis a
simpledisadwantageOnly the ownerof the processnaysendsignalsto it. Or, in other
words,if theownerof the processs notamemberof theadministratorsgroup,no
administratomaykill theprocessThisis especiallyannging, if processearestarted
via servicemanager

Thentsecpatchnow assignsan SA to the processontrolsemaphorehathaseach
permissiorsetfor the userof the processfor theadministratorsgroupandfor
‘system’,whichis asynorym for the operatingsystemitself. The creationof this SA is
doneby thefunction‘sec_user’'thatcanbefoundin ‘shared.cc’ Eachmemberof the
administratorsgroupis now allowedto sendsignalsto arny processreatedn cygwin,
regardlesof the procesowner.

Moreover, eachprocessow hasthe appropriatesecuritysettingswhenit is startedvia
‘CreateProcessYouwill find thisin function‘spavn_guts’in module‘spawvn.cc’. The
securitysettingdor startinga processn anotherusercontext have to addthe sid of the
new user too. In the caseof the ‘CreateProcessAsUsezall, sec_usecreatesanSA
with anadditionalentryfor the sid of thenew user
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2.6.3. File permissions

If ntsecis turnedon, file permissionaresetasin UNIX. An SD is assignedo thefile
containingthe ownerandgroupandACEsfor theowner, thegroupand‘Everyone’.

Thecompletesettingsof UNIX like permissionganbefoundin thefile ‘security.cc’.
Thetwo functions‘get_nt_attrilute’ and‘set_nt_attrilute’ arethemaincode.The
readingandwriting of the SDsis doneby thefunctions‘read_sd’and‘write_sd’.
‘write_sd’ usesthe function‘BackupReadinsteadof the simplerfunction
‘SetFileSecurity’becausehelatteris unableto setownersdifferentfrom the caller.

If you arecreatingafile ‘foo’ outsideof cygwin, youwill seesomethindik e the
following onls -In:

If yourlogin is memberof theadministratorsgroup:

rwxrwxrwx 1 544 513 ... foo
if not:
rwxrwxrwx 1 1000 513 ... foo

NotetheuserandgrouplIDs. 544is theUID of theadministratorsgroup.Thisis a
‘feature’: - P of WIinNT. If oneis amemberof theadministratorsgroup,everyfile,
thathe hascreateds ownedby theadministratorsgroup,insteadby him.

Thesecondexampleshonsthe UID of thefirst user thathasbeencreatedwvith NT's
theuseradministratiortool. The usersandgroupsaresequentiallynumberedstarting
with 1000.Usersandgroupsareusingthe samenumberingschemesoa useranda
groupdon’t sharethesamelD.

In bothexamplesthe GID 513is of specialinterest.This GID is awell known group
with differentnamingin local systemsanddomains Outsideof domainshegroupis
namedNone’ (‘Kein’ in German,Aucun’ in French.etc.),in domainst is named
'Domain Users’.Unfortunatelythe group‘None’ is never shavn in theuseradmintool
outsideof domains!This is very confusingbut it seemghatthis hasno negativ
influences.
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To work correctlythe ntsecpatchdependonreasonediles/ et ¢/ passwd/ and

/ et ¢/ group. In cygwin releasel.0 thenamesandthe IDs mustcorrespondo the
appropriateNT IDs! ThelDs usedin cygwin aretheRID of theNT SID, asmentioned
earlier An SID of e.g.theuser‘corinna’ onmy NT workstation:

S-1-5-21-165875785-1005667432-441284377- 1000

Notethelastnumber:t'sthe RID 1000,the cygwin’s UID.

Unfortunately workstationsandsenersoutsideof domainsarenot ableto setprimary
groups!in thesecasesyherethereis no correlationof usersto primarygroups,NT
returns513(None)asprimary group,regardlesof the membershigo existing local
groups.

whenusingmkpasswd-| -g on suchsystemsyou have to changethe primarygroupby
handif ‘None’ asprimarygroupis notwhatyou want(andI’'m sure,it’s notwhatyou
want!)

To gethelpin creatingcorrectpasswdandgroupfiles, look atthefollowing examples,
thatarepartof my files. With the exceptionof my personalserentry, all entriesare
well known entries For a betterunderstandinghe namesaretranslatedo the
eguialentsof the EnglishNT version.

Example 2-1./etc/passwd

everyone: *:0:0: ::

system *:18:18:::

adm ni strator::500:544::/hone/root :/bin/bash

guest: *:501: 546: ::

adm ni strators: *:544:544: :/ honme/root:

corinna::1000: 547: Cori nna Vi nschen:/hone/ corinna:/bin/tcsh

Example 2-2./etc/group
everyone: : 0:

system : 18:
none: : 513:



2.6.4.

Chapter2. SettingUp Cygwin

adm ni strators:: 544:
users: : 545:
guest s: : 546:

power users: : 547:

Groupsmay be mentionedn the passwdile, too. This hastwo advantages:

- BecauseNT assignghemto filesasowners,als -1 is oftenbetterreadable.
- Moreoverit’ s possibleto assignedhemto files asownerswith cygwin’s chown.

Thegroup‘system’is theaforementionedynorym for the operatingsystemitself and
is normallythe ownerof processeghatarestartedhroughservicemanagerThe same
is truefor files, thatarecreatedoy processesyhich arestartecthroughservice
manager

New since Cygwin release 1.1

In Cygwinreleasel.1anew techniqueof usingthe/ et ¢/ passwd and/ et ¢/ gr oup is
introduced.

Both files maynow containSIDs of usersandgroups.They aresavedin thelastfield of
pw_gecosn / et c/ passwd andin thegr_passwdield in/ et c/ gr oup.

This hasthefollowing advantages:

« ntsecworksbetterin domainervironments.

« Accounts(usersandgroups)may getanothemamein cygwin thattheir NT account
name.Thenamein / et ¢/ passwd or/ et ¢/ gr oup is transparentlyisedby cygwin
applicationgeg. chown, chmod, Is):

root::500:513::/hone/root:/bin/sh

insteadof
adm nstrator::500:513::/honme/root:/bin/sh
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Caution:If youliketo usetheaccountaslogin accountvia telnet etc.you haveto
remainthe nameunchangear you have to usea specialversionof login which will
bepartof thereleasel.1soon.

« CygwinUIDs andGIDs arenow notnecessarilfhe RID partof theNT SID:

root::0:513:S-1-5-21-54355234-56236534- 345635656-
500: / hone/ root:/ bin/sh

insteadof
root::500: 513::/honme/root:/bin/sh

« Asin U*X systemdJIDs andGIDs numberingschemenow don't influenceeach
other Soit’s possibleto have sameld’s for a useranda group:

Example 2-3./etc/passwd:

root::0:0:S-1-5-21-54355234-56236534- 345635656-
500: / honme/ root :/ bi n/ sh

Example 2-4. /etc/group:

root:S-1-5-32-544:0:

Thetoolsmkpasswdandmkgroup createthe neededentriesby default. If youdon't
wantthatyou canusetheoptions- s or - no- si ds. In this casentsecbehaeslik e the
previousversion.

Pleasenotethatthepw_gecodield in / et ¢/ passwd is definedasa commaseperated
list. The SID hasto bethelastfield!

As aforementionegou areableto usecygwin accountnamedifferentfrom theNT
accountnameslf youwantto login thru‘telnet’ or somethingelseyou have to usethe
speciallogin. You maythenaddanotherfield to pw_gecoswvhich containghe NT user
nameincludingit’sdomain.Soyou areableto login aseachdomainuser The syntaxis
easy:Justaddanentryof theform U-ntdomain\ntusernamnte the pw_gecodield. Note
thatthe SID muststill remainthelastfield in pw_gecos!
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the king::1:1:Elvis Presley, U STILLHERE\ el vi s, S-1-5-21-1234-
5678-9012-1000: / bi n/ sh

For alocal userjustdropthe domain:

the king::1:1:Elvis Presley, Uelvis, S-1-5-21-1234-5678-9012-
1000: / bi n/ sh

In eachcasethe passwverd of the useris takenfrom the NT userdatabaseNOT from
the passwdile!

The mapping leak

Now its time to pointouttheleakin theNT permissionsThe official documentation
explainsin shortthefollowing:

. accessllow ACEsareaccumulatedegardingto the groupmembershimf the caller.

- Theorderof ACEsis important.The systenreadshemin sequenceintil eitherarny
neededightis deniedor all neededightsaregranted Later ACEsarethennottaken
into account.

« ALl accessleniedACEs_should_precedery accessallowedACE.

Notethatthelastrule is a preferencenotalaw. NT will correctlydealwith the ACL
regardlesof thesequencerder Thesecondule is not modifiedto getthe ACEsin the
preferedorder

Unfortunatelythe securitytab of the NT4 exploreris completelyunableto dealwith
accessleniedACEswhile the explorerof W2K rearrangesheorderof the ACEs
beforeyou canreadthem.ThankGod,the sortorderremainsunchangedf onepresses
the Cancelbutton.

You still ask"Whereis theleak?"NT ACLs areunableto reflecteachpossible
combinationof POSIXpermissionsExample:

W1 - XTI w
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1sttry:

User Al | ow: 110
G oupAl l ow. 101
G hersAllow 110

Hmm, becaus®f the accumulatiorof allow rightsthe usermay executebecauséehe
groupmayexecute.

2sttry:

User Deny: 001
G oupAl l ow. 101
O hersAll ow. 110

Now theusermayreadandwrite but not execute Better?No! Unfortunatelythe group
maywrite now becaus®thersmaywrite.

3rdtry:

User Deny: 001
G oupDeny: 010
GroupAl l ow. 001
QO hersAllow 110

Now the groupmay not write asintendecdbut unfortunatelythe usermaynot write
anymore,too. How shouldthis problembe solved?Accordingto the official rulesa
UserAllow hasto follow the GroupDely but it’s easyto seethatthis cannever be
solvedthatway.

Theonly chance:

User Deny: 001
User Al | ow: 010
G oupDeny: 010
G oupAl l ow. 001
O hersAllow 110
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Again: Thisworksfor both,NT4 andW2K. Only the GUIs arent ableto dealwith that
order

New acl API

For dealingwith ACLs Cygwin now hastheacl API asit’simplementedn newer
versionsof Solaris.The new datastructurefor asingleACL entry (ACEin NT
terminology)is definedin sys/ acl . h as:

typedef struct acl {

i nt a type; [/* entry type */

uid_t a_id; [* UD| G&D*/

nmode t a perm /* perm ssions */
} aclent _t;

Thea_ permmemberof theaclent_ttypecontainsonly the bits for read,write and
executeasin thefile mode.If eg. readpermissionis grantedall readbits (S_IRUSR,
S IRGRRS_IROTH) areset.CLASS_OBJor MASK ACL entriesarenot fully
implementedyet.

Thenew API callsare

acl (2), facl (2)

acl check(3),

aclsort(3),

acl t onode(3), aclfrommode(3),
acltopbits(3), aclfronpbits(3),
acltotext(3), aclfromtext(3)

Likein Solaris,Cygwin hastwo new commandgor working with ACLsonthe
commandine: getfaclandsetfacl

Onlinemanpagedor theaforementionedommandsandAPI callscanbefoundon eg.
http://docs.sun.com
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2.7. Customizing bash
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To setbashup sothatcut andpastework properly click on the"Properties'button of
thewindow, thenonthe"Misc" tah Make surethat"Quick Edit" is checledand"Fast
Pasting"isn’t. Thesesettingswill berememberedext time you run bashfrom that
shortcut.Similarly you cansettheworking directoryinsidethe "Program"tah The
entry"%HOME%" is valid.

Your homedirectoryshouldcontainthreeinitialization files thatcontrolthe behaior of
bash.They are. profil e, . bashrc and. i nput r c. Thesenitializationfiles will only
bereadif HOME is definedbeforestartingbash.

. profil e (othernamesarealsovalid, seethe bashmanpage)containshash
commandslt is executedwhenbashis startedaslogin shell,e.g.from thecommand
bash—login (the provided.batfile doesnot setthe switch). This is a usefulplaceto
defineandexport ervironmentvariablesandbashfunctionsthatwill be usedby bash
andthe programganvokedby bash.lt is agoodplaceto redefinePATH if neededWe
recommendhddinga":." to theendof PATH to alsosearclthe currentworking
directory(contraryto DOS,thelocal directoryis not searchedby default). Also to
avoid delaysyou shouldeitherunsetMAILCHECK or defineMAILPATH to pointto
your existing mail inbox.

. bashrc issimilarto. profi | e butis executedeachtime aninteractve bashshellis
launchedlt senesto defineelementghatarenotinheritedthroughthe environment,
suchasaliaseslf you do notuselogin shells,you maywantto put the contentsof

. profil e asdiscussedborein thisfile instead.

shopt -s nocasegl ob

will allow bashto glob filenamesdn a case-insensite mannerNotethat. bashr c is
not calledautomaticallyfor login shells.You cansourceit from. profil e.

. i nput r ¢ controlshow programausingthereadlinelibrary (includingbash)oehae. It
is loadedautomaticallyThefull detailsarein ther eadl i ne. i nf o. Dueto abugin the
currentreadlineversion,. i nput r ¢ cannotcontain\r, evenon text mountedsystems.
Considerthe following settings:
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# Make Bash 8bit cl ean

set nmeta-flag on

set convert-neta off

set output-meta on

# I gnore case while conpleting
set conpl etion-ignore-case on

Thefirst threecommandsllow bashto display8-bit charactersiysefulfor languages
with accenteatharactersThelastline makesfilenamecompletioncaseinsensitve,
which canbe corvenientin a Windows ervironment.
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This chapterexplainssomekey differencesetweerthe Cygwin ervironmentand
traditionalUNIX systemslit assumegsworking knowledgeof standardJNIX
commands.

3.1. Mapping path names

3.1.1.

3.1.2.

Intr oduction

Cygwin supportsdothWin32- andPOSIX-stylepaths wheredirectorydelimitersmay
be eitherforwardor backslashesUNC pathnamegstartingwith two slashesanda
network name)arealsosupported.

POSIXoperatingsystemgsuchasLinux) do not have theconcepiof drive letters.
Instead all absolutepathsbegin with a slash(insteadof a drive lettersuchas”c:") and
all file systemsappeamassubdirectoriegfor example,you mightbuy a new disk and
make it bethe/ di sk2 directory).

Becausemary programsarittento runon UNIX systemsassumehe existanceof a
singleunified POSIXfile systemstructure Cygwin maintainsa specialinternalPOSIX
view of the Win32 file systemthatallows theseprogramgo successfullyun under
Windows. Cygwin usesthis mappingto translatebetweenwWin32 andPOSIX pathsas
necessary

The Cygwin Mount Table

Themount utility programis usedto to mapWin32 drivesandnetwork sharesnto
Cygwin’sinternalPOSIXdirectorytree.Thisis a similar concepto thetypical UNIX
mountprogram.For thosepeoplecomingfrom a Windows backgroundthe mount
utility is very similarto theold DOSjoin, in thatit makesyour drive lettersappeaias
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subdirectoriesomavhereelse.

Themappingis storedin the currentusers Cygwin mounttablein the Windows
registry sothattheinformationwill beretrievednext time theuserlogsin. Becausaet is
sometimeglesirableo have system-wideaswell asuserspecificmounts thereis also
asystem-widanounttablethatall Cygwin usersinherit. The system-widgablemay
only be modifiedby a userwith the appropriateriviledges(Administratorpriviledges
in Windows NT).

Thecurrentuserstableis locatedunder'HKEY _CURRENT _USER/Softare/Cygnus
Solutions/Cygwin/mountg<version>"where<version>is the latestregistry version
associateavith the Cygwin library (this versionis notthe sameasthereleasenumber).
The system-widdableis locatedunderthe samesubleys under
HKEY_LOCAL_SYSTEM.

By default,the POSIXroot/ pointsto the systempartitionbut it canberelocatedo
ary directoryin theWindowsfile systemusingthe mount commandWheneer
Cygwin generates POSIX pathfrom aWin32 one,it useshelongestmatchingprefix
in themounttable.Thus,if C. is mountedas/ ¢ andalsoas/ , thenCygwinwould
translateC: / f oo/ bar to/ c/ f oo/ bar .

Invoking mount without any agumentdisplaysCygwin’s currentsetof mountpoints.
In thefollowing example,the C driveis the POSIXrootandD driveis mappedo/ d.
Notethatin this case theroot mountis a system-widanountpointthatis visible to all
usersrunningCygwin programswhereaghe/ d mountis only visible to thecurrent
user

Example 3-1. Displaying the curr ent setof mount points

c:\cygnus\ > nount

Devi ce Directory Type Fl ags
D /d user t ext node
C / system t ext node

You canalsousethe mount commando addnewv mountpoints,andtheumount to
deletethem.SeeSection3.6.7andSection3.6.9for moreinformationon how to use
theseutilities to setup your Cygwin POSIXfile system.
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Wheneer Cygwin cannotuseary of the existing mountsto corvertfrom a particular
Win32 pathto a POSIXone,Cygwinwill automaticallydefaultto animaginarymount
pointunderthedefault POSIXpath/ cygdri ve. For example,if Cygwinaccesses
Z:\ f oo andthe Z driveis not currentlyin the mounttable,thenz: \ would be
automaticallycorvertedto/ cygdri ve/ Z. Thedefault prefix of / cygdri ve maybe
changedseethe Section3.6.7for moreinformation).

It is possibleto assignsomespecialattributesto eachmountpoint. Automatically
mountedpartitionsaredisplayedas"auto” mounts.Mountscanalsobe markedaseither
"textmode"or "binmode"—whethertext files arereadin the samemannerasbinary
files by default or not (seeSection3.2 for moreinformationon text andbinary modes.

Cygwin Mount Table Strategies

Which setof mountsis right for a given Cygwin userdependsargely on how closely
you wantto simulatea POSIX ervironment,whetheryou mix Windows andCygwin
programsandhow mary drive lettersyou areusing.If youwantto bevery POSIX-like
(assumind'CygwinRoot"is thetop directoryof your Cygwin distribution), you may
wantto do somethindik e this:

Example 3-2. POSIX-lik e mount setup

C:\> nount c:\Cygnus\ Cygwi nRoot /
C\> nount c:\ /c

C\> nount d:\ /d

C\> nount e:\ /cdrom

However, if you mix Windows andCygwin programsa lot, you might wantto createan
"identity" mapping sothatcorversionsbetweerthetwo (seeSection3.6.2)canbe
eliminated:

Example 3-3.Identity mount setup

C\> mount c:\ \
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C\> nmount d:\foo /foo
C\> nmount d:\bar /bar
C\> mount e:\grill /grill

You'd haveto repeathis for all top-level subdirectorie®n all drives,but thenyou'd
alwayshave thetop-level directoriesavailableasthe samenamesn bothsystems.

Additional Path-related Information

Thecygpath programprovidestheability to translatebetweenNin32 andPOSIX
pathname shellscripts.SeeSection3.6.2for the details.

TheHOME, PATH, andLD_LIBRARY_PATH ernvironmentvariablesare
automaticallycorvertedfrom Win32 formatto POSIXformat(e.g.from

C:\ cygnus\ cygw n-b20\ H-i 586- cygwi n32\ bi nto/ bi n, if therewasa mount
from thatWin32 pathto that POSIX path)whena Cygwin procesdirst starts.

Symboliclinks canalsobe usedto mapWin32 pathnameso POSIX.For example,the
commandn -s//pollux/home/joe/data/data would have aboutthe sameeffectas
creatingamountpointfrom/ / pol | ux/ hone/ j oe/ dat a to/ dat a usingmount,
exceptthatsymboliclinks cannotsetthe default file accessnode.Otherdifferencesare
thatthe mappingis distributedthroughouthefile systemandproceeddy iteratively
walking thedirectorytreeinsteadof matchingthe longestprefixin a kerneltable.Note
thatsymboliclinks will only work on network drivesthatareproperlyconfiguredo
supportthe "system*file attribute.Many do notdo soby default (the Unix Samba
sener doesnot by default, for example).

3.2. Text and Binary modes

3.2.1.

The Issue
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OnaUNIX systemwhenanapplicationreadsfrom afile it getsexactly what'sin the
file on disk andthe corverseis truefor writing. The situationis differentin the
DOS/Wndows world whereafile canbe openedn oneof two modeshinaryor text. In
thebinarymodethe systembehaesexactly asin UNIX. Howeverin text modethere
aremajordifferences:

a.Onwriting in text mode,aNL (\n,AJ) is transformednto thesequenc€R (\r, *M)
NL.

b. Onreadingin text mode,a CR followedby anNL is deletedanda”Z character
signalsthe endof file.

This canwreakhavoc with the seek/fseekallssincethe numberof bytesactuallyin the
file maydiffer from thatseenby theapplication.

Themodecanbe specifiedexplicitly asexplainedin the Programmingsectionbelow.
In anideal DOS/Wndows world, all programsausinglinesasrecords(suchasbash,
make, sed...) would openfiles (andchangethe modeof their standardnputand
output)astext. All otherprogramgqsuchascat, cmp, tr ...) would usebinarymode.In
practicewith Cygwin, programghatdealexplicitly with objectfiles specifybinary
mode(thisis the caseof od, whichis helpful to diagnoseCR problems) Most other
programgsuchascat, cmp, tr) usethedefault mode.

The default Cygwin behavior

The Cygwin systemgivesus someflexibility in decidinghow files areto be opened
whenthe modeis not specifiedexplicitly. Therulesareevolving, this sectiongivesthe
designgoals.

a.If thefile appeardo resideon afile systenthatis mounted(i.e. if its pathname
startswith adirectorydisplayedby mount), thenthedefaultis specifiedoy the
mountflag. If thefile is asymboliclink, the modeof thetarmetfile systemapplies.

b. If thefile appeardo resideon afile systenthatis not mountedascanhappen
whenthe pathcontainsa drive letter),thedefaultis text.
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c. Pipesandnon-file devicesareopenedn binarymode,exceptif the CYGWIN
ervironmentvariablecontainsnobi nnode.

Warning!

In b20.1 of 12/98, a file will be opened in binary mode if
any of the following conditions hold:

1. binary mode is specified in the
open call

2. CYGWIN contains bi nnode

3. the file resides in a binary
mounted partition

4. the file is not a disk file

d. Whena Cygwin programis launchedy a shell,its standardnput, outputanderror
arein binarymodeif the CYGWIN variablecontaing t y, elsein text mode,
exceptif they arepipedor redirected.

Whenredirecting the Cygwin shellsusesrules(a-c). For theseshellstherelevant
valueof CYGWIN is thatat thetime the shellwaslaunchedcandnotthatatthe
time the programis executed Non-Cygwinshellsalwayspipe andredirectwith
binary mode.With non-Cygwinshellsthe commandscat filename | program
and program < filename arenotequvalentwhenfi | ename isona
text-mountedpartition.

3.2.3. Example

To illustratethevariousrules,we provide scriptsto deleteCRsfrom files by usingthe
tr programwhich canonly write to standardutput. The script

#!/bi n/ sh
# Renove \r fromthe file given as argunent
tr -d "\r’ < "$1" > "$1". nocr
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will notwork on atext mountedsystemsecausehe\r will bereintroducedn writing.
However scriptssuchas

#!/ bi n/ sh
# Renmove \r fromthe file given as argunent
tr -d "\r’ | gzip | gunzip > "$1".nocr

andthe .batfile

REM Rermove \r fromthe file given as argunent
@cho off
tr -d \r <% > %. nocr

work fine. In thefirst case(assuminghe pipesarebinary)we rely on gunzip to setits
outputto binarymode,possiblyoverridingthe modeusedby the shell.In thesecond
casewerely onthe DOSshellto redirectin binarymode.

Binary or text?

UNIX programghathave beenwritten for maximumportability will know the
differencebetweentext andbinaryfiles andactappropriatelyunderCygwin. For those
programsthetext modedefaultis agoodchoice.Programsncludedin official Cygnus
distributionsshouldwork well in thedefault mode.

Text modemakesit mucheasierto mix files betweenCygwin andWindows programs,
sinceWindows programswill usuallyusethe CRLF format.Unfortunatelyyou may
still have someproblemswith text mode.First, someof the utilities includedwith
Cygwin do notyet specifybinarymodewhenthey should,e.g.cat will notwork with
binaryfiles (inputwill stopat”Z, CRswill beintroducedn the output).Secondyou
will introduceCRsin text files you write, which cancauseproblemswhenmoving
thembackto a UNIX system.

If youaremountingaremotefile systemfrom a UNIX machineor moving files back
andforth to aUNIX machineyou maywantto accesshefilesin binarymode.Thetext
files foundtherewill normallybein UNIX NL format,andyouwould wantary files
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putthereby Cygwin programgo be storedin aformatunderstoody UNIX. Be sureto
remove CRsfrom all Makefilesandshellscriptsandmake surethatyou only editthe
fileswith DOS/Wndows editorsthatcancopewith andpresere NL terminatedines.

Notethatyou candecidethis on adisk by disk basis(for example,mountinglocal disks
in text modeandnetwork disksin binary mode).You canalsopartitiona disk, for
exampleby mountingc: in text mode,andc: \ hone in binarymode.

Programming

In theopen() functioncall, binarymodecanbe specifiedwith theflag O_Bl NARY and
text modewith O_TEXT. Thesesymbolsaredefinedin f cnt | . h.

In thef open() functioncall, binarymodecanbe specifiedby addingab to themode
string. Thereis no directway to specifytext mode.

Themodeof afile canbe changedy thecall set node( f d, node) wheref d is afile
descriptor{aninteger)andnode is O_BI NARY or O_TEXT. Thefunctionreturns
O_BI NARY or O_TEXT dependingn themodebeforethe call, andECF on error.

3.3. File permissions

OnWindows 9x systemsfiles arealwaysreadableand Cygwin usesthe native
read-onlymodeto determindf they arewritable.Filesareconsideredo be executable
if thefilenameendswith .bat,.comor .exe, or if its contentstartswith #!. Consequently
chmod canonly affectthe"w" mode,it silentlyignoresactionsinvolving the other
modes.This meanghatls -| needgo openandreadfiles. It canthusberelatively slow.

UnderNT, file permissionglefaultto the samebehaior asWindows 9x but thereis
optionalfunctionalityin Cygwin thatcanmale file systemsehae morelike on UNIX
systemsThis s turnedon by addingthe"ntea" optionto the CYGWIN ernvironment
variable.
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Whenthe"ntea"featureis activated,Cygwin will startwith basicpermissionss
determinedabove, but canstorePOSIXfile permissionsn NT ExtendedAttributes.
This featureworksquitewell on NTFS partitionsbecausehe attributescanbe stored
sensiblyinsidethenormalNTFS filesystemstructure However, ona FAT partition,NT
storesextendedattributesin aflat file attheroot of the partitioncalledEA DATA. SF.
Thisfile cangrow to extremelylarge sizesif you have alarge numberof files onthe
partitionin questionslowing the systemto acrawl. In addition,theEA DATA. SF file
canonly bedeletedoutsideof Windows becausef its "in use"status For these
reasonstheuseof NT ExtendedAttributesis off by defaultin Cygwin. Finally, note
thatspecifying"ntea"in CYGWIN hasno effect underWindows 9x.

UnderNT, thetest"[ -w filename]"is only trueif filenameis writable acrosgheboard,
e.g.chmod +w filename

3.4. Special filenames

3.4.1.

3.4.2.
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DOS devices

Windows filenamesnvalid underWindows arealsoinvalid underCygwin. This means
thatbasefilenamessuchasAux, COML, LPT1 or PRN (to nameafew) cannotbeusedin a
regular Cygwin Windows or POSIX path,evenwith anextension(pr n. t xt ). However
thespecialnamescanbe usedasfilenameextensiongf i | e. aux). You canusethe
specialnamesasyouwould underDOS, for exampleyou canprint onyour default
printerwith thecommandcat filename> PRN (make sureto endwith a Form Feed).

POSIX devices

Thereis no needto createa POSIX/ dev directoryasit is simulatedwithin Cygwin
automaticallylt supportghefollowing devices:/ dev/ nul | ,/ dev/tty and
/ dev/ conX (theserialports). Thesedevicescannotbe seenwith thecommands /dev
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althoughcommandsuchasls /dev/tty work fine.

* FIXME: Arethere otherdevicesunder/dev. Whataboutthe funnyonesmountedoy default,suc as/dev/fd1.
Whatdo they reallydo?

3.4.3. The .exe extension

Executablgrogramfilenamesendwith .exe but the .exe neednot beincludedin the
commandsothattraditionalUNIX namescanbe used .However, for programshatend
in ".bat"and".com", you cannotomit the extension.

As asideeffect, the Is filename givesinformationaboutf i | enane. exe if

fil enanme. exe existsandf i | enane doesnot. In the samesituationthe functioncall
stat ("filenane",..) givesinformationaboutfi | enanme. exe. Thetwo files can
be distinguishedy examiningtheirinodes,asdemonstratetdelow.

C\Cygnus\> |s *

a a. exe b. exe

C:\Cygnus\> Is -i a a.exe
445885548 a 435996602 a. exe
C\Cygnus\> |s -i b b.exe
432961010 b 432961010 b. exe

If ashellscriptmypr og anda programnypr og. exe coexistin adirectory theprogram
hasprecedencandis selectedor executionof myprog.

Thegcccompilerproducesanexecutablenamed i | enane. exe whenaslkedto
producef i | enare. This allows mary malkefileswritten for UNIX systemgo work
well underCygwin.

Unfortunatelytheinstall andstrip commandslo distinguishbetweerf i | enane and
fil enanme. exe. They fail whenworking onanon-«istingf i | enane evenif

fil enane. exe exists,thusbreakingsomemalkefiles. This problemcanbe solvedby
writing install andstrip shellscriptsto provide the extension”.exe" whenneeded.
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3.4.4. The @pathnames

To circumwentthelimitationson shellline lengthin the natve Windows command
shells,Cygwin programsexpandtheir agumentsstartingwith "@" in aspecialway. If
afile pat hname exists,theargument@at hname expandsrecursvely to the contentof
pat hname. Doublequotescanbe usedinsidethefile to delimit stringscontaining
blankspace Embeddedioublequotesmustberepeatedin thefollowing example
comparehebehaiors of the bashbuilt-in echoandof the program/bin/echo.

Example 3-4. Using @pathname

/ Cygnus$ echo ' This is "a long" line > nylist
/ Cygnus$ echo @yl i st

@yl i st

/ Cygnus$ / bin/echo @yli st

This is a long line

/ Cygnus$ rm nyl i st
/ Cygnus$ / bin/echo @yli st

@yl i st

3.5. The CYGWIN environment variable

46

The CYGWIN ernvironmentvariableis usedto configuremary globalsettingsfor the
Cygwin runtimesystemlt containghe optionslistedbelow, separatedhy blank
charactersMany optionscanbeturnedoff by prefixingwith no .

« (no)binmode if set,non-disk(e.g.pipeandCOM ports)file opensdefaultto binary
mode(no CR/LF/Ctrl-Z translations)nsteadof text mode.Defaultsto set(binary
mode).This optionmustbe setbeforestartinga Cygwin shellto have aneffecton
redirection.
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Warning!

If setin 12/98 b20.1, all files always open in binary mode.

(no)ervcadte- If set,ervironmentvariablecornversiongbetweenVin32 and
POSIX)arecachedNotethatthisis maycausegroblemsf the mounttablechanges,
asthecaches notinvalidatedandmay containvaluesthatdependn the previous
mounttablecontentsDefaultsto set.

(no)export - if set,thefinal valuesof thesesettingsarere-exportedto the
ervironmentas$CYGWIN again.

(no)glob- if set,commandine agumentscontainingUNIX-style file wildcard
charactergbraclets,questiormark, asterisk escapeavith \) areexpandednto lists
of files thatmatchthosewildcards.This is applicableonly to programsunningfrom
aDOScommandine prompt.Defaultis set.

(no)ntea- if set,usethefull NT ExtendedAttributesto storeUNIX-lik einode
information.This optiononly operatesinderwWindows NT. Defaultsto not set.

Warning!

This may create additional large files on non-NTFS
partitions.

(no)ntsec if set,usetheNT securitymodelto setUNIX-lik e permission®nfiles
andprocesseslhefile permissionganonly be seton NTFS partitions.FAT and
SAMBA doesnt supportthe NT file security For moreinformation,readthe
documentatiomn [ntsec.sgml].

(no)reset_com if set,serialportsareresetto 9600-8-N-1with no flow controlwhen
used.Thisis doneat opentime andwhenhandlesareinherited.Defaultsto set.

strace=n[:cade][,filename]- configuressystentracing.Off by default, setting
variousbitsin n (abit flag) enables/arioustypesof systemmessagesSettingn to 1
enablesnostmessagethervaluescanbefoundin sys/ st race. h. The: cache

a7
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optionletsyou specifyhow mary linesto cachebeforeflushingthe output(example:
strace=1: 20). Thef i | ename optionletsyou sendthe messageto afile insteadof
thescreen.

- (no)strip_title- if set,stripsthedirectorypartoff thewindow title, if any. Defaultis
notset.

- (no)title - if set,thetitle barreflectsthe nameof the programcurrentlyrunning.
Defaultis not set.NotethatunderWin9x thetitle baris alwaysenabledandit is
strippedby default, but thisis becaus®f theway Win9x works.In ordernotto strip,
specifytitleortitle nostrip_title.

« (no)tty- if set,Cygwinenablesxtrasupport(i.e., termios)for UNIX-lik ettys. It is
not compatiblewith someWindows programsDefaultsto not set,in which casethe
tty is openedn text modewith *Z asEOF. Notethatthis hasbeenchangeduchthat
"D worksasexpectednsteadof ~Z, andis settablevia stty. This optionmustbe
specifiedbeforestartinga Cygwin shellandit cannotbe changedn theshell.

3.6. Cygwin Utilities

3.6.1.

48

Cygwin comeswith anumberof command-lineautilities thatareusedto managehe
UNIX emulationportionof the Cygwin environment.While mary of thesereflecttheir
UNIX counterpartseachwaswritten specificallyfor Cygwin.

cygc heck

Usage: cygcheck [-s] [-v] [-r] [-h] [program...]
-s = systeminfornation
-v = verbose output (indented) (for -s or programns)
-r = registry search (requires -5s)
-h = give help about the info
You nust at |east give either -s or a program nane
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Thecygcheckprogramis adiagnostiautility thatexaminesyour systemandreportsthe
informationthatis significantto the properoperationof Cygwin programslt cangive
informationabouta specificprogram(or program)you aretrying to run, general
systeminformation,or both.If you list oneor moreprogramson the commandine, it
will diagnoseheruntimeervironmentof thatprogramor programslf you specifythe
- s option,it will give generakysteminformation.If you specify- s andlist oneor
moreprogramson thecommandine, it reportson both.

Thecygcheckprogramshouldbe usedto sendinformationaboutyour systemto
Cygnusfor troubleshootindif your supportrepresentatie requestst). Whenaskedto
runthis commandjncludeall the optionsplusany commandsou arehaving trouble
with, andsave the outputsothatyou canmail it to Cygnus ik e this:

C:\ Cygnus> cygcheck -s -v -r -h > tocygnus.txt

The- v optioncauseshe outputto be moreverboseWhatthis meanss thatadditional
informationwill bereportedwhichis usuallynotinterestingsuchastheinternal
versionnumbersof DLLs, additionalinformationaboutrecursve DLL usageandif a
file in onedirectoryin the PATH alsooccursin otherdirectoriesonthe PATH.

The-r optioncausegxygcheckto searchyour registry for informationthatis relevent
to CygnusprogramsTheseregistry entriesarethe onesthathave "Cygnus"in the
name.lf you areparanoidaboutprivagy, you mayremove informationfrom thisreport,
but pleasekeepin mind thatdoingsomakesit harderfor Cygnusto diagnoseyour
problems.

The- h optionprintsadditionalhelpful messagem thereport,atthebeginningof each
section It alsoaddstablecolumnheadingsWhile thisis usefulinformation,it also
addssometo thesizeof thereport,soif youwantacompacteportor if youknow what
everythingis alreadyjustleave this out.

cygpath

Usage: cygpath [-p|-path] (-u]-unix)|(-wW-w ndows) fil enane
cygpath [-v]|-version]
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cygpath [-W-windir]|-S|-sysdir]

-u| -uni x print UNI X formof filenane
-W -wi ndows print Wndows formof filenane
-p| -path filename argunment is a path

-v|-version print programversion
-W-w ndir print w ndows directory
-S| -sysdir print systemdirectory

Thecygpath programis a utility thatcorvertsWindows native filenamedo Cygwin
POSIX-stylepathnameandback.It canbe usedwhena Cygwin programneedso
passafile nameto a native Windows program,or expectsto getafile namefrom a
native Windows program.You may usethelong or shortoptionnamesnterchangeably
eventhoughonly the shortonesaredescribechere.

The- u and- woptionsindicatewhetheryou wanta conversionfrom Windows to
UNIX (POSIX)format(- u) or acorversionfrom UNIX (POSIX)to Windows format
(- w). You mustgive exactly oneof these.To give neitheror bothis anerror.

The- p optionmeanghatyouwantto corverta path-stylestringratherthanasingle
filename For example,the PATH ervironmentvariableis semicolon-delimitedn
Windows, but colon-delimitedn UNIX. By giving - p you areinstructingcygpath to
convertbetweertheseformats.

Example 3-5. Example cygpath usage

#!/ bi n/ sh
for i in ‘echo *.exe | sed 's/\.exelcc/’'
do
not epad ‘ cygpath -w $i
done
Kill

Usage: kill [-sigN pidl [pid2 ...]
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Thekill programallows you to sendarbitrarysignalsto otherCygwin programsThe
usualpurposes to enda runningprogramfrom someotherwindow when”C won't
work, but you canalsosendprogram-specifiedignalssuchasSIGUSR1to trigger
actionswithin the program lik e enablingdeluggingor re-openindog files. Each
programdefineshe signalsthey understand.

Notethatthe"pid" valuesarethe Cygwin pids, notthe Windows pids. To getalist of
runningprogramsandtheir Cygwin pids, usethe Cygwin ps program.

To senda specificsignal,usethe- si gnN option, eitherwith a signalnumberor a
signalname(minusthe"SIG" part),lik e theseexamples:

Example 3-6. Specifyingsignalswith the kill command

$ kill 123
$ kill -1 123
$ kill -HUP 123

Hereis alist of availablesignals theirnumbersandsomecommentaryon them,from
thefile <sys/ si gnal . h>, which shouldbe consideredhe official sourceof this
information.

SI GHUP 1 hangup

SI A NT 2 i nterrupt

SIGUI T 3 qui t

SIALL 4 illegal instruction (not reset when caught)
SI GTRAP 5 trace trap (not reset when caught)

S| GABRT 6 used by abort

SI GEMT 7 EMI instruction

SI GFPE 8 floating point exception

SI &I LL 9 kill (cannot be caught or ignored)

SI GBUS 10 bus error

SI GSEGV 11 segnentation violation

SI GSYS 12 bad argunent to system call

SI GPI PE 13 wite on a pipe with no one to read it
S| GALRM 14 al arm cl ock

S| GTERM 15 software ternmination signal fromkill
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SI GURG
SI GSTOP
SI GTSTP
SI GCONT
S| GCHLD
SI GCLD
SI GTTI N
SI GTTOU
SIG O

SI GPALL
Sl GXCPU
SI GXFSZ
S| GVTALRM
SI GPROF
SI GW NCH
SI GLOST
S| GUSR1
SI GUSR2

mkgr oup

17
18
19
20
20
21
22
23
23
24
25
26
27
28
29
30
31

urgent condition on | O channe

sendabl e stop signal not fromtty

stop signal fromtty

conti nue a stopped process

to parent on child stop or exit

System V nane for S| GCHLD

to readers pgrp upon background tty read
like TTIN for output if (tp->t_local & TOSTOP)
i nput/ out put possible signa

System V nane for SIGA O

exceeded CPU time linit

exceeded file size limt

virtual time alarm

profiling tinme alarm

wi ndow changed

resource |lost (eg, record-lock Iost)
user defined signal 1

user defined signal 2

usage: nkgroup <options> [domain]
This program prints group information to stdout

Options:\n")
-1, -

| ocal

-d, -
donai n

main if there is

-?,-help

print pseudo group information if there is

no domain

print global group information fromthe domain

specified (or fromthe current do-

no domai n specified)
print this message
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Themkgroup programcanbe usedto help configureyour Windows systemto be more
UNIX-lik e by creatinganinitial / et ¢/ gr oup substitutgsomecommandseedthis
file) from your systeminformation.It only workson NT. To initially setup your
machine you’d do somethindik e this:

Example 3-7. Setting up the groupsfile

$ nkdir /etc
$ nkgroup -1 > /etc/group

Notethatthis informationis static.If you changehegroupinformationin your system,
you'll needto regenerateéhe groupfile for it to have the new information.

The-d and- 1 optionsallow youto specifywheretheinformationcomesfrom, either
thelocal machineor thedefault (or given)domain.

mkpass wd

Usage: nkpasswd [options] [domain]
This programprints a /etc/passwd file to stdout
Options are

-1, -l ocal print |ocal accounts
-d, -
domai n print domain accounts (fromcurrent domain
if no domain specified
-g, -1 ocal - groups print local group information too
-?,-help di spl ays this nessage

Thi s program does only work on W ndows NT

The mkpasswdprogramcanbe usedto help configureyour Windows systemto be
moreUNIX-lik e by creatinganinitial / et ¢/ passwd substitutgsomecommandseed
thisfile) from your systeminformation.It only workson NT. To initially setupyour
machine you’d do somethindik e this:
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Example 3-8. Setting up the passwdfile

$ nkdir /etc
$ nkpasswd -1 > /etc/passwd

Notethatthis informationis static.If you changethe userinformationin your system,
you'll needto regenerateéhe passwdile for it to have the new information.

The-d and- | optionsallow youto specifywheretheinformationcomesfrom, either
thelocal machineor thedefault (or given)domain.

passwd

Usage passwd [ nane]

passwd [-x max] [-n min] [-i inact] [-L len]
passwd {-1|-u]-S} name

- X max set max age of passwords

-n mn set min age of passwords

-i inact disables account after inact days of expiry

-L len set mn password | ength

- | ock an account

-u unl ock an account

-S show account information

passwdchangegassverdsfor useraccountsA normalusermayonly changethe
passverd for their own accountthe administratorsnay changethe passverd for ary
accountpasswdalsochangesccouninformation,suchaspassverd expiry datesand
intenals.

Passvord changesTheuseris first promptedfor their old passverd, if oneis present.
This passwerd is thenencryptedandcomparedagainsthe storedpassverd. The user
hasonly onechanceo enterthe correctpassvord. Theadministratorarepermittedto
bypasghis stepsothatforgottenpassvordsmaybechanged.
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Theuseris thenpromptedfor areplacemenpassverd. passwdwill promptagainand
comparehesecondentryagainsthefirst. Both entriesarerequireto matchin orderfor
the passwerdto bechanged.

After the passverd hasbeenenteredpassverd aginginformationis checledto seeif
theuseris permittedto changetheir passverd atthis time. If not, passwdrefusego
changehe passveord andexits.

Password expiry andlength: The passverd aginginformationmay be changedy the
administratorsvith the- x, - n and-i options.The- x optionis usedto setthe
maximumnumberof daysa passverd remainsvalid. After maxdays,the passverdis
requiredto bechangedThe- n optionis usedto setthe minimumnumberof days
beforea passvord maybechangedTheuserwill notbe permittedto changehe
passverd until mindayshave elapsedThe- i optionis usedto disableanaccountafter
the passverd hasbeenexpiredfor anumberof days.After a useraccounthashadan
expiredpassverd for inact days,the usermayno longersignonto theaccount.
Allowedvaluesfor theabove optionsare0 to 999.The- L optionsetsthe minimum
lengthof allowed passwerdsfor userswhich doesnt belongto theadministrators
group,to len charactersAllowedvaluesfor the minimum passverd lengthare0 to 14.
In any of theabove casesavalueof 0 meansno restrictions’.

Accountmaintenancelseraccountsnay belockedandunlockedwith the-1 and-u
flags.The- | optiondisablesanaccountThe- u optionre-enablesnaccount.

Theaccountstatusmay be givenwith the- S option. The statusnformationis self
explanatory

Limitations: Usersmay not be ableto changeheir passverd on somesystems.

mount

Usage nount
mount [-bfs] <w n32pat h> <posi xpat h>
mount [-bs] -change-cygdrive-prefix<posi xpat h>
mount -inport-ol d-nmounts
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-b = text files are equivalent to binary files (newine = \n)
-x = files in the nounted directory are autonati -

cally given execute pern ssion
-f = force nount, don’'t warn about m ss-

i ng nount point directories
-s = add nount point to systemw de registry |ocation
- change- aut onount -

prefix = change path prefix used for autonmatic mount points
-inmport-old-nounts = copy old registry nount ta-

ble nounts into the current nount areas

When i nvoked without any argunents, nount displays the cur-
rent nmount table.

Themount programis usedto mapyour drivesandshareonto Cygwin’s simulated
POSIXdirectorytree,muchlik e asis doneby mountcommand®n typical UNIX
systemsPleaseseeSection3.1.2for moreinformationon the conceptsehindthe
Cygwin POSIXfile systemandstratgiesfor usingmounts.

3.6.7.1. Using mount

If youjusttypemount with no parameterst will displaythe currentmounttablefor
you.

Example 3-9. Displaying the curr ent setof mount points

c:\cygnus\ > nount

Devi ce Directory Type Fl ags
D /d user t ext node
C / system t ext node

In this example,the C driveis the POSIXrootandD drive is mappedo / d. Notethat
in this casetheroot mountis a system-widanountpointthatis visible to all users
runningCygwin programswhereaghe/ d mountis only visible to the currentuser
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Themount utility is alsothe mechanisnior addingnen mountsto the mounttable.
Thefollowing exampledemonstratekow to mountthe directory

C:\ cygnus\ cygw n-b20\ Hi 586- cygwi n32\ bi nto/ bi n andthe network
directory\ \ pol | ux\ hone\ j oe\ dat a to/ dat a./ bi n is assumedo alreadyexist.

Example 3-10.Adding mount points

c:\cygnus\> Is /bin /data

Is: /data: No such file or directory

c:\cygnus\> mount C:\cygnus\cygw n-b20\ H i 586-cygwi n32\ bin /bin
c:\cygnus\> mount \\pol | ux\ hone\joe\data /data

Warni ng: /data does not exist!

c:\cygnus\ > nount

Devi ce Directory Type Fl ags

\\pol  ux\ hone\joe\data /data user t ext node
C.\cygnus\ cygw n- b20\ H i 586-

cygw n32\ bin [ bin user t ext node

D /d user t ext node
\\.\tapel: [ dev/stl user t ext node
\\.\tapeO: [ dev/stO user t ext node
\\.\b: [ dev/fdl user t ext node
\W.\a: [ dev/fdO user t ext node
C / system t ext node
c:\cygnus\> |'s /bin/sh

/ bin/sh

Notethatmount wasinvokedfrom the Windows commandshellin the previous
example.In mary Unix shells,includingbashiit is legalandcorvenientto usethe
forward"/" in Win32 pathnamesincethe"\" is theshell's escapeharacter

The"-s" flag to mount is usedto adda mountin the system-widanounttableusedby
all Cygwin usersonthe systemjnsteadof the userspecificone.System-widemounts
aredisplayedby mount asbeingof the"system"type,asis the casefor the/ partition
in thelastexample.UnderWindows NT, only thoseuserswith Administrator
priviledgesarepermittedto modify the system-wideanounttable.
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Notethata givenPOSIX pathmayonly exist oncein the usertableandoncein the
global,system-widdable.Attemptsto replacethe mountwill fail with abusyerror The
"-f* (force)flag causesheold mountto besilently replacedwith the new one.lIt will
alsosilencewarningsaboutthe non-«istenceof directoriesat the Win32 pathlocation.

The"-b" flag is usedto instructCygwin to treatbinaryandtext files in thesamemanner
by default. Binary modemountsaremarkedas"binmode"in the Flagscolumnof
mount output.By default, mountsarein text mode("textmode"in the Flagscolumn).

The"-x" flagis usedto instructCygwin thatthe mountedile is "executable"If the"-x"
flag is usedwith adirectorythenall files in thedirectoryareexecutableFilesendingin
certainextensiong.exe, .com,.bat,.cmd)areassumedo be executableby default.
Fileswhosefirst two characterdegin with '#!" arealsoconsideredo be executable.
This optionallows otherfiles to be marked asexecutableandavoidsthe overheadf
openingeachfile to checkfor a’#!".

3.6.7.2. Cygdrive mount points

Whene&er Cygwin cannotuseary of the existing mountsto convertfrom a particular
Win32 pathto aPOSIXone,Cygwinwill, insteadconvertto a POSIXpathusinga
defaultmountpoint:/ cygdri ve. For example,if Cygwinaccesses: \ f oo andtheZ
driveis not currentlyin themounttable,thenz: \ will beaccessibl@s/ cygdri ve/ Z.
Thedefault prefixof / cygdri ve maybe changedria the Section3.6.7command.

Themount utility canbeusedto changethis defaultautomoungprefix throughtheuse
of the"—change-ggdrive-prefix"flag. In thefollowing example,we will setthe
automounprefixto/ :

Example 3-11.Changingthe default prefix
c:\cygnus\> nount -change-cygdrive-prefix /

Notethatyouif you setanew prefixin this manneyyou canspecifythe"-s" flag to
malke this the system-widedefault prefix. By default, the cygdrive-prefixappliesonly
to thecurrentuser In the sameway, you canspecifythe"-b" flag suchthatall nen
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automountedilesystemddefault to binary modefile accesses.

3.6.7.3. Limitations

Limitations:thereis a hard-codedimit of 30 mountpoints.Also, althoughyou can
mountto pathnameshatdo not startwith "/", thereis no way to make useof such
mountpoints.

Normally the POSIXmountpointin Cygwinis anexisting emptydirectory asin
standardJNIX. If thisis thecasepr if thereis a place-holdefor the mountpoint (such
asafile, asymboliclink pointinganywhere,or anon-emptydirectory),youwill getthe
expectedbehaior. Filespresenin a mountpoint directorybeforethe mountbecome
invisible to Cygwin programs.

It is sometimeglesirableo mountto a non-eistentdirectory for exampleto avoid
clutteringtherootdirectorywith namessuchasa, b, ¢ pointingto disks.Although
mount will give you awarning,mosteverythingwill work properlywhenyou referto
themountpoint explicitly. Somestrangeeffectscanoccurhowever. For exampleif
your currentworking directoryis / di r , say and/ di r / nt pt isamountpoint,then
nt pt will notshav upin anls or echo* commandandfind . will notfind nt pt .

pPS

Usage ps [-aefl] [-u uid]
-f show process uids, ppids
- show process uids, ppids, pgids, wnpids
-u uid list processes owned by uid

-a, -e show processes of all users

The ps programgivesthe statusof all the Cygwin processesunningon the system(ps
= "processstatus").Dueto thelimitations of simulatinga POSIXenvironmentunder
Windows, thereis little informationto give. The PID columnis the procesdD you
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needto giveto thekill commandThe WINPID columnis the procesdD that’s
displayedoy NT’'s TaskManagerprogram.

umount

Usage umount [-s] <posi xpat h>
-s = renove nount point fromsystemw de registry | ocation

-renove-al |l -nounts = renove all nounts

-renove-auto-mounts = renove all automatically nounted nmounts
-renove-user-mounts = renove all nmounts in the cur-

rent user nount registry area, including auto nmounts
-renove-systemmunts = Remove all nmounts in the system

Wi de nount registry area

Theumount programremovesmountsfrom the mounttable.If you specifya POSIX
paththatcorrespond$o a currentmountpoint,umount will removeit from the
userspecificregistry area.The-s flag may be usedto specifyremaoving the mountfrom
the system-wideegistry areainsteadAdministratorpriviledgesarerequired).

Theumount utility mayalsobe usedto remove all mountsof a particulartype. With
the extendedoptionsit is possibleto remove all mounts all automatically-mounted
mounts all mountsin the currentusers registry area,or all mountsin the system-wide
registry area(with Administratorpriviledges).

SeeSection3.6.7)for moreinformationon the mounttable.

3.6.10. strace
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Usage strace [-mnask] [-o0 output-file] [ft] program[args...]

- m mask mask for reporting cygw n events (default 1)
-0 output-file
output file to hold strace events (default stderr)
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-f foll ow forked subprocesses
-t convert Wn32 error nmessages to text
-S remove nount point fromsystemw de registry |ocation

The strace programexecutesa program,andoptionallythe childrenof the program,
reportingany Cygwin DLL outputfrom the program(s}o file. This programis mainly
usefulfor deluggingthe Cygwin DLL itself. The maskargumentis a hexadecimal
stringsignifying which eventsshouldbereported.Thevalid bits to setareasfollows:

Bit Expl anati on
0x00000001 All strace output is collected
0x00000002 Unusual or weird phenonenon
0x00000010 Systemcalls
0x00000020 argv/envp printout at startup
0x00000040 I nformation useful for DLL debuggi ng
0x00000080 Paranoid information
0x00000100 Term os debbuggi ng
0x00000200 Sel ect() function debuggi ng
0x00000400 W ndow nmessage debuggi ng
0x00000800 Si gnal and process handling
0x00001000 Very m ni mal strace out put
0x00020000 Malloc calls
0x00040000 Thread | ocking calls

3.6.11. regtool

regtool -h - print this nmessage

regtool [-v] list [key] - list subkeys and val ues

regtool [-v] add [key\subkey] - add new subkey

regtool [-v] renpove [key] - renove key

regtool [-v]|-q] check [key] - exit O if key exists, 1 if not

regtool [-i]|-s|-e|]-n] set [key\value] [data ...] - set value
-i=integer -s=string -e=expand-string -mrmulti-string

regtool [-v] unset [key\value] - renoves value from key

regtool [-q] get [key\value] - prints value to stdout
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-g=qui et, no error neg, just re-
turn nonzero exit if key/value m ssing
keys are like \prefix\key\key\key\val ue, where prefix is any of:

r oot HKCR HKEY_CLASSES_ROOT
config HKCC HKEY_CURRENT CONFI G
user HKCU HKEY_CURRENT USER

machi ne HKLM HKEY_LOCAL_MACHI NE
users HKU  HKEY_USERS
exanpl e: \user\software\ M crosoft\d ock\i For mat

Theregtool programallows shellscriptsto accesandmodify the Windows registry.
Notethatmodifying the Windows registry is dangerousandcarelessnedserecan
resultin anunusablesystem Be careful.

The- v optionmeans'verbose"For mostcommandsthis causesdditionalor lengthier
messaget beprinted.Corversely the- q optionsupressesrrormessagesoyou can
usetheexit statusof the programto detectif akey existsor not (for example).

Thel i st commandists the subkeys andvaluesbelongingto thegivenkey. Theadd
commandaddsa new key. Ther enove commandemovesakey. Notethatyou may
needto remove everythingin thekey beforeyou mayremove it, but don't rely onthis
stoppingyou from accidentallyremaoving too much.Thecheck commandchecksto
seeif akey exists(theexit codeof theprogramis zeroif it doesnonzeraf it doesnot).

Theset commandsetsavaluewithin akey. -i meanghevalueis aninteger
(DWORD).- s meanghevalueis astring.- e meangt’sanexpandingstring (it
containsembeddecarnvironmentvariables)- mmeanst’ s amulti-string (list). If you
don't specifyoneof thesejt triesto guesghetypebasednthevalueyougive.If it
lookslike anumberit' sanumberlf it startswith a percentjt’s anexpandingstring. If
you give multiple values,it's a multi-string. Else,it’ saregularstring.

Theunset commandemovesavaluefrom akey. Theget commandyetsthe valueof
avalueof akey, andprintsit (andnothingelse)to stdout.Note:if thevaluedoesnt
exist, anerrormessagés printedandthe programreturnsanon-zeroexit code.lf you
give- q, it doesnt print the messagéut doesreturnthe non-zeroexit code.
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4.1. Using GCC with Cygwin

4.1.1.

4.1.2.

Console Mode Applications
Usegccto compile,justlike underUNIX. Referto the GCCUser’s Guidefor
informationon standardisageandoptions.Here'’s a simpleexample:

Example 4-1.Building Hello World with GCC

C:\cygnus\> gcc hello.c -0 hello.exe
C:\cygnus\> hel | 0. exe
Hell o, World

C.\cygnus\ >

GUI Mode Applications

Cygwin allows you to build programswith full accesgo the standardVindows 32-bit
API, includingthe GUI functionsasdefinedin ary Microsoft or off-the-shelf
publication.However, the procesof building thoseapplicationds slightly different,as
you'll beusingthe GNU toolsinsteadof the Microsofttools.

For themostpart,your sourcesvon’t needto changeatall. However, you should
removeall __ exportattributesfrom functionsandreplacethemlik e this:

int foo (int) __attribute__ ((__dllexport_));

i nt
foo (int i)

63



Chapter4. Programmingwith Cygwin

For mostcasesyou canjustremovethe _ exportandleaveit atthat.For corvenience
sale, you mightwantto includethefollowing codesnippetwhencompiling GUI
programslf youdon', you will wantto add"-e _mainCR Startup'to yourlink linein
your Makefile.

#ifdef _ CYGAN__
W nMai nCRTStartup() { mai nCRTStartup(); }
#endi f

TheMakefile is similarto any otherUNIX-lik e Makefile,andlik e any otherCygwin
makefile. Theonly differences thatyou usegcc-mwindows to link your programinto
a GUI applicationinsteadof acommand-lineapplication Here's anexample:

nyapp. exe : nyapp.o nyapp.res
gcc -ma ndows nyapp. o nyapp.res -o $@

nyapp.res : nmyapp.rc resource.h
wi ndres $< -O coff -0 $@

Notetheuseof wi ndr es to compilethe Windows resourcesnto a COFF-format r es
file. Thatwill includeall thebitmaps,icons,andotherresourceyou need,nto one
handyobijectfile. Normally, if you omittedthe"-O coff" it would createa Windows

. r es formatfile, but we canonly link COFFobjects.So,wetell wi ndr es to producea
COFFobject,but for compatibilitywith the mary exampleghatassumeyour linker
canhandleWindows resourcdiles directly, we maintainthe. r es namingcorvention.
For moreinformationonwi ndr es, consultthe Binutils manual.

4.2. Debugging Cygwin Programs
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Whenyour programdoesnt work right, it usuallyhasa "bug" in it, meaningtheres
somethingnvrongwith the programitself thatis causingunexpectedresultsor crashes.
Diagnosingthesebugsandfixing themis madeeasyby specialtools calleddehuggers.
In the caseof Cygwin, thedeluggeris GDB, which standgor "GNU DeBugger".This
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tool letsyou run your programin a controlledervironmentwhereyou caninvestigate
the stateof your programwhile it is runningor afterit crashesCrashingorograms
sometimegreate'core" files. In Cygwin theseareregulartext files thatcannotbe used
directly by GDB.

Beforeyou candehug your program,you needto prepareyour programfor delugging.
Whatyou needto dois add- g to all theotherflagsyou usewhencompilingyour
sourcego objects.

Example 4-2. Compiling with -g

$ gcc -g -2 -c nyapp.c
$ gcc -g nyapp.c -0 nyapp

Whatthis doesis addextrainformationto the objects(they getmuchbiggertoo) that
tell thedeluggeraboutline numbersyariablenamesandotherusefulthings. These
extra symbolsanddehugginginformationgive your programenoughinformationabout
theoriginal sourcessothatthe dehuggercanmake deluggingmucheasierfor you.

In Windows versionsof GNUPro,GDB comeswith afull-featuredgraphicalinterface.
In Cygwin Netdistributions,GDB is only availableasa command-lingool. To invoke
GDB, simply typegdb myapp.exeatthecommandorompt.It will displaysometext
telling you aboutitself, then( gdb) will appeato promptyouto entercommands.
Wheneer you seethis prompt,it meanghatgdbis waiting for youto typein a
commandlikerun or help. Oh: -) typehelp to gethelponthecommandsgoucan
typein, or readthe [GDB Users Manual]for acompletedescriptionof GDB andhow
to useit.

If your programcrashesandyou're trying to figureoutwhy it crashedthebestthingto
dois typerun andlet your programrun. After it crashesyou cantypewhereto find
outwhereit crashedopr info localsto seethevaluesof all the local variables Theres
alsoaprint thatletsyoulook atindividual variablesor whatpointerspointto.

If your programis doing somethingunexpectedyou canusethe break commando
tell gdbto stopyour programwhenit getsto a specificfunctionor line number:
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Example 4-3."br eak” in gdb

(gdb) break mnmy_function
(gdb) break 47

Now, whenyou typerun your programwill stopatthat"breakpoint"andyou canuse
the othergdbcommanddo look at the stateof your programat thatpoint, modify
variablesandstepthroughyour programs statementgneatatime.

Notethatyou mayspecifyadditionalagumentgo therun commando provide
command-lineargumentgo your program.Thesetwo casesarethe sameasfar asyour
programis concerned:

Example 4-4. Debugging with commandline arguments
$ nyprog -t foo -queue 47

$ gdb nyprog
(gdb) run -t foo -queue 47

4.3. Building and Using DLLs
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DLLs areDynamicLink Libraries,which meanghatthey’re linkedinto your program
atruntime insteadof build time. Therearethreepartsto aDLL:

- theexports
- thecodeanddata
- theimportlibrary

Thecodeanddataarethe partsyou write - functions,variablesgtc. All theseare
meigedtogetherlikeif youwerebuilding onebig objectfiles, andputinto thedll.
They arenotputinto your .exe atall.

Theexportscontainsalist of functionsandvariableshatthe dll makesavailableto
otherprogramsThink of this asthelist of "global" symbols therestbeinghidden.
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Normally, you'd createthislist by handwith atext editor, but it’s possibleto do it
automaticallyfrom thelist of functionsin yourcode.Thedl | t ool programcreateshe
exportssectionof thedll from your text file of exportedsymbols.

Theimportlibrary is aregularUNIX-lik e. a library, but it only containgthetiny bit of
informationneededo tell the OShow your programinteractswith ("imports") thedll.
Thisinformationis linkedinto your. exe. Thisis alsogeneratedby dl | t ool .

Building DLLs

OK, let'sgothrougha simpleexampleof how to build a dll. For thisexample we’ll use
asinglefile nypr og. c for theprogram(nypr og. exe) andasinglefile nydl I . ¢ for
the contentsof thedll (mydl | . dl I).

Now compileeverythingto objects:

gcc -c myprog.c
gcc -c nydll.c

Unfortunately the procesdor building adll is, well, convoluted.You have to run five
commandslik e this:

gcc -s -W, -base-file,nydl|.base -o nydll.dll nydll.o -W, -
e, _mydll _init@a?2

dl1tool -base-file nydll.base -def nydll.def -output-

exp nmydl|.exp -dll name nydll.dl

gcc -s -W, -base-file, nydll.base, nydll.exp -

onydll.dll mydll.o -W,-e, _nydl| _init@?2

dl I tool -base-file nydll.base -def mydlIl.def -output-

exp nydl|.exp -dl I name nydll.dl

gcc -W,nydll.exp -o nydll.dll nydll.o -W,-e, _nydl|l _init@?2

Theextrastepsgivedl | t ool theopportunityto generatehe extra sectiongexports
andrelocation)thata dll needsAfter this, you build theimportlibrary:

dl 1 tool -def nydll.def -dllname nydll.dll -output-lib nydll.a
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Now, whenyou build your program you link againstheimportlibrary:

gcc -0 nmyprog nyprog.o nydll.a

Notethatwe linkedwith -e _mydIl_init@12. Thistellsthe OSwhatthe DLL’s "entry
point" is, andthis is a specialfunctionthatcoordinatedringingthedll to life withing
the OS.Theminimumfunctionlookslik e this:

#i ncl ude <wi ndows. h>

int W NAPI
mydl | _init(HANDLE h, DWORD reason, void *foo)
{

return 1;

}

Linking Against DLLs

If you have anexisting DLL alreadyyou needto build a Cygwin-compatiblemport
library (The suppliedonesshouldwork, but you might not have them)to link against.
Unfortunately thereis notyet ary tool to do this automaticallyHowever, you canget
mostof theway by creatinga .deffile with thesecommandgyou might needto do this
in bash for the quotingto work correctly):

echo EXPORTS > foo. def
nmfoo.dll | grep’ T ' | sed 's/.* T _//’ » foo.def

Notethatthiswill only work if theDDLL is not stripped.Otherwiseyouwill getanerror
messag€e:No symbolsin foo.dll".

Onceyou havethe. def file, youcancreateanimportlibrary fromit like this:

dl1tool -def foo.def -dllname foo.dll -output-lib foo.a
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4.4. Defining Windo ws Resour ces

wi ndr es readsa Windows resourcdile (*. r ¢) andcorvertsit to aresor coff file. The
syntaxandsemanticof theinputfile arethe sameasfor any otherresourcecompiler;
sopleaseaeferto any publicationdescribingthe Windows resourcdormatfor details.
Also, thewi ndr es programitself is fully documentedhn the Binutils manual Here’s
anexampleof usingit in aproject:

nyapp. exe : nyapp.o nyapp.res
gcc -ma ndows nyapp. o nyapp.res -o $@

nyapp.res : nyapp.rc resource. h
wi ndres $< -O coff -0 $@

Whatfollowsis a quick-referenceo the syntaxwi ndr es supports.

i d ACCELERATORS subopti ons

BEG

"AC 12

"Q 12

65 12

65 12 , VIRTKEY ASCI| NO NVERT SHI FT CONTROL ALT

65 12 , VIRTKEY, ASCI|l, NO NVERT, SH FT, CONTROL, ALT
(12 is an acc_id)

END

SHI FT, CONTRCL, ALT require VIRTKEY

id Bl TMAP nenflags "fil enane”
nmenfl ags defaults to MOVEABLE

id CURSOR nenflags "fil enanme"
nmenfl ags defaults to MOVEABLE, DI SCARDABLE
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id DI ALOG nenfl ags exstyle x,y,w dth, hei ght styles BEG con-
trols END

id DI ALOGEX nmenfl ags exstyle x,y,w dth, hei ght styles BEG con-
trols END

id DI ALOGEX nmem

flags exstyle x,y,w dth, height, helpid styles BEG controls END

nmenfl ags defaults to MOVEABLE

exstyl e may be EXSTYLE=nunber

styles: CAPTION "string"

CLASS id

STYLE FOO | NOT FOO | (12)

EXSTYLE nunber

FONT nunber, "nane"

FONT nunber, "name",weight,italic

MENU i d

CHARACTERI STI CS nunber

LANGUAGE nunber, nunber

VERSI ONK nunber

control s:

AUTC3STATE par ans

AUTOCHECKBOX par ans

AUTORADI OBUTTON par ans

BEDI T par amns

CHECKBOX par ans

COVBOBOX par ans

CONTRCL ["nane",] id, class, style, x,y,w, h [,exstyle] [data]
CONTRCL ["nane",] id, class, style, x,y,w h, exstyle, helpid [data]
CTEXT par ans

DEFPUSHBUTTON par ans

EDI TTEXT par ans

GROUPBOX par ans

HEDI T par ans

| CON ["nane",] id, x,y [data]

ICON ["nanme",] id, X,y,wh, style, exstyle [data]

ICON ["nane",] id, X,y,w h, style, exstyle, helpid [data]
| EDI T parans
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LI STBOX par ans

LTEXT par ans

PUSHBOX par ans

PUSHBUTTON par ans

RADI OBUTTON par ans

RTEXT par ans

SCROLLBAR par ans

STATE3 par ans

USERBUTTON "string", id, x,y,wh, style, exstyle

par ans:
["nane",] id, x, y, w, h, [data]

["nane",] id, X, y, W, h, style [,exstyle] [data]
["name”,] id, x, ¥y, w, h, style, exstyle, helpid [data]

[data] is op-
tional BEG (string|nunber) [, (string|nunber)] (etc) END

id FONT nenflags "fil enane"
menf | ags defaults to MOVEABLE| DI SCARDABLE

id | CON nenflags "fil enanme"
nmenfl ags defaults to MOVEABLE| DI SCARDABLE

LANGUAGE num num

id MENU options BEG itens END
itemns:

"string", id, flags

SEPARATCR

POPUP "string" flags BEG nmenuitens END
flags:

CHECKED

GRAYED

HELP

| NACTI VE

MENUBARBREAK
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VENUBREAK

i d MENUEX suboptions BEG itens END

itens:

MENUI TEM "stri ng"

MENUI TEM "string", id

MENUI TEM "string”, id, type [, state]

POPUP "string" BEG itens END

POPUP "string", id BEG itens END

POPUP "string", id, type BEG itenms END

POPUP "string", id, type, state [, helpid] BEG itens END

i d MESSAGETABLE nenfl ags "fil enane"
menf |l ags defaults to MOVEABLE

i d RCDATA subop-
tions BEG (string|nunber) [, (string|nunber)] (etc) END

STRI NGTABLE suboptions BEG strings END
strings:

id "string"

id, "string"

(User data)
idid subop-
tions BEG (string|nunber) [, (string|nunber)] (etc) END

i d VERSI ONI NFO stuffs BEG verbl ocks END

stuffs: FILEVERSI ON num num num num

PRODUCTVERSI ON num num num num

FI LEFLAGSMASK num

FI LECS num

FI LETYPE num

FI LESUBTYPE num

ver bl ocks:

BLOCK "StringFil el nfo" BEG BLOCK BEG vervals END END
BLOCK "Var Fi | el nfo" BEG BLOCK BEG vertrans END END
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verval s: VALUE "foo", "bar"
vertrans: VALUE num num

subopti ons:

menf | ags

CHARACTERI STI CS num
LANGUAGE num num
VERSI ONK num

nmenfl ags are MOVE-
ABLE/ FI XED PURE/ | MPURE PRELQAD/ LOADONCALL DI SCARDABLE
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