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Resolving Modbus Device ID Conflicts
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Many of the most common challenges faced when
configuring Modbus installations involve conflicts arising
from device ID assignments. Device ID reassignment is
often required when deploying, updating or reconfiguring
installations and that is not always easy or possible.

In an ideal situation, device ID reassignment can be
accomplished rather easily with a simple configuration setting
or setting a toggle switch. But all too often device IDs can be
difficult or, in some cases, impossible to reassign. Devices
may be inaccessible or a system is already in operation

and changes to the existing installation are not allowed. Furthermore, reassigning device IDs almost
always requires changes to the controller logic and there could be problems or barriers to changing that
as well. Even when controller logic can be modified, doing so is often time consuming and expensive.
Compounding this are everyday problems such as limited project funding, engineering resource
availability, aggressive deployment schedules, system testing, and approval processes.

With the goal to solve these problems, Comtrol has developed the Alias Device ID and Device ID Offset
functionality. This functionality has been designed to resolve even the most challenging device ID conflicts.
Modbus device IDs can be effectively reassigned without modifications to controller logic or slave devices.
All it takes is a few entries through logical and easy-to-use web configuration pages. With this advanced
functionality, system integrators and plant engineers can now solve device ID conflicts in minutes instead
of days, weeks, or months.
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Call or email for more information: 1.800.926.6876 | 763.957.6000 | |IADSales@comtrol.com
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1. Common Causes of Modbus Device ID Conflicts
A. Modbus Specification Limitations

Many device ID conflicts arise simply due to the limitations of the Modbus Specification. The
Modbus specification has the following limitations:

* Requires all devices attached to gateway to be addressed by a device ID.
* Allows only 256 device IDs with a range of 0 to 255.
* Not all device IDs can be used for addressing devices.
o Device ID 0 is reserved for broadcast messages
0 1-247 are for device addressing
0 248 to 255 are reserved for such things as gateway functions. Depending
on your environment, these device IDs may or may not be available for
assignment to devices.

B. Common Implementation Constraints
The following implementation constraints can also cause device ID conflicts:

* |t is not always possible or practical to change the device ID of serial Modbus slave
devices.

* |t is not always possible or practical to modify the device IDs on existing Modbus
master programs. For instance, this is often true when adding a SCADA system to an
existing PLC controlled system.

* A gateway must route Modbus messages based on the device ID. Therefore, it cannot
route to multiple Modbus devices with the same device ID.

* Modbus masters with only one available connection may need to access multiple
devices with the same device ID. Furthermore, these devices may be located locally or
remotely.

The Alias Modbus Device ID and Device ID Offset functionality have been developed to resolve
these device ID conflicts.




2. Alias Modbus Device ID Functionality

Available on both the Modbus Router and Modbus/TCP firmware applications, the Alias Device
ID functionality has been developed primarily to help resolve device ID conflicts involving
Modbus masters. These conflicts arise from situations such as:

* A controller requiring connectivity to multiple devices with the same device ID located
locally and remotely

* Both controllers and slave devices that cannot be modified, but yet require connectivity

* Multiple controllers requiring access to the same device, but must use different device
IDs to access the device

* Single connection controllers, such as serial or Ethernet TCP/IP, that require full usage
of the Modbus device ID range

Device ID Aliasing involves:

* Modifying the received device ID to an “aliased” device ID immediately after the
message is received from a Modbus master

* The Modbus message is then routed throughout the Modbus gateway or network with
the aliased device ID.

* The response message is returned to the Modbus master with the original device ID.

* Modbus masters can communicate to slave devices through either the actual device ID
or through an Alias Device ID conversion.




The following web page displays Alias Modbus Device ID Configurations:

lmahe lmiprislEs b il DF Sl adrd 1M 9 sl Heol= o=l Lajliari

ﬂ---r 188 1m N | ot | P M

fis B figs Fewis Tos s

o FiFr = B = il Frentebral B

i T i DL L P Bl R - Poge e Twbenoe Mo

Alias Modbus Device ID Configuration /Status

Hae Skl lerlom Com Fajaralbs ESummic ICEIP B ol Dol bjmi-dlinm
Lormn i b L e S e s s Wl Camnn 0 Dol ST Mmoo T Dl wl o] kjkal ks
Etaplis Sa ki Lo Wl 1T i utiacs Bidum el s Liceiiirn AL Mosl baje Sorep Dhiniong

Einplay’ Ml W0 S Wielalinn Lusg

.'J].'Hl.-\] |;- Alaa M=l us |J|.-|:|.uu.| wal
Sl Ersira palas Peabea s Barsboa B0 Liar
alkin phrbies Davloa ID Ll e imacy | | Lwins Ny

Eilmniea D Alan DEaei 0 HETCF Mer B Sl dew B EEiTOR Felr PROTCP OG ks Sl Srt B EradToF OF

Pl [elaieg 1 T} FEE — A i 1] FLEIE
Eilll Dkl 10 15T pa- el 155 L] n L
Eali Dby 1 ik pEe ] (] [ ] 1] [
Eelli Dalaim 0k ikx -] ol 1] i 1] L]
Exfii Drlmism 1 123 g m W [ 1] L
Eilll Dkl [T I Pl i e [l n =R
Ll DEdsle Iim L = i aledl [ ] 1] |
kel Dalals IOl e phl uad i [ ] o &
Pl [wlgism 390 118 FUE e e i 1] i
Eilll Digkalu TTH ITe B W i (] n n
Lifllr abEle o i -] [ e i i i
Edlli Dalalm el a s Pl Sl 1] [ ] o &

o i e Rl




3. Device ID Offset Functionality

Available on the Modbus Router firmware application, the Device ID Offset functionality has
been designed primarily to resolve device ID conflicts involving Modbus slave devices. These
conflicts typically arise when slave device IDs cannot be changed and it is desired that two or
more slave devices with the same device ID be attached to the same gateway.

The Device ID Offset functionality involves:

* Adding or subtracting an offset to the message device ID immediately before the
messages are transmitted out the serial port.

* The device ID, as seen by the Modbus gateway and/or network, is effectively
reassigned without any configuration changes to the slave devices.

* The responses, when received from the serial port interface, are immediately converted
back to the message device ID and routed back to the Modbus master on the Modbus
network.

* The device ID offset is applied to all devices connected to the same serial port.

The Device ID Offset and Alias Device ID functionality can be used together to solve device 1D
conflicts.

Device ID Offset web page configuration options:

Modbus To-Slaves Settings

Device Response Timeout: ;;_b.[].[].[} (ms)

Lost Device Search Enable:

Send Write Messages First: |l

Disable Writes (Read Only): |:|

Device ID Offset Mode: - 'bff |
Device ID Offset: - r{].—i (1-254)

Device ID Offset Mode options include: Off, Add-To-Msg-ID, Subtract-From-Msg-ID.




4. Remote Modbus/TCP Device Connectivity

Available on the Modbus Router firmware application, the Remote Modbus/TCP Device ID
functionality provides connectivity to either Modbus/TCP slaves or serial Modbus slave devices
connected to other Modbus gateways. The Remote Device Routing functionality can be used in
conjunction with the Alias Device ID and Device ID Offset functionality to provide network-wide
Modbus connectivity solutions.

The following web page capture displays Remote Modbus/TCP Device Configurations:
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Network Enabling Devices

Remote Modbus/TCP Device Configuration

Home Serial Interface Configuration Ethernet TCP/IP Interface Configuration
Communication Statistics alias Modbus Device ID Config/Status Remote Modbus/TCP Device Configuration
Display Serial Logs M s/ TCP Interfac iagnostics Display All Modbus Slave Devices

Display Modbus Write Violation Log

Add/Modity Remote Modbus /TCP List

Delete Entire Remote Modbus/TCP List
Remote Devices:

Deviceld Remote IP Address Timeout {msec) Dedicated Connection Send Writes First Disable Broadcasts

Edit Delete 75 10.0.0.103 3000 yes yes no
Edit Delete 76 10.0.0.103 2500 no no o
Edit Delete 77 10.0.0.103 1000 yes YES yes
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5. Solutions to Common Device ID Conflicts

A. Modbus/TCP Master Communicating to Local Device(s) with Same Device ID

Problem: A Modbus/TCP master needs to communicate to different devices on the same
gateway with the same device IDs. It is desired to connect all devices to the same gateway.

Solution: Use Device ID Offset to provide unique device IDs for each device.

Firmyware: Maodbus Router Modbus RTUASCH
Sorial Slavois)
ModbusToP DeviceMaster UP
Masier 2-Fart
RS-485 “‘”““ 10 =1
ModbusTCP Modbus TGP
- - 'Inwmnm 0 | " -
Dwowlca D =2
Ethemel
[— |Device I0s cannot e changed. )
Acoess devices with:
Relay: DevicelD =1 Device 1D Offset = VFD
HMI:  Device ID =2 Subtract 10 |_"‘ Device 10 = 1
VFD: Device ID =11
AHL;  Dewvice D =12 HiS=4{.5
WICE |_h' “ AHU
Device |0 =2
Modbus/TCP Master to Modbus Serial Slave(s) with Same Device 1D




B. Modbus Serial Master Communicating to Local and Remote Devices with Same
Device IDs

Problem: A Modbus Serial Master needs to communicate to different devices with the same
device IDs. Two are connected locally and two are connected remotely via another gateway.

Solution: Use Remote Device Routing and Alias Device ID functionality to provide unique
device IDs for both the remote devices.

Firmware: Bodbus Rouler
Modbus RTLIASSH
DevicahMazter UP DeviceMasiar UP Sevial Slavals)
1-Port 2-Foit (Device IIII: cannot ke changed.)
{Gee Moda 1) [Gea Mafe 2) CETE
Davicg D=1
Modbus ToP £ Madmsrrr;r-
- _,| L
. - Device 10 = 2
Etnemst
REA85 Network Modbus RTLIASEH
Mastar
-
RE-Z3z
i W Remate Modbus RTLF
' A5CH Sarlal Slava(s)
(Device 0= cannot be changed.) Access dewices with:
VFD AU Ralay: Device D=1
: - HMI:  Device D=2
Peviesl0=1  Davico 1D =2 VFD:  Device ID =11
AHL:  Device ID =12
Nofe 1: Nota -
[1-Fort Gateway Configuration) 2-Port Gateway Configuration)
Configuration Qptiom 1. i i i
Davice I Offsef = Subtract 10 VFD: Device ID = 11 on 1-Port Galeway
Mo Allas Device ID Configuration AHU: Device ID = 12 on 1-Port Galeway
Configuration Oplion 3:
Dovice D Offsof = 0
Blias Deviee ID Configuration:
Fx Device 1D = 11; Alias Davice D=1
By Davice 10 = 12; Alias Device D=2
Modbus Serial Master to Local and Remote Serial Slave(s) with
3ame Device I1D(s)




C. Modbus Serial Master Communicating to Two Remote Serial Raw/ASCII Devices

Problem: A Modbus Serial Master requires connectivity to two remotely located raw/ASCII
devices.

Solution:
* Use one gateway to provide Modbus/TCP connectivity from the serial master to the
Modbus network.
* Use one gateway to provide communication to each remote raw/ASCII device.
* Use Remote Device Routing and Alias Device ID functionality to provide
communication to the serial raw/ASCII devices.

Barcode Scanner
Dbl ebar L D icahlager P Devica ID = 255
1-Part — Gateway 1 1-FPort — Gatoway 2 (Device ID cannat be changed. |
S thoda 1) [Sed Mada 2]
RE-Z32 ! =TI ModbuaTCF - » i
\ / RE-232
Modbus RTUWASCH
Mastar
A devices with o "'; 4
LE5E 2] :
SuLmal St et e E thesied
Scanner; Devies ID =285 o o Welgh Seale
Scala: Davica 1D = 200
(Dewvice I cannat ba changed |
Mot 1; 3
Gateway 1 Configuration)
Firmware: Mobus Rouber
Remote Device [0 Configuration: RS-232
Scanner; Davice ID = 255 on Gateway 2
Soale : Dovice 1D = 200 on Goieway 3
Nofe 2 Note 3:
(Bateway 2 Configuration) (Gateway 3 Confilguration)
Firmwara: Modbus/TGF Firrmware: Maodbus/TCP

Mo Alias Device ID Configuration Allas Device IO Contiguration:
Rz Device 10 = 200; Allas Device |10 =255

Modbus Serial Master to Remote Raw/ASCIH Devices
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D. Merging Two Serial Modbus Networks

Problem:
* Two serial Modbus networks, each with a controller and slave devices, need to be
merged into one.

* Each controller needs access to all of the slave devices.

* To limit the engineering effort, it is desired to limit the scope of the project by:
o Retaining the existing Modbus master program logic and slave device IDs.
o Limiting the project to only adding the additional connectivity and corresponding

control logic.

Solution:
* Place a 2-Port DeviceMaster UP with Modbus Router between each controller and its
corresponding slave devices.
* On each gateway, use Remote Device Routing and Alias Device ID functionality to
provide access to the devices attached to the other gateway.
* Each slave device will then be accessed locally using its assigned device ID and from
the remote controller using its aliased device ID.

Existing Systems:

Modbus Maetwork 1 Medbus/ETU
R5.485 Serlal Slave(s)
ModbusRTU T

& %

AHU 1 WFD1
=1} {0 =2y

Modbus Network 2
Modbua/RTuU

Serlal Slave(s)
Mocibus/RTU - i
Masiar l

SCADA .
AHU Z WFD 2
=1} =2

Existing Implementation — Two Separate Modbus Serial Networks
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Merged System:

Firmvweare: Modbus Roler

DeviceMaster UF
2-Port - Gatewsy 1 Mod bus/RTU
Sem Node 1
¢ } / RE5-485 Serdal Slhavels)
= il -

1]

(Galeway 1 Configuration)
1

VWFD: Device D =21 on Gateway 2
AHU:  Device ID =22 on Gaboway 2

Alias Device |0 Configuration.
Fx Device ID = 31; Alias Device ID = 1
Rz Device D = 32; Alias Device ID =2

M el TOP . '
AHU 1 WIFD 1
e =1} fIB=2
o
ACCEes devices with:
— AHU 1: Device D=1
L Modbus/RTU  vFD 1 Device ID =2
Master AHU 2: Device |ID =21
YFD 2 Deyvice D= 22
Eihemat LG
gtk
Modbug TR
Modbus/RTU
RS-405 Sanal Slave(s)
E
DoviceMastor UP gy l l
2-For — Gateway 2 "
{Ses Mode 2
AHU 2 WFD 2
{i0 = 1) {ID = 2}
Accress devices with:
- Modbus/RTU AHU 2: Device |ID =1
Mastar VWFD 2 Device D=2
AHU 1! Davice ID =31
YFD 1. Device D =32
SCADA
Node 1. Nota 2!

(Gateway 2 Configuralion)

Remote Device |0 Configuration:
WFD:  Device ID = 3 on Gateway 1
AHW:  Device ID = 32 on Gateway 1

1 i n:
Rx Device 1D = 21; Aliag Device ID=
Rz Deviee 10 = 22; Alias Device D=2

Merged System — One Modbus Network
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E. Providing Modbus Connectivity between Separate Ethernet Networks

Problem:
¢ Modbus Controllers on one Ethernet network need to connect to remote Modbus slave

devices on a separate Ethernet network through an Ethernet Router.

Solution:

Using DeviceMaster UP gateways running Modbus Router firmware:

* Connect one or more DeviceMaster UP gateways to the Ethernet Network containing
Modbus controllers. Connect any serial Modbus controllers to the DeviceMaster UP
serial ports.

* Use one or more DeviceMaster UP gateways connected to the second Ethernet
network to provide connectivity to the remote Modbus slaves.

* Use Remote Device Routing and, if needed, Alias Device ID functionality
to provide connectivity from the Modbus masters to the remote Modbus slaves.




The solution is demonstrated in the following diagram:

Modius TCP arnd'or

Firmmware: Bodbus Rouber

Mzdbiis cver Ethemat Modbus RTUAASCEH
TERAP Mastaris) DeviceMaster UP Masten{s|
{Sae Nafe 1) 1-Port {560 Nods 1)
. {Swe Nolw 2)
- T T T A -— RS-232
- _—— e
- gt
Ethernet Nanlfe -
Mowe 1; Materork 1 {2-Port Gateway Configuration)
Access devices with: Remote Devies ID Configuration:
Felay: Device|D=1 Relay: Device ID =1 on rernote 2-Port Gateway
HMI:  Deviesil=2 Machus/TCP HME  Device 1D =3 on remats 2-Port Gateway
WFD: Device 10 =11 WFO: Device |0 =11 on remote 2-Port Gatesay
AHL:  Devies 0 =12 AHU:  Device ID = 12 on remobe 2-Fon Gatesay
Etharnet Routar:
Prowides nnl,l IP address, socket 502
cannectivity to remate 2-Port Devicehaster UP
Ethernet Network 2
[Rermote netwiark])
DeviceMasler UP L DeviceMastar UP
1-Port 4-Paort Modbus RTLIASE I
Ses Nota 3) S g (See Nofe 4] Serial Slavels)

Resrmote Modbus RTLU/
ASCH| Sarlal Slava(s)

R
" i

Device ID=1 Device D=2

Moie 3:

(1-Port Gateway Conflguration)
Cowficuratior ion f:

Device [D (Mfsed = Subdract 10

Mo Alias Device ID Configuration
Configuration Opfion 2:

Device [D Offset = 0

Alias Device ID Configuration:

Rx Device 10 = 11; Alias Device 1D =1
RFx Device ID = 12; Alias Device ID= 2

Device IDs cannol be changed.]

Foelay
Device 1D = 1

Hil
Davice ID =2

{Device I0s cannol be changed. |

Nole 4
(2-FPort Gateway Conflguration)

Hemota Device |0 Configuration:
WFD: Device D = 11 on network 2, 1P ort G;I;-w:r
AHU:  Device ID =12 on network 2, 1-Port Gateway

il =— — = MNetaork to Network communication
-l— — — = Intra-Hebtwork communication

Modbus Masters to Remote Serial Slaves on Separate Ethernet
Networks
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