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Chapter 1. Introduction

This document provides installation, configuration, and embedded web interface information for the Comtrol
I0-Link Master (IOLM). In addition, it includes detailed information about PROFINET 10 and Modbus/TCP.

The web interface provides a platform so that you can easily configure, review diagnostic pages, and access
advanced features, such as the ability to:

¢ Upload the latest IOLM images or applications

e Set up user accounts with different user levels and passwords

¢ Load IODD files and configure I0-Link device parameters

¢ Implement manual or automatic data storage (upload or download)
¢ Implement device and/or data validation

1.1. Installation and Configuration Overview

The IOLM installation includes the following procedures.
1. Connect the power and Ethernet cable (Page 13).

Note: IOLM 4-PNIO, 8-PNIO, and 8-PNIO-L: If desired you can use the rotary switch to set the IP
address (Page 13).

Download, unzip, and upload the GSD file for the IO-Link Master (IOLM).
Insert the IOLM in the PROFINET IO system.
Configure the IP address for the IOLM.
Assign the PROFINET Device Name.
Set the IO Device Update Time.
Configure the I0-Link ports.
Configure I10-Link port modules.

Nooe N

a
b. Configure port status modules.

c. Ifdesired, configure data storage, automatic or manual - upload or download.
d. If desired, configure device validation and data validation.

e. Use the Diagnostic pages to monitor or troubleshoot your devices.

8. Use Chapter 12. PROFINET IO Reference Information on Page 167 to complete configuration after
attaching the I0-Link devices.
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| Locating the Latest Software and Documentation |

1.2. Locating the Latest Software and Documentation

You can use the links in the following tables to locate the latest images, utilities, and documentation. For
information about images and updating the IOLM, see Chapter 4. Updating Images and Applications on Page
73.

IOLM 4-PNIO (IP67) Latest Images

U-Boot Bootloader Q
FPGA @,
System ulmage (Primary/Backup) Ny
Application Base Ny

IOLM 8-PNIO (IP67 With T-Coded Power Connector) Latest Images
U-Boot Bootloader Q
FPGA an
System ulmage (Primary/Backup) Ny
Application Base Ny

IOLM 8-PNIO-L (IP67 With L-Coded Power Connector) Latest Images
U-Boot Bootloader Q
FPGA @,
System ulmage (Primary/Backup) Q
Application Base Ny
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http://downloads.comtrol.com/IO_Link_Master/4_PNIO/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/Software/images/application_base/

| Locating the Latest Software and Documentation |

IOLM DR-PNIO (DIN Rail With 2 Dedicated DIO Ports) Latest Images
U-Boot Bootloader Ny
FPGA Ny
System ulmage (Primary/Backup) wn
Application Base Ny

IOLM DR-PNIO-P (DIN Rail With Push-In Pluggable Connectors)
Latest Images

U-Boot Bootloader Ny
FPGA Ny
System ulmage (Primary/Backup) N
Application Base J;;

IOLM DR-PNIO-T (DIN Rail With Removable Terminal Connectors) Latest Images

U-Boot Bootloader Ny
FPGA Ny
System ulmage (Primary/Backup) wn
Application Base J;;

Note: The Application Base image contains all of the latest applications. If a feature enhancement or bug fix is
required, the application will be available on the Download page.
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http://downloads.comtrol.com/IO_Link_Master/DR_PNIO/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_P/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_P/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_P/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_P/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_P/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_P/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_P/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_P/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_T/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_T/software/images/u_boot_bootloader/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_T/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_T/Software/images/fpga/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_T/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_T/software/images/uImage/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_T/Software/images/application_base/
http://downloads.comtrol.com/IO_Link_Master/DR_PNIO_T/Software/images/application_base/
http://downloads.comtrol.com/html/iolm_main.htm

| Locating the Latest Software and Documentation |

Latest Configuration Utility

PortVision DX

(Windows 7
through
Windows 10)

PortVision DX automatically detects Comtrol Ethernet attached
products physically attached to the local network segment so that
you can quickly configure the network address, upload firmware,
access JIOLM embedded web interface, and download the latest
product documentation. PortVision DX also provides these features:

Telnet/SSH interface
PuTTY
Ability to save and load IOLM configuration files

Save Device Diagnostics Data, in the event you have a support
issue

LED Tracker feature

Latest GSDML Files

If you need information about installing the GSDML file, you can refer to the
following procedure.

See 3.2. Installing the GSD File on Page 37 for more information.

Product Documentation

Description

Guide

IOLM PROFINET IO User

The latest User Guide (this guide) that matches the latest released
application base on the download site.

(¥

PortVision DX User Guide

This discusses the following topics:

Installing PortVision DX

User interface overview
Managing the view

Network configuration
Firmware

Software settings

Accessing Comtrol configuration web pages
Configuration files

Telnet | SSH sessions
Accessing other applications
Changing PortVision DX options
Logging events

12 - Chapter 1. Introduction
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http://downloads.comtrol.com/IO_Link_Master/PortVision_DX/
http://downloads.comtrol.com/IO_Link_Master/PortVision_DX/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/Software/gsdml/
http://downloads.comtrol.com/IO_Link_Master/8_PNIO_L/Software/gsdml/
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/Docs/IOLM_PNIO_UserGuide.pdf
http://downloads.comtrol.com/IO_Link_Master/4_PNIO/Docs/IOLM_PNIO_UserGuide.pdf
http://downloads.comtrol.com/IO_Link_Master/PortVision_DX/Docs/PortVision_DX_User_Guide.pdf
http://downloads.comtrol.com/IO_Link_Master/PortVision_DX/Docs/PortVision_DX_User_Guide.pdf

Chapter 2. Hardware Installation

Use the appropriate hardware installation for your IOLM model:
e JOLM 4-PNIO Hardware Installation

e JOLM 8-PNIO Hardware Installation on Page 18

e JOLM 8-PNIO-L Hardware Installation on Page 23

e [JOLM DR-8-PNIO Hardware Installation on Page 28

e JOLM DR-8-PNIO-P Hardware Installation on Page 31

e JOLM DR-8-PNIO-T Hardware Installation on Page 34

Note: Refer to Chapter 5. Connecting Devices on Page 79 for information about connecting I0-Link or digital
devices to the ports after you program the network information using the next chapter.

2.1. IOLM 4-PNIO Hardware Installation

Use the following subsections to install the hardware and verify operation.
Setting the Rotary Switch on Page 13
o (Connecting to the Network on Page 15

e (Connecting the Power on Page 15
*  Mounting the IOLM 4-PNIO on Page 17

Note: Refer to 5.2. IOLM 4-PNIO 10-Link Ports on Page 80 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.1.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the IOLM to set the lower 3-digits (8 bits)
of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position
is always shown on Help | SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

¢ A permanent method to assign IP addresses while setting machines for a special application where a PC
or laptop is not available.

e A temporary method to assign IP addresses to several IOLMs so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

¢ An emergency method to return the IOLM back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: Ifyou set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the IOLM is initially powered on or after cycling the power.
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| IOLM 4-PNIO Hardware Installation | Setting the Rotary Switch |

Switch Setting Node Address

Use the network configuration stored in the flash. The default network
configuration values are:

e P address =192.168.1.250
e Subnet mask = 255.255.255.0
e [P gateway = 0.0.0.0

After completing the hardware installation, see Chapter 3. Configuring the IOLM
with STEP 7 on Page 37 to set the network address.

This is the last three digits in the IP address. This uses the first three numbers
from the configured static address, which defaults to 192.168.1.xxx.

001-254 Note: If software is used to change the IP address to another range before setting
the rotary switches, the IOLM uses that IP address range. For example, if
the IOLM is set to 10.0.0.250 and the first rotary switch is set to 2, the IP
address would be 10.0.0.200.

000
(Default setting)

255-887 Reserved.
Reset to factory defaults. If the IOLM is set to 888 and the IP address is changed
888 using other methods, the IP address is returned to the default IP address if the
IOLM is rebooted or power cycled.
889-997 Use the network configuration values stored in the flash (reserved).
998 Setting the rotary switches to 998 configures the IOLM to use DHCP addressing.
Use the default IP address. If the IOLM is set to 999 and the IP address is changed
999 using other methods, the IP address is returned to the default IP address if the

IOLM is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Remove the two Phillips screws securing the switch window.

2. Gently swing open the switch window from the left to the right, allowing it to pivot on the hinge on the
right side.

3. Turn each dial to the appropriate
position using a small flathead
screwdriver.

Note: If you are using the rotary switch
to assign a temporary IP address,
you may want to leave the door
open until you use software to set
a permanent IP address. After
doing so, you can close and seal
the window.

The default setting is 000 as shown above.
4. Carefully close the window making sure

that it is properly aligned. The arrow points to the switch location. 0 is located at the 3:00

5. Reinsert and hand-tighten the two screws making sure that the window is securely sealed.

Note: Failure to reassemble the configuration window properly may compromise IP67 integrity.
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| IOLM 4-PNIO Hardware Installation | Connecting to the Network |

2.1.2. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-coded

connectors. 4
Pin Signal O O
1 Tx+
2 Rx+ O O
3 [Tx- . L
4 Rx-

You can use this procedure to connect the IOLM to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either
Ethernet port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. Ifyou did not connect both Ethernet ports, make sure that the unused port is covered with a connector
cap to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.

2.1.3. Connecting the Power

The IOLM 4-PNIO provides M12 (5-poles) A-coded power input and

output connectors. Use a 24VDC power supply that is capable of the 4 3 3 4
total output current required. O 5 O
Note: Power connectors must have an approved cable or protective O
cover attached to the port guarantee to IP67 compliance. You
can purchase cables or protective covers from Comtrol. O O
1 2 2 1
Pin | Power Input (Male) | Power Output (Female) ==
1 L+ L+
2 L2+ L2+
3 L- L-
4 L2- L2-
5 Not connected Not connected

The IOLM 4-PNIO requires a UL listed power supply with an output rating of 24VDC.

Power Supply Values
Power Supply In - Maximum (Ug) 4A
I0-Link Connectors (Ports 1 - 4)
C/Q (Pin 4) 200 mA (Maximum)
L+/L- (Pins 1 and 3) 500 mA (Maximum)
IOLM Power 100mA @ 24VDC (V)
Power Supply Out (Ug) 4A T (Maximum)

7 Vgoutput available is determined by subtracting the following from the available input current.
10-Link Master module electronics current.
- Actual Vg current for each 10-Link port.
Total L+/L- current for all 10-Link ports.
- Total C/Q current for all I0-Link ports.
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| IOLM 4-PNIO Hardware Installation | Connecting the Power

You can use this procedure to connect the IOLM 4-PNIO to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the IOLM 4-PNIO.
Otherwise, your screwdriver blade can inadvertently short your power supply terminal connections to
the grounded enclosure.

1. Securely attach the power cable between the male power connector (PWR In) and the power supply.

2. Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the
connector.

Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your I10-
Link or digital I/O devices. For more information about the LEDs, see IOLM 4-PNIO LEDs on Page 212.1f the

LED Activity During Power On Sequence - IOLM 4-PNIO

uBoot Bootloader v1.24 or higher
1. The PWR LED lights.

. The ETH LED lights on the connected port.
3. The MOD and NET LEDs are lit.

4. The IO-Link LEDs @ flash (if no IO-Link device attached) or are
1lit if an I0-Link device is attached.

If a PLC is connected: NET LED is lit and green.

LEDs indicate that you are ready to go to the next installation step:

¢ Program the IP address using PortVision DX or the web interface. Refer to Chapter 3. Configuring the
IOLM with STEP 7 on Page 37 for configuring the network information.

e Ifusing the rotary switches to set the IP address, then you are ready to attach devices using Chapter 5.
Connecting Devices on Page 79.

If the LEDs do not meet the above conditions, you can refer to IOLM 4-PNIO LEDs on Page 212 in the
Troubleshooting and Technical Support chapter for more information.
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| IOLM 4-PNIO Hardware Installation | Mounting the IOLM 4-PNIO |

2.1.4. Mounting the IOLM 4-PNIO

Use the following procedure to mount the IOLM. You can mount the IOLM on a mounting panel or a machine.
1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the IOLM.
2. Attach the IOLM to the surface with two 6mm screws and washers, torque down to 8Nm.
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| IOLM 8-PNIO Hardware Installation | Setting the Rotary Switch |

2.2. IOLM 8-PNIO Hardware Installation

Use the following subsections to install the hardware and verify operation.
Setting the Rotary Switch
e (Connecting to the Network on Page 19

e Connecting the Power on Page 25
*  Mounting the IOLM 8-PNIO on Page 22

Note: Refer to 5.3. IOLM 8-PNIO I0O-Link Ports on Page 81 for information about connecting I0-Link or
digital devices to the ports after you program the network information using the next chapter.

2.2.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the IOLM to set the lower 3-digits (8 bits)
of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position
is always shown on Help | SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

e A permanent method to assign IP addresses while setting machines for a special application where a PC
or laptop is not available.

e A temporary method to assign IP addresses to several IOLMs so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

¢ An emergency method to return the IOLM back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: Ifyou set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the IOLM is initially powered on or after cycling the power.

Switch Setting Node Address

Use the network configuration stored in the flash. The default network
configuration values are:

e P address =192.168.1.250
000 e Subnet mask = 255.255.255.0
(Default setting) | e [P gateway = 0.0.0.0

After completing the hardware installation, see Chapter 3. Configuring the IOLM
with STEP 7 on Page 37 to set the network address using the web interface or
PortVision DX.

This is the last three digits in the IP address. This uses the first three numbers
from the configured static address, which defaults to 192.168.1.xxx.

001-254 Note: If software is used to change the IP address to another range before setting
the rotary switches, the IOLM uses that IP address range. For example, if
the IOLM is set to 10.0.0.250 and the first rotary switch is set to 2, the IP
address would be 10.0.0.200.

255-887 Reserved.
Reset to factory defaults. If the IOLM is set to 888 and the IP address is changed
888 using other methods, the IP address is returned to the default IP address if the
IOLM is rebooted or power cycled.
889-997 Use the network configuration values stored in the flash (reserved).
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| IOLM 8-PNIO Hardware Installation | Connecting to the Network |

Switch Setting Node Address
998 Setting the rotary switches to 998 configures the IOLM to use DHCP addressing.
Use the default IP address. If the IOLM is set to 999 and the IP address is changed
999 using other methods, the IP address is returned to the default IP address if the
IOLM is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Gently pop open the window using a small flathead screwdriver.

2. Gently swing open the switch window from the top to the bottom, allowing it to pivot on the hinge on the
bottom of the window.

3. Turn each dial to the appropriate position using a small flathead screwdriver.

The default settin is 000 as shown above.

The arrow points to the switch location. 0 is located at the 9:00
position. Turn the dial clockwise to the appropriate setting.

4. Close the window and make sure that it snaps shut tightly.

Note: Failure to close the configuration window properly may compromise IP67 integrity.

2.2.2. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-coded
connectors. 3 4

Pin Signal
1 Tx+
2 Rx+ O O
3 |Tx- . L
4 Rx-

You can use this procedure to connect the IOLM to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either
Ethernet port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. If you did not connect both Ethernet ports, make sure that the unused port is covered with a connector
cap to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.
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| IOLM 8-PNIO Hardware Installation | Connecting the Power

2.2.3. Connecting the Power

The IOLM 8-PNIO provides M12 (5-poles) T-coded power input and output connectors. Use a 24VDC power

supply that is cable of the total output current required.

Note: Power connectors must have an approved cable or protective cover attached to the port guarantee to

IP67 compliance. You can purchase cables or protective covers from Comtrol.

2.;.4 4
®

3
PWR In

oo )2
o

3
PWR Out

. Power Input Power Output or N
Pin (Male) Actuator Power (Female) Description
10-Link Master’s system electronics and
1 |US+ US+or +V 10-Link devices
2 UA- UA- or OV Actuators
10-Link Master’s system electronics and
3 |US US- or OV 10-Link devices
4 UA+ UA+ or +V Actuators
5 Not Connected
Note: The IOLM requires a UL listed power supply with an output rating of 24VDC.
Power Supply Values
Power Supply In - Maximum Vg 3,9 Va 12A (Maximum)
I0-Link Connector Port 1
C/Q (Pin 4) 200 mA (Maximum)
L+/L- (Pins 1 and 3) 1.6A (Maximum)
10-Link Connectors Ports 2 - 8
C/Q (Pin 4) 200 mA (Maximum)
L+/L-(Pins 1 and 3) 500 mA (Maximum)
IOLM Power 100mA @ 24VDC (Vg)
Power Supply Out
Vg 12A T (Maximum)
Va 12A 11 (Maximum)

available input current.

7 Vgoutput available is determined by subtracting the following from the

10-Link Master module electronics current.
Total L+/L- current for all I0-Link ports.
Total C/Q current for all I0-Link ports.
71 V4 output available is the same as the available V4 input current.
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| IOLM 8-PNIO Hardware Installation | Connecting the Power

You can use this procedure to connect the IOLM to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your power supply terminal connections to the grounded
enclosure.

1. Securely attach the power cable between the male power connector (PWR In) and the power supply.

Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the
connector. Contact your Customer Sales Representative to order connector caps for the IOLM 8-PNIO.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your
IO-Link or digital I/O devices.

LED Activity During Power On Sequence - IOLM 8-PNIO

uBoot Bootloader v1.24 or higher
1. The US LED lights.

. The ETH LED lights on the connected port.
3. The MS and NS LEDs are lit.

4. The IO-Link LEDs @ flash (if no IO-Link device attached) or are
lit if an I0-Link device is attached.

If a PLC is connected, the NS LED is lit and green.

If the LEDs indicate that you are ready to go to the next installation step:

¢ Program the IP address using PortVision DX or the web interface. Refer to Chapter 3. Configuring the
IOLM with STEP 7 on Page 37 for configuring the network information.

e If using the rotary switches to set the IP address, then you are ready to attach devices using Chapter 5.
Connecting Devices on Page 79.

If the LEDs do not meet the above conditions, you can refer to JOLM 8-PNIO LEDs on Page 214 in the
Troubleshooting and Technical Support chapter for more information.
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| IOLM 8-PNIO Hardware Installation | Mounting the IOLM 8-PNIO |

2.2.4. Mounting the IOLM 8-PNIO

Use the following procedure to mount the IOLM. You can mount the IOLM on a mounting panel or a machine.
1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the IOLM.
2. Attach the IOLM to the surface with two 6mm screws and washers, torque down to 8Nm.

—

8.024203.80 | 8.347(21 2

2.55965] —-1‘

-
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| IOLM 8-PNIO-L Hardware Installation | Setting the Rotary Switch |

2.3. IOLM 8-PNIO-L Hardware Installation

Use the following subsections to install the hardware and verify operation.
Setting the Rotary Switch
o (Connecting to the Network on Page 24

e (Connecting the Power on Page 25
e  Mounting the IOLM 8-PNIO-L on Page 27

Note: Refer to 5.4. IOLM 8-PNIO-L I0O-Link Ports on Page 83 for information about connecting 10-Link or
digital devices to the ports after you program the network information using the next chapter.

2.3.1. Setting the Rotary Switch

You can use the rotary switches under the configuration window on the IOLM to set the lower 3-digits (8 bits)
of the static IP address.

Note: Optionally, you can leave the rotary switch set to the default and use the web interface or PortVision DX
to set the network address.

If the rotary switches are set to a non-default position, the upper 9-digits (24 bits) of the IP address are then
taken from the static network address. The switches only take effect during startup, but the current position
is always shown on Help | SUPPORT page.

Using the rotary switches to set the IP address may be useful in the following situations:

e A permanent method to assign IP addresses while setting machines for a special application where a PC
or laptop is not available.

e A temporary method to assign IP addresses to several IOLMs so that they do not have duplicate
addresses to make setting the IP addresses using software easier. After using PortVision DX or the web
page to change the IP address, reset the rotary switches back to 000.

¢ An emergency method to return the IOLM back to factory defaults, so that software can be used to
program the appropriate IP address, and then return the switches back to 000.

Note: Ifyou set the network address using the rotary switches, the Rotary Switch setting overrides the network
settings in the web interface when the IOLM is initially powered on or after cycling the power.

Switch Setting Node Address

Use the network configuration stored in the flash. The default network
configuration values are:

e [P address = 192.168.1.250

000 e Subnet mask = 255.255.255.0

(Default setting) | e [P gateway = 0.0.0.0

After completing the hardware installation, see Chapter 3. Configuring the IOLM

with STEP 7 on Page 37 to set the network address using the web interface or
PortVision DX.

This is the last three digits in the IP address. This uses the first three numbers
from the configured static address, which defaults to 192.168.1.xxx.

001-254 Note: If software is used to change the IP address to another range before setting
the rotary switches, the IOLM uses that IP address range. For example, if
the IOLM is set to 10.0.0.250 and the first rotary switch is set to 2, the IP
address would be 10.0.0.200.

255-887 Reserved.
Reset to factory defaults. If the IOLM is set to 888 and the IP address is changed
888 using other methods, the IP address is returned to the default IP address if the

IOLM is rebooted or power cycled.

889-997 Use the network configuration values stored in the flash (reserved).
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Switch Setting Node Address (Continued)
998 Setting the rotary switches to 998 configures the IOLM to use DHCP addressing.
Use the default IP address. If the IOLM is set to 999 and the IP address is changed
999 using other methods, the IP address is returned to the default IP address if the
IOLM is rebooted or power cycled.

Use the following steps if you want to change the default rotary switch settings.
1. Gently pop open the window using a small flathead screwdriver.

2. Gently swing open the switch window from the top to the bottom, allowing it to pivot on the hinge on the
bottom of the window.

3. Turn each dial to the appropriate position using a small flathead screwdriver.

The default etting 000 s shown above.

The arrow points to the switch location. 0 is located at the 9:00
position. Turn the dial clockwise to the appropriate setting.

4. Close the window and make sure that it snaps shut tightly.

Note: Failure to close the configuration window properly may compromise IP67 integrity.

2.3.2. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) M12, 4-pin female D-coded
connectors.

Pin Signal
1 Tx+
2 Rx+ O O
3 Tx- . 1
4 Rx-

You can use this procedure to connect the IOLM to the network.

1. Securely connect one end of a shielded twisted-pair (Cat 5 or higher) M12 Ethernet cable to either
Ethernet port.

2. Connect the other end of the cable to the network.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

4. Ifyou did not connect both Ethernet ports, make sure that the unused port is covered with a connector
cap to keep dust and liquids from getting in the connector.

Note: Ethernet ports must have an approved cable or protective cover attached to the connector to guarantee
IP67 integrity.
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2.3.3. Connecting the Power

The IOLM 8-PNIO-L provides M12 (5-poles) L-coded input and output
power connectors. Use a 24VDC power supply capable of the total

:
output current required. q c

Note: Power connectors must have an approved cable or protective cover ey
attached to the port guarantee to IP67 compliance. If you require Power Input el P
cables or protective covers, see the Comirol web site.

Power Output or
Pin Pov(vlsll;l{gput Actuator Power Description
(Female)
1 US+ US+ or +V I0-Link Master’s system electronics and
I0-Link devices
2 UA- UA- or OV Actuator supply
3 US- US- or OV I0-Link Master’s system electronics and
I0-Link devices
4 UA+ UA+ or +V Actuator supply
5 FE

Note: The IOLM requires a UL listed power supply with an output rating of 24VDC.

Power Supply Values

Power Supply In - Maximum Vg 4,9 VAo | 16A (Maximum)

I0-Link Connector Port 1
C/Q (Pin 4) 200 mA (Maximum)
L+/L- Sensor Supply (Pins 1 and 3) 1.6A (Maximum)

10-Link Connector Port 3
C/Q (Pin 4) 200 mA (Maximum)
L+/L- Sensor Supply (Pins 1 and 3) 1A (Maximum)

. 200 mA (Maximum)
IOéI/Jén(l})Co%lectors Ports2and 4-8 | 500 mA (Maximum)/up to 1A Output Budget
in
L+/L- Sensor Supply (Pins 1 and 8)  |/Note: See IOLM 8-PNIO-L IO-Link Ports on Page 83

for information about how to divide up the power
output between ports.

IOLM Power 100mA @ 24VDC (Vg)
Power Supply Out
Vg 16A T (Maximum)
Va 16A T1 (Maximum)

7 Vgoutput available is determined by subtracting the following from the available input current.
- 10-Link Master module electronics current.
- Total L+/L- current for all I10-Link ports.
- Total C/Q current for all 10-Link ports.

71 V4 output available is the same as the available V input current.

You can use the following procedure to connect the IOLM to a power supply.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your power supply terminal connections to the grounded
enclosure.
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1. Securely attach the power cable between the male power connector (PWR In) and the power supply.

Either attach a power cable between the female power connector and another device to which you want to
provide power or securely attach a connector cap to prevent dust or liquids from getting into the
connector. Contact your Customer Sales Representative if you need to order connector caps for the IOLM
8-PNIO-L.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to attach your
IO-Link or digital I/O devices.

a. The US LED lights.
b. The ETH1/ETH2 LED lights on the connected port.
¢. The MOD and NET LEDs are lit.
d. The IO-Link LEDs @ flash (if no I0-Link device attached) or are lit if an IO-Link device is attached.
Note: It takes approximately 25 seconds after power up for the 10-Link Master to be ready for operation.
e. Ifa PLC is connected, the NET LED is lit and green.

If the LEDs indicate that you are ready to go to the next installation step:

¢ Program the IP address using PortVision DX or the web interface. Refer to Chapter 3. Configuring the
IOLM with STEP 7 on Page 37 for configuring the network information.

e Ifusing the rotary switches to set the IP address, then you are ready to attach devices using Chapter 5.
Connecting Devices on Page 79.

If the LEDs do not meet the above conditions, you can refer to JOLM 8-PNIO-L LEDs on Page 215in the
Troubleshooting and Technical Support chapter for more information.
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2.3.4. Mounting the IOLM 8-PNIO-L

Use the following procedure to mount the IOLM. You can mount the IOLM on a mounting panel or a machine.
1. Verify that the mounting surface is level (flat) to prevent mechanical stress to the IOLM.

2. Attach the IOLM to the surface with two 6mm screws and washers, torque down to 8Nm.

—

8.024203.80 | 8.347(21 2

[t |

— - i
_EE[:—__LT 1.173 ?:29 80|

[ |
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2.4. IOLM DR-8-PNIO Hardware Installation

Use the following information to install the hardware for the IOLM DR-8-PNIO.
¢ Connecting to the Network
e Connecting the Power on Page 28

®  Mounting on Page 30
Note: The IOLM DR-8-PNIO must be installed in a suitable fire, electrical, mechanical enclosure.

Refer to 5.5. IOLM DR-8-PNIO I0O-Link and DIO Ports on Page 85 for information about connecting I0-Link
or digital devices to the ports after you program the network information using the next chapter.

2.4.1. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) standard RJ45 ol e o2 7
connectors. | ai@ o e ®)
) o o 0
Pin | Signal _
1 Tx+ Port 2 (PNIO) |
2 Tx-
3 Rx+ Port 1 (PNIO) {
6 Rx-

You can use this procedure to connect the IOLM to the network or I0
controller.

1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet
port.

2. Connect the other end to the network or an IO controller.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

Note: Ifyou do not connect the IOLM to an 10 controller, an IO controller needs to be connected to the network
for PROFINET IO configuration.

2.4.2. Connecting the Power

The IOLM DR-8-PNIO provides two redundant power inputs with screw terminals on the top and bottom of
the unit.

Note: Use either power terminal (top or bottom) but DO NOT use both to supply power

to the IOLM.
Signal Pin Description
V- 1 24VDC Power Supply Return
V- 2 24VDC Power Supply Return
V+ 3 Primary +24VDC Supply
V+ 4 Secondary +24VDC Supply

Note: The IOLM DR-8-PNIO must be installed in a suitable fire, electrical, mechanical enclosure.
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Power Supply Values
Power Supply In
V+ 4A (Maximum) T
I0-Link Connectors Ports 1 - 8
Cc/Q 200 mA (Maximum)
L+ 200 mA (Maximum)
Digital I0 (D1 and D2 | D3 and D4)
D2, D4 200 mA (Maximum)
L+ 200 mA (Maximum)
I0-Link Master Power 100mA @ 24VDC (Vg)
7 The sum of the following must not exceed V+ maximum input current:
- IO-Link Mode module power
- Actual C/Q current for each 10-Link port and for D2 and D4 output
- Actual Ug current for each 10-Link port

You can use this procedure to connect the IOLM to a UL Listed power supply and UL Listed power cord.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your terminal connections to the grounded enclosure.

1. Insert positive and negative wires (12-24AWG) into the V+ and V- contacts.
Note: Use either power terminal (top or bottom) but DO NOT use both to supply power to the IOLM.
2. Tighten the wire-clamp screws to prevent the wires from coming loose.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the
IP address and then attach your I0-Link or digital I/O devices.

LED Activity During Power On Sequence - IOLM DR-8-PNIO

uBoot Bootloader v1.24 or higher

1. The PWR LED lights.

3. The MS and NS LEDs are lit.

The ETH LED lights on the connected port.

4. The IO-Link LEDs @ flash (if no IO-Link device attached) or are
lit if an IO-Link device is attached.

If a PLC is connected, the NS LED is lit and green.

Chapter 3. Configuring the IOLM with STEP 7 on Page 37 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to IOLM DR-8-PNIO LEDs on Page 217 in the
Troubleshooting and Technical Support chapter for more information.
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2.4.3. Mounting

You may want to mount the IOLM after programming the IP address and connecting the IO-Link and digital

input/output devices.
1. Slide the metal latch down, hook the top of the IOLM DR-8-PNIO to the DIN rail and release the latch.

2. Verify that is tightly mounted.

~—1.780[45.20] —= 4.377[111.18]
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Designed to be mounted on a 33mm DIN Rail (EN50022). \—
4.486(113.95] -

Note: You may want to connect the 10-Link devices before attaching the IOLM DR-8-PNIO to the DIN rail.
Use Chapter 5. Connecting Devices on Page 79 if you require 10-Link cabling information.
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2.5. IOLM DR-8-PNIO-P Hardware Installation

Use the following information to install the hardware for the IOLM DR-8-PNIO-P.
e Connecting to the Network
e (Connecting the Power on Page 31

®  Mounting on Page 33

Note: The IOLM DR-8-PNIO-P must be installed in a suitable fire, electrical, mechanical enclosure.
Depending on your preference you can connect the IOLM DR-8-PNIO-P using several methods:

¢  First mount the IOLM DR-8-PNIO-P and connect the power with it attached to the DIN rail.

¢ Remove the connector with a small flat screwdriver, connect the power, and insert the connector into the
receptacle.

Note: Refer to 5.6. IOLM DR-8-PNIO-P IO-Link Ports on Page 89 for information about connecting I10-Link
or digital devices to the ports after you program the network information using the next chapter.

2.5.1. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) standard RJ45
connectors. |

£,

# ghrorm porTs ) A

Pin | Signal | o S o @

1 Tx+ :i‘ i

2 Tx- Port 2 (PNIO) 5|§ N

%

8 |Rx+ Port 1 (PNIO) | ,

6 Rx- _ ‘
You can use this procedure to connect the IOLM to the network or IO 8 8 """: .
controller. | @ @y ot %
1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet | =

port. @ I0-Link

2. Connect the other end to the network or an IO controller.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

Note: Ifyou do not connect the IOLM to an 10 controller, an 10 controller needs to be connected to the network
for PROFINET IO configuration.

2.5.2. Connecting the Power

The IOLM DR-8-PNIO-P provides redundant power input with a single pluggable connector on the top of the
I0-Link Master. The power plug is keyed for your safety so that it cannot be inserted into an I0-Link port
using the headers and plugs keyed as supplied.

Signal Pins Description
V- land 2 |24VDC Power Supply Return
V+ 3 Primary +24VDC Supply
V+ 4 Secondary +24VDC Supply
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Power Supply Values
Power Supply In (V+) 3.7A Maximum) T
I0-Link Connectors Ports 1 - 8
c/Q 200 mA (Maximum)
L+ 200 mA (Maximum)

I0-Link Master Power

155mA @ 24VDC (Vg)

- IO-Link Mode module power

7 The sum of the following must not exceed V+ maximum input current:

- Actual C/Q current for each 10-Link port
- Actual Ug current for each 10-Link port

You can use this procedure to connect the IOLM to a UL Listed power supply and UL Listed power cord.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your connections to the grounded enclosure.

1. Optionally, use a small screw driver to remove the power connector from the receptacle.

Depress the orange tab until it is flush with the connector to insert positive and negative solid or ferrule

wires (12-24AWG@G) into the V+ and V- contacts.

3. If necessary, re-insert the connector into the power receptacle.

4. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the

IP address and then attach your IO-Link devices.

a. The ETH1/ETH2 LED lights on the connected port.

b. The MOD and NET LEDs are lit.

c¢. The IO-Link LEDs @ flash (if no IO0-Link device attached) or are lit if an IO-Link device is attached.
d. Ifa PLC is connected, the NET LED is lit and green.

If the LEDs indicate that you are ready to go to the next installation step. Refer to Chapter 3. Configuring the
IOLM with STEP 7 on Page 37 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to JOLM DR-8-PNIO-P LEDs on Page 219 in the
Troubleshooting and Technical Support chapter for more information.
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2.5.3. Mounting

You may want to mount the IOLM after programming the IP address and connecting the IO-Link and digital
input/output devices.

1. Slide the metal latch down, hook the top of the IOLM DR-8-PNIO-P to the DIN rail and release the latch.
2. Verify that is tightly mounted.
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Designed to be mounted on a 33mm DIN Rail (EN50022).

4.486[113.95] -

Note: You may want to connect the 10-Link devices before attaching the IOLM DR-8-PNIO-P to the DIN rail.
Use Chapter 5. Connecting Devices on Page 79 if you require 10-Link cabling information.
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2.6. IOLM DR-8-PNIO-T Hardware Installation

Use the following information to install the hardware for the IOLM DR-8-PNIO-T.
¢ Connecting to the Network
e Connecting the Power on Page 28

®  Mounting on Page 30

Note: The IOLM DR-8-PNIO-T must be installed in a suitable fire, electrical, mechanical enclosure.
Depending on your preference you can connect the IOLM DR-8-PNIO-T using several methods:

¢ First mount the IOLM DR-8-PNIO-T and connect the power with it attached to the DIN rail.

¢ Remove the connector with a small flat screwdriver, connect the power, and insert the connector into the
receptacle.

Note: Referto 5.7. IOLM DR-8-PNIO-T I0-Link Ports on Page 91 for information about connecting 10-Link
or digital devices to the ports after you program the network information using the next chapter.

2.6.1. Connecting to the Network

The IOLM provides two Fast Ethernet (10/100BASE-TX) standard RJ45 =
connectors. (B

Pin | Signal 8 &rom rond®)

; Tt Port 2 (PNIO) n

2 Tx- §|§ ;

%

3  |Rx+ Port 1 (PNIO) (TN S

6 Rx- 5 | ‘
You can use this procedure to connect the IOLM to the network or 10 - :::‘1‘ m: <
controller. Bl

1. Securely connect one end of the RJ45 Ethernet cable to either Ethernet
port.

2. Connect the other end to the network or an IO controller.
3. Optionally, use the other Ethernet port to daisy-chain to another Ethernet device.

Note: Ifyou do not connect the IOLM to an IO controller, an IO controller needs to be connected to the network
for PROFINET IO configuration.
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2.6.2. Connecting the Power

The IOLM DR-8-PNIO-T provides power input with a pluggable screw terminal on the
top of the unit. The power plug is keyed for your safety so that it cannot be inserted into
an IO-Link port using the headers and plugs keyed as supplied

Signal Pins Description
V- land 2 |24VDC Power Supply Return
V+ 3 Primary +24VDC Supply
V+ 4 Secondary +24VDC Supply

Note: The IOLM DR-8-PNIO-T must be installed in a suitable fire, electrical, mechanical enclosure.

Power Supply Values
Power Supply In
V+ 3.7A (Maximum) ¥
I0-Link Connectors Ports 1 - 8
Cc/Q 200 mA (Maximum)
L+ 200 mA (Maximum)
I0-Link Master Power 155mA @ 24VDC (Vg)

7 The sum of the following must not exceed V+ maximum input current:
- IO-Link Mode module power
- Actual C/@Q current for each I0-Link port
- Actual Ug current for each 10-Link port

You can use this procedure to connect the IOLM to a UL Listed power supply and UL Listed power cord.

Note: Power should be disconnected from the power supply before connecting it to the IOLM. Otherwise, your
screwdriver blade can inadvertently short your terminal connections to the grounded enclosure.

1. Insert positive and negative wires (12-24AWG) into the V+ and V- contacts.
Note: Use either power terminal (top or bottom) but DO NOT use both to supply power to the IOLM.
2. Tighten the wire-clamp screws to prevent the wires from coming loose.

3. Apply the power and verify that the following LEDs are lit indicating that you are ready to program the
IP address and then attach your 10-Link devices.

a. The E1/E2 LED lights on the connected port.

The MOD and NET LEDs are lit.

The 10-Link LEDs @ flash (if no I0-Link device attached) or are lit if an IO-Link device is attached.
The MOD LED is solid green, the I0-Link Master is ready for operation.

e. Ifa PLC is connected, the NET LED is lit and green.

If the LEDs indicate that you are ready to go to the next installation step. Refer to Chapter 3. Configuring the
IOLM with STEP 7 on Page 37 to configure the network information.

If the LEDs do not meet the above conditions, you can refer to IOLM DR-8-PNIO-T LEDs on Page 220 in the
Troubleshooting and Technical Support chapter for more information.

a0 o
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2.6.3. Mounting

You may want to mount the IOLM after programming the IP address and connecting the IO-Link and digital
input/output devices.
1. Slide the metal latch down, hook the top of the IOLM DR-8-PNIO-T to the DIN rail and release the latch.

2. Verify that is tightly mounted.
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Note: You may want to connect the I0-Link devices before attaching the IOLM DR-8-PNIO-T to the DIN rail.
Use Chapter 5. Connecting Devices on Page 79 if you require I0-Link cabling information.
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Chapter 3. Configuring the IOLM with STEP 7

3.1. Overview

PROFINET IO configuration procedures vary between software versions but the following configuration steps
are required in all cases. Refer to your STEP 7 documentation, if you require step-by-step procedures.

Download, unzip, and upload the GSD file for the IO-Link Master (IOLM).
Insert the IOLM in the PROFINET IO system.

Configure the IP address for the IOLM.

Assign the PROFINET Device Name.

Set the IO Device Update Time.

Configure the I10-Link ports.

a. Configure IO-Link port modules.

AN

b. Configure port status modules.
c. Ifdesired, configure data storage, automatic or manual - upload or download.
d. Ifdesired, configure device validation and data validation.

7. Use Chapter 12. PROFINET IO Reference Information on Page 167 to complete configuration after
attaching the I0-Link devices.

The following subsections provides PROFINET IO configuration procedures using STEP 7 V5.5 and TIA
Portal V13:

e [Installing the GSD File

e Configuring the IOLM

o [P Address Assignment on Page 39

e Device Name Assignment on Page 50

o Setting the 10 Device Update Time on Page 53
e Configuring 10-Link Ports on Page 55

3.2. Installing the GSD File

Use the following procedure to install the GSD file for PROFINET IO using STEP 7 V5.5.
1. Unzip GSDML-V2.xx-Comtrol-IOLink-yyyymmdd.zip to a working directory.
2. Use the appropriate steps:
STEP 7 V5.5:
a. Open SIMATIC STEP 7 | HW Config.
b. Use Menu Options | Install GSD Files to install the GSD file.
TIA Portal V13:
a. Open the TIA Portal and switch to the Project view.
b. Use Menu Options | manage general station description files (GSD) to install the GSD file.

Note: If an older version of the GSD file was installed before, you may need to remove the IOLM object
from an existing project, and reinsert it after the new GSDML file is installed.
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3.3. Configuring the IOLM

Use the appropriate procedure for your environment.
e STEP7V55
e TIA Portal V13

3.3.1. STEP 7V5.5

Select the IOLM from the Hardware Catalog window and insert it into a PROFINET-IO- System in the HW
Config (PROFINET IO | Additional Field Device | Gateway | Comtrol IO-Link Master | DR-8-PNIODR-8-PNIO) as
shown in Figure 1.

& (0) IM151-8 PN/DF CPU

f?. ::ngf_g PN/DP CPU = Ethemet(1): PROFINET-I0-System {(100)
XTPTR Fort 7
XTFP2R Port 2
XTF3 FPort 3

w3 = (1) IOLMDE

Figure 1: Inserting an IOLM DR-8-PNIO into a PROFINET IO System

3.3.2. TIA Portal V13

Select the IOLM from the Hardware catalog window (Other field devices | PROFINET IO | Gateway |
Comtrol Corporation | DR-8-PNIO) and drag it into the Device configuration | Network view. Then connect the
IOLM to the IO controller, as shown in the Figure below.

IOLM_UserGuide » Devices & networks

b—{' Metwork |:||:| Connections |— Il connection |v| 'JE
PLC 1 IOLMDRS |
CPU1212C DR-8-PMNIOC u

PLC 1
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3.4. IP Address Assignment

Comtrol IOLM gateways support three methods for IP address assignment according to GSDML
Specification.

¢ DCP - The IOLM supports IP address assignment via Discovery and basic Configuration Protocol (DCP).
See 3.4.1. Assigning an IP Address via 10 Controller (DCP) on Page 39 for procedures.

e  DHCP - The IOLM supports the Dynamic Host Configuration Protocol for IP address assignment. See
3.4.2. Assigning an IP Address via DHCP on Page 42 for procedures.

¢ LOCAL - The IOLM supports a device specific method for IP address assignment. See 3.4.3. Assigning an
IP Address Statically (LOCAL) on Page 44 for procedures.

3.4.1. Assigning an IP Address via 10 Controller (DCP)

An 10 controller can assign an IP address to the Comtrol IOLM gateway via DCP. The IO controller and the
Comtrol IOLM gateway have to be on the same subnet. The IOLM default IP address is: 192.168.1.250 and
the subnet mask is 255.255.255.0.

Use the appropriate procedure for your environment.
e STEP7V55
e TIA Portal V13 on Page 41

3.4.1.1. STEP 7V5.5

Use the following procedure to assign an IP address via DCP.
1. Double-click the X1 PNIO-IO interface of the

IO control to open the Properties window. [ Properties - Ethernet interface PN-I0 (RO/52) )
2. On the General tab, click the Properties button, Genersl  Parameters
which opens the Ethernet interface Properties
window.
3. Uncheck the Use different method to obtain IP
address option.
4. Manually enter the IP address and subnet e 000 R P
mask for the IO controller. Sretmesk: 5000 | _ o ot vse roter
+ Lse router
In this example the 10 controller was assigned [~ Use different method to obtain IP address s T a—
an IP address of 10.0.0.31 and a subnet mask o - - B
of 255.0.0.0. it
— not networked — New...
5. Double-click the IOLM, check Assign IP address e o ] .
via IO controller as shown in Figure 3. E—
6. On the General tab, click the Ethernet button, _ oeke |
which opens the Ethernet interface properties
window, where you can specify what IP - :
address the IO controller should assign to the == ||
IOLM.

Figure 2: 10 Controller Ethernet Interface Properties
Steps 2 through 4 are necessary in STEP 7 V5.5 so

that both the IO controller and the IOLM are on

the same subnet. Otherwise, the Assign IP address via IO controller function may not work correctly.
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| IP Address Assignment | Assigning an IP Address via I0 Controller (DCP) | STEP 7 V5.5 |

In this example, IP address 10.0.0.100 is assigned to the IOLM via the IO controller.

General | identfication | Shared | Access |
Shart descrption. JOLMDRE
0Lk Master DREPNIO

Orderno / femware:  995920/V15
Famiy Comral I0-Link Master

Devica name [oLMoRs

GSDMLAZ 34-Comirol-J0-Link- 20180102 0nl

G50 file:
Changs Relsase Number
Hode in PROFINET 10 system
Digvice rumber fr = [PROFINET-0-System (100}

IP nddress: 10.0.0.100 Ethemet.

Commer:

_OKI Comcel | Heb

Figure 3: IOLM Properties
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| IP Address Assignment | Assigning an IP Address via I0 Controller (DCP) | TIA Portal V13 |

3.4.1.2. TIA Portal V13

Use the following procedure to assign an IP address via DCP.
1. Double-click the IOLM in the Device configuration | Network view.
2. On the Properties |General tag, select Ethernet addresses.
a. Make sure that the User IP protocol option is checked and the Set IP address in the project is selected.

b. Enter the desired IP address for the IOLM. In this example the IP address 10.0.0.100 is assigned to
the IOLM via the IO controller.

4 Properties

| General ] 10 tags f System constants | Texts

- General
Canalog information

= PROFINET interface [¥1] Interface networked with
General

Ethemet addresses

Ethemnet addresses Subnet: | PHAE_1
w Advanced options
Interface aptions
Medis redundancy IP protocol
b Real tme settings
» Port1 [X1 P1R]

» Port2 [X1P2R]
Hardware identifer
identification & Maintenance | IFaddress: |10 .0 .0 100
Hardware identifier I
Shared Device *

[wf] Uze IP pratecal
(=) Set 1P address in the project

|

() WP address is set directly at the device

PROFINET

E Generate PROFINET device name automatcally
PROFINET device name | iolmdrd
Converted name: | iolmdrg
Device number: | 1
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| IP Address Assignment | Assigning an IP Address via DHCP | TIA Portal V13 |

3.4.2. Assigning an IP Address via DHCP

The Comtrol IOLM gateway supports DHCP for IP address assignment. DHCP is disabled by default.
Use the following steps to enable DHCP.

Note: The IOLM default IP address is: 192.168.1.250 and the subnet mask is 255.255.255.0. You may need to
change your laptop or PC IP address range to access the IOLM web interface or you can use PortVision
DX to change the IP address without changing your settings.

1. Open a web browser and enter the IOLM IP address.
2. Click Configuration | Network.
3. Click EDIT button.

CommroL Home Dlagnostics WESUGRETENE Advanced  Attached Devices  Help

10-LINK  PROFINET 10 MODBUS/TCR  OPCUA  NCTWORK MISC LOAD/SAVE CLEAR SETTINGS

Metwork Settings @

—
NETWORK CONFIGURATION m
e
Status
Current IP Address 152.168.11.185
Current Metmask 255.255.0.0

Current Gateway

Caution

Current DNS

Conliguration Changes to 1P address configuration may interfere with PLC
communications,

Host Name

1P Typa

Static IP Address (00000600000
Static Subnet Mask (30000000000
Static Gateway Afdress (o000
DHS 1 (oo oo}

DNS 2 (oo e xxx. oo )

IP Address Conflict Detection e
NTP Server 1PfHostname

Sysiog Server IR/Mostname

Syslog Server Port (0 - 85535) 514

S5H Server Enable enable

Welcome Admin © Copynght Comtrol Corp,

Figure 4: Web Network Configuration Page
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| IP Address Assignment | Assigning an IP Address via DHCP | TIA Portal V13 |

4. Change IP Type from static to dhcp.

ComTROL' Home Diagnostics QUM LE Advanced Attached Devices Help Logout S

I0-LINK PROFINETIO MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

NETWORK CONFIGURATION CANCI

Status

Current IP Address 192.168.11.185
Current Netmask 255.255.0.0
Current Gateway

Current DNS

Configuration

Host Name

6

IP Type
DNsmode
1P Address Conflict Detection

Syslog Server 1P/Hostname

Syslog Server Port (0 - 65535) 514

SSH Server Enable

Welcome Admin © Copyright Comtrol Corp.

5. Click the SAVE button.

Once DHCP is enabled, the IOLM attempts to obtain an IP address from a DHCP server. If a new IP address
is assigned by a DHCP server, then the IOLM switches to the new IP address immediately. This may interfere
with communications between the device and the IO controller.

The Obtain IP address from a DHCP server option in the Edit Ethernet Node window in STEP 7 (Figure 4) is not
supported. DHCP can only be enabled or disabled via the web interface.

Note: An IO controller can overwrite DHCP IP assignment by assigning IP address via DCP.
The next configuration step is to assign the device name, go to 3.5. Device Name Assignment on Page 50.
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3.4.3. Assigning an IP Address Statically (LOCAL)

IP addresses can also be assigned statically using one of the following methods:

The LOCAL method as defined in the GSDML Specification
Embedded web interface

Use the appropriate procedure for your environment:

STEP 7 V5.5
TIA Portal V13 on Page 46

3.4.3.1. STEP 7V5.5

Use the following procedure if you want to use the LOCAL method using STEP 7.

1.

In the STEP 7 HW Config window, double-click the IOLM object to open up the Properties window.

Propesties - IOLMDRS
Generl | |dantification | Sharsd | Access |

Short description IDLMDRE
K)-Link Master DR-E-FPNIO

Orcler na . firmwars: 95552-0./W15

Famiy Comirol I0-Link: Master
Device name: IOLMDRE
GSDfie GSDMLNZ 34-Comiral-0-Link- 20180102 xml

Change Relaass Mumber

biode in PROFINET I0 system

Digvice number I =] {PROFINET-0-System (100)

IP addrmes 10.0.0.100 Ethemet

¥ \Bamgn [P address via K) conirolier

Commerd

P Cocel | Hob

Uncheck the Assign IP address via IO controller option and click OK.
Download and run the project.

The IO controller will not attempt to assign IP address to the IOLM. You must assign a static IP address
to the IOLM manually.

Select the IOLM in HW Config, open the Edit Ethernet Node window (Figure 4) by using menu PLC |
Ethernet | Edit Ethernet Node option.

Once opened, click the Browse button, which opens the Browse Network window.

The IOLM should be displayed as an Comtrol I0-Link Master with a default IP address of 192.168.1.250.
Select the IOLM and click the OK button to return to the Edit Ethernet Node window.

Enter the desired IP configurations.

In Figure 4, the IOLM was configured to use a static IP address 10.0.0.100, subnet mask 255.0.0.0 and no
router.
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| IP Address Assignment | Assigning an IP Address Statically (LOCAL) | STEP 7 V5.5 |

8. Click the Assign IP Configuration button, the IP configuration is assigned to the IOLM.

Edit Ethernet Node

]

Ethemet node

Modes accessible online

MALC address:

Set |P configuration

* |ze P parameters

00-C0-4E-57-00-00

Agsign P Configuration

Azszign device name

Gateway

IP address:

I Gz 10.0.0.100 + Do not use router
Subnet mask: 255.0.0.0 " Use rauter

10.0.0.100

" Obtain IF address from a DHCP server

|dentified by

i+ {2 foi

Client ID: [

Device name: iolndrd

Fieset to factory settings

LCloze

Aszsign Mame

Beset
Help

%

Figure 4: Configure IP Address and Device Name

The next configuration step is to assign the device name, go to 3.5. Device Name Assignment on Page 50.
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| IP Address Assignment | Assigning an IP Address Statically (LOCAL) | TIA Portal V13 |

3.4.3.2. TIA Portal V13

Use the following procedure if you want to set the LOCAL method using TIA Portal.

Make sure that the User IP protocol option is checked and the IP address is set directly at the device is

Download and run the project. The 10 controller will not attempt to assign IP address to the IOLM. You

|_Q, Properties

| PNIIE_1

() SetIP address in the project

() IP address is set directly at the device

1. Double-click the IOLM in the Device configuration | Network view.
2. On the Properties |General tag, select Ethernet addresses.
3.
selected.
4.
must assign a static IP address to the IOLM manually.
J General || 10 tags ” System constants || Texts |
General I Eth ¢ add
Ethernet addresses EMet adaresses
= Advanced options Interface networked with
Interface options
Media redundancy Subnet:
b Real time settings
» Port1[%1F1R]
b Port2 [X1P2R
: E, ; ] IP protocol
Hardware identifier
Identification & Mainten... b E Use IP protocal
Hardware identifier [
Shared Device |i
I
5.

In the TIA Portal Project view, navigate to Project tree | Online access, double-click the Ethernet adapter that

is used as PROFINET IO network in your system, then double-click Update accessible devices.

Project tree

Devices

m 4

O Q@

* | ] |OLM UserGuide
ﬁﬁ.dd new device
i Devices & networks

» 5§ common data
b fj]] Documentation settings
] p_@ Languages & resources
= P_m Online access
1 Displayhide interfaces
= [ D-Link DGE-530T Gigabit

» [ PLC_1 [CPU 1212C AC/DCIRN]

ﬁuu? Update accessible devices

Ethernet Ada... Tl

> p_[. Accessible device [192.168.1.250] | —

%/ Online & diagnostics

6. Once the accessible devices list is updated, find the IOLM by using the default IP address 192.168.1.250
or the previous IP address that the IOLM was assigned by 10 controller.
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| IP Address Assignment | Assigning an IP Address Statically (ILOCAL) | TIA Portal V13 |

Double-click the Accessible device [192.168.1.250], then double-click the Online & diagnostics to open up the
Online access view.

8. Click Functions | Assign IP address, enter the desired IP configurations. In the following figure, the IOLM
was configured to use a static IP address 10.0.0.100, subnet mask 255.0.0.0 and no router.

9. Click the Assign IP address button, the IP configuration is assigned to the IOLM.

= Diagnestics

Aesign IP address
General 9
Diagnostic status
F PROFINET interface Assign 1P address to the device
= Functions
I Devices connected to an enterprise network or directly to the intemet must be appropriately
== i - protected against unauthornzed access, e.g. by use of firewalls and network segmentation.
Assign name For mare information about industrial security, pleass visit
Reset to factory settings hitp:livwww siemens.comiindustnalsecunty

IPaddrezs: | 10 .0 4] 100
Subnetmask: 255 . 0 ] o

[[] use router

Assign IP address

The next configuration step is to assign the device name, go to 3.5. Device Name Assignment on Page 50.
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3.4.3.3. Assign IP Address Statically Using the Web Page

You can use the following procedure to configure a static IP address. The IOLM web interface switches to the

new IP address immediately.

Note: The IOLM default IP address is: 192.168.1.250 and the subnet mask is 255.255.255.0. You may need to
change your laptop or PC IP address range to access the IOLM web interface or you can use PortVision

DX to change the IP address without changing your settings.

1. Open a web browser and enter the IOLM IP address.
2. Click Configuration | Network.
3. Click the EDIT button.

ComrtroL Home Diagnostics EeibiNeEGLE Advanced Attached Devices

IO-LINK PROFINET IO MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE

Help Logout

CLEAR SETTINGS

Network Settings @

Status

Current IP Address

Current Netmask

Current Gateway
Caution

Current DN5S

Configuration

communications.
Host Name

Static Subnet Mask (30003000000 300¢
Static Gateway Address (oo x000xxx
DNS 1 (20002000 XXX.000¢)

DNS 2 (300.00.000000)

NETWORK CONFIGURATION

192.168.11.185

255.255.0.0

Changes to IP address configuration may interfere with PLC

IP Type
2. CO@NUE CANCEL
Static IP Address (00630003000 %%X)

1.

IP Address Conflict Detection eraue
NTP Server IP/Hostname

Syslog Server IP/Hostname

Syslog Server Port (0 - 65535) 514

SSH Server Enable enable

Welcome Admin © Copyright Comtrol Corp.

4. Ifnecessary, change the IP Type to static.
5. Enter an IP address, subnet mask, and gateway address.
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| IP Address Assignment | Assigning an IP Address Statically (ILOCAL) | Assign IP Address Statically Using the Web Page |

6. If applicable, enter the DNS1 and DNS2 addresses.

ComrROL'  Home Diagnostics EeLBWENtNE Advanced Attached Devices Help Logout ES

IO-LINK  PROFINET IO MODBUS/TCP  OPC UA

NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Network Settings @

NETWORK CONFIGURATION

Status

Current IP Address

Current Netmask

Current Gateway

Current DNS

Configuration

Host Name

IF Type

Static IP Address (x000.Xx.00¢.000)
Static Subnet Mask (3. oo Xxx.00)
Static Gateway Address (306 Xx.300X06)
DNS 1 (3ooexxx.a00.00)

DINS 2 (300¢. XXX XXX.000K)

IP Address Conflict Detection

i)

192.168.11.185

255.255.0.0

IOLM-PNIO#1

static v

92.168.11.185

II

55.265.0.0

1921660253  x

enable v v

*LL

Welcome Admin @ Copyright Comtrol Corp.

7. Click the SAVE button.

The next configuration step is to assign the device name, go to 3.5. Device Name Assignment on Page 50.
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| Device Name Assignment | Assign the Device Name in STEP 7 | STEP 7 V5.5 |

3.5. Device Name Assignment

Use one of the following methods to configure the Device Name.
e STEP 7 - refer to the following procedure

e Web interface - see 3.5.2. Using the Web Interface to Assign the Device Name on Page 52 for information
about using the IOLM Configuration | PROFINET IO page.

3.5.1. Assign the Device Name in STEP 7

Use the appropriate procedure for your environment:
e STEP7V55
e TIA Portal V13 on Page 51

3.5.1.1. STEP 7V5.5

Use the following procedure to configure the Device Name using STEP 7.
1. Select the IOLM, open the Edit Ethernet Node window using the PLC | Ethernet | Edit Ethernet Node menu.
2. Click the Browse button to open the Browse Network window.
The unit should be displayed as an 10-Link Master with an empty device name.
3. Select the unit and click the OK button to return to the Edit Ethernet Node window.

Edit Ethernet Node i

Ethemet node

Modes accessible online

MAL address: 00-C0-4E-57-00-00

Set |P configuration

* |ze P parameters

Gateway

IP address:

I Gz 10.0.0.100 + Do not use router
Subnet mask: 255.0.0.0 " Use rauter

10.0.0.100

" Obtain IF address from a DHCP server

|dentified by

i+ {2 foi

Client ID: [

Agsign P Configuration

Azszign device name
Device name: iolmdrg Azzign Name

Fieset to factory settings

Beset
LCloze Help

4. Set the device name. PROFINET IO Device Names are not case-sensitive. In this example, the device
name was set to iolmdr8.
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| Device Name Assignment | Assign the Device Name in STEP 7 | TIA Portal V13 |

If there is a cyclic communication between the device and an IO controller, the cyclic communication has to be
stopped before the device name can be changed.

3.5.1.2. TIA Portal V13

1. Use the same procedure in 3.4.3.2. TIA Portal V13 on Page 46 to access the Online access view.

2. Click Functions | Assign name, enter the device name and click the Assign name button. PROFINET 10
Device Names are not case-sensitive. In this example, the device name was set to iolmdr8.

w Diagnostics .
Hfesign name

General
Diagnostic status
¥ PROFINET imterface
= Functions Configured PROFINET device
Azzign IP address

Assign name :
Reset to factory settings Device type: Comtral 10-Link Mas

PROFINET device name: iolmdrg

Accessible devices in the network:
IP address MAC address Device FROFINET device name Status

[|LED flashes t Assign name
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| Device Name Assignment | Using the Web Interface to Assign the Device Name | TIA Portal V13 |

3.5.2. Using the Web Interface to Assign the Device Name

You can use the Configuration | Profinet IO Settings page to assign the device name for PROFINET 10 with the
IO-Link Master.

Note: Changes to device name using the web interface take effect immediately. It may interfere with the
communication between the device and IO controller.

If necessary, open the IOLM web interface with your web browser using the IP address.
Click Configuration | PROFINET IO Settings.

Click the EDIT button.

Enter the PROFINET 10 Device Name.

The PROFINET IO Device Name is the same as the name later used to configure PROFINET IO for the
IOLM. The PROFINET IO Device Name is not case-sensitive.

5. If necessary, change the IOL_CALL Function Block Timeout (1-20) value to reflect your environment.

L s

ComTROL Home Diagnostics [EeINiGIIERGOE Advanced Attached Devices Help Logout

IO-LINK PROFINET IO MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

PROFINET IO Settings @

PROFINET I0 CONFIGURATION CANCELY SE

PROFINET IO Device Name [loLM-PNIO#1 x|

IOL_CALL Function Block Timeout (1 - 20)

Welcome Admin © Copyright Comtrol Corp.

6. Click SAVE.

Parameter Description

The device name must be specified according to DNS conventions.
¢ Restricted to a total of 240 characters (letters, digits, dash or period)

e Parts of the name within the device name; in other words, a string
between two periods, must not exceed a maximum of 63 characters.

¢ No special characters such as umlauts (&, 6 etc.), brackets,
PROFINET IO Device Name underscore, slash, blank etc. The dash is the only permitted special
(Default: empty) character.

¢ The device name must not begin or end with the

character.
¢ The device name must not begin with numbers.
¢ The device name must not have the structure n.n.n.n (n = 0...999).

¢ The device name must not begin with the character string "port-xyz-
"(x,y,2=0..9).

IQL_CALL Function Block
Timeout (1-20) The timeout value in seconds for IOL_CALL function block.
(Default: 20)
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| Setting the I0 Device Update Time | STEP 7 V5.5 | TIA Portal V13 |

3.6. Setting the 10 Device Update Time

Use the appropriate procedure for your environment:
e STEP7V55
e TIA Portal V13 on Page 54

3.6.1. STEP 7V5.5

Use the following procedure to set the IO Device Update Time.
1. Double-click the Ethernet(1): PROFINET-IO-System (100).

& (0} IM151-8 PN/DP CPU
1 &~
2 IM151-8 PN/DF CPU _ re .
bl = = Ethemet({1): PROFINET-I0-System (100}
XIPIR Pod? '
XTP2R Port 2
X1P3 Port 3
%3 i (1) IOLMDF
3
4
5
3
7
[
5 -

2. In the Properties - PROFINET 10-System window, select the Update Time tab, as shown in the image
below.

General Update Time |

Commurication Component (PROFINET 10) [ -] =
Send clock: [1000 =] me
Overview of all 10 devices:
De | Device Name | Type | RT Class | IRT Ogtion | Mode ]L&:»daeTmﬁ'ns_!
1 IOLMDRE IOLMDRE AT - Automatic 8.000 fread-only)

Configuring 10 Device Update Timer

3. Set the desired update time. The fastest IO device update time is 8ms.
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| Setting the I0 Device Update Time | TIA Portal V13 | TIA Portal V13 |

3.6.2. TIA Portal V13

Use the following procedure to set the I0 Device Update Time.
Double-click the IOLM in the Device configuration | Network view.

1.
2.
3.

On the Properties | General tag, select PROFINET interface [X1] | Advanced options | Real time settings.
Select the Can be set option and set the update time to the desired value from the list. The fastest 10

device update time is 8ms.

J General I 10 tags 1 System constants h Texts |

| & Properties

{74 Info le %] Diagnostics

* General
Catalog information
~ PROFINETinterface [X1]
General
Ethemnet addresses
+ Advanced options
Interface options
Media redundancy
» Real time settings
» Port1[X1P1R]
» Port 2 [X1 P2 R]
Hardware identifier
Identification & Maintenance
Hardware identifier
Shared Device

>

>

Real time settings

> 10 cycle
Update time
() Automatic | e
(®) Can be zet 8.000 v| ms
Adapt update time when send clock changes
Watchdog time
Accepted update cycles without
10 data: | 3 T:_I
Watchdeg time: [24.000 ms
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| Configuring I0-Link Ports | TIA Portal V13 | TIA Portal V13 |

3.7. Configuring 10-Link Ports

The I0-Link Master gateway has two categories of IO modules:
e 3.7.1. I0-Link Port Modules on Page 56
e 3.7.2. Port Status Modules on Page 62

IO modules are used to configure IO-Link ports and exchange PDI and PDO data with various IO-Link
devices and digital I/O devices. The following image shows available modules of the IOLM.

El:ﬁl FROFIMET 10 -

=1 Additional Field Devices
EI{:l Gateway
EIl:l Comtral [0-Link Master
=g 4PNID
g SPNID
E DR-4-PHIO
=g DR-EFNID

=2 10-Link Part
10-Link In
10-Link In
10-Link In
10-Link In 4 bytes
10-Link In & bytes
10-Link In 16 bytes
10-Link In 32 bytes
10-Link, In/Out 1 byte
10-Link In/0Out 2 bytez
10-Link In/Out 3 bytes
10-Link In/Out 4 bytes
10-Link In/0Out 8 bytes
10-Link In/0ut 16 bytes
10-Link, In/Cut 32 bytes
10-Link Out 7 byte
10-Link Out 2 bytes
10-Link Out 3 bytes
10-Link Out 4 bytes
10-Link Out 8 bytes
10-Link Out 16 bytes
10-Link Out 32 bytes
SI0 Digital In
S10 Digital Qut
=2 Part Status

i-[@ Digital 140

t (] 10-Link Status

STEP 7 V5.5

=)

1 byte
2 buytes
3 buytes

m

I0-Link Master Gateway Modules

~ | Catalog

|-c:'aearch> |

E Filter

- '_j. Head module

[l or&-FHIO
vh_[. Module
~ [ 10-Link Fort

[l 1o-Link in 1 byte
[l o-Link In 2 bytes
[l I0-Link In 3 bytes
[l 1o-Link in 4 bytes
[l 1o-Link In 8 bytes

[l 1o-Link In 16 bytes
[l 10-Link In 32 bytes
[l 1o-Link Infout 1 byte
[l 10-Link InfOut 2 bytes
[l 1o-Link Infout 3 bytes
[l 1o-Link InfOut 4 bytes
[l 1o-Link Infout 8 bytes
[l 10-Link InfOut 16 bytes
[l 1o-Link InfOut 32 bytes
[l 1o-Link Out 1 byte
[l 1o-Link Out 2 bytes
[l 10-Link Out 3 bytes
[l 1o-Link Out 4 bytes
[l 10-Link Out 8 bytes
[l o-Link Out 16 bytes
[l 10-Link Out 32 bytes
[l =10 Digital In
[l 5o Digital Out

- rj_'. Port Status
[l oigital lio
[l o-Link status

TIA Portal V13
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3.7.1. I0-Link Port Modules

An 10-Link port can be configured as one of the following:

e JO-Link Mode

e SIO Digital In Mode

e SIO Digital Out Mode.

IO-Link Port modules are used to configure the mode of an I0-Link port.

All the I0-Link modules start with the I0O-Link (that is: IO-Link In, IO-Link Out and IO-Link In/Out)
configure the corresponding IO-Link port as IO-Link Mode. An SIO Digital In module configures the 10-Link
port as SIO Digital In Mode. Similarly, an SIO Digital Out module configures the port as SIO Digital Out
Mode.

¢  An IO-Link module can be input only, output only or both. In addition, there are different modules with
various IO data sizes (1 to 32 bytes). For example, the IO-Link In/Out 4 bytes module is for an IO-Link
device that supports up to 4-byte PDI data and 4-byte PDO data. If you do not find an exact matching IO
size, select the next size (larger). For instance, use IO-Link in 16-bytes module for an I10-Link device that
has 10-byte PDI data. The unused PDI data is filled with zeros.

e For SIO Digital In module, the PDI data is fixed at 1-byte. A high voltage on the I0-Link port C/Q Pin
results in a 0x01 PDI data; a low voltage on the C/Q Pin results in a 0x00 PDI data.

¢ For SIO Digital Out module, the PDO data is fixed at 1-byte. A zero output value from an SIO Digital Out
module sets the I0-Link port C/Q pin to low voltage. Any non-zero output value sets the C/Q pin to high
voltage.

I0-Link Port Module Input Data Format

Byte Offset Description
0 PDI Data Block byte 0

1 PDI Data Block byte 1

31 PDI Data Block byte 31

I10-Link Port Module Output Data Format

Byte Offset Description
0 PDO Data Block byte 0

1 PDO Data Block byte 1

31 PDO Data Block bytes 31

IO-Link Port modules are allowed in Slot 1 to 4 on the IOLM 4-PNIO model, or Slot 1 to 8 on the IOLM 8-
PNIO, IOLM 8-PNIO-L, IOLM DR-8-PNIO, IOLM DR-8-PNIO-P and the IOLM DR-8-PNIO-T models. Slot 1
is corresponding to IO-Link Port 1. Slot 2 is for IO-Link Port 2, so on and so forth. If a slot is unpopulated, the
corresponding 10-Link port is not configured. That port uses the previously configured settings, or default
settings if it has not been configured before.
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3.7.1.1. I0-Link Port Settings (I0-Link Port Module Parameters)

Additional IO-Link port settings can be configured by using module parameters.

Use the appropriate procedure for your environment:
e STEP 7 V5.5 on Page 58
e TIA Portal V13 on Page 59

I0-Link Port Module Parameters

I0-Link Port Config

Minimum Cycle Time
(Default: 4)
Valid range: 4-538ms

The minimum or fastest cycle time at which the I0-Link device may operate.

You can leave the Minimum Cycle Time set to the default value and the 10-Link
Master negotiates with the IO-Link device for its minimum cycle time. The I0-Link
Diagnostics page displays the Actual Cycle Time, which is the negotiated cycle time.

Data Storage Config

Automatic Data
Storage Upload
Enable

Default: Off

When this option is initially set to On, the IOLM saves the data storage (if the data
storage is empty) from the IO-Link device to that port. Some IO-Link devices update
the data storage contents if you use the Teach buttons on the IO-Link device, but
that is determined by the IO-Link device manufacturer.

Automatic upload occurs when the Automatic Upload Enable option is set to On and
one of these conditions exists:

¢ There is no upload data stored on the gateway.

e The IO-Link device executes a requests_ at upload function (generally because
you have changed the configuration via Teach buttons).

Do not enable both Automatic Upload and Automatic Download at the same time, the
results are not reliable among I10-Link device manufacturers.

When a port contains data storage for an 10-Link device and if you attach a device
whose Vendor and Device ID do not match, the IO-Link LED on the IOLM flashes
red to indicate a wrong device is attached. In addition, the IO-Link Diagnostics page
displays DV: Wrong Sensor in the IOLink State field.

You should not enable Automatic Upload until after you have configured the 10-Link
device attached to the port unless you want to capture the default settings. Refer to
10.2. Data Storage on Page 136 for more information.

Automatic Data
Storage Download
Enable

Default: Off

The data stored on the IOLM port is downloaded to the I0-Link device if:
1. This option is selected.

2. The data stored on the IOLM port contains the same Vendor ID and Product ID
as the I0-Link device connected to the port.

3. The data stored on the IOLM port is different than that of the 10-Link device.

4. The IO-Link device requests an upload and the Automatic Upload Enable option

is set to Off.

If you change configuration parameters on the I0-Link device and want the
parameters to remain loaded on the IO-Link device, you must disable the Automatic
Download option because otherwise the IOLM will reload the data storage on the port
down to the I0-Link device.

Do not enable both Automatic Upload and Automatic Download at the same time, the
results are not reliable among I10-Link device manufacturers.
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I0-Link Port Module Parameters

Validation Config

Device Validation
Mode

(Default: None)

Device Validation Mode provides these options:
e None - this disables Device Validation Mode.

e Compatible - permits a compatible I0-Link device (same Vendor ID and Device
ID) to function on the corresponding port.

¢ Identical - only permits an IO-Link device to function on the corresponding port
as defined in the following fields.

- Vendor ID
- Device ID
- Serial Number

Vendor Id (0-65535)

This is required if you select a Device Validation Mode other than None.

Device Id (0-16777215)

This is required if you select a Device Validation Mode other than None.

Serial Num

This is required if you select Identical for the Device Validation Mode.

Data Validation Mode
(Default: None)

There are three Data Validation Modes:
e None - no data validation is performed on the port.

¢ Loose - the slave device's PDI/PDO lengths must be less than or equal to the
user-configured values.

e Strict - the slave device's PDI/PDO lengths must be the same as the user-
configured values.

PDI Length (0-32)

This is input length of the PDI data field.
This is required if you select a Data Validation Mode other than None.

PDO Length (0-32)

This is input length of the PDO data field.
This is required if you select a Data Validation Mode other than None.

3.7.1.1.1. STEP 7 V5.5

Use the following information
to configure IO-Link port
module parameters.

1. Double-click an IO-Link
Port module.

2. Select the Parameters table.

Available parameters are
shown in this figure and
the table (Page 57)
describes how to use the
parameters.

General ] Addresses  Parameters

Y alue
By Paramete

-+ 10-Link Port Config

[£] Minimum Cycle Time 4
-H-5] Data Storage Config

[£] Automatic Upload Enable Off

[£] Automatic Download Enable Off
-H5] Validation Config

[£] Device Validation Mode Mone

[£] VendorId 0

[£] Deviceld 0

[£] Serial Mum

[£] Data Validation Mode Mene

[£] PDI Length 0

[£] PDO Length 0
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3.7.1.1.2. TIA Portal V13

Use the following information to configure I0-Link port module parameters.
1. Open the IOLM Device view.
2. Click an I0-Link Port module.

3. On the Properties | General tag, select Module parameters. Available parameters are shown in the following
figure and the table (Page 57) describes how to use the parameters.

| & Properties ;tl‘ Info yl %.| Diagnostics :

| General | 10 tags | System constants | Texts ,
¢ General
ipts Module parameters
Module parameters 10-Link Port Config
i) addresses
Hardware identifier Minimun Cyele Teme: |4

Data Storage Config

Automatic Upload Enable: | OF

A

Automatic Download Enable: | OF

L Validation Config

Device Validation Mode: | Mene el
Vendorid: (O
Device id: |0
Senal Bum:

‘]

Data Vahdation Mode: | None
PDI Length: |0
PDO Length: |0
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3.7.1.2. SIO Digital In/Out Module Parameters

Use the appropriate procedure to configure SIO digital in/out module parameters.

e STEP 7 V5.5 on Page 60
e TIA Portal V13 on Page 61

SIO Digital Input and Output Module Parameters

SI0 Digital Input

Invert 10
(Default: False)

If enabled, this inverts the I/O value.

¢ False (Disabled - Do not invert 10)

¢ True (Enabled - Invert I0)

Note: This does not affect the Auxiliary Input.

Input Settling Time (O -
10000ms)

Default= Oms

If non-zero and Mode is set to Digital-Input, the required time that the
input status must remain constant before an input status change is
reported.

Input Hold Time (0 - 10000ms)
(Default: Oms)

This is how long the IOLM keeps the input at its present value. For
example, if the IOLM detects the input to go to high, and the hold time
is X milliseconds, then the IOLM reports the input as high for X
milliseconds, even though the input itself may have gone away already.
If X is zero, then you get the behavior currently in the field.

SI0 Digital Output

Invert 10
(Default: False)

If enabled, this inverts the I/O value.

¢ False (Disabled - Do not invert 10)

¢ True (Enabled - Invert I0)

Note: This does not affect the Auxiliary Input.

Default Digital Output
(Default: Off)

Defines the default digital output value that is used at startup and
when there is no active PDO controller.

e Off (low voltage)
¢  On (high voltage)

3.7.1.2.1. STEP 7 V5.5

Use the following procedure to configure SIO digital in/out module parameters.
1. Double-click an SIO Digital In or SIO Digital Output module.

2. Select the Parameters table. Available parameters are
shown in the next images and the table (Page 60)
describes SIO digital input and output module

parameters.

SI0 Digital In

Ga | A 5 B o

| Ve

] Invert 10 [Fa
[H] Input Setthing Time (ms) []
5] Input Hold Time {ms) I

~i—y SI0 Digital In Cenfig

SI10 Input Module Parameters

SIO Digital Out

General | Addresses  Parameters |

Ve
e | Patameters
=2 SI0 Digital Output Config
5] Iwver 10 | Falze
(8] Default Digital Output Off

S10 Qutput Module Parameters
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3.7.1.2.2. TIA Portal V13

Use the following procedure to configure SIO digital in/out module parameters.
1. Open the IOLM Device view. Click an SIO Digital In or SIO Digital Output module.

2. On the Properties | General tag, select Module parameters. Available parameters are shown in the next
images and the table (Page 60) describes SIO digital input and output module parameters.

| & Properties lilnf:‘:l _!_._!i 'l.'; Diagnostics i

: General 10 tags System constants | Texts. |
*» General
Inputs Madule parameters
Module parameters SI0 Digital In Config
VO addresses
Hardware identifier InvertiQ: |Falze =
Input Sentling Time (ms): |0
Input Held Time (ms): |0
S10 Input Module Parameters
|'d Properties  [*iJinfo 1| % Diagnostics
" General 10 tags System constants -. Texts |
b General
Module parameter: il pArAmetars
D addrezzes S10 Digital Output Config

Hardware ientfier
Invert10: | Falze

Defavk Digital Output: | OF

510 Qutput Module Parameters
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3.7.2. Port Status Modules

There are two Port Status modules:
e JO-Link Status Module
e Digital I/O Module.

3.7.2.1. I0-Link Status Module

I0-Link Status module is a 4-byte input only module that provides status information of all IO-Link ports.
The following table shows the data format of IO-Link Status module.

Byte Offset Status Byte Description
0 I0-Link Active
1 I0-Link PDI Valid
2 I0-Link Auxiliary Input
3 10-Link Error

Each IO-Link port is mapped into one bit of each byte in the I0-Link Status module as shown in this table.

Bit Map of IO-Link Active, I0O-Link Error, and Auxiliary Input Modules

Model Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit1 | Bit 0

4-PNIO - - - - Port 4 |Port3 |Port3 |Port1
8-PNIO Port 8 (Port 7 |Port 6 |[Port5 |Port4 |Port3 |Port3 |[Portl
DR-4-PNIO |- - - - Port 4 |Port3 |Port3 |Port1

DR-8-PNIO |Port 8 |Port7 |Port 6 |Port5 |[Port4 |Port3 |Port3 |Portl

For I0-Link Active status byte (offset 0), a bit one means the corresponding I0-Link port is active. An IO-Link
port is considered as active when it is configured correctly and has a working IO-Link device attached.

A bit one in IO-Link PDI Valid status byte (offset 1) means the PDI data from the corresponding I0-Link port
is valid. PDI Valid is only applicable to IO-Link port modules that have input data.

e Ifthere are any errors detected when communicating with the IO-Link device, the corresponding bit in
the I0-Link Error status byte (offset 2) will be set to 1.

e Ifahigh voltage is detected on the auxiliary input of an I0-Link port, the corresponding bit in the I10-
Link Auxiliary Input status byte (offset 3) will be set to 1.

See the following table for the description of each byte of the I0-Link Status module.

Status Byte Status Bit Description

. . : IO-Link port is not active, no IO-Link device is detected.
IO-Link Active . . . . . .
: I0-Link port is active, an I0-Link device is detected and operational.

0
1
e 0: IO-Link port PDI data is not valid.
1
0

I0-Link PDI Valid
m at : 10-Link port PDI data is valid.

: Low voltage detected on the auxiliary pin of an I0-Link port.

I0-Link Auxiliary Input
i Atuxitiaty fnpu e 1: High voltage detected on the auxiliary pin of an IO-Link port.

e 0: No error detected

I0-Link Error e 1: An error detected. The further information about the error is available in
PROFINET IO channel diagnostics.
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3.7.2.2. Auxiliary Input Parameters

Use the appropriate procedure for your environment:
e STEP7V55
e TIA Portal V13 on Page 65

Port N Auxiliary Input Parameters

If enabled, the auxiliary input of Port n will be used.
Enable (Default: False) ¢ True (Enabled — Enable auxiliary input)
e False (Disable — Do not use auxiliary input)

If enabled, this inverts the auxiliary input of port n.
Invert Input (Default: False)|® False (Disabled - Do not auxiliary input)
e True (Enabled — Invert auxiliary input)

Input Settling Time (ms) The auxiliary input settling time that remains constant before
(Default: 0) that input is considered/accepted

This is how long the IO-Link Master keeps the input at its
present value. For example, if the IO-Link Master detects the
Input Hold Time (ms) input to go to high, and the hold time is X milliseconds, then the
(Default: 0) IO-Link Master reports the input as high for X milliseconds,
even though the input itself may have gone away already. If X is
zero, then you get the behavior currently in the field.
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3.7.2.2.1. STEP 7 V5.5

Use this procedure to set the auxiliary input parameters.

1. Double-click the IO-Link Status module.

2. Select the Parameters table. Available parameters are shown in the next image and the table (Page 63)

describes Auxiliary Input parameters.

10-Link Status

Genersl | Addmsses Parameters |

===

=3

=3 Port 1 Auwalary Input

[H] Enable

[H] lwvert Input

[H] Input Seathing Time (ms)

[H] Input Hold Teme {ms)
+7) Port 2 Aunliary Input
#:(]) Port 3 Auwaliary Input
+7) Pert 4 Aunliary Input
#:]) Port 5 Awaliary Input
+_7) Pert & Aunliary Input
#) Port 7 Awaliary Input

Ve

[

| True
| Falze
0

L]

o]
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3.7.2.2.2. TIA Portal V13

Use this procedure to set the auxiliary input parameters.
1. Open the IOLM Device view.
2. Click the I0-Link Status module.

3. On the Properties | General tag, select Module parameters. Available parameters are shown in the next
image and the table (Page 63) describes Auxiliary Input parameters.

| G Properties f"_i.,lnfn .!.,-E-i_.-l'.lia:;nc--nin

General | 10 tags System constants Texts
b General
. Module parameters

Inputs

Module parameters Port 1 Auxiliary Input

1D addreszes

Hardware identifier Enable: | True (=]
Invertinput: | Fale -

tnput Settling Time (ms): |0

Input Held Time (msz): 0

Port 2 Auxiliary Input

Enable: | True

Invert input: | Fale =
Input Setiling Time (ms): [0
Input Hold Time (mz): |0

3.7.2.3. Digital I/O Module

Digital I/O module has 1-byte input and 1-byte output. There are a total of four digital I/O ports: DIO 1-4 on
applicable models (IOLM DR-8-PNIO).

DIO 2 and DIO 4 can be configured as outputs. Use the following table to map DIO pins into bits of Digital IO

module.

For input, a bit one means that high voltage is detected on that DIO pin. A zero means low voltage is detected
on the DIO pin. Bits 4-7 are not in use and always return as zeros.

Digital I/0 Module Bit Map

Bit 7|Bit 6| Bit 5 |Bit4| Bit3 | Bit2 | Bit1 | Bit 0

DIO Input |0 0 0 0 DIO4 |[DIO3 |[DIO2 |DIO1

DIO Output - - - DIO 4 DIO 2

To use DIO 2 and DIO 4 as outputs, first they need to be configured as digital output.

Digital I/O Module Parameters

Mode

(Default: Digital
Input)

e Off - Disable the digital I/O

¢ Digital Input - monitors the digital input status on the DIO terminal screw
connection

e Digital Output - sets the digital output to either the default setting or value
received from a controller.

Note: The Digital Output option is only available on D2 and D4.
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Digital I/O Module Parameters (Continued)

Invert I/0
(Default: False)

If enabled, this inverts the I/O value. If Mode is set to Digital Input, this inverts the
input status. If Mode is set to Digital Output, this inverts the output.

e TFalse (Disabled - Do not invert I10)
¢  True (Enabled - Invert 10)

Default Digital
Output

(Default: Off)

Defines the default digital output value at startup before a controller can set the
digital output, or when communication to all controller(s) has been lost.

e Off (low voltage)
¢ On (high voltage)
Note: Only available on D2 and DA4.

Input Settling Time
0-10000ms
(Default: Oms)

If non-zero and Mode is set to Digital Input, the required time that the input status
must remain constant before an input status change is reported.

Input Hold Time 0-
10000ms

(Default Oms)

This is how long the IOLM keeps the input at its present value. For example, if the
IOLM detects the input to go to high, and the hold time is X milliseconds, then the
IOLM reports the input as high for X milliseconds, even though the input itself may
have gone away already. If X is zero, then you get the behavior currently in the field.

Use the appropriate procedure for your environment:
e STEP 7 V5.5 on Page 67
e TIA Portal V13 on Page 68
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3.7.23.1. STEP 7 V5.5

Use the following procedure to configure digital output.

1. Double-lick the Digital I/O module to open up the Parameters window, as shown in the following figure.
2. Change the parameter Mode of DIO 2 and DIO 4 to Digital Output.

Once configured, writing a one to Bit 1 and Bit 3 of the Digital I/O module output sets DIO 2 and DIO 4
pins to high. Clearing Bit 1 and Bit 3 to zero sets DIO 2 and DIO 4 pins to low.

Note: Only Bit 1 and Bit 3 of the Digital 1/ 0 module output are in use. Changing the value of other bits

has no effects.

The table (Page 65) shows the description of available parameters of Digital I/O Module.

Digital 'O kil
Gerwral | Addresses  Parametors |
Wighse
=233

== [ Dagital Inpu |
=] Mode Digital Input
W] levert B0 | Fakse
] Inputt Settfing Tirme {ms) 1]
] Input Hold Time (ms) 1]

= | D2 Dagital 'O |
=] Mode Chgetal Input
] Brevert B0 Fabte
| Default Digtal Output O
] Inpua Settling Tirme {ma4) o
&] Input Hold Time (ms) 1]

-4 D3 Dagital Input :
1] bAode | !:Iugnul It
=] Irvwert B0 | Falze
W] Input Setiling Tirme (ma) ]
] Input Hold Time (ms) i

=5 D4 Dagital 1O |
=] Mede | Digital Inpuit
=] brvwert B0 | Falte
W] Default Digaal Cutpun o
] Input Settfing Time {ms] 1]
] Input Hold Time (ms) )

0 | Cancel Help
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3.7.2.3.2. TIA Portal V13

Use the following procedure to configure digital output.

1. Open the IOLM Device view.
2. Click the Digital I/O module.

3. On the Properties | General tag, select Module parameters. Available parameters are shown in the next
image and the table (Page 65) describes Digital I/O module parameters.

General | 10 tags
¥ General

Inputs

Module parameters

VO addresses

Hardware identifier

|'d Properties  ["Info &) | %l Diagnostics |

_ System constants -L 1g_xh_ |
Module parameters
D1 Digital Input
Made:
Irvere 10:

Input Settfing Time (ms):
Input Hold Time (ms):

D2 Digital WD

Made:
Invert 10:

Default Digrtal Output:

Input Setthing Time (ms): |
1o

Input Hold Time (mz )

| D ||;|1||| Input

| OF

Duggital Input

| Falze -

0
0

Falze

1IE1ED

0
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3.7.3. Configuring I0-Link Ports with the Web Interface

IO-Link port settings (for example, port mode, minimum cycle time, data storage, validation, and device
validation) should be configured through STEP 7 by adding correct modules and setting modules’ parameters.
Optionally, the same settings can be changed through the web interface.

Note: Any changes made through the web interface are overwritten when an application relation is
established between a gateway and an 10 controller.

This page provides special features such as Data Storage, Device Validation, and Data Validation.

Note: Do not configure Data Storage until the I0-Link device is configured. Data Storage, Device Validation,
and Data Validation are discussed in Chapter 10. Utilizing IOLM Features on Page 133.

You can use this procedure to configure I0-Link settings for each I0-Link port.

If an IO-Link device is attached to the port, no configuration is required for operation. If a digital input or
output device is attached, it is necessary to change the Port Mode.

1. Ifnecessary, open the I0-Link Master web interface with your web browser using the IP address.
2. Click Configuration | IO-Link Settings.

3. Click the EDIT button for the port or ports that you
want to configure.

Note: You can click each EDIT button and open all
ports to quickly configure port parameters.

ComTRoL  Home Diagnostics [RRUREANN Advanced | Attached Devices  Help

I0-UNK  PROFINETIO MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE ~CLEAR SETTINGS

Collapse and expand to

10-Link Settings © J %
customize your view

4. Make appropriate selections for the device that you
connected to that port. [E—

—

i X

Make sure you select the Digitalln option for a digital

input device and the DigitalOut option for a digital o
output device for the Port Mode. e
The IOLM negotiates the Minimum Cycle Time so it is INT: s
not necessary to set a cycle time unless you need a o
Minimum Cyele Time (4 - 538) B me

specific cycle time.
Data Storage Config

You can use the help system if you require definitions
or values for the options or refer to the following table.

Note: Do not configure Data Storage until the IO-Link
device is configured.

Note: Do not enable Automatic Download and then
attempt device configuration as Automatic
Download changes the settings back to what is
stored on the IOLM. Data Storage, Device
Validation, and Data Validation are discussed

in Chapter 10. Utilizing IOLM Features on e e i
Page 133. Vendar 1 (0- 65535

5. Click the SAVE button for each port. e

Serial Num

Storage Contents
Automtic Uplozd Enzble
Automatic Dovinload Enable

Data Storage Manual Ops

Validation Config

6. Return to the I0-Link Diagnostics page to verify that
your changes have taken affect.

]

Data Validation Made:

P01 Length (0 - 32)

erface.

NOTE: Pulse streching is not supported via PROFINET in
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The Configuration | IO-Link Settings page supports the following options.

IO-LINK Settings Page

User defined port or device description.

Default: 10-Link

Port Name e Standard ASCII characters

¢ Max length = 80 characters

Selected I0-Link port mode. Valid settings are:

® Reset - Select to disable a port or to reset/restart an 10-Link port.
Port Mode

e T0O-Link - Select to connect and operate an IO-Link device on the port.
¢ Digital In - Select if a DI device is attached to the port.
¢ Digital Out - Select if a DO device is attached to the port.

Invert SIO
Default: False

If enabled and the Port Mode is Digital In or Digital Out, this option inverts the SIO
value.

¢ False (Disabled - Do not invert SIO)
¢ True (Enabled - Invert SIO)
Note: This option does not affect the Auxiliary Input.

Invert Auxiliary Input

If this option is enabled, the Auxiliary bit is inverted.

Default Digital Output
Default: Off

If the port mode is Digital Out, defines the default digital output value that is used at
startup and when there is no active PDO controller.

e  Off (low voltage) - 0
¢ On (high voltage) - 24V

Minimum Cycle Time
Default: 4

The minimum, or fastest, cycle time at which the IO-Link device may operate. The
valid range is 4-538 ms.

You can leave the Minimum Cycle Time set to the default value and the 10-Link
Master negotiates with the IO-Link device for its minimum cycle time. The I10-Link
Diagnostics page displays the Actual Cycle Time, which is the negotiated cycle time.

Time (0 - 10000)

é:éﬂ?r},’r};%u(% ) The auxiliary input settling time that remains constant before that input is
g considered/accepted
10000)
This is how long the IO-Link Master keeps the input at its present value. For
Auxiliary Input Hold example, if the IO-Link Master detects the input to go to high, and the hold time is X

milliseconds, then the 10-Link Master reports the input as high for X milliseconds,
even though the input itself may have gone away already. If X is zero, then you get
the behavior currently in the field.

SIO Input Settling
Time (0 - 10000)

The SIO input settling time that remains constant before that input is considered/
accepted.

SIO Input Hold Time
(0 - 10000)

This is how long the IO-Link Master keeps the input at its present value. For
example, if the IO-Link Master detects the input to go to high, and the hold time is X
milliseconds, then the IO-Link Master reports the input as high for X milliseconds,
even though the input itself may have gone away already. If X is zero, then you get
the behavior currently in the field.
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I0-LINK Settings Page (Continued)

Data Storage Config

Storage Contents

Indicates that the data storage for the port is empty or displays the Vendor ID and
Product ID of the data stored on that port.

Automatic Data
Storage Upload
Enable

Default: Off

When this option is initially set to On, the IOLM saves the data storage parameters
(if the data storage is empty) from the I0-Link device to the IOLM.

Automatic upload occurs when the Automatic Upload Enable option is set to On and
one of these conditions exists:

e There is no upload data stored on the gateway and the I0-Link device is
connected to the port.

¢ The IO-Link device has the DS_upload bit on (generally because you have
changed the configuration via Teach buttons or web page).

When a port contains data storage for an I0-Link device and if you attach a device
whose Vendor and Device ID do not match, the IO-Link LED on the IOLM flashes
red to indicate a wrong device is attached. In addition, the IO-Link Diagnostics page
displays DS: Wrong Sensor in the IOLink State field.

Note: Not all device parameters are sent to data storage, this is determined by the
I10-Link device manufacturer.

Automatic Data
Storage Download
Enable

Default: Off

The data storage parameters on the IOLM are downloaded to the connected I0-Link
device if:

1. The Automatic Download option is enabled.

2. The data stored on the IOLM port contains the same Vendor ID and Product ID
as the IO-Link device connected to the port.

3. Data storage parameters are also downloaded to the IO-Link device if
configuration changes are made on the device causing the DS_upload bit to turn
on and automatic upload is not enabled.

4. The IO-Link device requests an upload and the Automatic Upload Enable option is

set to Off.

If you change configuration parameters on the I0-Link device and want the
parameters to remain loaded on the I0-Link device, you must disable the Automatic
Download option because otherwise the IOLM will reload the data storage on the
port down to the I0-Link device.

Data Storage Manual
Ops

The Manual Data Storage Ops option provides the following functionality, if data
storage is supported by the IO-Link device.

¢ CLEAR - this clears any stored data for an I0-Link device on this port.

e  UPLOAD - this uploads and stores the IO-Link device configuration on the
IOLM.

e DOWNLOAD - this downloads the stored I0-Link device configuration from the
IOLM to the IO-Link device attached to this port if the Vendor ID and Device ID
match.
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IO-LINK Settings Page (Continued)

Validation Config

Device Validation
Mode

(Default: None)

Device Validation Mode provides these options:
e None - this disables Device Validation Mode.

¢ Compatible - permits a compatible IO-Link device (same Vendor ID and Device
ID) to function on the corresponding port.

¢ Identical - only permits an I0-Link device to function on the corresponding port
as defined in the following fields.

- Vendor ID
- Device ID
- Serial Number

Note: Connecting an IO-Link device that is different than the configured with Data
Validation enabled will generate a DV: wrong sensor error.

Vendor Id (0-65535)

This is required if you select a Device Validation Mode other than None.

The Vendor ID can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the Vendor ID in this field.

Device Id (0-16777215)

This is required if you select a Device Validation Mode other than None.

The Device ID can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the Device ID in this field.

Serial Num

This is required if you select Identical for the Device Validation Mode.

The Serial Number can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the serial number in this field.

Data Validation Mode
(Default: None)

There are three Data Validation Modes:
¢ None - no data validation is performed on the port.

¢ Loose - the slave device's PDI/PDO lengths must be less than or equal to the
user-configured values.

e Strict - the slave device's PDI/PDO lengths must be the same as the user-
configured values.

PDI Length (0-32)

This is input length of the PDI data field.
This is required if you select a Data Validation Mode other than None.

The PDI Length can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the PDI length in this field.

PDO Length (0-32)

This is input length of the PDO data field.
This is required if you select a Data Validation Mode other than None.

The PDO Length can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the PDO length in this field

GET ATTACHED
(Button)

After opening a port for editing, you can click the GET ATTACHED button to
automatically populate the following fields with data from the IO-Link device:

e Vendor Id

e Deviceld
e Serial Num
e PDI Length

e PDO Length
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Chapter 4. Updating Images and Applications

This chapter provides an overview of the software (images and applications) on the IOLM. In addition it
contains procedures to update images (Page 75) and application sub-assemblies (Page 77).

After verifying that the IOLM contains the latest software, the next step is to configure the port

characteristics using Chapter 3. Configuring the IOLM with STEP 7 on Page 37.

4.1. Images and Application Sub-Assemblies Overview

The IOLM is loaded with the latest images at the factory but you may need to update images or application
sub-assemblies to have access to the latest features. You can view all image and application versions in the

IOLM ADVANCED | Software page.

ComTtROL Home Diagnostics Configuration JEGUELTSLE Attached Devices Help Logout

SOFTWARE  ACCOUNTS

LOG FILES LICENSES

Software @

U-Boot Bootloader
FPGA

System - Primary
System - Backup

Application Base

APPLICATIONS
application-manager
configuration-manager
discovery-protocol
event-log

iolink-driver
libiolinkutils

modbus

profinetio

web-help

web-user-interface

Update Application

Welcome Admin

Browse...

IMAGES

1A UPDATE

1.03 UPDATE

UPDATE

1.30 UPDATE

L5067 UPDATE

-
(%)
[=]

1.5.0.0
1.5.0.0
1.5.0.1
1.5.0.3
1.5.0.11
1.5.0.8
1.5.0.1
1.5.0.0

1.5.0.10

REBOOT

Install

© Copyright Comtrol Corp.
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| Images and Application Sub-Assemblies Overview | Images |

Optionally, you can use PortVision DX to load all images or application sub-assemblies.

Note: PortVision DX displays the main application base version, which in this case is PROFINET IO. Use the
Software page to determine other image or application versions.

4.1.1. Images

The following table discusses IOLM images.

IOLM Images

U-Boot is a high-level Bootloader that has networking and console command line
capabilities. Among other things, it implements a TFTP server and Comtrol
U-Boot Bootloader |Corporation's new discovery protocol.

This verifies that a Linux kernel image exists in NAND, then copies it to RAM and
starts the IOLM. The U-Boot version is displayed after the image name.

The FPGA partition/image contains configuration data used by programmable
hardware within the IOLM unit.

FPGA images are unique to the hardware and protocol type. Make sure you
download the correct image for your platform.

FPGA

The ulmage contains the Linux kernel and the RAM-resident root file system. It does
not contain industrial protocol support or application-specific features.

There is a Primary and Backup version loaded on the IOLM. The IOLM
automatically reloads the Backup ulmage if the file system corrupted.

ulmage - Primary/
Backup

The ulmage version is displayed after the Primary/Backup ulmage.

The Application Base image comprises a flash-resident file system containing
applications and protocol support.

The Application Base is built from a collection of application subassemblies -- each of

L. which may be updated individually between releases of the application base as a
Application Base |whole.

The application sub-assemblies in the Application Base image are displayed in the
lower portion of the SOFTWARE page.

The Application Base assembly has a 3-tuple version number: (for example, 1.3.18).

4.1.2. Application Subassemblies

Application sub-assemblies are the components of the Application Base image. Application sub-assemblies
have a 4-tuple version number (for example, 1.3.18.3). The first two values in a subassembly version
correspond to the version of the application base assembly for which it was built and tested.

For example, a subassembly with version 1.3.18.3 was tested with application base version 1.3.18. When
using the Software page or PortVision DX, an application subassembly can install only if its version number
matches that of the installed application base assembly. A subassembly with a version of 1.20.2.4 only installs
if the application base version is 1.20.2. It will not install on a device with application base version 1.21.5.

IOLM Application Sub assemblies

application-manager The Application Manager version loaded on the IOLM.

configuration-manager |The Configuration Manager version loaded on the IOLM.

discovery-protocol The Discovery Protocol version loaded on the IOLM.
event-log The Event log version loaded on the IOLM.
iolink-driver The I0-Link driver version loaded on the IOLM.
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IOLM Application Sub assemblies (Continued)

libiolinkutils The 10-Link utilities library version loaded on the IOLM.

modbus If applicable, the Modbus/TCP interface version loaded on the IOLM.
opcua-server If applicable, the opcua-server interface version loaded on the IOLM.
profinetio The PROFINET IO version loaded on the IOLM.

web-help The web interface help version loaded on the IOLM.
web-user-interface The web interface version loaded on the IOLM.

4.2. Using the Web Interface to Update Software

The upper portion of the Advanced | Software page is used to update the IOLM images. The lower portion of
this page is used for updating application sub-assemblies that are integrated in the Application Base.

Typically, the latest application sub-assemblies are available in the Application Base image. There may times
when a feature enhancement or bug fix is available in an application subassembly and not yet available in the
Application Base image.

4.2.1. Updating Images

Use this procedure to upload images using the SOFTWARE page.
1. Download the latest image from the Comtrol web site.

Note: Make sure that you download the appropriate software for your model. For example, the FPGA
images are unique for different hardware models and protocol.

Open your browser and enter the IP address of the IOLM.

Click Advanced | SOFTWARE.

Click the UPDATE button next to the image you want to update.

Click the Browse button, navigate to the file location, highlight the image, and click Open.

ouk W
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| Using the Web Interface to Update Software | Updating Images |

6. Click the Install button.

ComTtROL Home Diagnostics Configuration EEGWELIEGE Attached Devices Help Logout

SOFTWARE ACCOUNTS LOG FILES LICENSES
Software @
IMAGES
U-Boot Bootloader 1.23
FPGA 1.03
System - Primary 1.30

System - Backup

Application Base

APPLICATIONS

application-manager

In Progress

configuration-manager

discovery-protocol

Update Image: Application Base

You are about to install application-base-pnio-1.5.7.ulmage
It will replace any existing version of that package or image.

Do NOT disconnect power during the installation process.

event-log
o ) CO@NUE CANCEL
iolink-driver
libiolinkutils
modbus
profinetio 71.5.0.1
web-help 1.5.0.0
web-user-interface 1.5.0.10
Update Application
Browse... Install

REBOOT

7. Click the CONTINUE button to the Update Image message.
8. Click OK to close the Update Image Successful message.

Note: Some images may require the IOLM web server to restart.
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4.2.2. Updating Application Subassemblies

Use this procedure to upload applications using the Software page.

1. Download the latest application from the Comtrol web site.
2. Open your browser and enter the IP address of the IOLM.

3. Click Advanced and SOFTWARE.
4

Click the Browse button under Update Application navigate to the file location, highlight the application,

and click Open.
Click the Install button.

o

6. Click the CONTINUE button to the Update Application message.

ComTrROL Home Diagnostics Configuration ERRELLELE Attached Devices Help

SOFTWARE ACCOUNTS LOGFILES LICENSES

Logout | EB

Software @
U-Boot Bootloader 1.15
FPGA 1.00 UPDATE
System - Primary 1158 UPDATE
System - Backup | Update Application

Application Base | In Progress

APPLICATIONS You are about to install iclink-driver_1.4.0.12_arm.ipk

It will replace any existing version of that package or image.

application-manzger

configuration-manager Do MOT disconnect power during the installation process.

discovery-protocol |
event-log co@we

iolink-driver |
prefinetic

web-help TET
web-user-interface 1.4.0.5

Update Application

Erowse... Install

I http://10.0.0.195/index.php/advanced_tab/software/app_save/current

7. Click OK to close the Update Application Successful message.
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Chapter 5. Connecting Devices

This chapter discusses connecting devices to the IOLM. Use the appropriate discussion for your IOLM model.
¢ Qverview

e [OLM 4-PNIO I0-Link Ports on Page 80

e JOLM 8-PNIO 1I0-Link Ports on Page 81

e JOLM 8-PNIO-L IO-Link Ports on Page 83

e JOLM DR-8-PNIO IO-Link and DIO Ports on Page 85

e [OLM DR-8-PNIO-P IO-Link Ports on Page 89

e JOLM DR-8-PNIO-T I0-Link Ports on Page 91

5.1. Overview

The C/Q pin for the 10-Link ports in SIO mode for all models:
¢ DI - sinking input

The DI pin on the IO-Link ports for all models is a sinking input.
e DO - PNP/NPN (push/pull) output

Note: IOLM DR-8-PNIO Only - with two dedicated DIO ports:
¢ The extra DI is the same as the DI on the I0-Link ports — sinking input.
¢ The extra DIO is as follows:
DI - sinking input
DO - PNP output

The following table provides definitions of the terminology used above.

Term Definition

Is an output that can source current. That is; the (+) side of the device is connected
PNP output to the output and the (-) side of the device is connected to (-) of the supply. The device
is powered when the output LED is on.

Is and output that sinks current. That is: the (-) of the device is connected to the
NPN output output and the (+) side of the device is connected to (+) side of the supply. The device
is powered when the output LED is off.

Sinks current into the I0-Link Master so a positive voltage will cause the input to
turn on.

Sinking input Note: Using NPN with inputs is not correct as NPN described an output situation —
however some vendors describe their inputs as accepting a certain type of
sensor output - so in this case a sinking input will accept a PNP output sensor.
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5.2. IOLM 4-PNIO I10-Link Ports

The IOLM 4-PNIO provides four I0-Link ports (depending on the model) with M12, 5-pin female/A coded
connectors.

This table provides signal information for the I0-Link connectors.

Pin | Signal Description
1 L+ I0-Link device power supply (+24V)
2 DI Digital input 4 2
3 L- I0-Link device power supply (0V) O O
Communication signal, which supports SDCI O
4 Cc/Q (I0-Link) or SIO (standard input/output) digital O 5 O
Vo 4 3
5 N/A Not connected

The standard SDCI (IO-Link) transmission rates are supported:

e (COM1 at 4.8Kbps

e COM?2 at 38.4Kbps

e (COMS3 at 230.4Kbps

This table provides current and power information that you may need regarding the IO-Link ports.

Current and Power IOLM 4-PNIO

Maximum C/Q Current 200mA

Maximum L+/L- Current Output | 500mA

C/Q & DI Input: Power Input
Maximum (L+) +0.5VDC
Minimum (L-) -0.5VDC

Use the following procedure to attach 10-Link or digital input/output devices to the ports.
1. Securely attach the IO-link cable between the I0-Link or digital IO device and the IO0-Link port.
Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

2. Ifnecessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.
Connector caps were shipped with the IOLM.

Note: 10-Link ports must have an approved cable or protective cover attached to the port to guarantee
IP67 compliance.

3. If necessary, configure IO-Link port parameters using the Configuration | IO-Link Settings page to
configure the port mode.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the I0-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the IO-Link LED to flash.
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You can refer to the help system or 3.7. Configuring I0-Link Ports on Page 55 for configuration
information.

5.3. IOLM 8-PNIO I10-Link Ports

The IOLM 8-PNIO provides eight I0-Link ports with M12, 5-pin female/A coded connectors. Each port has
robust over-current protection and short circuit protection on its L+/L- power output and C/Q IO-Link signal.
The pin-out for each 10-Link port is per the I0-Link standard and is provided in the following table:

This table provides signal information for the I0-Link connectors.

Pin | Signal Description

1 L+ IO-Link device power supply (+24V)

2 DI Digital input 1 2
3 L- IO-Link device power supply (0V) O O O

i | oq | Qopmunieation signal which spporte SDOL0- |\ (55

5 N/A Not connected * :

The standard SDCI (I0-Link) transmission rates are supported:
e (COM1 at 4.8Kbps

e COM?2 at 38.4Kbps

e (COMS3 at 230.4Kbps

There are active over-current limiter electronics for each port in the IOLM 8-PNIO that detects the overload/
short-circuit condition within a few milliseconds and shuts off the output power to protect the port and the
devices connected to it. The port’s power output self-recovers and restores to normal immediately after the
overload or short-circuit condition is removed.

The over-current limiter circuit for L+/L- pins is separate circuits than the over-current limiter circuit for the
C/Q output pin. When a port is affected by overload/short-circuit condition, it does not affect the operation of
the other ports. All other ports will continue to operate normally without any glitch or interruption. The
current output capacity, cutoff current, and power sharing/budgeting for L+/L- and C/Q signal for the ports on
the IOLM 8-PNIO are as follows.
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IOLM 8-PNIO L+/L- c/Q

Output
Current
Port Capacity
(max.)

Output
O(‘_’.:‘f:;loof?d Short-Circuit| Current

Protection | Capacity
(max.)

Overload Short-
Cutoff Circuit

Current Current Protection

Port 1: Independent over-current
limiter circuits/IC for L+/L- and C/ |1.6A 1.65A Yes 200mA 400mA Yes
Q pins

Port 3: Independent over-current
limiter circuits/IC for L+/L- and C/ |500mA 550mA Yes 200mA 400mA Yes
Q pins

Ports 2 and 4 (Pair)
Ports 5 and 7 (Pair)
Ports 6 and 8 (Pair)

There’s one independent over-
current limiter that protects L+/L-
pins on each pair of ports, for
example: Port 2 and 4.

This allows you to do power
budgeting on pair of ports that
allows flexibility in the application.
The combined overload cutoff 1.05A/port 200mA*/ 400mA*/
current on a pair of ports is 1.05A 500mA/port pair Yes port port

for the L+/L- pins.

As long as the cutoff current of
1.05A is not exceeded, the current
output could be budgeted between
a pair of ports such as, Port 2 and 4
any way you want.

Yes

For example, Port 2 output can be
at 900mA and Port 4 output can be
at 100mA. Or, Port 2 could be left
open and Port 4 output can be at
1A.

* Each port’s C/Q pin has its own independent over-current limiter circuit and are not combined. The
current output of C/Q pin for each port is also independently controlled and cannot be budgeted with other
ports.

Use the following procedure to attach I0-Link or digital input/output devices to the ports.

1. Securely attach the IO-link cable between the I0-Link or digital input/output device and the I0-Link
port.

Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

2. Ifnecessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.
Connector caps were shipped with the IOLM.

Note: 10-Link ports must have an approved cable or protective cover attached to the port to guarantee
IP67 compliance.

3. If necessary, configure I0-Link port parameters using the Configuration | IO-Link Settings page to
configure the port mode.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the IO-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the IO-Link LED to flash.
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5.4. IOLM 8-PNIO-L I0-Link Ports

The IOLM 8-PNIO-L provides eight I0-Link ports with M12, 5-pin female/A coded connectors. Each port has
robust over-current protection and short circuit protection on its L+/L- power output and C/Q IO-Link signal.
The pin-out for each 10-Link port is per the I0-Link standard and is provided in the following table:

This table provides signal information for the I0-Link connectors.

Pin | Signal Description

1 L+ IO-Link device power supply (+24V)

2 DI Digital input 1 2
3 L- IO-Link device power supply (0V) O O O

i | o | Copmumeaon sgnal,which swoperte SDOLIO- | | (55

5 FE Functional Earth (electronics wiring) * :

The standard SDCI (I0-Link) transmission rates are supported:
e (COM1 at 4.8Kbps

e COM?2 at 38.4Kbps

e (COMS3 at 230.4Kbps

There are active over-current limiter electronics for each port in the IOLM 8-PNIO-L that detects the
overload/short-circuit condition within a few milliseconds and shuts off the output power to protect the port
and the devices connected to it. The port’s power output self-recovers and restores to normal immediately
after the overload or short-circuit condition is removed.

The over-current limiter circuit for L+/L- pins is separate circuits than the over-current limiter circuit for the
C/Q output pin. When a port is affected by overload/short-circuit condition, it does not affect the operation of
the other ports. All other ports will continue to operate normally without any glitch or interruption. The
current output capacity, cutoff current, and power sharing/budgeting for L+/L- and C/Q signal for the ports on
the IOLM 8-PNIO-L are as follows.

IOLM 8-PNIO-L L+/L- Cc/Q
Output Overload Short- Output Overload Short-
Current h ? Current h g
Port Capacit Cutoff Circuit Capacit Cutoff Circuit
(nl:ax.) Y | Current | Protection (nliax.) ¥ | Current | Protection

Port 1: Independent over-

current limiter circuits/IC for |1.6A 1.65A Yes 200mA 400mA Yes

L+/L- and C/Q pins

Port 3: Independent over-

current limiter circuits/IC for |1A 1.05A Yes 200mA 400mA Yes

L+/L- and C/Q pins
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IOLM 8-PNIO-L L+/L- C/Q
Qutput Overload Short- Qutput Overload Short-
P Current . . Current : !
ort Capacit Cutoff Circuit Capacit Cutoff Circuit
(nl: ax.)y Current | Protection (nl: ax.)y Current | Protection
Ports 2 and 4 (Pair)
Ports 5 and 7 (Pair)
Ports 6 and 8 (Pair)
There’s one independent over-
current limiter that protects
L+/L- pins on each pair of ports,
for example: Port 2 and 4.
This allows you to do power
budgeting on pair of ports that
allows flexibility in the 500mA/
application. The combined port pair
overload cutoff current on a 1A output |1-05A/port 200mA*/  |400mA*/
pair of ports is 1.05A for the L+/ ;Owg}.l Py pair Yes port port Yes
L- pins. budget per
As long as the cutoff current of |Port pair)

1.05A is not exceeded, the
current output could be
budgeted between a pair of
ports such as, Port 2 and 4 any
way you want.

For example, Port 2 output can
be at 900mA and Port 4 output
can be at 100mA. Or, Port 2
could be left open and Port 4
output can be at 1A.

* Each port’s C/Q pin has its own independent over-current limiter circuit and are not
combined. The current output of C/Q pin for each port is also independently controlled and
cannot be budgeted with other ports.

Use the following procedure to attach I0-Link or digital input/output devices to the ports.
1. Securely attach the IO-link cable between the I0-Link or digital input/output device and the IO-Link

port.

Note: Make sure that you tighten the cables properly to maintain IP67 integrity.

2. Ifnecessary, securely attach a connector cap to prevent dust or liquids from getting into any unused ports.
Connector caps were shipped with the IOLM.

Note: 10-Link ports must have an approved cable or protective cover attached to the port to guarantee

IP67 compliance.

3. If necessary, configure I0-Link port parameters using the Configuration | IO-Link Settings page to

configure the port mode.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is

receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the IO-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the IO-Link LED to flash.
You can refer to the help system or 3.7. Configuring IO0-Link Ports on Page 55 for configuration

information.
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5.5. IOLM DR-8-PNIO I0-Link and DIO Ports

The following provides information about the IO-Link ports.

Label | Signal Description Value
1 L+ |Power Supply Output (+) 200mA @ 24V
2 L- |Power Supply Output (-) (Maximum)
3 DI | Digital Input Not applicable.

Communication signal, which
4 | ©/Q |supports SDCI (IO-Link) or STO (21\9[‘;‘;1; @ n%;*V
(standard input/output) digital I/O u

Note: Depending on your model, the terminal blocks maybe labeled numerically or with the signal
abbreviations.

The standard SDCI (I0-Link) transmission rates are supported:

e (COM1 at 4.8Kbps

e (COM2 at 38.4Kbps

e (COMS3 at 230.4Kbps

Use the appropriate procedure to connect devices to the I0-Link ports.
e Tips When Connecting Devices to the IOLM DR-8-PNIO on Page 86
e Connecting I0-Link Devices on Page 86

e Connecting Digital Input Devices to I0-Link Ports on Page 87

e Connecting DIO Devices to I0-Link Ports on Page 87
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'DIN Rail End Front Panel End
IO-LiNk
IOLM DR-8 Models i ”
10-Link Port 3 10-Link Port 7
Top of the
10LM DR-8
10-Link Port 4 10-Link Port 8
e Digital 1D Power Input
Digital 10 Power Input (D3Igelu?d D4)
(D1 and D2)
Bottom of
10-Link Port 1 10-Link Port 5 the 10LM
DR-8
10-Link Port 2 10-Link Port 6
Front Panel End 'DIN Rail End

5.5.1. Tips When Connecting Devices to the IOLM DR-8-PNIO

The following tips may be useful when connecting devices to the IOLM DR-8-PNIO because it may be difficult
to manipulate the wire-clamp screws on the adjacent ports.

If you are going to connect devices to Digital I/O ports (D1 through D4), connect the digital devices before
connecting devices to I0-Link ports.

Connect a device to IO-Link Port 1 before I0-Link Port 2
Connect a device to IO-Link Port 4 before I0-Link Port 3
Connect a device to IO-Link Port 5 before I0-Link Port 6
Connect a device to IO-Link Port 8 before I0-Link Port 7

5.5.2. Connecting I10-Link Devices

Use the following procedure to connect IO-Link devices to the IO-Link ports.
1.

2.

Insert the I0-Link device negative wire into the L- contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

If applicable, insert the DI wire into the DI contact and tighten the wire-clamp screws

to prevent the wire from coming loose. Positive

Insert the I0-Link wire into the C/Q contact and tighten the wire-clamp screws to i
prevent the wire from coming loose. fl)r']gp':ff;l

If necessary, configure I0-Link parameters for each port. Refer to 6.1. Preparing for 10-Link

Port Configuration on Page 93 or the help system for detailed port configuration
information.
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5.5.3. Connecting Digital Input Devices to I0-Link Ports

You can use an IO-Link port as a digital in port if you wish to do so.

1. Insert the IO-Link device negative wire into the L- contact and tighten the
wire-clamp screws to prevent the wire from coming loose.

2. Insert the I0-Link device positive wire into the L+ contact and tighten the
wire-clamp screws to prevent the wire from coming loose.

3. Ifapplicable, insert the DI wire into the DI contact and tighten the wire-clamp

screws to prevent the wire from coming loose. Positive
4. Refer to the help system for detailed port configuration information. Nega’u;?gi i
Input
3 . 3 SIO
5.5.4. Connecting DIO Devices to IO-Link Ports (standard inputioutput)

You can use an IO-Link port to connect and operate a digital input or output device.

1. Insert the I0-Link device negative wire into the L- contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

2. Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

3. If applicable, insert the DI or DO wire into the C/Q contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

4. Refer to the help system for detailed port configuration information.

5.5.5. Connecting Devices to the Digital 10 Ports

The IOLM DR-8-PNIO provides two digital input (DI) ports and two digital IO
ports.

Label | Signal Description Specifications
1 L+ [P Supply (+
ower Supply (+) |y 1A @ 24V (maximum)
2 L- Power Supply (-)
3 DI  |Digital Input
4 DIO |Digital I/O 200mA @ 24V (maximum)
Note: Depending on your model, the terminal blocks maybe
labeled numerically or with the signal abbreviations.
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You can connect a digital input device to DI and/or DIO. DIO supports digital out.

Top (DIN Rail End) Front Panel Edge

& IO0-Link

ComrroL”

Front Panel Edge Top (DIN Rail End)

5.5.5.1. Connecting to DI

Use this procedure to connect a digital input device using the DI terminal on a DIO port.

1.

2.

3.

4.

Insert the IO-Link device negative wire into the L- contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

Insert the DI wire into the DI contact and tighten the wire-clamp screws to prevent the T
wire from coming loose.
Go to the Configuration | Digital I/O Settings page to configure the port. If necessary, refer to DEEOE;S[B

the help system or 6.2. IO-Link Configuration Page on Page 96.

5.5.5.2. Connecting to DIO

1.

2.

Insert the IO-Link device negative wire into the L- contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp
screws to prevent the wire from coming loose.

Insert the DI wire into the DIO contact and tighten the wire-clamp screws to prevent the
wire from coming loose.

Go to the Configuration | Digital I/O Settings page to configure the port. If necessary, refer to
the help system or Chapter 7. Dedicated Digital I/O Port Configuration (IOLM DR-8-PNIO)
on Page 111.

D2 or D4
LEDs

88 - Chapter 5. Connecting Devices IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E



| IOLM DR-8-PNIO-P I0-Link Ports |

5.6. IOLM DR-8-PNIO-P 10-Link Ports

The following provides information about the IO-Link ports.

Label | Signal Description Value
1 L+ |Power Supply Output (+) 200mA @ 24V
2 L- |Power Supply Output (-) (Maximum)
3 DI | Digital Input Not applicable

4 c/Q Communication signal, which supports SDCI (I0- 200mA @ 24V
Link) or SIO (standard input/output) digital I/O (Maximum)

The standard SDCI (I0-Link) transmission rates are supported:

e COM1 at 4.8Kbps

e (COM?2 at 38.4Kbps

e COMS3 at 230.4Kbps

The IOLM DR-8-PNIO-P provides removable, pluggable terminals to connect your I0-Link devices.

Note: The connectors on the IOLM DR-8-PNIO-P 10-Link ports are keyed headers that prevent inserting the
power plug in an I0-Link port. If you want to key I0-Link ports, contact your Comtrol Sales
Representative to purchase a key kit.

Use the following procedure to attach I0-Link or digital input/output devices to the ports.
1. Optionally, use a small screw driver to remove the IO-Link plug from the receptacle.
By default, the IO0-Link ports are keyed headers on Pins 2 and 3 of the receptacle.

Note: Do not remove the red coding sections from the headers on the I0-Link
receptacle or the fully keyed power connector could be inserted in an 10-Link
receptacle.

2. Optionally, key the port plug using the following information.

a. Locate the top of the Coding Profile Star, which is the side that has the mold
markings.

b. Slide the Coding Profile tab (mold marking facing out) into one the end slots.
c. Slightly twist the star so that it snaps off the star.
Then repeat for the slot on the opposite end.

Note: This image shows that both the first position and
last positions have been keyed.

3. Depress the orange tab until it is flush with the connector to insert the IO-Link device negative wire into
the L- contact.

4. Depress the orange tab until it is flush with the connector to insert the IO-Link device positive wire into
the L+ contact.
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5. If applicable, depress the orange tab until it is flush with the connector to insert the DI wire into the DI
contact.

6. Depress the orange tab until it is flush with the connector to insert the IO-Link wire into the C/Q contact.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the I0-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the IO0-Link LED to flash.
7. Ifnecessary, configure I0-Link parameters for each port.

You can refer to the help system or 3.7. Configuring 10-Link Ports on Page 55 for configuration
information.

90 - Chapter 5. Connecting Devices IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E



| IOLM DR-8-PNIO-T I0-Link Ports |

5.7. IOLM DR-8-PNIO-T IO-Link Ports

The following provides information about the IO-Link ports.

Label | Signal Description Value
1 L+ |Power Supply Output (+) 200mA @ 24V
2 L- |Power Supply Output (-) (Maximum)
3 DI |Digital Input Not applicable.
Communication signal, which
4 | ©/Q |supports SDCI (IO-Link) or STO (21&‘;1;‘; @H%W
(standard input/output) digital /O u

The standard SDCI (I0-Link) transmission rates are supported:

COM1 at 4.8Kbps
COM2 at 38.4Kbps
COMS3 at 230.4Kbps

The IOLM DR-8-PNIO-T provides removable terminal blocks to connect your I0-Link devices.
Note: The connectors on the IOLM DR-8-PNIO-T IO-Link ports are keyed headers that prevent inserting the

power connector in an IO-Link port. If you want to key I0-Link ports, contact your Comtrol Sales
Representative to purchase a key kit.

Use the following procedure to attach IO0-Link or digital input/output devices to the ports.

1.

Optionally, use a small screw driver to remove the IO-Link plug from the receptacle.
By default, the I0-Link ports are keyed headers on Pins 2 and 3 of the receptacle.

Note: Do not remove the red coding sections from the headers on the I10-Link receptacle
or the fully keyed power plug could be inserted in an I0-Link receptacle.

Optionally, key the plug using the following information.

a. Locate the top of the Coding Profile Star, which is the side that has the mold
markings.

b. Slide the Coding Profile tab (mold markings facing out) into one of the end
slots.

c. Slightly twist the star so that it snaps off the star.
Repeat for the slot on the opposite side.

Note: This image shows that both the first position
and last positions have been keyed.

Insert the IO-Link device negative wire into the L- contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

Insert the IO-Link device positive wire into the L+ contact and tighten the wire-clamp screws to prevent
the wire from coming loose.

If applicable, insert the DI wire into the DI contact and tighten the wire-clamp screws to prevent the wire
from coming loose.
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6. Insert the IO-Link wire into the C/Q contact and tighten the wire-clamp screws to prevent the wire from
coming loose.

e Ifan IO-Link device is attached to the port, the IO-Link LED should now be lit green and the device is
receiving power.

e Ifadigital input or output device is attached to the IO-Link port, after the port is configured for digital
input or output on the I0-Link Settings page, the I0-Link LED does not light but when an event occurs:

- Digital input causes the DI LED to flash.
- Digital output causes the I0-Link LED to flash.
7. Ifnecessary, configure 10-Link parameters for each port.

You can refer to the help system or 3.7. Configuring 10-Link Ports on Page 55 for configuration
information.
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This chapter discusses port configuration, which includes these topics:

e Preparing for Port Configuration

e JO-Link Configuration Page on Page 96

e PROFINET IO Settings Configuration Page on Page 101

e  Modbus/TCP Settings Configuration Page on Page 102

e  OPC UA Settings Configuration Page on Page 108 (not supported on all models)

Note: See Chapter 7. Dedicated Digital 1/ 0O Port Configuration (IOLM DR-8-PNIO) on Page 111 for
information about configuring dedicated digital 1/0 ports.

Although you can make configuration changes using the web interface, PROFINET IO configuration
parameters overwrite the values on the following Configuration pages:

e JO-Link Settings
* PROFINET IO Settings
e Network Settings

6.1. Preparing for Port Configuration

Before beginning port configuration, you may want to verify that the connected device is functioning.
1. Ifnecessary, log into the IO-Link Master.

2. Click Diagnostics | I0-Link Diagnostics.

3. Review the Port Status and IOLink State.

Operational, PDI An IO-Link device is operating on the port that has received valid

Valid PDI data.
Overational An IO-Link device is operating on the port that has not received
Port | ' valid PDI data.
Status

One of the following conditions exists:

Inactive e A wvalid IO-Link device is not connected to the port.
e A digital input or output device is connected to the port but the

configured Port Mode is not correct.
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Port is functioning correctly in IO-Link mode but has not received
Operate valid PDI data.

This may also display during a data storage upload or download.

Init The port is attempting initialization.

One of the following conditions exists:

Reset e The Port Mode configuration is set to Reset.
¢ The Port Mode configuration is set to Digitalln or DigitalOut.
Hardware failure (I0-Link LED also flashes red) because there is

DS: Wrong Sensor Data Storage on this port, which does not reflect the attached
device.

IOLink . . .
State Hardware failure (I0-Link LED also flashes red) because Device

DV: Wrong Sensor Validation is configured for this port and the wrong device is
attached.

Hardware failure (I0-Link LED also flashes red) because the size of
DS: Wrong Size the configuration on the device does not match the size of the
configuration stored on the port.

Temporary state after a device is disconnected and before the port is

Comm Lost re-initialized.
Temporary status displayed when the device:
Pre-operate e Is starting up after connection or power-up.

¢ Uploading or downloading automatic data storage.

Note: If a digital input or output device is connected to an IO-Link port, there is no valid data until the
port is set to the correct Port Mode.

4. Review the Device IO-Link Version.

e Ifthe field is blank, it is not a valid IO-Link device, which could mean that it is a digital device and the
port has not been configured for digital input or digital output.

¢ The field displays the Device I0-Link version.
5. Optionally, review the following to see if you need to change the Configured Minimum Cycle Time:
* Actual Cycle Time
¢ Device Minimum Cycle Time
* Configured Minimum Cycle Time

The Configured Minimum Cycle Time is the minimum cycle time that the I0-Link Master allows the port to
operate at. The Actual Cycle Time is negotiated between the I0-Link Master and the device and will be at
least as long as the greater of the Configured Minimum Cycle Time and the Device Minimum Cycle Time.
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6. Verify that the Auxiliary Input Bit Status field displays On, if the device is connected to DI.

ComTROL Home Q@uELLGLs[ Configuration Advanced Attached Devices Help

I0-LINK ~ PROFINET IO MODBUS/TCP OPC UA

Logout

I0-Link Diagnostics @

[uPDATE| [ sTOP LIVE UPDATES | | RESET STATISTICS

IO-LINK PORT STATUS B PORT1 B PORT 2

Port Name 10-Link Port 1 10-Link Port 2 10-Link Port 3 10-Link Port 4

Port Mode I0Link 10Link 10Link 10Link

Port Status Operational, PDI Valid Operational, PDI Valid Operational Operational, PDI Valid
10Link State Operate Operate Operate Operate

Device Vendor Name

wenglor sensoric GmbH

ifm electronic gmbh

Leuze electronic GmbH + Co.
KG

Device Product Name OY1P303P0102 LR8000 HT10L1-25M.3/L69-M12
Device Serial Number 590003365 This does n.Ot dlSplely the d0033151013 01540018205
complete Diagnostics page
Device Hardware Version V01.00.00 AF B0OO
Version
Device Firmware Version V01.02.00 354 1.1
Version
Device 10-Link Version 1.1 1.1 1.1 ) ST E
Actual Cycle Time 4.0ms 4.0ms 4.0ms 4.0ms
Device Minimum Cycle 2.2ms 2.3ms 2.3ms 2.3ms
Time
Configured Minimum 4ms 4ms 4ms 4ms
Cycle Time
Data Storage Capable Yes No Yes Yes
(V]
Automatic Data Disabled Disabled Disabled Disabled

Welcome Admin © Copyright Comtrol Corp.

For additional information about the IO-Link Diagnostics page, see the help system or 11.1. IO-Link Port
Diagnostics on Page 155.
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6.2. IO-Link Configuration Page

You can use the Configuration | IO-Link Settings page to configure I0-Link port settings. When the I0-Link
device is attached to a port, it begins operating without requiring any configuration. The IOLM and attached
I0-Link device automatically negotiate the Minimum Cycle Time. If required by an application, you can set a
specific Minimum Cycle Time.

This page provides special features such as Data Storage, Device Validation, and Data Validation.

Although you can make configuration changes using the web page, PROFINET IO configuration parameters
overwrite the values on the IO-Link Settings page. See Chapter 3. Configuring the IOLM with STEP 7 on
Page 37 for detailed configuration procedures.

This subsection discusses:
e Editing 10-Link Port Settings on Page 97

e JO-Link Settings Parameters on Page 98.

B . ccoce [ —_—

I0-LINK  PROFINET IO MODBUS/TCP  NETWORK MISC LOAD/SAVE  CLEAR SETTINGS

I0-Link Settings @

I0-LINK PORT CONFIG

Port Name 10-Link Part 1 10-Link Port 2 10-Link Port 3 10-Link Fort 4 10-Link Port § 10-Link Part & 10-Link Port 7 10-Link Fort 8

| Port Mode 10Link IOLink 10Link IoLink T0Link 10Link 10Link 10Link

} PDO Lock Enable true true true true true true true true

| Tnvert SI0 false false false False false false. false Ialse
Tnvert Auxiliary Input false false false False false false false Ialse
Default Digital Output o o on on om o arr o
Minimum Cycle Time {4 - 538) 4 ms 4 ms 4ms 4ms 4 ms 4 ms 4 ms 4 ms
Auiliary Input Settling Time (0 - 10000) oms 0 ms oms oms 0 ms oms o ms 0ms
Ausxiliary Input Hold Time (0 - 10000} o ms 0 ms 0ms 0 ms 0 ms 0ms 0 ms 0ms
SI0 Input Settling Time [0 - 10000) oms 0 ms o ms oms 0 ms 0ms 0 ms 0 ms
SI0 Input Held Time (2 - 10000) oms 0 ms oms oms 0 ms oms o ms oms

Data Storage Config

Sterage Contents empty empty empty empty emply Empty empty empty
Autnmanic Upload Enable o or on on or o orr arr
Automatic Download Enable

Data Storage Manual Ops

Validation Config

Device Validation Made None Nane Hene Nane Nane None Hone
Vendor Id (0 - 65535) o ] o o o [ o
Device Id {0 - 16777215} L] o [ o [ a )
Serial Num

Data vakaation Mods Hone None None Hone None None None None
PDI Length (0 - 32) 0 byte 0 byte 0 byte 0 byte 0 byte 0 byte O byte 0 byte.
PDO Length (0 - 32) 0 byte a byte 0 byte 0 byte 0 byte 0 byte O byte 0 byte
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6.2.1. Editing I0-Link Port Settings

You can use this procedure to configure I0-Link settings for each 10-Link port.

If an I0-Link device is attached to the port, no configuration is required for operation. If a digital input or
output device is attached, it is necessary to change the Port Mode.

1. If necessary, open the I0-Link Master web interface with your web browser using the IP address.
2. Click Configuration | IO-Link Settings.
3. Click the EDIT button for the port or ports that you want to configure.

L ...

10-LINK  PROFINET [0 MODBUS/TCP NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Lo Lk ostins. & Click SAVE after changing any settings

I0-LINK PORT CONFIG

Port Name | 10-Link Part 2 10-Link Pert 3 10-Link Port 4 I0-Link Part 5 10-Link Port & 10-Link Pert 7 10-Link Port &
Part Mode 10Link 10Link 10Link 10Link 10Link 10Link 10Link
PDO Lack Enable rrue e rrue e rrue e rrue
Invert SI0 ratse raise ratse raise ratse raise ratse
Tnwert Auxiliary Inaut faise faise faise faise faise faise faise
Deraut Digial Qutput on or on or on or on
Minimurm Cycle Time {4 - 538) e 4 ms 4 ms 4 ms 4 ms ams 4ms ams
Ausiliary Input Settling Time (0 - 10000) T ms ams oms ams oms ams o ms ams
Ausiliary Input Hold Time (0 - 10002} o ms ams oms ams oms ams oms ams
SI0 Input Settling Time (0 - 10000} D ms ams 0 ms ams 0 ms ams 0 ms ams
SIO Input Hold Time [0 - 10000) 0 ms ams 0ms ams 0ms ams oms oms
Data Storage Config
Sterage Contents ermpty ampty empty ampty empty ampty empty ampty
Automatic Upload Ensble Env o orr o orr o arr o
Automatic Download Enabie Gt | on onr on onr on onr on
Data Storage Manual Ops
== =R = == == o] =
[upiaio]
i

Validation Config

Device Validation Mede nene Hene nene Hene nene Hene nene
vendor Id (0 - 65535

Device 14 {0 - 16777215)

Serial Num

it Coentral Corp,

Note: You can click each EDIT button and open all ports to quickly configure port parameters.
4. Make appropriate selections for the device that you connected to that port.

Make sure you select the Digitalln option for a digital input device and the DigitalOut option for a digital
output device for the Port Mode.

The IOLM negotiates the Minimum Cycle Time so it is not necessary to set a cycle time unless you need a
specific cycle time.

You can use the help system if you require definitions or values for the options or refer to the following
subsection (IO-Link Settings Parameters).

Note: Do not enable Automatic Download and then attempt device configuration as Automatic Download
changes the settings back to what is stored on the IOLM. Data Storage, Device Validation, and Data
Validation are discussed in Chapter 10. Utilizing IOLM Features on Page 133.

5. Click the SAVE button for each port.
6. Return to the IO-Link Diagnostics page to verify that your changes have taken affect.
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6.2.2. I0-Link Settings Parameters

The Configuration | IO-Link Settings page supports the following options.

IO-LINK Settings Page

User defined port or device description.

Default: 10-Link

Port Name ¢ Standard ASCII characters

e Max length = 80 characters

Selected I0-Link port mode. Valid settings are:

* Reset - Select to disable a port or to reset/restart an 10-Link port.
Port Mode

¢ IO-Link - Select to connect and operate an I0-Link device on the port.
¢ Digital In - Select if a DI device is attached to the port.
¢ Digital Out - Select if a DO device is attached to the port.

Invert SIO
Default: False

If enabled and the Port Mode is Digital In or Digital Out, this option inverts the SIO
value.

¢ False (Disabled - Do not invert SIO)
¢ True (Enabled - Invert SIO)
Note: This option does not affect the Auxiliary Input.

Invert Auxiliary Input

If this option is enabled, the Auxiliary bit is inverted.

Default Digital Output
Default: Off

If the port mode is Digital Out, defines the default digital output value that is used at
startup and when there is no active PDO controller.

e Off (low voltage) - 0
¢  On (high voltage) - 24V

Minimum Cycle Time
Default: 4

The minimum, or fastest, cycle time at which the IO-Link device may operate. The
valid range is 4-538 ms.

You can leave the Minimum Cycle Time set to the default value and the I0-Link
Master negotiates with the I0-Link device for its minimum cycle time. The I0-Link
Diagnostics page displays the Actual Cycle Time, which is the negotiated cycle time.

Auxiliary Input

The auxiliary input settling time that remains constant before that input is

Time (0 - 10000)

?88%3)15; Time (0 - considered/accepted
This is how long the IO-Link Master keeps the input at its present value. For
Auxiliary Input Hold example, if the IO-Link Master detects the input to go to high, and the hold time is X

milliseconds, then the IO-Link Master reports the input as high for X milliseconds,
even though the input itself may have ceased. If X is zero, then you get the behavior
currently in the field.

SIO Input Settling
Time (0 - 10000)

The SIO input settling time that remains constant before that input is considered/
accepted.

SIO Input Hold Time
(0 -10000)

This is how long the IO-Link Master keeps the input at its present value. For
example, if the IO-Link Master detects the input to go to high, and the hold time is X
milliseconds, then the IO-Link Master reports the input as high for X milliseconds,
even though the input itself may have ceased. If X is zero, then you get the behavior
currently in the field.

98 - Chapter 6. I0-Link Port Configuration

IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E



| I0-Link Configuration Page | I0-Link Settings Parameters |

I0-LINK Settings Page (Continued)

Data Storage Config

Storage Contents

Indicates that the data storage for the port is empty or displays the Vendor ID and
Product ID of the data stored on that port.

Automatic Data
Storage Upload
Enable

Default: Off

When this option is initially set to On, the IOLM saves the data storage parameters
(if the data storage is empty) from the IO-Link device to the IOLM.

Automatic upload occurs when the Automatic Upload Enable option is set to On and
one of these conditions exists:

e There is no upload data stored on the gateway and the IO-Link device is
connected to the port.

¢ The IO-Link device has the DS_upload bit on (generally because you have
changed the configuration via Teach buttons or web page).

When a port contains data storage for an I0-Link device and if you attach a device
whose Vendor and Device ID do not match, the IO-Link LED on the IOLM flashes
red to indicate a wrong device is attached. In addition, the IO-Link Diagnostics page
displays DS: Wrong Sensor in the IOLink State field.

Note: Not all device parameters are sent to data storage, this is determined by the
I10-Link device manufacturer.

Automatic Data
Storage Download
Enable

Default: Off

The data storage parameters on the IOLM are downloaded to the connected I0-Link
device if:

1. The Automatic Download option is enabled.

2. The data stored on the IOLM port contains the same Vendor ID and Product ID
as the IO-Link device connected to the port.

3. Data storage parameters are also downloaded to the IO-Link device if
configuration changes are made on the device causing the DS_upload bit to turn
on and automatic upload is not enabled.

4. The IO-Link device requests an upload and the Automatic Upload Enable option is

set to Off.

If you change configuration parameters on the I0-Link device and want the
parameters to remain loaded on the I0-Link device, you must disable the Automatic
Download option because otherwise the IOLM will reload the data storage on the
port down to the I0-Link device.

Data Storage Manual
Ops

The Manual Data Storage Ops option provides the following functionality, if data
storage is supported by the IO-Link device.

e CLEAR - this clears any stored data for an I0-Link device on this port.

e  UPLOAD - this uploads and stores the IO-Link device configuration on the
IOLM.

¢ DOWNLOAD - this downloads the stored I0-Link device configuration from the
IOLM to the IO-Link device attached to this port if the Vendor ID and Device ID
match.
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I0-LINK Settings Page (Continued)

Validation Config

Device Validation
Mode

(Default: None)

Device Validation Mode provides these options:
None - this disables Device Validation Mode.

Compatible - permits a compatible I0-Link device (same Vendor ID and Device
ID) to function on the corresponding port.

Identical - only permits an IO-Link device to function on the corresponding port
as defined in the following fields.

Vendor ID
Device ID
Serial Number

Note: Connecting an I0-Link device that is different than the configured with Data
Validation enabled will generate a DV: wrong sensor error.

Vendor Id (0-65535)

This is required if you select a Device Validation Mode other than None.

The Vendor ID can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the Vendor ID in this field.

Device Id (0-16777215)

This is required if you select a Device Validation Mode other than None.

The Device ID can be manually entered in this field or click the GET ATTACHED
button and the IO-Link Master populates the Device ID in this field.

Serial Num

This is required if you select Identical for the Device Validation Mode.

The Serial Number can be manually entered in this field or click the GET ATTACHED
button and the IO-Link Master populates the serial number in this field.

Data Validation Mode
(Default: None)

There are three Data Validation Modes:

¢ None - no data validation is performed on the port.

Loose - the slave device's PDI/PDO lengths must be less than or equal to the
user-configured values.

Strict - the slave device's PDI/PDO lengths must be the same as the user-
configured values.

PDI Length (0-32)

This is input length of the PDI data field.
This is required if you select a Data Validation Mode other than None.

The PDI Length can be manually entered in this field or click the GET ATTACHED
button and the I0-Link Master populates the PDI length in this field.

PDO Length (0-32)

This is input length of the PDO data field.
This is required if you select a Data Validation Mode other than None.

The PDO Length can be manually entered in this field or click the GET ATTACHED
button and the IO-Link Master populates the PDO length in this field

GET ATTACHED
(Button)

After opening a port for editing, you can click the GET ATTACHED button to
automatically populate the following fields with data from the IO-Link device:

Vendor Id
Device Id
Serial Num
PDI Length

PDO Length
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6.3. PROFINET IO Settings Configuration Page

The following table provides information about the Configuration | PROFINET IO page options.

You can refer to 3.5. Device Name Assignment on Page 50 for PROFINET IO configuration procedures. You
must have Administrator or Operator privileges to change any settings on this page.

ComTROL Home Diagnostics JeNiliilEWGIM Advanced Attached Devices Help Logout EB

IO-LINK  PROFINET IO MODBUS/TCP NETWORK MISC LOAD/SAVE CLEAR SETTINGS

PROFINET IO Settings @
PROFINET IO CONFIGURATION
PROFINET IO Device Name
IOL_CALL Function Block Timeout (1 - 20) 20

Welcome Admin

€ Copyright Comtrol Corp.

PROFINET IO Settings Page

PROFINET IO Device Name | ®

The PROFINET IO Device Name is the same as the name later used to
configure PROFINET IO for the IO-Link Master.

The device name must be specified according to DNS conventions.

Restricted to a total of 240 characters (letters, digits, dash or period)

Parts of the name within the device name; in other words, a string
between two periods, must not exceed a maximum of 63 characters.

No special characters such as umlauts (4, 6 etc.), brackets, underscore,
slash, blank etc. The dash is the only permitted special character.

The device name must not begin or end with the "-" character.
The device name must not begin with numbers.
The device name must not have the structure n.n.n.n (n = 0...999).

The device name must not begin with the character string "port-xyz-" (x
,y, z =0...9).

IOL_CALL Function Block

Timeout (1-20) The IOL_CALL Function Block Timeout range is 1 - 20 and the default is 20.

IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E Chapter 6. I0-Link Port Configuration - 101



| Modbus/TCP Settings Configuration Page | I0-Link Settings Parameters |

6.4. Modbus/TCP Settings Configuration Page

You can use the Configuration | Modbus/TCP Settings page to configure Modbus/TCP with the I0-Link Master.
Additional Modbus information is available in the following chapters:

e  Chapter 14. Functionality Descriptions on Page 189
o Chapter 13. Modbus/TCP Interface on Page 181
This subsection includes these topics:

o [Editing Modbus/TCP Settings on Page 103

®  Modbus/TCP Settings Parameters on Page 104

ComTROL Home Diagnostics [E&NLIENLN Advanced Attached Devices Help Logout  ES

IO-LINK PROFINET I0 MODBUS/TCP NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Modbus/TCP Settings @

MODBUS/TCP PORT CONFIG B PORT1 B PORT 3 B PORT 4 B PORT 5 B PORTG B PORT7 B PORTS

EDIT EDIT EDIT EDIT EDIT EDIT EDIT

ISDU Data Settings:

ISDU Response Timeout (1 - 10000) 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec 20 sec

Process Data Settings:

PDI Data Block Size (To PLC) 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes 36 bytes

PDI Byte-Swap Method no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap
PDO Data Block Size (From PLC) 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes 32-bytes

PDO Byte-Swap Method no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap no byte-swap
Append PDO to PDI Data false false false false false false false false

Clear Event Code In PDO Block false false false false false false false false

Clear Event Code After Hold Time true true true true true true true true

Active Event Hold Time (1 - 65535) 1000 1000 1000 1000 1000 1000 1000 1000

Event Hold Time Units ms ms ms ms ms ms ms ms

Clear Event Hold Time (1 - 65535) 500 500 500 500 500 500 500 500

Event Clear Time Units ms ms ms ms ms ms ms ms

Transfer Mode Settings: v
MODBUS/TCP CONFIGURATION
Modbus Enable disable

‘Welcome Admin ® Copyright Comtrol Corp.

Note: Modbus is disabled by default. To use Modbus, click the EDIT button and select Enable.
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6.4.1. Editing Modbus/TCP Settings

1. If necessary, open the I0-Link Master web interface with your web browser using the IP address.

2. Click Configuration | Modbus/TCP.

3. Click the EDIT button for the port that you want to configure.

I0-LINK PROFINET [0 MODBUS/TCP NETWORK MISC LOAD/SAVE

ComTROL Home Diagnostics eQGIIERGGE Advanced Attached Devices

Logout  EE

CLEAR SETTINGS

Modbus/TCP Settings @

MODBUS/TCP PORT CONFIG B PORT1

EDIT

Click EDIT to make changes

ISDU Data Settings:

ISDU Response Timeout (1 - 10000) 20 sec

Process Data Settings:

PDI Data Elock Size (To PLC) 36 bytes
PDI Byte-Swap Method no byte-swap
PDO Data Block Size (From PLC) 32-bytes

PDO Byte-Swap Method no byte-swap

Append PDO to PDI Data false
Clear Event Code In PDO Block false
Clear Event Code After Hold Time true
Active Event Hold Time (1 - 65535) 1000
Event Hold Time Units ms
Clear Event Hold Time (1 - 65535) 500

MODBUS/TCP CONFIGURATION

Modbus Enable

B PORT 2

EDIT

20 sec

36 bytes

no byte-swap

32-bytes

no byte-swap

false

false

true

1000

Collapse and expand ports

B PORT3
(\_h-
Click SAVE after making changes

-

alse v
alse v
rue WV

000

E g I i I
@
! I

v

o
=
=

disable

‘Welcome Admin ® Copyright Comtrol Corp.

Note: You can click each EDIT button and open all ports to quickly configure port parameters.

4. Make appropriate selections for the I0-Link device that you will connect to that port. You can use the help
system if you require definitions or values for the options or Modbus/TCP Settings Parameters on Page

104.

5. Scroll to the top of the page and click the SAVE button.
Make sure that the port now displays the EDIT button.

Ifit displays the SAVE and CANCEL buttons, that means that one of the parameters contains an incorrect
value. If necessary, scroll down the page, make the needed corrections, and click SAVE.

IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E

Chapter 6. I0-Link Port Configuration - 103



| Modbus/TCP Settings Configuration Page | Modbus/TCP Settings Parameters |

6.4.2. Modbus/TCP Settings Parameters

The following table provides detailed information about the Modbus/TCP Settings page.

Modbus/TCP Settings Page

ISDU Data Settings
The time that the I0-Link Master’s Modbus/TCP interface waits for
. a response to an ISDU request. The timeout needs to set long
ISDU Response Timeout enough to allow all commands within the ISDU request to be
Default = 20 seconds processed.

Valid range: 1-10,000 seconds

Process Data Settings

The configurable PDI data block length. Optional lengths are:
¢ 4-bytes (header only)

PDI Data Block Size e 8-bytes (4 bytes data)

Default: 36-bytes e 16-bytes (12 bytes data)

e 24-bytes (20 bytes data)

e 36-bytes (32 bytes data)

If enabled, the IO-Link Master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Options include:

e No byte-swap — data passed through as received
¢  Word (16-bit) byte-swap — data is byte-swapped in word format
e Dword (32-bit) byte-swap — data is byte-swapped in dword format

PDI Byte-Swap Method e Reverse registers — data passed through after being reversed

Default: No byte-swap Note: Because both 10-Link and Modbus/TCP use big-endian byte
ordering, byte swapping typically is not required for word and
dword data.

Byte swapping is most commonly required when receiving
byte (8-bit) data and it is desired to place the first data byte in
the least significant byte position of the holding register. For
these cases, word (16 bit) byte-swap is typically used.

If enabled, the IO-Link Master includes the current digital I/O pins
D1 to D4 status in the PDI data block header.

Include Digital I/O in PDI Data Block | ¢ False — Do not include the digital I/O pins status

Default: False e True (enable check box) — Include the digital I/O pins status in
PDI data block header

Note: Does not affect the Auxiliary Input.
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Modbus/TCP Settings Page (Continued)

PDO Data Block Size (From PLC)
Default: 32-bytes

The configurable PDO data block length. Optional lengths are:
Event code not included:

e 4-bytes =2 data words

e 8-bytes =4 data words

e 16-bytes = 8 data words

e 24-bytes = 12 data words

* 32-bytes = 16 data words

e  34-bytes = 16 data words, 1 pad word
Event code included:

¢ 4-bytes = event code word, 1 data word

e 8-bytes = event code word, 3 data words
e 16-bytes = event code word, 7 data words
® 24-bytes = event code word, 11 data words
e 32-bytes = event code word, 15 data words
e 34-bytes = event code word, 16 data words

PDO Byte-Swap Method
Default: No byte-swap

If enabled, the IO-Link Master swaps the data bytes in word (2 byte)
format or dword (4 byte) format. Options include:

¢ No byte-swap — data passed through as received

e Word (16-bit) byte-swap — data is byte-swapped in word format

¢  Dword (32-bit) byte-swap — data is byte-swapped in dword format
* Reverse registers — data passed through after being reversed

Note: Because both 10-Link and Modbus/TCP use big-endian byte
ordering, byte swapping typically is not required for word and
dword data.

Byte swapping is most commonly required when sending byte
(8-bit) data to the I0-Link device and it is desired to send the
least significant byte of the holding register first. For these
cases, word (16 bit) byte-swap is typically used.

Append PDO to PDI Data
Default: False

If selected, the I0-Link Master appends any PDO data to the end of
the PDI data.

¢ False = Do not append PDO data
¢ True (enable check box) = Append PDO data

Clear Event Code in PDO Block
Default: False

If enabled, the IO-Link Master expects the first word of the PDO
block to be used for event code handling.

Values are:
¢ True (enable check box) = expect event code
¢ False = no event code, expect only PDO data

Clear Event Code After Hold Time
Default: True

If enabled, the IO-Link Master clears any event code reported in the
PDI data block after the Event Active Hold Time.

Values are:
¢ True (enable check box) = clear event code after hold time
¢ False = do not clear event code after hold time
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Modbus/TCP Settings Page (Continued)

Active Event Hold Time
Default: 1000 ms

If Clear Event Code After Hold Time is enabled, the time period an
event code is reported in the PDI block before it is cleared.

Valid range: 1-65535
Valid Units are:

ms (milliseconds)
sec (seconds)

min (minutes)
hours

days

Event Hold Time Units

Valid Units:

ms (milliseconds)
sec (seconds)

min (minutes)
hours

days

Clear Event Hold Time
Default: 500 ms

Once an event code has been cleared, the time an event code stays
cleared in the PDI block before another event code can be reported.

Valid range: 1-65535
Valid Units:

ms (milliseconds)
sec (seconds)

min (minutes)
hours

days

Event Clear Time Units

Valid Units:

ms (milliseconds)
sec (seconds)

min (minutes)
hours

days

Include Digital Output(s) in PDO
Data Block

Default: False

If enabled, the IO-Link Master expects the digital output settings to
be included in the PDO data block.

False — The digital pin setting(s) are not included in the PDO
data block

True (enable check box) — The digital pin setting(s) are included
in the PDO data block
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Modbus/TCP Settings Page (Continued)

Transfer Mode Settings
Slave Mode Device ID The Modbus Device ID used to access this IO-Link port.
Default: 1 Range: 1-247
Determines which PDI Receive (To PLC) Modes are enabled.
PDI Receive Mode(s) The selectable modes are:
Default: Slave ¢ Slave
¢ Master
Selectable Modes are:
PDO Transmit Mode ¢ Disabled
Default: Slave ¢ Slave
¢ Master
Modbus Master PLC IP Address The IP address of the Modbus slave.
Modbus Master PLC Device ID
(1-247) The Modbus Device ID used to access the slave.

(Default: 1)

Modbus Master PLC PDI Data
Address (base 1)

(1-65535)

(Default: 1)

Modbus Master PLC Max Update
Rate (0-10000) How often to write PDI to the slave.
(Default: 0)

Modbus Master PLC PDO Data
Address (base 1) (1-65535) The address of the slave’s PDO (determined by the slave).
(Default:1)

Modbus Master PLC Poll Rate (40-

65535) How often to read PDO from the slave.
(Default: 40)

The address of the slave’s PDI (determined by the slave).
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6.5. OPC UA Settings Configuration Page

Use the Configure | OPC UA Settings page to configure OPC UA with the IOLM.
Note: Not all models support OPC UA.

This subsection includes these topics:

e Edit OPC UA Settings on Page 109

e OPC UA Settings Parameters on Page 109

ComTtROL Home Diagnostics EeNiGINERGOE Advanced Attached Devices Help Logout

IO-LINK PROFINET IO MODBUS/TCP OPCUA IOTHUB NETWORK MISC LOAD/SAVE CLEAR SETTINGS

OPC UA Settings @

OPC UA PORT CONFIG B PORT1 B PORT 2 B PORT3 B PORT 4

EDIT EDIT EDIT EDIT

Allow OPC UA clients to write PDO data disable disable disable disable

OPC UA CONFIGURATION

OPC UA Server Enable disable
Work-around for faulty OPC UA clients that require unique disable
browsenames

Allow OPC UA clients to write ISDU data disable

Welcome Admin © Copyright Comtrol Corp.

Note: OPC UA is disabled by default.
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6.5.1. Edit OPC UA Settings

You can use this procedure to edit OPC UA settings.

1. Ifnecessary, open the I0-Link Master web interface with your web browser using the IP address.

2. Click Configuration | OPC UA.
3. Click the EDIT button.

ComTROL Home Diagnostics EeiPlehl Advanced Attached Devices Help Logout

I0-LIMK PROFINET I0 MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

OPC UA Settings @

OPC UA PORT CONFIG

Allow OPC UA clients to write PDO data

OPC UA CONFIGURATION

| S
OPC UA Server Enable v
Work-around for faulty OPC UA clients that require unique disable v
browsenames _
Allow OPC UA clients to write ISDU data

Welcome Admin

B PORT1 B PORT2 B PORT3 B PORT 4

CANCEL m EDIT EDIT EDIT
-‘b‘
disable disable disable

© Copyright Comtrol Corp.

4. Make the appropriate selections for your environment. You can use the help system if you require
definitions or values for the options or 6.5.2. OPC UA Settings Parameters on Page 109.

5. Click the SAVE button.

6.5.2. OPC UA Settings Parameters

The following table provides information about the OPC UA Setting page.

Option

OPC UA Configuration Descriptions

OPC UA Port CONFIG

(Default = disable)

Allow OPC UA clients to write PDO data

Determines whether OPC UA clients are allowed to
write PDO data to the I10-Link devices.

OPC UA CONFIGURATION

OPC UA Server Enable
(Default = disable)

This option controls whether or not the OPC UA server
runs on the I0-Link Master.

Work-around for faulty OPC UA clients
that require unique browsenames

(Default = disable)

Enables an alternative set of browsenames where each
node's browsename is unique. Normally only
browsepaths are required to be unique.

(Default = disable)

Allow OPC UA clients to write ISDU data

Determines whether OPC UA clients are allowed to
write ISDU data to the IO-Link devices.
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Chapter 7. Dedicated Digital I/0 Port Configuration
(IOLM DR-8-PNIO)

Although you can make configuration changes using the web page, PROFINET IO configuration parameters
overwrite the values on the Digital I/0 Settings page. See 3.7.2.3. Digital I/ O Module on Page 65 for detailed
configuration procedures.

This section discusses the dedicated digital 10 port (D1 through D4) configuration, including these topics:
e Digital 1/0 Settings Page

e Editing Digital I/ 0 Settings on Page 112

e Digital I/0 Setting Parameters on Page 113

Note: Dedicated DIO ports are only available on the IOLM DR-8-PNIO.

7.1. Digital I/0 Settings Page

Use the Configuration | Digital I/O page to configure the dedicated DIO port characteristics for the IOLM DR-8-
PNIO. D1 and D2 are located next to IO-Link Port 1 and D3 and D4 are located next to I0-Link Port 4.

ComTROL  Home Diagnostics [ESUEMICRNE Advanced  Attached Devices  Help Logeut g

I0-LINK  DIGITAL IO PROFINET I0 MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Digital I/0 Settings @

DIGITAL 1/0 CONFIGURATION “hm
D1 Digital Input Configuration s
Mode Off

Invert Input falza

Input Settling Time (0 - 10000) 0ms

Input Hald Time (0 - 10000} 0Oms

D2 Digital I/0 Configuration

Mode off
Invert 'O false
Default Digital Output Off
Input Settling Time (0 - 10000) 0ms
Input Hold Time (0 - 10000} 0ms

D3 Digital Input Configuration

Mode Off

Invert Input false
Input Settling Time (0 - 10000) 0ms
Input Hold Time (0 - 10000) 0ms

D4 Digital I/0O Configuration

Mode Off
Invert VO false
Default Digital Output off
Input Settling Time (0 - 10000) Oms
Input Hold Time (0 - 10000) Oms

MNOTE: Pulse streching is not supported via PROFINET interface.

Welcome Ademin & Copyright Comtrel Corp.
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7.2. Editing Digital I/O Settings

You can use this procedure to configure digital I/O characteristics for the digital I/O ports.

1.

2.
3.
4

If necessary, open the IOLM 8-PNIO web interface with your web browser using the IP address.

Click Configuration | Digital I/O.
Click the EDIT button.

Make appropriate selections for the digital I/O device or devices that you will connect to the ports. You can
use the help system if you require definitions or values for the options or Digital I/ O Setting Parameters

on Page 113.

ComTROL Home Diagnostics [eUGLIELGON Advanced Attached Devices Help Lagaut

IO-LINK DIGITAL I/O PROFINET IO MODBUS/TCP OPCUA NETWORK

MISC LOAD/SAVE CLEAR SETTINGS

Digital I/O Settings @

DIGITAL I/0 CONFIGURATION

D1 Digital Input Configuration
Mode

Invert Input

Input Settling Time (0 - 10000)
Input Hold Time (0 - 10000)

D2 Digital I/0 Configuration
Mode

Invert I'0

Defzult Digital Output

Input Settling Time (0 - 10000)
Input Hold Time (0 - 10000)

D3 Digital Input Configuration
Mode

Invert Input

Input Settling Time [0 - 10000)
Input Hold Time (0 - 10000)

D4 Digital I/0 Configuration
Mode

Invert I/

Defzult Digital Output

Input Settling Time (0 - 10000)

Input Hold Time (0 - 10000)

MOTE: Pulse streching is not supported via PROFINET interface.

Welcome Admin

5. Click the SAVE button.
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7.3. Digital I/0 Setting Parameters

The Configuration | Digital I/O Settings page supports the following options.

Digital I/0O Settings Page (IOLM DR-8-PNIO)

D1 Digital Input Configuration

Selects the Mode:

Mode - . :
e Off — No monitoring of the digital input pin.

Default = Off . ) .
¢ Digital-Input — monitors the digital input status

Invert Input

If Mode is set to Digital-Input, the input status is inverted.
Default= False sital-inp P

Input Settling Time (0 - 10000ms) If non-zero and Mode is set to Digital-Input, the required time
that the input status must remain constant before an input
Default= Oms status change is reported.

This is how long the IOLM keeps the input at its present value.
For example, if the IOLM detects the input to go to high, and the

Input Hold Time (0 - 10000ms) hold time is X milliseconds, then the IOLM reports the input as

(Default: Oms) high for X milliseconds, even though the input itself may have
ceased. If X is zero, then you get the behavior currently in the
field.

D2 Digital I/O Configuration

Selects the Mode:
Mode e Off — No monitoring or setting of the digital I/O pin.
Default= Off ¢ Digital-Input — monitors the digital input status

¢ Digital-Output — sets the digital output to either the default
setting or value received from a controller.

If selected:
Invert I/O e If Mode is set to Digital-Input, the input status is inverted.

Default= False e If Mode is set to Digital-Output, the output setting is
inverted.

If Mode is set to Digital Output, defines the default digital output
setting:

e At startup before a controller can set the digital output.
Default Digital Output

Default= Off

¢  When communication to all controller(s) has been lost.
Possible settings:

e Off - low voltage

¢ On - high voltage

Input Settling Time (0 - 10000ms) If non-zero and Mode is set to Digital-Input, the required time
that the input status must remain constant before an input
Default= Oms status change is reported.

This is how long the IOLM keeps the input at its present value.
For example, if the IOLM detects the input to go to high, and the

Input Hold Time (0 - 10000ms) hold time is X milliseconds, then the IOLM reports the input as

(Default: Oms) high for X milliseconds, even though the input itself may have
ceased. If X is zero, then you get the behavior currently in the
field.
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| Digital I/O Setting Parameters |

Digital I/O Settings Page (IOLM DR-8-PNIO)

D3 Digital Input Configuration

Mode
Default= Off

Selects the Mode:
e Off — No monitoring of the digital input pin.
¢ Digital-Input — Monitors the digital input status

Invert Input
Default= False

If Mode is set to Digital-Input, the input status is inverted.

Input Settling Time (0 - 10000)
Default= Oms

If non-zero and Mode is set to Digital-Input, the required time
that the input status must remain constant before an input
status change is reported.

Input Hold Time (0 - 10000ms)
(Default: Oms)

This is how long the IOLM keeps the input at its present value.
For example, if the IOLM detects the input to go to high, and the

hold time is X milliseconds, then the IOLM reports the input as

high for X milliseconds, even though the input itself may have
gea{(sied. If X is zero, then you get the behavior currently in the
ield.

D4 Digital I/0 Configuration

Mode
Default= Off

Selects the Mode:
e Off — No monitoring or setting of the digital I/O pin.
¢ Digital-Input — Monitors the digital input status

¢ Digital-Output — sets the digital output to either the default
setting or value received from a controller.

Invert I/0
Default= False

If selected:
e If Mode is set to Digital-Input, the input status is inverted.

e If Mode is set to Digital-Output, the output setting is
inverted.

Default Digital Output
Default= Off

If Mode is set to Digital Output, defines the default digital output
setting:

e At startup before a controller can set the digital output.
e  When communication to all controller(s) has been lost.
Possible settings:

e Off - low voltage

¢ On - high voltage

Input Settling Time (0 - 10000)
Default= Oms

If non-zero and Mode is set to Digital-Input, the required time
that the input status must remain constant before an input
status change is reported.

Input Hold Time (0 - 10000ms)
(Default: Oms)

This is how long the IOLM keeps the input at its present value.
For example, if the IOLM detects the input to go to high, and the
hold time is X milliseconds, then the IOLM reports the input as
high for X milliseconds, even though the input itself may have
ceased. If X is zero, then you get the behavior currently in the

field.
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Chapter 8. Loading and Managing IODD Files

There are several Attached Devices pages that support IO-Link Device Description (IODD) file management.

e JO-Link Device Description Files Page - load IODD files from the I0-Link device manufacturer onto the
IOLM.

e JO-Link Device Configuration Summary Page on Page 121 - verify the correct files were loaded for each
I0-Link device or use the page to retrieve information about the baud rate, SIO mode, and device number.

¢ The Port pages are discussed in Chapter 9. Configuring I0-Link Devices on Page 123.

8.1. IO-Link Device Description Files Page

Use the I0-Link Device Description Files page to update (upload) and delete I0-Link Device Description (I0ODD)
files associated with this IOLM. In addition, you can review the IODD xml file by clicking the IODD
FILENAME in the table after loading the IODD file.

Note: You will need to download the appropriate IODD files from your 10-Link device manufacturer.-

ComTROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

I0DD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR DEVICE 10DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |
UPLOAD FILE 10DD space: 594K used, 15790K available

=% Standard I0-Link Definitions

€ Copyright Comtrol Corp.

The IOLM provides 15790K of space to store IODD files. The IOLM includes the following default IODD files,
which cannot be deleted.

e JODD-StandardDefinitions1.0.1.xml

e JODD-StandardUnitDefinitions1.0.1.xml
e JODD-StandardDefinitions1.1.xml

e JODD-StandardUnitDefinitions1.1.xml

Note: You can use the Configuration | Save/lLoad feature to backup your IODD files. You can save the
configuration file from an IOLM that has IODD files installed and then load that configuration file to
another IOLM to quickly load the IODD files.
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| I0-Link Device Description Files Page | Preparing IODD Files to Upload |

8.1.1. Preparing I0DD Files to Upload

After downloading the IODD files for the IO0-Link device from the IO-Link sensor or actuator manufacturer,
you may need to unzip the file and locate the appropriate xml file for the device.

e Some IODD zip files contain the xml files and supporting image files for a single product. This type of zip
file can be immediately loaded onto the IOLM.

e Some IODD zip files contain the files for multiple products. If you upload this type of IODD zip file, the
IOLM loads the first xml file and the associated image files, which may or may not correspond to the I0-
Link device connected to the port. If you need to zip the appropriate files, the following information may
be useful:

- Unzip the package and locate the xml file needed for your I10-Link device.
- Open the xml file and search for the productID, which identifies the I0-Link device.

- Zip the xml file along with the supporting images. There are several ways to locate the supporting
images:

- Locate the appropriate images using the xml file.

- Load only the xml file and the IOLM notifies you what files are missing. Use the UPDATE feature
to upload the missing images.

- Zip the xml with all of the images and the IOLM ignores (and not upload) any unused files and
notifies which files did not upload.

Note: Image files are not required for 10-Link device configuration.
Use the appropriate discussion for your IODD files.
e  Uploading IODD Zip Files
e Uploading xml Files or Supporting Files on Page 118

8.1.2. Uploading IODD Zip Files

You can use the following procedure to upload IODD zip files.

1. Click Attached Devices and IODD FILES.

2. Click the UPLOAD FILE button.

3. Click the CHOOSE FILE button and browse to the file location.
4. Highlight the zip file, click Open and then the UPLOAD button.

ComTROL Home Diagnostics Configuration Advanced ERclOELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR DEVICE 10DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |

(=]

CANCEL

CHOOSE FILE| DCOD04520.zip UBLOA

=% Standard I0-Link Definitions
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| I0-Link Device Description Files Page | Uploading IODD Zip Files |

5. Ifnecessary, click OK

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device Description | Upload

User I0DD files (click filename to,  Status:

VENDOR DEVICE 2L The 10DD file has been updated successfully. m

Some potential problems are listed balow:

Ignored File(s): DELETE SELECTED

sick-sick-w12-3-icon.png

=% Standard I0-Link Definitions

Welcome Admin & ht Comtrol Corp.

Note: Only images referenced in the xml file load to the IOLM and the remaining files are ignored.
6. If desired, you can view the xml file by clicking the IODD FILENAME in the table.

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR  DEVICE 10DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |

26 | 6385733 [sncn-mizc—s_\-u-zw;n-mum.o.:.xm'l] sick-sick-wiz-3-pic.png sick-Togo.png 1222¢ O

UPLOAD FILE 100D space: 716K used, 15668K availzble DELETE SELECTED

=% Standard I0-Link Definitions

l http://192.168,11.185/index.php/view_uploaded_iodd_files/26/8388739/SICK-WTB12C-3 V1...

7. Click the hyperlink at the top of the page if you want to view the xml file in your browser.

SICK-WTB12C-3_Vi_2-2{40513-10DD1 0.1 xm]

<%uml version="1.0" encoding="UTE-
<!-— edited with SICK IODD editor
<I0Device
amln=:x=i="http: ) wew_wl_org/2001/HMLSchema—
instance" xmlns="http:/ www.io—
link.com/IODDS2000/11"
x=i:=schemalocation="http:/ www_io—
link.com/TODD/2008/11 TODDL.O_1.x=d">
<DocumentInfs copyright="Copyright 2010, SICH
AE" releaseDate="2014-05-12" version="V1_0"/>
<ProfileHeader>
<Profileldentification>I0-Link Device
Profile</Profileldentification>
<ProfileRevision»l. 00</ProfileRevision>
<ProfileName>Device Profile for I0-Link
Devices</ProfileName>

http://192,168.11 185/ assets/xml/samples/26/8388739,/5ICK-WTB12C-3_V1_2-20140513-10...

8. Optionally, verify that the correct xml file was loaded using the Summary page (Page 121).
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| I0-Link Device Description Files Page | Uploading xml Files or Supporting Files |

8.1.3. Uploading xml Files or Supporting Files

You can use the following procedure to upload xml, or supporting image files.
1. Click Attached Devices and IODD FILES.
2. Click the UPLOAD FILE button.
3. Click the CHOOSE FILE button and browse to the file location.
4. Highlight the xml or image file and click Open.
Note: The xml file must be loaded before the IOLM will load the associated image files.
5. Click the UPLOAD button.

ComTROL Home Diagnostics Configuration Advanced [ELelPSEeEWIEEl Help logout BB

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR DEVICE I0DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |

26 | B385739 SICK-WIB12C-3_Vi_2-20140513-I0001.0.1.xml sick-sick-wl2-3-pic.png sick-Togo.png 1222« O

L SE FILE | wenglor-OY 1P...DD1.1.5ml DELETE SELECTED

=% Standard I0-Link Definitions

Welcome Admin & Copyright Comtrol Corp.

< >

Note: The IOLM notifies you what files are missing. The missing files do not affect the operation of the
I0DD Port page but the product image and logo for the 10-Link device company do not display.

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device Description Files @

User I0DD files (click filename to view) Missing files listed in red ™
VENDOR  DEVICE I0DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE ]
Zaljifsann sl s e R sick-sick-wiz-3-pic.png sick-Toge.png 122¢ | O

v
87 | 1247490 | wenqlor-OY1P303P0102-20140620-10001.1.%xm | wenglor-oyin303p0l02-pic.on | menglor-logo.pn smc | O

UPLOAD FILE 100D space: B13K used, 15571K availzble DELETE SELECTED

=% Standard I0-Link Definitions

Welcome Admin € Copyright Comtrol Corp.

6. Optionally, use the following steps to load image files:
a. Select the row in the table that contains the xml file by clicking the check box.
b. Click the UPLOAD FILE button.
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| I0-Link Device Description Files Page | Viewing and Saving IODD Files |

c¢. Click the Choose File button and browse to the file location.

ComTrROL Home Diagnostics Configuration Advanced EactQELEsEWIEEE Help logout BN

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device Description Files @

User I0DD files (click filename to view) Missing files listed in red
VENDOR  DEVICE I0DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE |
26 8386739 SICK-WTB12C-3_W1_2-20140513-I00D1.0.1.xm] sick-sick-wiz-3-pic.png sick-Togo.png 123K O
87 | 1247430 wenglor-OY1P303P0102-20140620-10004. 1. xrl | wenglor-oylo303p0102-pic.png | wenglor-Togo.png R

CHOOSE FILE | wenglor-0Y 1P...2-pic.png

“% Standard I0-Link Definitions

DELETE SELECTED

< >
d. Highlight the file and click Open.

e. Click the UPLOAD button.
f.  Optionally, verify that the correct xml file was loaded using the Summary page (Page 121).

8.1.4. Viewing and Saving I0DD Files

Use the following procedure to view the contents of an IODD file.
1. Ifnecessary, click Attached Devices and IODD Files.

2. Click the IODD FILENAME in the table that you want to review. A pop up window displays the contents of
the IODD file.

3. Optionally, click the file name hyperlink at the top of the window to view the formatted file or if you want
to save a copy of the file to another location.

[SIK-‘\\TB 12C-3 V1

<faml vezsion="1n TR
<1-- sdited with SICK IODD editor 1.12.7 ——>
<I0Device

p:/ fwww._wi.org 2001/ KMLIchema—
instance" amln sEp s/ Swww_io—
link.com/I0DD/ f11m

http:/fwww_io—
0O/11 IODDL.D.1_ xsd">
sopyright="Copyright 2010, SICH
AG" releaseDate="2014-05-12" version="V1.0"/>
<ProfileHeader>
<Profileldentification>I0-Link Device
Profile</Profileldentification>
<ProfileRevision®l. 00</ProfileRevi=ion>
<ProfileName>Device Profile for I0-Link
Devices</ProfileName>
<ProfileSource>I0-Link

sets/xml/samples/26/8388739/SICK-WTB12C-3_V1_2-20140513-10DD1.0...

IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E Chapter 8. Loading and Managing IODD Files - 119



| I0-Link Device Description Files Page | Deleting IODD Files |

8.1.5. Deleting IODD Files

Use the following procedure to delete an IODD file set from the IOLM.

1. Ifnecessary, click Attached Devices and IODD Files.

2. Check the corresponding row of the IODD file that you want to delete.
3. Click the DELETE SELECTED button.

IODD FILES SUMMARY PORT1 PORTZ PORT3 PORT4
10-Link Device Description Files @
User I0DD files (click filename to view)
VENDOR  DEVICE [0DD FILENAME VENDOR IMAGE DEVICE IMAGE SIZE
26 | 5388739 SICK-WIB12C-3.Vi_2-20140513-I00D1.0.1.xml sick-sick-wiz-3-pic.png sick-Tlogo.png wzac | O
87 | 1247400 | wenglor-OY1P303P0102-20140820-10001, 1. xm] wenglor-oylp303p0102-pic.png wenglor-Togo. pag enc | O
338 2006  Leuze_electronic-HT10_2096-20150929-I0001. 1. xal Teuze_electronic-htl0-pic.png Teuze_slectronic-Togo.png 132K O
310 E7 | ifm-D00057-20121210-T0001. 0, 1. xm] jfm-tn-pic.png ifm-Toge.png F=T |
BSE 393746 Balluff -6 ISM4580450010754 - 20150407 -I0001. 1. xm1 baTluff-bism4EE-045-001-07-54-pic. png balluff-Tlogo. png 214K O
342 | 5112065 Contrinex-OW-Ax-603-M12-20131009-I0001. 0. L. xm] contrinex-dw-ax-603-ml2-pic.png contrinex-logo.png 333K O
BEE 330245 Balluff-BNI_IOL-800-000-Z036-20140416-I0001. 1. xm] balluff-bni_iol-E00-000-z036-pic.png balluff-Tlogo. png B2k

100D space: 1900K usad, 14484k avzilable

=% Standard I0-Link Definitions

DELETE SEL@ED

ht Comtrol Corp.

4. Click CONTINUE to the Delete files? message.

ComTrROL Home Diagnostics Configuration Advanced [EhelaBLEeEWIEEE Help

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device Description Files @

User I0DD files (click filename to view)

VENDOR DEVICE

26 B388739

87 1247490

338 2096

310 ET

BE8E 393746

342 S11206%

BB 330245

10DD FILENAME

?
STOK-WTB12C-3_Vi_2-2014051] De|Ete ﬁles'

wenglor-0YLiP 3037 0102-2014  Continue to delste

files show below?

Leuze_electronic-HT10_ 2096 FILENAME

ifm-000057-20121210-T0001. { Bes 330245

Balluff -5 ISM4580450010754-]

Contrinex-DW-Ax-603-412-200

Balluff-BNI_IOL-800-000-Z0;

Balluff-BNI_IOL-800-000-Z036-20140416-
10DD1.1.xml

EDI‘"@L‘E

=% Standard I0-Link Definitions

DEVICE IMAGE

sick-Togo.png

wenglor-Togo. png

Teuze_slectronic-Togo.png

ifm-Togo.png

balluff-Tlogo. png

contrinex-logo.png

balluff-Tlogo. png

SIZE

1226

97K

1326

151K

214K

333K

il (B Ewl w (e (]

ht Comtrol Corp.
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| I0-Link Device Configuration Summary Page | Deleting IODD Files |

8.2. I0-Link Device Configuration Summary Page

The I0-Link Device Configuration Summary page provides basic device configuration (device profile)
information for ports with valid IO-Link devices attached. The Configuration Summary page retrieves
information that resides on the I0-Link device from the manufacturer.

A file name displayed in the IODD Name field for a port indicates that a valid IODD file is associated with that
device. If the field is empty, that indicates that a valid IODD file has not been loaded.

You can review complete IODD file information on a port by port basis by clicking the MORE button next to
the port in question or by clicking the PORT menu selection in the navigational bar.

Use the following steps to access the 10-Link Device Configuration Summary page.
1. Click Attached Devices.
2. Click SUMMARY.
Note: The Configuration Summary page takes several minutes to completely load as each device is queried.

3. Click the MORE button or the corresponding Port (in the navigational bar) to configure the I0-Link device
parameters for a specific device. See Chapter 9. Configuring 10-Link Devices on Page 123 for more
information.

ComrroL Home Diagnostics Configuration Advanced [ECSSIERBRIEEY Help logout &3

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4 PORTS PORT6& PORT7 PORTS

I0-Link Device Configuration Summary @

FORT4

Vendor Name ifm electronic gmbh ifm electronic gmbh SICK 4G wenglor sensoric GmbH

VENDOR 310 310 26 87
DEVICE 323 323 8388739 1247430
Description Protoslectric proximity sens
-
I0-Link Version 1 1id 1.0 11
Hardware Version AD AD 1.00 Version V01.00.00
Firmware Version 317 319 No 10O-Link device attached to 1.07 Version V01.02.00
Baud Rate 4800 4800 the ports that do not dlsplay data 38400 38400
SIO Mode Yes Yes Yes Yes
Min Cycle Time 18.8 ms 33.6 m= 2.3 ms 2.3ms
I0DD Name ifm-000143-20140605-10D ifm-000143-20140605-10D SICK-WTB12C-3 V1 _2-2014  wenglor-OY1P303P0102-201
Di.1.xml D1.1.xml 0513-100D1.0.35%ml 40820-T0DD1 .1 el
Serial Number 0015300514 0165090514 15122574 590003364
< >

Welzome Admin © Copyright Comitral Corp.
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| I0-Link Device Configuration Summary Page | Deleting IODD Files |
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Chapter 9. Configuring I0-Link Devices

This chapter discusses using the Attached Devices | Port pages to change 10-Link device parameters.

Note: Optionally, you can use traditional methods such as: PLC interfaces or HMI/SCADAs, depending on

your protocol to configure the I0-Link devices.

9.1. Port Pages Overview

You can use the Attached Devices | Port page for a port to review and easily edit the IO-Link device

configuration or view Process Data.

ComtRoL  Home Diagnostics Configuration Advanced JRSIPEREVER) Help Logeut g¥

10DD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

+|Disgnosis

+Parameter
‘=" Expand or collapse parameter groups to
<

10-Link Device 15DU Interface - Port 1

Weleome Adrin

10-Link Device - Port 1 @ = EI o
Parameter Name: Index Subindex Vahie Desaription RW  Unt  Min
- Wenficston

Vendor Name: 16 keuuze electronic GmbH + Co. RO

Vendor Text 17 Leuze electronic - the sensor p RO
cople

Product Name 18 HT10L1-25M.3/L63-M12 RO

Product ID 19 50123541 RO

Product Text 2 scanner with background supp RO
ression

Serial Number u 01540018205 RO

Hardware Version 2 BO0O RO

Firmuiare Version 23 11 RO

Application Speciic Tag % Loaners1 W

>

Port Status: Operational, PDI Valid

Port is displaying valid PDI operation

& Capyright Comtrol Corp.

The Port page provides two I0-Link device configuration methods:

¢ [O-Link Device Port table (GUI), which depends on the appropriate IODD file loaded from the IO-Link
device manufacturer onto the IOLM. To use the 10-Link Device Port table for configuring I0-Link devices,

refer to the following subsections:

- Editing Parameters - 10-Link Device - Port Table on Page 127

- Resetting 10-Link Device Parameters to Factory Defaults on Page 128

¢ [O-Link Device ISDU Interface - Port, which can be used with or without IODD files loaded. Refer to the
following information to use the I0-Link Device ISDU Interface - Port method:

- The IO-Link Device Operator Manual from the device manufacturer is needed to use the I0-Link
Device ISDU Interface since ISDU block index and ISDU sub-index numbers are required.

- Editing Parameters - 10-Link Device ISDU Interface - Port on Page 130
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| Port Pages Overview

The I0-Link Device Port table provides detailed information about the indexes and sub-indexes. Not all
indexes have sub-indexes. In the following image, Index 114 has two sub-indexes, Sub-index 1, which is one
bit and Sub-index 2 has 15 bits.

ICOD FILES  SUMMARY PORTI POATZ PORTI PORTH

10-Link Device - Port 2 6 s cos cer | . 3

LEnl " s 85-150.8 L e WD 00 wake t Beet

* T0-Link Device ISDU Interface - Port 2 Ba Sratun: Dpprarasst POI brvaiet

| s . comwommon ]
e Ifthe IODD file follows IO-Link specifications, an asterisk next to RW means that parameter is not
included in Data Storage.

e If a Sub-index has an asterisk next to it in the GUI, that means that sub-index is not sub-indexable. This
may be useful information when using the IO-Link Device ISDU Interface or programming your PLC.

This example shows that Index 109 contains 10 sub-indexes.
When you perform a GET on Index 109 using the ISDU Interface, these are the results: 109 1*

10-Link Device ISDU Interface - Port 4

1SDU Block Tndex 00 00 o0 80 00 00 00 OO 01 o0 00 00 00
ISDU Sub-index [ | GET retrieves the 109 3*
T contents of Index 109

109 2*

GET

109 4*
SET
109 5*
109 &*
109 7*
109 g*
109 g*
109 10%
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| Port Pages Overview

The GUI displays this information about Index 109.

Subindex  Value Description
109 g 2246 RO
109 2% 2515 RO
109 g 3 RO
109 97 1 RO
109 5% 1 RO
109 6 ) RO
109 7= 0 RO
109 8" o RO
109 9% o RO
109 10 o RO

Which can be illustrated as:
00 00 | 00 80 | 00 | 00 | 00 | 00 | 01 |

1 | 2 | 3

4 [ 5 |6

| 7

Comments

dynamic parameter

dynamic parameter

dynamic parameter

dynamic parameter

dynamic parameter

dynamic parameter

dynamic parameter

dynamic parameter

dynamic parameter

dynamic parameter

DataType  SimpleDatatype BitLength

RecordT UlIntegerT 16
RecordT UlntegerT 16
RecordT UlntegerT 8
RecordT UlntegerT 8
RecordT UlntegerT 8
RecordT UlntegerT 8
RecordT UlntegerT 8
RecordT UlntegerT 16
RecordT UlntegerT 8
RecordT UlntegerT 8

00 00 | 00 | 00

8 | 9

| 10

Access the Process Data page by selecting Process Data from the drop box next to the port number.

Hot

ComTR Diag

I0DD FILES SUMMARY PORT1 PORT2 PORT 3

PORT 4

= conﬁgu'alhn T

10-Link Device - Port 1 @

Parameter Name Index

- Identification

‘endor Name 16
Wendor Text 17
Product Name 18
Product 1D 19
Product Text 20
Serial Number 21
Hardware Version 22
Firmware Version 23
Application Specific Tag 24

+ Parameter
+ Dbservation

+ Diagnasis

<

&2 I0-Link Device ISDU Interface - Port 1

Click Process Data
from the drop box

Value

Leuzz electronic GmbH + Co.
KG

Leuze electronic - the sensor p
zaple

HT10L1-25M.3/LE9-M12
50129541

scanner with background supp
ression

01540018205
BOOO
L1

Loaner=1

Description

E Jv—

Riw

RO

RO

RO
RO

RO

RO
RO
RO

RW

Unit

Max Comments Gradi

Part Status: Operational, PDI Valid
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| Port Pages Overview

This shows a typical Process Data page.

- i oee or AR i) I
I0DD FILES SUMMARY PORT1 PORT2 PORT3 PORT 4
[0-Link Device - Port 1 © R M
Parameter Name Description DataTy SimpleDatatype BitLength
- Process Data
- Status Information
Q1 Output State 2k 0:01 OfF RecordT BooleanT i o
1:01 On
Q2 Output State ] 0:02 OFf RecordT BoaleanT 1 1
1:02 On
Q2 Output State o 0:03 Off RecordT BooleanT 1 2
1:02 On
Mezsure State 1 0:No Measure (Startup, | RecordT BogleanT 1 3
Teach or Deactivared)
1:Mezsure is Running
Received Signal ak 0:No Signal; no measur | RecordT BoaleanT i 4
e value available
1:Signzl znd messurem
ent value available
Warning: reduced accuracy 0 D:No Warning RecordT BooleanT 1 5
1:Wamning
< >
& T0-Link Device TSDU Interface - Port 1 lPorr. Status: Operational, PDI Valid I

Welcome Admin & Copyright Comtrol Corp.-

If the correct IODD file has not been loaded or the IO-Link device does not support PDO, then you will receive

this message.

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT4

Comrtr

10-Link Device - Port 3 ©

Parameter Name Value Description DataType SimpleDatatype BitLength BirOffset]

No Process Data

Unable to load the Process Data! Mzake sure the attached 10-

Link device is supported and the corresponding 100D file is
loaded.

K
£ 10-Link Device ISDU Interface - Port 3 ﬁj Port Status: Inactive

Welcome Admin & Copyright Comtrol Carp.
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9.2. Editing Parameters - I0-Link Device - Port Table

Use the following procedure to edit IO-Link device parameters using the 10-Link Device Port table.

Note: You may want to verify that the Automatic Download Enable for Data Storage option on the
Configuration | | O-Link Settings page is NOT set to On as this can cause unreliable results on the
corresponding port.

1. If you have not done so, load the IODD file from the I0-Link device manufacturer (Chapter 8. Loading
and Managing I0DD Files on Page 115).

2. Access the appropriate Port page by clicking Attached Devices and then the Port number that you want to
configure.

3. Click the EDIT button after all of the device information is populated in the table.
4. Scroll down the table and make appropriate parameter changes for your environment.

Note: An IODD file may not contain all 10-Link device settings depending on the 10-Link device
manufacturer. If you need to change a parameter that is not displayed in the 10-Link Device - Port
table, you can refer to the 10-Link Device Operators Manual and use the 10-Link Device | SDU
Interface to change the settings.

You may need to scroll to the right in the table to view applicable parameter values if the parameter is not
selectable in a drop list.

s e e e mxhﬁmwm

100D FILES SUMMARY PORT1 PORT2 PORT3 PORT 4
I0-Link Device - Port 1 @
£
- dentification
Vendor Name 1 Lete dlecroric SmbH + Co. Ro
Vendor Text 17 Leuze electronic - the sensor p R0
=opie
Product Name 18 HT10L1-25M.3/L63-M12 R0
Product ID ) s0128541 R0
Product Text ) scanner vith background supp R0
Seral Number 2 01540018205 ®o
Hardware Version 2z 8000 Ro
Firmuare Version z 11 R0
Applicasion Specific Tag 2 R
- Paramatar
Switching Output Property 8z 0iSwitching OF W 0 2 value range:0;1:2
LiSuitching On
Zillnchange:
1t Light/Dark 85 0:Light Suichin R o 1 value range:0; 1
at il B8 Siveting o
p— =
Q1 Hysteresis Class %0 0:Ray R o 2 value range:0;1:2
Libedium
2iFine
Q1 Reserve Class 91 [ V| |  Same as previous description | RW [ 2 value range:0;1:2
2 Light/Dark 9 0:Light Suitchin aw o 1 value range:0;1
2l TiD5% Sutching o
Q2 Evalustion Depth a8 ] _w
12 Hysteresis Class s 0:Raw aw o 2 value range:0;1:2
b fitadiom = Y
< >
10-Link Device ISDU Interface - Port 1 Port Status: Operationsl, PDI Valid

Wweleame adrmin © Copyrignt Comtrol Corp.

5. Click the SAVE button after editing the parameters.
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9.3. Resetting I0-Link Device Parameters to Factory Defaults

In the event you want to reset the I0-Link device to factory default, typically the IODD file provides the
ability from the I0-Link device manufacturer. Use the following example to reset an IO-Link device.

1. Click the COMMAND button and locate the Restore Factory button.
2. Click the Restore Factory or Load Factory Settings button.
Note: The name of the button is determined by the 10-Link device manufacturer.

ComTRor  Home Diagnostics Configuration Advanced [NSICRSSERRSY il Logot %

100D FILES SUMMARY PORT1 PORT2 PORT3 PORT4

10-Link Device - Port 2 @ a p
+ Fault Configuration Output 2 i
+ Fault Configuration Output 3
+ Fault Canfiguration Output 4
+ Sarting of the sersor display
- Satup
oFs a7 00 0.0~100.0 RW om 00 1000  valuerange:0.0~1000 04
LEnG 115 450 10.0~160.0 RW om o 100 1600  value range:10.0~160.0 04
=N 113 0 O:HIGH AW 0 1 value range:0;1
Llow
prob 17 1 0:C0px AW ] 1 value range:0;1
tirod
Standard Command 2 Restor Fec 130:Restore Factory Setings WO 130 130 valuerange:t30
Standard Command 2 10-Link 1.1 5y... 240:00-Link 1.1 systemtestc | WO 240 M0 valuerange:240
ommand 241, Event 8DFE app
aars
Standard Command 2 10-Link 1.1 57... 241:00-Link 1.0 systemtestc | WO 41 41 valuerange:241
ommand 241, Event SDFE dis
appears
Standard Command 2 242:10-Unk 1.1 system test ¢ WO 240 242 value range:242
ommand 242, Event 8DFF app
s
Standard Command 3 10-Link 1.1 57... 243:00-Uink 1.4 systemtestc | WO 241 M3 valuerange:243
ommand 243, Event SDFF disa
ppears
Commands 241 5] Reset o... 253:[rE5] Reset to facory st W0 25 253 valuerange:253
fings
Datz Storage Lock 12 = 0 9 Ru ] 1 value ranges0;1
v
sl lser Tnterfare | nck 1 ' n Same as nrevius descrintion | RW n 1 walum cannen:1
< x
& 10-Link Device ISDU Interface - Port 2 Port Status: Operational, D1 Invalid

Welcome Agmin  Copyright Comtrol Coep.
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3. Click OK when the Refresh message appears.

= e I

Diagnostics Cor

Comre

IODD FILES SUMMARY PORT1 PORT2 PORT3 PORT 4
10-Link Device - Port 2 @
Parameter Name Tndex Vale RIwW Unit Min Max. Comments
- Idemtification
Vendor Name 16 ifm electronic gmbh RO
Product Name 13 LRBO0O RO
Product Text 20 Electronic level sensor RO
Serial Number 21 0033151013 RO
Hardivare Version 2 AF a0
Firmware Varsion b} ¢ Refresh?
Application Specific Tag 24
Your attached device's seftings might have been affected by
- Parameter the recent commands you sent.
+ Output configuration Click OK to refresh.
+ Digital outpur 1
+ Digital output 2
+ Digital ourput 3
+ Digital output 4
+ Fault Configuration
+ Fault Configuration Outout 1
+ Fault Configurstion Output 2
+ Fault Configuration Output 3
+ Fault Configuration Output 4
+ Setting of the sensor display
- Setup. v
< >
& 10-Link Device ISDU Interface - Port 2 Port Status: Operational,PDI Invalid
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9.4. Editing Parameters - IO-Link Device ISDU Interface - Port

The 10-Link Device ISDU Interface follows these guidelines:

e Ifnecessary, convert hexadecimal ISDU index numbers to decimal, you must enter the decimal value for
the ISDU Block Index and ISDU Sub-index numbers.

¢  You must enter the hexadecimal value for the I0-Link device parameters.

If the appropriate IODD files has been loaded, you can use the 10-Link Device - Port table to determine the
index numbers and acceptable values for each parameter.

Note: An IODD file may not contain every IO-Link device setting depending on the 10-Link device
manufacturer. If you need to change a parameter that is not displayed in the |O-Link Device - Port table,
you can refer to the 10-Link Device Operators Manual.

If an IODD file has not been loaded for an I10-Link device, you can use the IO-Link Device Operator's Manual
to determine the ISDU indexes.

9.4.1. Overview

The following provides some basic information about the command usage and responses when using the
ISDU Interface.

e  You must enter the decimal value for the ISDU Block Index and ISDU Sub-index.

¢ The GET button retrieves the parameter value in hex from the IO-Link device. You may want to retrieve
values to determine the data length.

I0-Link Device ISDU Interface - Port 1

1SDU Block Index 0%
ISDU Sub-index Response from GET
(e

e The SET button sends the value to the I0-Link device.

I0-Link Device ISDU Interface - Port 1

15DU Block Index o]
ISDU Sub-index [ |

e After successfully changing a parameter, the IO-Link Master responds with a command executed
notification.

I0-Link Device ISDU Interface - Port 1

1SDU Block Index command executed
ISDU Sub-index [ |

GET |
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e This message means that the IO-Link device defines the entry as an invalid setting.

I0-Link Device ISDU Interface - Port 1

1SDU Block Index lother failure (write)
ISDU Sub-index [ |

¢ This message indicates that the IO-Link device cannot read the specified ISDU Block Index and Sub-
index.

I0-Link Device ISDU Interface - Port 1

150U Block Index other failure (zead)
ISDU Sub-index

SET

9.4.2. How to Use the Interface

Use the following procedure to edit parameters using the 10-Link Device ISDU Interface - Port.

Note: You may want to verify that the Automatic Download Enable for Data Storage option on the
Configuration | 10-Link Settings page is NOT set to On as this can cause unreliable results on the
corresponding port.

1. Click the + next to the I0-Link Device ISDU Interface to open the interface.

ComrroL  Home Disgnostics Configuration Advanced [EESISECE-EREREY Help Logout =

IODD FILES SUMMARY PORT1 PORT2Z PORT3 PORT4 PORTS PORTE& PORT7 PORTE

10-Link Device - Port 1 @ ' “ r
Parameter Name Index Subindex  Value RIW Unit Min Max Comments ~
- Identification
Vendor Name 16 ifm electronic gmbh | RO
Product Name 18 LMT121 RO
Product Text 20 glrenmm: evel s=ns RO
Serial Number 21 u0062130814 RO
Hardware Version 2 aF RO
Firmware Version 23 102 RO
Application Specific Tag 24 RW

- Parameter

= Qutput Configuration

< >
Expand to use the ISDU Interface

Link Device ISDU Interface - Port 1

2. Enter the ISDU Block Index number (decimal) that you want to edit.
3. If applicable, enter the ISDU Sub-index (decimal).

© Copyright Comtral Carp.
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4. Edit the parameter (hex) and click the SET button.

I0-Link Device ISDU Interface - Port 1

1SDU Block Index F7___ |
1

ISDU Sub-index

00 28

5. Verify that a command executed message returns.
6. If the IODD file is loaded, optionally click REFRESH to verify your changes.

ComTROL Home Diagnostics Configuration Advanced [EhelaBLEeEWIEEE Help

Logout

IODD FILES SUMMARY PORT1 PORTZ PORT3 PORT4 PORTS PORT6& PORT7 PORTS
I0-Link Device - Port 1 @ . “ <
e [ReFresH] [Eomr
SR o T e P B ey =
Broduct Name 18 LMT121 RO i
Product Text 20 Electronic level sens | RO
Serial Number 21 ub062130814 RO
Hardware Version 22 AF RO
Firmware Version 23 102 RO
Aoplication Specific Tag 24 RW
- Parameter
+ Dutput Cenfiguration
- Digital Qutput 1
5Pl 67 40 RW % 4 o8 wvalue range:4-98
1 BB 29 RW % 2 =13 walue range:2-96
drl | 1] RW 5 o 100 value range:0-100 W
< >

I0-Link Device ISDU Interface - Port 1

1SDU Block Index F7___ |
ISDU Sub-index [ |

Welcome Admin

lcommand executed

yright Comtrol Corp.
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Chapter 10. Utilizing IOLM Features

This chapter discusses using the following features:

Setting User Accounts and Passwords

10.2. Data Storage on Page 136, which provides automatic and manual data storage to upload or
download IO-Link v1.1 device parameters

10.3. Device Validation on Page 140, which supports identical or compatible device validation to dedicate
a port or ports to specific I0-Link devices

10.4. Data Validation on Page 142, which supports strict or loose data validation to verify data integrity

10.5. IOLM Configuration Files on Page 143 that supports a method to back up configuration files or load
the same configuration to multiple IOLM units

10.6. Configuring Miscellaneous Settings on Page 147, which provides the following options:

- 10.6.1. Using the Menu Bar Hover Shows Submenu Option on Page 147

- 10.6.2. Enable PDO Write From Attached Devices Port Page on Page 149

- 10.6.3. I0-Link Test Event Generator on Page 150

10.7. Clearing Settings on Page 153, which allows you to reset the IOLM to factory default values

Note: You must configure data storage, device validation, data validation in PROFINET IO using Step 7 or

the TIA Portal. You can use data storage on the web page for temporary data storage related tasks.

10.1. Setting User Accounts and Passwords

The IOLM is shipped from the factory without passwords. See the following table if you want to see how
permissions are granted.

Page Admin| Operator User
Log-in Yes Yes Yes
Home Yes Yes Yes
Diagnostics - All Yes Yes Yes
Configuration - IO-Link Settings Yes Yes View-only
Configuration - Modbus/TCP Yes Yes View-only
Configuration - PROFINET 10 Yes Yes View-only
Configuration - OPC UA Yes Yes View-only
Configuration - Network Yes View-only No
Configuration - Misc Yes Yes Yes
Configuration - Load/Save Yes Yes View-only
Configuration - Clear Settings Yes No No
Advanced - Software Yes No No
Advanced - Accounts Yes No No
Advanced - Log Files Yes Yes Yes
Advanced - Licenses Yes Yes Yes
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Page Admin| Operator User
Attached Devices - I0-Link Device Description Files Yes Yes View-only
Attached Devices - IO-Link Device Configuration Summary |Yes Yes View-only
Attached Devices - I0-Link Device - Port Yes Yes View-only

You can use this procedure to set up passwords for the IOLM.
1. Open your browser and enter the IOLM IP address.
2. Click Advanced | ACCOUNTS.

ComTROL Home Diagnostics Configuration EAGNELIEGE Attached Devices Help Logout ES

SOFTWARE ACCOUNTS LOGFILES LICENSES

Accounts @

Current Admin Password (required to make changes)

ADMIN (NO PASSWORD)

New Password

V|

Confirm Password
|
|

OPERATOR (NO PASSWORD)
New Password

Confirm Password

USER (NO PASSWORD)
New Password

Confirm Password

© Copyright Comtrol Corp.

http://10.0.0.188/Accounts

Click the ADMIN check box.

If applicable, enter the old password in the Old Password text box.
Enter the new password in the New Password text box.

Re-enter the password in the Confirm Password text box.

N oew

Optionally, click the Operator check box, enter a new password, and re-enter the password in the Confirm
Password text box.
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8. Optionally, click the User check box, enter the new password, and re-enter the password in the Confirm
Password text box.

9. Click Apply.
10. Close the new window that displays a Password saved banner.
11. Click the Log out button on the top navigation bar.

12. Re-open the web interface by selecting the appropriate user type in the drop list and entering the
password.
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10.2. Data Storage

Data storage is typically supported by I0-Link v1.1 devices. Data storage means that you can upload
parameters from an IO-Link device to the IOLM and/or download parameters from the IOLM to the I0-Link
device. This feature can be used to:

¢ Quickly and easily replace a defective IO-Link device

¢ Configure multiple IO-Link devices with the same parameters as fast as it takes to connect and
disconnect the IO-Link device

To determine whether an IO-Link (v1.1) device supports data storage, you can check one of the following:
¢ [O-Link Diagnostics page - check the Data Storage Capable field to see if it displays Yes.

¢ T0O-Link Configuration page - check to see if UPLOAD and DOWNLOAD buttons display under the Data
Storage Manual Ops group. If only a Clear button displays, the device on the port does not support data
storage.

Although you can make configuration changes using the web page, PROFINET IO configuration parameters
overwrite the values on the IO-Link Settings page. See 3.7.1.1. 10-Link Port Settings (I0-Link Port Module
Parameters) on Page 57 for PROFINET IO configuration procedures.

10.2.1. Uploading Data Storage to the IOLM

The 10-Link device manufacturer determines which parameters are saved for data storage. Remember, the
IOL-Link device should be configured before enabling data storage unless you are using data storage to back
up the default device configuration.

There are two methods to upload Data Storage using the Configuration | IO-Link page:

e Automatic Enable Upload - If a port is set to On for this option, the IOLM saves the data storage
parameters (if the data storage is empty) from the IO-Link device to the IOLM.

When this option is enabled and another IO-Link device (different Vendor ID and Device ID), the I0-Link
Diagnostics page displays a DS: Wrong Sensor in the IOLink State field and the IO-Link port LED flashes
red, indicating a hardware fault.

Automatic upload occurs when the Automatic Upload Enable option is set to On and one of these conditions
exists:

e There is no upload data stored on the gateway and the IO-Link device is connected to the port.

e The IO-Link device has the DS upload bit on; generally because you have changed the configuration
through Teach buttons or the web interface.

Note: Not all device parameters are sent to data storage. The I0-Link device manufacturer determines
what parameters are sent to data storage.

e Data Storage Manual Ops: UPLOAD - Selecting the UPLOAD button saves the data storage from the
I0-Link device to the IOLM. The contents of the data storage does not change unless it is uploaded again
or cleared. Another I0-Link device with a different Vendor ID and Device ID can be attached to the port
without causing a hardware fault.

10.2.2. Downloading Data Storage to the I0-Link Device

There are two methods to download Data Storage using the Configuration | IO-Link Device page:

e Automatic Download Enable - An automatic download occurs when the Automatic Download Enable
option is set to On and one of these conditions exists:

¢ The original I0-Link device is disconnected and an I0-Link device who's configuration data differs
from the stored configuration data.

¢ The IO-Link device requests an upload and the Automatic Upload Enable option is set to Off.

Note: Do not enable both Automatic Upload and Download at the same time, the results are not reliable
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among 10-Link device manufacturers.

¢  Data Storage Manual Ops: DOWNLOAD - Selecting the DOWNLOAD button downloads the data
storage from the that port to the IO-Link device.

If an 10-Link device with a different Vendor ID and Device ID is attached to the port and a manual
download is attempted, the IOLM issues a hardware fault.

10.2.3. Automatic Device Configuration

Use the following steps to use an IOLM port to configure multiple IO-Link devices with the same
configuration parameters.

Note: You must configure data storage in PROFINET IO using Step 7 or TIA Portal. You can use data storage
on the web page for temporary data storage related tasks.

If necessary, configure the I0-Link device as required for the environment.

Click Configuration| IO-Link.

Click the EDIT button for the port for which you want to store the data on the IOLM.
Click the UPLOAD button.

Click the CONTINUE button to the Continue to upload the data storage on 10-Link Master port [number]
message.

ComTrRoL Home Diagnostics [QEUUMITEEENE Advanced Attached Devices  Help Logaut  Em

IO-LINK ~PROFINET I0 MODBUS/TCP OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

ouk L+

I0-Link Settings &

IO-LINK PORT CONFIG

Port Name 10-Link Port 1 10-Link Port 3 I0-Link Port 4
Port Mode 10Link OLink W 10Link 10Link
Invert SI0 false O false fals=
Invert Auxiliary Input false ] false false
Default Digital Output Off Off off
Minimum Cycle Time (4 - 538) 4ms [+ lms 4 ms 4ms
Auxiliary Input Setting Time (0 - 10000) Continue? 0 ms
Auxilizry Input Hold Time {0 - 10000) This operation may take up to a minute. 0ms
S10 Input Settling Time (0 - 10000) Continue to upload the data storage on 10-Link Master port 27 0ms
SI0 Input Hold Time (0 - 10000) T 0ms
Data Storage Config 2. @

Storage Contents empty
Automatic Upload Enzble off
Automatic Download Enable ) Off

Data Storage Manual Ops

Validation Config
Device Validation Mode None None None
Vendor Id (0 - 65535) 0 o] 0 0

Device Id (0 - 16777215) 0 R 0 o

Welcome Admin © Copyright Comtrol Corp.

6. Click the OK button to the Data storage upload successful on Port [number/ message.
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7. Set the Automatic Download Enable option to On.

ComTROL Home Diagnostics [ReTNENtElE Advanced Attached Devices Help Logout N

IO-LINK ~ PROFINET IO MODBUS/TCP OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

I0-Link Settings &

IO-LINK PORT CONFIG B PORT2

e B

Port Name 10-Link Port 1 10-Link Port 3 10-Link Port 4
Port Mode 10Link 10Link TOLink

Invert SI0 false O false false

Invert Auxiliary Input false O false falsa

Defzult Digitsl Cutput Off oFF Off

Minimum Cycle Time (4 - 538) 4 ms ms 4 ms 4ms
Auriliary Input Sertling Time (0 - 10000) 0ms o ms 0ms 0ms
Ausiliary Input Hold Time (0 - 10000) 0ms o ms oms 0ms

510 Input Settling Time (0 - 10000) 0ms P ms 0ms 0ms

510 Input Hold Time (0 - 10000) 0ms o ms 0ms 0ms

Data Storage Config

Storage Contents =mpty 310:10 =mpty empty
Automatic Uplead Enable off off Off
Automatic Download Enable off Off Off

Data Storage Manual Ops

uPLOAD
DOWNLOAD

validation Config

Device Validation Mode None None Naone
Vendor Id (0 - £5535) ] 0 0
Device Id [0 - 16777215) [ 0 0

07 [E A
{

Welcome Admin

8. Click SAVE.
9. Click Diagnostics | IO-Link.

10. Replace the IO-Link device on that port with the I0-Link device for which you want configured
automatically.

11. Verify that the I0-Link device displays operational Port Status and the appropriate I0-Link State.
12. Repeat Steps 10 and 11 for as many device as you want to configure.
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10.2.4. Automatic Device Configuration Backup

The following procedure shows how to utilize data storage to automatically backup an IO-Link device
configuration.

Note: You must configure data storage in PROFINET IO using Step 7 or TIA Portal. You can use data storage
on the web page for temporary data storage related tasks.

Remember, if you adjust parameters using Teach buttons those values may or not may be updated in the
data storage, which depends on the 10-Link device manufacturer. If you are unsure, you can always use the
manual UPLOAD feature to capture the latest settings.

1. Click Configuration | IO-Link.
2. Click the EDIT button for the port for which you want to store the data on the IOLM.
3. Select On in the drop list for Automatic Data Storage Upload Enable.

ComMmrTROL Home Diagnostics [EELULNIEILLE Advanced Attached Devices Help logout B

IC-LINK DIGITALI/O PROFINETIO NETWORK MISC CLEAR SETTINGS

I0-Link Settings @

I0-LINK PORT CONFIG

Bort Name Level=40 FlowMeter=38 = Temp=83 Level=54 FlowMeter=50 Pressurs=19 Temp=1
Port Mode 10Link 10Link [ I0Link 10Link 10Link 10Link IoLink
Invert 10 false false a false false false false false
Defaule Digital Outpur off off off v off off off off off
Minimum Cycle Time (4 - 538) 4 ms sms fme ams 4ms 4ms ams s

Data Storage Config

Storage Contents 310:306 empty empty empty empty empty empty
Automatic Upload Enzble off off off off Off off Off
Automatic Download Enable off on oft v off off Off off Off
Data Storage Manual
Ops
= == B2y B CE ) ==
EEE S B B B B
[ S s s .
Validation Config
Device Vzlidation Mode None None Nene None None None
Vendor Id (0 - 65535) o ] o o o o
Device Id (0 - 16777215) 0 0 0 [ 0 0
Serial Num
Data Validation Made None Nons None Nene None Nene None
PDI Length (0 - 32) 0 byt 0 byte byte 0 byte 0 byte 0 byte 0byte 0bye
PDO Length [0 - 32) 0 byte 0 byte byte 0 byte 0 byte 0 byte 0 byte 0 bye

. o] S S S S S

t Comtrol Corp.

4. Click SAVE.

When the Configuration | IO-Link page is refreshed, the Storage Contents field displays the Vendor ID and
Device ID. In addition, the IO-Link Diagnostics page displays Upload-Only in the Automatic Data Storage
Configuration field.
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10.3. Device Validation

Device validation is supported by many I0-Link devices. Device Validation Mode provides these options:

None - this disables Device Validation Mode.

Compatible - permits a compatible IO-Link device (same Vendor ID and Device ID) to function on the
corresponding port.

Identical - only permits an IO-Link device (same Vendor ID, Device ID, and serial number) to function on
the corresponding port.

Although you can make configuration changes using the web page, PROFINET IO configuration parameters
overwrite the values on the IO-Link Settings page. See 3.7.1.1. 10-Link Port Settings (I0-Link Port Module
Parameters) on Page 57 for PROFINET IO configuration procedures.

Use this procedure to configure device validation.

1.
2.
3.

Click Configuration | IO-Link Settings.

Click the EDIT button.

Select Compatible or Identical for the Device Validation mode.

Note: Identical Device Validation requires a device serial number to operate.

Click the GET ATTACHED button or manually complete the Vendor ID, Device, ID, and serial number.

If the device does not have a serial number, you should not select Identical because the IOLM requires a
serial number to identify a specific device.

ComrtroL  Home Diagnostics [ReUISMESUEUE Advanced  Attached Devices  Help Logout =

I0-LINK  DIGITALI/O PROFINETIO NETWORK MISC CLEAR SETTINGS

10-Link Settings @

IO-LINK PORT CONFIG

Port Name Level=40 FlowMeter=59 Temp=9%6 Temp=83 Level=54 FlowMeter#50 Pressure=19 Temp#1
Port Mode 10Link 10Link ToLink I0Link 10Link 10Link 10Link
Invert 10 false false false false false O false false
Default Digital Output off off off OF off off Off
Minimum Cycle Time (4 - 538) 4 ms ams 4ms 4ms 4ms ms 4ms 4ms
Data Sterage Config
Storage Contents 310:206 empty empty empty empty empty empty empty
Automatic Upload Enable off off On off Off o V| off off
Automatic Download Enable off On off off off oF v off off
Data Storage Manual
Ops
B == = e B = ==
B B = RS e
. . oaunioso| |
Validation Config
Device Validation Mode None None None None Nene 1. None None

Vendor I¢ (0 - 65535) o ] [} o 0 o o
Device Id (0 - 16777215) [ 0 [} ] 0 [ 0
Serial Num

Data Validation Mode None None MNone Mane None None None
POI Length (0 - 32) 0 byte 0 byte 0 byte 0 byte 0 byte R 0 byts 0 byte
PDO Length (0 - 32) 0 byte 0 byte 0 byte 0 byte 0 byte 5 by 0 byt 0 byrs

NN N (= N

Welcome Admin © Copyright Comtral Corp
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5. Click the SAVE button. If the wrong or incompatible device is connected to the port, the I0-Link port LED
flashes red and no I0-Link activity occurs on the port until the issue is resolved.

In addition, the I0-Link Diagnostics page displays the following information.

I0-LINK  ETHERNET/IP MODBUS/TCP OPCUA IOTHUB
10-Link Diagnostics @ |UPDATE‘ ‘FFDP LIVE uPDATES‘ ‘RESETETATIETICSl
I0-LINK PORT STATUS B PORT1 = ® = N
Port Name IOLink Port 1
Port Mode I0Link
Port Status Inactive
10Link State DV:WrongSensor
Device vendor Name This image does not display the complete Diagnostics page
Nevira Braduct Namea
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| Data Validation | Automatic Device Configuration Backup |

10.4. Data Validation

You can use this procedure to configure data validation.

Although you can make configuration changes using the web page, PROFINET IO configuration parameters

overwrite the values on the IO-Link Settings page. See 3.7.1.1. 10-Link Port Settings (I0-Link Port Module
Parameters) on Page 57 for PROFINET IO configuration procedures.

1. Click Configuration | IO-Link Settings.
2. Click the EDIT button on the port you want to configure for data validation.

3. Select Loose or Strict to enable data validation.

® Loose - the slave device's PDI/PDO lengths must be less than or equal to the user-configured values.

e Strict - the slave device's PDI/PDO lengths must be the same as the user-configured values.
4. Click the GET ATTACHED button or manually enter the PDI and PDO length.

ComrroL  Home Diagnostics [Qe-iisWEStiUl Advanced  Attached Devices Help logout =

I0-LINK DIGITAL /O PROFINET IO MNETWORK MISC CLEAR SETTINGS

10-Link Settings @

I0-LINK PORT CONFIG

Port Name Level=40
Port Mode I0Link
Invert 10 falze
Default Digital Qutput off

Minimum Cycle Time (4 - 538) | 4 ms
Data Storage Config

Storage Cantsnts

Autematic Upload Enable Off
Autematic Download Enable Off
Data Storage Manual
Ops
B
)
[powmtoso|
Validation Config
Device Validation Mode None
Vendor Id (0 - 65535) 0
Device Id (0 - 16777215) o
Serial Num
Data Validation Mode None
POI Length [0 - 32) 0 byte
PDO Length (0 - 32) 0 byte

R 0N ==

FlowMetar=359

10Link

false

Off

4ms

empy

III £ 8
Gl (e III g 9 3 &
n 3 in

None

Mone

0 byte

0 byte

Temp=36

IOLink

false

Off

None

0 byte

0 byte

Temp=83

10Link

falze

off

4ms

empty

Off

Off

None

Level=54

I0Link

Pressure=19 Temp=1
10Link 10Link
] false false
off off

ms 4ms 4ms
empty empty empty
or or
off v off off

0 byte

0 byte

1282 o 0
1 - None None
B Jbye 0 byte 0byte
2. by 0 byts 0 byts

Welcome Adrmin

5. Click the SAVE button.

yright Comtrol Corp.

If data validation fails, the I0-Link port LED flashes red and the I0-Link Diagnostics page displays an error.
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| IOLM Configuration Files | Saving Configuration Files (Web Interface) |

10.5. IOLM Configuration Files

You can use the web interface or PortVision DX to save or load IOLM configuration files.

Note: You can optionally install and use PortVision DX to save or load IOLM configuration files.
Use one of the following procedures to save or load configuration files.

e Saving Configuration Files (Web Interface) on Page 143

e Saving Configuration Files (PortVision DX) on Page 145

e Loading Configuration Files (Web Interface) on Page 144

¢ Loading Configuration Files (PortVision DX) on Page 146

10.5.1. Saving Configuration Files (Web Interface)

Use this procedure to save configuration files for the IOLM. The configuration files includes all port settings,
network settings, and encrypted passwords.

1. Click Configuration | Load/Save.
2. Click the SAVE button.

ComtROL Home Diagnostics EeINiGINERGLE Advanced Attached Devices Help Logout

IO-LINK  PROFINET IO MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Load or Save Configuration

Save Configuration

Select data to save:

IOLM gateway configuration
Datastorage contents
I0DD files

bove data to file

Load Configuration

Select data to load:

IOLM gateway configuration
[] 10LM_network_configuration

Datastorage contents

IODD files

Select file to load: Browse...

2.168.11.185/ configuration_tab/fetch_configuration © Copyright Comtrol Corp.

3. Click the Save as option and browse to the location that you want to store the configuration file.
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| IOLM Configuration Files | Loading Configuration Files (Web Interface) |

10.5.2. Loading Configuration Files (Web Interface)

Use this procedure to load a configuration file onto the IOLM.
1. Click Configuration | Load/Save.

2. Click the Browse button and locate the configuration file (.dcz extension).
3. Click the LOAD button.

ComTtROL Home Diagnostics EeINGINERGOE Advanced Attached Devices Help Logout

IO-LINK PROFINET IO MODBUS/TCP OPC UA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Load or Save Configuration

Save Configuration

Select data to save:

IOLM gateway configuration
¥l Datastorage contents
I0DD files

above data to file

Load Configuration

Select data to load:

IOLM gateway configuration

[] 10LM_network_configuration
Datastorage contents 1
vl 10DD files .

2. Select file to load: C'_\{_Work_Fiies\IO-Link_
elected data from file

Welcome Admin © Copyright Comtrol Corp.

4. Click the OK button to close the Configuration Uploaded message that notifies you of what configuration
parameters loaded.
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10.5.3. Saving Configuration Files (PortVision DX)

Use this procedure to save configuration files for the IOLM. The configuration files includes all port settings,
network settings, and encrypted passwords.

1. If necessary, open PortVision DX and click the Scan button to locate the I0-Link Master units on your
network.

2. Right-click the IOLM in the Device List pane (lower pane).
. .
3. Click Configuration and Save.
4. Browse to a suitable location, enter a file name, and click Save.
5. Ifnecessary, enter Admin as the User name and the administrator password.
1PV PortVision DX [ = |
File Manage VYiew Tools Help
I EEY Y X XS
- > & 8 - 0 «
Scan  Refresh All | Properties Save Load Upload Reboot Webpage  Notes Help About Exit
o |[ B = PM_Test[19/19] .
- B o Camera #1
B DM PROE - COM Ports
IPORTVIS : B DMRTSL
( L)X ) . Wb o DM RTS4 - Spare
B DM SHB - COM Parts
B v EST510
_ B v EST510-XT#1 =
Name : PM_Test Pl B« EST510-XT#2
B v EST528
+ ESBS08
+ ESBS09-XT [8 /8]
+ ESES10
. + ESB510-XTE
i + ESO528-XT -
Use menu or toolbar to add notesin =~ « # 10LM 4_EIP#1
e i ... IOLMDR-8-EIPE
Pl e T Refresh Device 1
— Properties
|~ . | IP Address MAC Address Software Version Status
= Lss) LHW 1000222 ON-LINE
| ) Webpage (DB9) 10.0.0.20 00:COAEAT:FRFE SocketServer 10,00 ON-LINE
s (5-30V) 10.0.040 00:CO4E:42:FF:FS  SocketServer 1000 ON-LINE
| = sssien (DBY) 100023 00:CO:4E:07:FRFC NS-Link 10.00 ON-LINE
) e , [DB9) 100014 00:CO4ELCIFRFD SocketServer 1000 ON-LINE
] , 08 V14 (b1218) ON-LINE
M Captaiiaon Loz 02 1da (b1418) ON-LINE
Use menu or toolbar to add notes in - . Ui 4 Ea 67 v1da (b14.18) ON-LINE
this area. a 5 Reset to Fattory Default 00 v14b (b03.010) ON-LINE
[ ] e 0D vi4 (b1517) ON-LINE
] Move XT 1000102 00:COA4E:35:00:09 115 (b1.31.7) OM-LINE
] T 1000103 00:CO4E:2C00:6C v27d (b16.212) ON-LINE
[ XTE  100.0.106 00:CO4E:30:00:10 v2.7c (b16.212) ON-LINE
] Help 10.0.0105 00:C 0:02 14b (b11.04) ON-LINE
i WLV % EAF L 4-Eir 1000198 00:C0:4E:39:00:23 EtherNet/IP1.3.8
§ v IOLM DR-&-EIP#1 DR-8-EIP 1000199 00:CO4E54:FRDF  EtherNet/P 1.3.8 ON-LINE
W Isolated NIC OTHER_HW 10001 ON-LINE
W TestBBNIC OTHER HW  192168.11.202 ON-LINE
B TestBB Switch ES8108 192.168.11.0 ON-LINE
hd 4 | [ 3
Save existing configuration of the selected device into a file PM _Test |19 [1 |Ready

6. Click OK to the A Device Configuration file was created for the selected device message.
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| IOLM Configuration Files | Loading Configuration Files (PortVision DX) |

10.5.4. Loading Configuration Files (PortVision DX)

Use this procedure to load configuration files for the IOLM.

1. Ifnecessary, open PortVision DX and click the Scan button to locate the I0-Link Master units on your
network.

Right-click the IOLM in the Device List pane (lower pane).
Click Configuration and Load.
Click Yes to the This process may take up to 25 seconds per device message.

Browse to the configuration file location, select the file, and click Open.

IR

If necessary, enter Admin as the User name and the administrator password.

1BV PortVision DX [E=1 EEm =

File Manage View Tools Help

o~
e & S 4 8B 8 - 0 A
Scan  Refresh All | Properties Save Load Upload Reboot Webpage  Notes Help About Exit
« || B[ PM_Test[19/19] -
r /B & Camera #1 [
* DM PROS - COM Ports
* DM RTS1
* DM RT54 - Spare
* DM SHE - COM Ports

IPORTVIS&%;

# ES7510
L # ES7510-XT#1 =
Name : PM_Test a7 ¢ ES7510-XT#2
+ EST528
+ ES8508
+ ES8509-XT [8 /8]
+ ES8510
| # ES8510-XTE
B » ESO528-XT -
Use menu or toolbar to add notes in 4 + I0LM 4_FIP21
o= o + 10LM DR-8-EIP#1
Pl e e o Refresh Device =
) Properties -
& Device P Address MAC Address Software Version Status
= Ca it 00222 ON-LINE
B E0M Webpage 0020 00:CO4ELT:FRFE SocketServer 1000 ON-LINE
By DM 5 .0.0.40 00:C0O:4E:42:FF:F8  SocketServer 10.00 ON-LINE
v DM e 00.23 00:CO:4E07:FRFC NS-Link 10.00 ON-LINE
By DM e , Dopas 00:C04E1CFRFD SocketServer 10,00 ON-LINE
Bv &7 (b1.2.1.8) ON-LINE
Bv 7 ( Configuration S fued (b14.1.8) ON-LINE
Use menu or toolbar to add notes in - . v B Ve 4 ave (61.4.1.8) ON-LINE
this area. Bv 7 Reset to Factory Default (b0.3.0.10) ON-LINE
Bv £ Rename b1.51.7) ON-LINE
Bv £ Move 0.0.0.102 00:C0:4E:35:00:08 +1.5 (b1.3.1.7) ON-LINE
Bv 8 Delete .0.0103 00:CO4E2C00:6C v27d (b16212) ON-LINE
Bv £ 0.0.0.106 00:C0:4E:30:00:10 +27c (b1.6.212) ON-LINE
Bv E9 Help ... .0.0.105 00:C0:4E:36:00:02 v14b (b1.1.04) ON-LINE
| 1011 +_cur=s +-oir J Etheret/IP 138
1 v 10LMDR-B-EIP#1 DR-8-EIP 10.0.0.193 00:CO:4E:54:FF:DF  EtherNet/IP 1.3.8 ON-LINE
=« Isolated NIC OTHER_HW  10.0.0.1 ON-LINE
=« TestBBNIC OTHER_HW  192.168.11.202 ON-LINE
B~ TestBB Switch ES8108 192.168.11.0 ON-LINE
4| (1] +
Load a device configuration file into the selected device(s) PM_Test 19 |1 |Ready

7. Click OK to the Load Configuration message.
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| Configuring Miscellaneous Settings | Using the Menu Bar Hover Shows Submenu Option |

10.6. Configuring Miscellaneous Settings

The Miscellaneous Settings

page lpc}udes' the ERRpE
following options:

I0-LINK PROFINET I0 MODBUS/TCP NETWORK MISC LOAD/SAVE CLEAR SETTINGS

e Menu Bar Hover Shows
Submenu

This option displays Miscellaneous Settings @
sub-menus for a
category when you

hover over the MISC CONFIGURATION EDIT
category name. Menu Bar Hover Shows Submenu ahatls
For example lf you Enable PDO Write From Attached Devices Port Page disable
K
hover over Advanced,
the SOFTWARE’ LED Flash: 0 @ OFF
ACCOUNTS, LOG
FILES, and
LICENSES Sub-menus 10-Link Test Event Generation

display. You can click

any qub menn and
avoid opening the HEEESSEE_—_—————————
default menu for a
category.

*  Enable PDO Write From Attached Devices Port Page

When enabled, it allows you to write PDO data to IO-Link slaves from the Attached Devices | Port page in
the web user interface. See 10.6.2. Enable PDO Write From Attached Devices Port Page on Page 149 for
more information.

Note: The PDO write will not allow writes if the IOLM has a PLC connection. This should never be
enabled in a production environment.

e LED Flash

You can force the IO-Link port LEDs on the IOLM into a flashing tracker pattern that allows you to easily
identify a particular unit.

- Click the ON button to enable the LED tracker feature on the IOLM. The LEDs remain flashing until
you disable the LED tracker feature

- Click the OFF button to disable the LED tracker.

10.6.1. Using the Menu Bar Hover Shows Submenu Option

Use this procedure to enable the Menu Bar Hover Shows Submenu option. If you enable this feature it displays
the sub-menus for a category when you hover over the category name.

For example, if you hover over Advanced, the SOFTWARE, ACCOUNTS, LOG FILES, and LICENSES sub-
menus display. You can click any sub-menu and avoid opening the default menu for a category.

1. Click Configuration | MISC.
2. Click the EDIT button.
3. Click Enable next to the Menu Bar Hover Shows Submenu option.
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| Configuring Miscellaneous Settings | Using the Menu Bar Hover Shows Submenu Option |

4. Click SAVE.

ComrtroL  Home Diagnostics [ReUISMESUEUE Advanced  Attached Devices  Help logout  E=

I0-LINK  DIGITALI/O PROFINETIO NETWORK MISC CLEAR SETTINGS

Miscellaneous Settings @

MISC CONFIGURATION ! % I
-

Menu Bar Hover Shows Submenu

LED Flash: 0

Weicome Admin Nt Comtrol Corp.
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| Configuring Miscellaneous Settings | Enable PDO Write From Attached Devices Port Page |

10.6.2. Enable PDO Write From Attached Devices Port Page

The purpose of this feature is for a non-production type of demonstration of the IOLM. You can enable this
feature to get familiar with IO-Link or if you are commissioning a system and want to be able to test / get
familiar with devices. It allows you to interact with a PDO device that does not have a PLC connection.

You must have set and signed into the IO-Link Master using an admin password.

Note: The PDO write will not allow writes if the IOLM has a PLC connection. This should never be
enabled in a production environment.

Use this procedure to enable PDO write from the Attached Devices | Port page.

If necessary, log into the IOLM using the Administrator account.

Click Configuration | MISC.

Click the EDIT button.

Click Enable next to the Enable PDO Write From Attached Devices Port Page option.
Click the SAVE button.

If this will not cause an unstable environment, click the CONTINUE button.

S ok o

ComtROL Home Diagnostics EeINGINERGLE Advanced Attached Devices Help Logout

IO-LINK  PROFINET IO MODBUS/TCP NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Miscellaneous Setting: PDO Warning

Writing PDO values to sensors and actuators may cause
MISC CONFIGURATION dangerous environments or system malfunction. Click A
[Continue] if you are sure you want to enable writing of PDO
Menu Bar Hover Shows Subme  values from the Web UL

Enable PDO Write From Attachy

LED Flash: 0 E

COKI’INUE CANCEL

-7 10-Link Test Event Gen

Welcome Admin
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| Configuring Miscellaneous Settings | I0-Link Test Event Generator |

10.6.3. IO-Link Test Event Generator

You can use the 10-Link Test Event Generator to send messages to an IOLM port. The generated events are
displayed in the Diagnostics | IO-Link Settings page under the Last Events field and the syslog. This can test a

port to verify that it is functioning correctly through
1. Click Configuration | Misc.
2. Expand the I0-Link Test Event Generator.

ComTROL Home Diagnostics EeIOibEWGOE Advanced Attached Devices Help

IO-LINK PROFINET IO MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Logout

Miscellaneous Settings @

MISC CONFIGURATION
Menu Bar Hover Shows Submenu enable
Enable PDO Write From Attached Devices Port Page disable

LED Flash: 0

Expand the |0-Link Test Event Generation

-Link Test Event Generation
Port:
Mode:
Type
Instance:
Source:
PDI:
=

GENERATE EVENT

Code

e A

Welcome Admin © Copyright Comtrol Corp.

3. Select the port and type of event that you want to test.

Use the following table to determine what type of event you want to
generate.

IO0-Link Test Event Generator Descriptions

Port The port number to which you want to send an event.

This is the first item in the event generated.
Mod ¢ Single: generates Single in the event.

ode
e Coming: generates Active in the event

* Going: generates Cleared in the event

I0-Link Test Event Generation
Port: |2 W

2v]
Mode:
Type
Instance:
Source:
PDL:
Code:

GENER%E EVENT
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| Configuring Miscellaneous Settings | I0-Link Test Event Generator |

I0-Link Test Event Generator Descriptions (Continued)

This is the second item in the event generated.

® Message: generates Message in the event.

Type . o
®  Warning: generates Warning in the event.
¢ Error: generates Error in the event.
This is the level in which the event is generated. This is not
displayed in the generated event.
¢ unknown
Instance |® Physical
® datalink
e applayer
e application
This is the source in which the event is generated. This is the
third item in the generated event.
Source local: simulation generated from the IOLM, which displays as
Local in the event.
¢ remote: simulation of an IO-Link device event, which displays
as Device in the generated event.
This indicates whether to send valid or invalid PDI, which is not
displayed in the generated event.
PDI .
e valid
* invalid
This is the fourth and fifth items in the generated event.
¢ 0x0000: generates a s_pdu_check event
e (0x0001: generates a s_pdu_flow event
* 0x0002: generates a m_pdu_check event
e (0x0003: generates a s_pdu_illegal event
e 0x0004: generates a m_pdu_illegal event
e 0x0005: generates a s_pdu_buffer event
* 0x0006: generates a s_pdu_inkr event
e 0x0007: generates an s_pd_len event
e (0x0008: generates an s_no_pdin event
Code -

e 0x0009: generates an s_no_pdout event

¢ 0x000a: generates an s_channel event

e (0x000b: generates an m_event event

® 0x000c: generates an a_message event

e 0x000d: generates an a_warning event

e 0x000e: generates an a_device event

e (0x000f: generates an a_parameter event

e (0x0010: generates a devicelost event

e (0x0011, 13 - 17: generates an unknown event

e 0x0012: generates a s_desina event
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| Configuring Miscellaneous Settings | I0-Link Test Event Generator |

4. Click Diagnostics and scroll down to Last Events.

ComTROL Home QBELRLE(LM Configuration Advanced Attached Devices Help

IO-LINK  PROFINET I0 MODBUS/TCP OPC UA

I0-Link Diagnostics @

Time Since Initialization
Process Data Errors
Process Data Retries
Total Events

First Events

Last Events

ISDU Statistics

I1SDU Read Cmd Attempts
ISDU Read Cmd Errors
ISDU Write Cmd Attempts

ISDU Write Cmd Errors

|UPDATE| | STOP LIVE UPDATES | | RESET STATISTICS

66d 0:25:33

Single,Message,Local, 0024h m_preoperate
Cleared,Error,Local,0010h s_devicelost
Single,Warning,Local,001bh s_ret
Single,Error,Local,0002h m_pdu_check

L P et

Cleared,Error,Local,0010h s_devicelost L‘\’
Single,Warning,Local,001bh s_ret
Single,Error,Local, 0002h m_ﬁau check
Single,Warning,Device,0777h unknown

LA s Lapd

This is the event that was generated

1538
0
2

0

Welcome Admin © Copyright Comtrol Corp.
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| Clearing Settings | I0-Link Test Event Generator |

10.7. Clearing Settings

You can return the IOLM to factory default values and can choose whether you want to restore these default
values:

e Uploaded IODD files

¢ I0-Link data storage

e Hostname, network settings (DHCP/Static, static IP address, static network mask, and static IP gateway)
Use the following procedure to restore factory default values on the IOLM.

1. Click Configuration | Clear Settings.

ComTROL Home Diagnostics EeNiGINERGOE Advanced Attached Devices Help Logout

IO-LINK PROFINET IO MODBUS/TCP OPCUA NETWORK MISC LOAD/SAVE CLEAR SETTINGS

Clear Configuration Settings

The button below will clear configuration values back to factory default values. By default, it will affect all configuration values
except for the unchecked categories listed below. To include one or more of those categories check the corresponding box:

[] Uploaded 1I0DD files
] I0-Link data storage
[] Hostname, DHCP/Static, Static IP address, Static IP network mask, Static IP gateway

CLEAR CO@IGURATION

Welcome Admin © Copyright Comtrol Corp.

2. Click the OK button to the Done Configuration Cleared message.

IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E Chapter 10. Utilizing IOLM Features - 153



| Clearing Settings | IO-Link Test Event Generator |
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Chapter 11. Using the Diagnostics Pages

This chapter provides information about the following Diagnostics pages.

e JO-Link Port Diagnostics on Page 155

e Digital I/ 0 Diagnostics (IOLM DR-8-PNIO) on Page 158

e PROFINET IO Diagnostics Page on Page 162

*  Modbus/TCP Diagnostics on Page 159
o OPC UA Diagnostics Page on Page 165
Note: Not all models support OPC UA.

11.1. IO-Link Port Diagnostics

Use the I0-Link Diagnostics page to determine the status of the I0-Link configuration.

ComrtROL Home [QEuELhLisl=8 Configuration Advanced Attached Devices Help

I0-LINK  PROFINET IO MODBUS/TCP OPC UA

Logout

IO-Link Diagnostics @

I0-LINK PORT STATUS B PORT1

Port Name 10-Link Port 1

Port Mode I0Link

Port Status Operational, PDI Valid
10Link State Operate

Device Vendor Name wenglor sensoric GmbH
Device Product Name QOY1P303PD102

Device Serial Number 590003365

Device Hardware Version ¥01.00.00
Version

Device Firmware Version V01.02.00
Version

Device I0-Link Version 1.1

Actual Cycle Time 4.0ms

Device Minimum Cycle 2.2ms

Time

Configured Minimum 4ms

Cycle Time

Data Storage Capable Yes

Automatic Data Disabled

10-Link Port 2
10Link
Operational, PDT Valid

Operate

This does not display the
complete Diagnostics page

1.1

4.0ms

2.3ms

4ms

No

Disabled

[uPDATE| [ sTOP LIVE UPDATES | | RESET STATISTICS

I0-Link Port 3 10-Link Port 4
10Link 10Link
Operational Operational, PDT Valid
Operate Operate
ifm electronic gmbh Leuze electronic GmbH + Co.
KG
LR8000 HT10L1-25M.3/L69-M12
d0033151013 01540018205
AF BOO0O
354 3 §
1.1 1.1
4.0ms 4.0ms
2.3ms 2.3ms
4ms 4ms
Yes Yes
(%)
Disabled Disabled

Welcome Admin © Copyright Comtrol Corp.
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| I0-Link Port Diagnostics |

The following table provides information about the IO-Link Diagnostics page.

I0-Link Diagnostics

This is an optional friendly port name, which can be configured in the

Port Name Configuration | I0O-Link page.

Displays the active device mode:

e Reset = The port is configured to disable all functionality.

Port Mode ¢ [O-Link = The port is configured to IO-Link mode.

e Digital In = The port is configured to operate as a digital input.

¢ Digital Out = The port is configured to operate as a digital output.

Displays the port status:

¢ Inactive = The port is in active state. Typically, this indicates that the device
is either not attached or not detected.

¢ Initializing = The port is in the process of initializing.

Port Status ¢ Operational = The port is operational and, if in IO-Link mode,
communications to the I0-Link device has been established.

e PDI Valid = The PDI data is now valid.

¢ Fault = The port has detected a fault and is unable to re-establish
communications.

e Operate - Port is functioning correctly in IO-Link mode but has not received
valid PDI data. This may also display during a data storage upload or
download.

e Init - The port is attempting initialization.
¢ Reset - One of the following conditions exists:
- The Port Mode configuration is set to Reset.
- The Port Mode configuration is set to Digitalln or DigitalOut.

¢ DS - Wrong Sensor - Hardware failure (I0-Link LED also flashes red)
because there is Data Storage on this port, which does not reflect the
attached device.

IO-Link State e DV - Wrong Sensor - Hardware failure (I0-Link LED also flashes red)
because Device Validation is configured for this port and the wrong device
is attached.

e DS - Wrong Size - Hardware failure (I0-Link LED also flashes red) because
the size of the configuration on the device does not match the size of the
configuration stored on the port.

e Comm Lost - Temporary state after a device is disconnected and before the
port is re-initialized.

¢ Pre-operate - Temporary status displayed when the device:
- Is starting up after connection or power-up.

- Uploading or downloading automatic data storage.

Device Vendor Name Displays the Device Vendor Name as stored in ISDU Index 16.
Device Product Name Displays the device product name as stored in ISDU Index 18.
Device Serial Number Displays the device serial number as stored in ISDU Index 21.

Device Hardware Version |Displays the device hardware version as stored in ISDU Index 22.

Device Firmware Version |Displays the device firmware version as stored in ISDU Index 23.

Device I0-Link Version The supported device IO-Link version as stored in ISDU Index 0.
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I0-Link Diagnostics (Continued)

Actual Cycle Time

This is the actual, or current, cycle time of the IO-Link connection to the device.

Device Minimum Cycle
Time

This is the minimum, or fastest, cycle time supported by the connected I0-Link
device.

Configured Minimum
Cycle Time

Configured in the Configuration | IO-Link page, this is the minimum cycle time
the IO-Link Master will allow the port to operate at. The Actual Cycle Time,
which is negotiated between the I0-Link Master and the device, will be at least
as long as the greater of the Configured Minimum Cycle Time and the Device
Minimum Cycle Time.

Data Storage Capable

Displays whether the I0-Link device on a port supports the data storage
feature. Not all I0-Link devices support the data storage feature.

Automatic Data Storage
Configuration

Displays whether a port is configured to automatically upload data from the
IO0-Link device or download data from the IOLM to the I0-Link device.
Disabled displays if automatic upload or download are not enabled.

Auxiliary Input (Al) Bit
Status

The current status of the auxiliary bit as received on DI (Pin 2 on the IOLM 4-
PNIO, 8-PNIO, and 8-PNIO-L) of the I0-Link port.

Device PDI Data Length

The supported Device PDI Data Length, in bytes, as stored in ISDU Index 0.

PDI Data Valid

Current status of PDI data as received from the I0-Link device.

%;ig %frg))l Data (MS The last Rx PDI data as received from the I0-Link device.
If enabled on the Configuration| I0-Link Settings page, an industrial protocol
application (PROFINET IO, EtherNet/IP, or Modbus TCP) can lock the write

PDO Lock Enable access to the PDO value so that the PDO value cannot be changed by other
protocols (including OPC UA or the Web interface). Such a lock is released
when the PLC to IO-Link Master network link disconnects.

PDO Locked Indicates whether or not one of the industrial protocol applications has locked

the write access to the PDO value.

Device PDO Data Length

The supported Device PDO Data Length, in bytes, as stored in ISDU Index 0.

PDO Data Valid

Status of PDO data being received from controller(s).

Last Tx PDO Data (MS
Byte First

The last Tx PDO data.

Time Since Initialization

The time since the last port initialization.

Process Data Errors

The number of process data errors the port received.

Process Data Retries

The number of process data retries the port performed.

Total Events

The total number of events that were received on this port.

First Events

Up to the first, or oldest, three events that were received on this port.

Last Events

Up to the last, or most recent, three events that were received on this port.

ISDU Statistics

ISDU Read Cmd Attempts | The number of read ISDU command attempts.

ISDU Read Cmd Errors The number of read ISDU command errors.

E?U Write Cmd The number of write ISDU command attempts.
empts

ISDU Write Cmd Errors | The number of write ISDU command errors.
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11.2. Digital I/0 Diagnostics (IOLM DR-8-PNIO)

The Digital 1/0 Diagnostics page may be useful when trying to troubleshoot port issues related to configuration.

ComTROL Home Q@uELLLESl-0 Configuration Advanced Attached Devices Help Logout E=

IO-LINK DIGITALI/O PROFINET IO MODBUS/TCP OPC UA

Digital I/O Diagnostics @ [uPDATE| [ sTOP LIVE UPDATES| [ RESET STATISTICS|
DIGITAL I/O PIN STATUS B rnt B P2 B PNz B P4
Mode
Invert IfO

Input Settling Time (ms)
Status

Status Changes

Welcome Admin © Copyright Comtrol Corp.

The following table provides information about the Digital I/O Diagnostics page.

Digital I/0 Diagnostics

Displays the current configured operating mode of the digital I/O pin.
o Off

* Digital-Input

¢ Digital-Output (Pins D2 and D4 only)

Displays the current configured Invert I/O setting:

Invert I/O ¢ True (Invert I/0)

¢ False (Do not invert I/O)

Input Settling Time (ms) |Displays the current configured input settling time.

Mode

Displays the current status of the digital I/O pin.
Status e On (high voltage)
e Off (low voltage)

Displays the number of times that the status of the digital I/O pin
has changed.

Status Changes
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11.3. Modbus/TCP Diagnostics

The Modbus/TCP Diagnostics page may be useful when trying to troubleshoot Modbus/TCP communications or

port issues related to Modbus/T'CP configuration.

ComTrROL Home REELOLEIl Configuration Advanced Attached Devices Help Logout  EN

IO-LINK PROFINET IO MODBUS/TCP OPC UA

Modbus/TCP Diagnostics &

MODBUS/TCP GENERAL STATUS

Modbus/TCP Server Enable disable
Active Connections

Messages Received From Masters
Responses Sent To Masters
Broadcasts Received

Invalid Message Length Errors
Invalid Message Data Errors
Invalid Message Address Emors
Unknown Device ID Errors

Invalid Protocol Type Errors
Unsupparted Function Code Errors
Configuration Errors

No Available Connection Errors
System Resource Errors

First Ermor String

Last Error String

MODBUS/TCP PORT STATUS

Active PDO Controller(s)

PDO Writes to Offline or Read-Only Ports
ISCL Request Msgs from PLC(s)

ISDU Invalid Requests

ISDU Requests When Port Offline

Valid ISDU Responses from Port

150U Response Timeouts

Unexpected ISDU Responses

Welcome Admin

[uppaTE| [sTOP LIvE URDATES| [RESET sTATISTICS
~
This does not display the
complete Diagnostics page
B FORTT [ PORT2Z [ PORT3 [ PORT4
W

yright Comtrod Corp.

Note: The complete Modbus/TCP Diagnostics page is not illustrated.
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The following table provides information about the Modbus/TCP Diagnostics page.

Modbus/TCP Diagnostics

Active Connections

Displays the current number of active Modbus/TCP connections.

Messages Received from
Masters

Displays the number of Modbus messages received from Modbus/TCP
Masters.

Responses Sent to Masters

Displays the number of Modbus responses sent to Modbus/TCP Masters.

Broadcasts Received

Displays the number of broadcast Modbus/TCP messages received.

Invalid Message Length
Errors

Displays the number of Modbus messages received with incorrect length
fields.

Invalid Message Data Errors

Displays the number of invalid message data errors. These errors occur
when the 10-Link Master receives a message that cannot be performed due
to invalid data.

Invalid Message Address
Errors

Displays the number of invalid message address errors. These errors occur
when the 10-Link Master receives a message that cannot be performed due
to an invalid address.

Unknown Device ID Errors

Displays the number of unknown device ID errors. These errors occur when
the I0-Link Master receives a message that is addressed to a device ID
other than the configured Slave Mode Device ID.

Invalid Protocol Type Errors

Displays the number of invalid message protocol type errors. These errors
occur when the I0-Link Master receives a Modbus/TCP message that
specifies a non-Modbus protocol.

Unsupported Function Code
Errors

Displays the number of invalid Modbus function code errors. These errors
occur when the I0-Link Master receives a message that cannot be
performed due to an unsupported Modbus function code.

Configuration Errors

Displays the number of improper configuration errors. These errors occur
when the I10-Link Master receives a message that cannot be performed due
to an invalid configuration.

No Available Connection
Errors

Displays the number of Modbus/TCP connection attempts that were
rejected due to no available connections. This occurs when the number of
Modbus/TCP connections has reached the limit.

System Resource Errors

Displays the number of system resource errors. These errors indicate a
system error on the IO-Link such as operating system errors or full
message queues. These errors typically occur when the PLC(s) are sending
messages to the I0-Link Master faster than the I0-Link Master can
process them.

First Error String

Text description of the first error that occurred.

Last Error String

Text description of the last error that occurred.

Modbus/TCP Port Specific Diagnostics

Active PDO Controller(s)

Lists IP addresses that are controlling the PDO data.

PDO Writes to Offline or
Read-Only Ports

Displays the number of PDO write messages that were dropped due to any
of the following:

¢ The port is configured in IO-Link mode:

- There is no device connected to the port.

- The IO-Link device is off-line.

- The IO-Link device does not support PDO data.
¢ The PDO Transmit Mode (To PLC) is disabled.
¢ The port is configured in Digital Input mode.
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Modbus/TCP Diagnostics (Continued)

ISDU Request Msgs From
PLC(s)

Displays the number of ISDU request messages received from the PLC(s) or
other controllers. These request messages may contain one or multiple
ISDU commands.

Displays the number of ISDU requests received over Modbus/TCP with one

ISDU Invalid Requests or more invalid commands.
Displays the number of ISDU requests received over Modbus/TCP when the
I0-Link port was offline. This can occur when:

ISDU Requests When Port ¢ The IO-Link port is initializing, such as after start-up.

Offline e There is no I0-Link device attached to the port.

¢ The IO-Link device is not responding.
e Communication to the IO-Link device has been lost.

Valid ISDU Responses From
Port

Displays the number of valid ISDU response messages returned from the
IO-Link port interface and available to the PLC(s). The response messages
contain results to the ISDU command(s) received in the request message.

ISDU Response Timeouts

Displays the number of ISDU requests that did not receive a response
within the configured ISDU Response Timeout.

Unexpected ISDU Responses

Displays the number of unexpected ISDU responses. Unexpected responses
may occur when an ISDU response is received after the ISDU request has
timed out. This typically requires setting the ISDU Response Timeout to a
longer value.

Maximum ISDU Request Msg
Response Time

Displays the maximum time period required to process all commands
within an ISDU request message. The response is not available until all
ISDU command(s) contained in the request have been processed.

Average ISDU Request Msg
Response Time

Displays the average time period required to process the ISDU request
message(s). The response is not available until all ISDU command(s)
contained in the request have been processed.

Minimum ISDU Request Msg
Response Time

Displays the minimum time period required to process all commands
within an ISDU request message. The response is not available until all
ISDU command(s) contained in the request have been processed.

ISDU Read Commands Displays the number of ISDU read commands received over Modbus/T'CP.
ISDU Write Commands Displays the number of ISDU write commands received over Modbus/TCP.
ISDU NOP Commands Displays the number of ISDU NOP (no operation) commands received over

Modbus/TCP.
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11.4. PROFINET IO Diagnostics Page

The PROFINET IO Diagnostics page may be useful when trying to troubleshoot communications or port issues

related to PROFINET IO configuration.

ComTROL Home QEEELGLE-N Configuration Advanced Attached Devices Help Logout BN

IO-LINK ~PROFINET IO MODBUS/TCP

PROFINET IO Diagnostics @

Active Application Relationships
Application Relationship 1 Uptime
Application Relationship 2 Uptime
Totzl Application Relationships Established
IOL_CALL Function Block Requests
IOL_CALL Function Block Errors
Configuration Errors

System Errors

PROFINET IO Frames Transmitted
PROFINET IO Transmit Errors
PROFINET IO Frames Recsived
PROFINET IO Receive Errors
Record Reads

Record Read Errors

Digital 10 Input Status Changes
Digital 10 Writes

Digital 10 Write Errors

IP Assignment

Ethernet Port 1 Link Status
Ethernet Port 2 Link Status

First Ermor String

Last Error String

PROFINET IO PORT STATUS
Application Relationship
PDI Reads

PDI Reads Truncated

PDI Read Errors

PDO Writes

Welcome Admin

PROFINET IO GENERAL STATUS

OPC UA  IOTHUB
[uppaTE| [STOP LIVE UPDATES| [RESET STATISTICS
~
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
Static
100Mbps Full Duplex
Link Down
Mo Error Detected
B PORT1 B PORT2 B PORT3 B PORT 4
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0 v

& Copyright Comtral Corp.

The following table provides information about the PROFINET IO Diagnostics page.

PROFINET IO Diagnostics

Active Application
Relationships

Displays the current number of active PROFINET IO connections.

Application Relationship 1
Uptime

The uptime of the first application relationship.

Application Relationship 2
Uptime

The uptime of the second application relationship.
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PROFINET IO Diagnostics (Continued)

Total Application
Relationships Established

The total number of application relationships that have been established
since power up.

IOL_CALL Function Block
Requests

The total number of IOL_CALL function block requests received.

IOL_CALL Function Block
Errors

The number of errors when handling IOC_CALL function block requests.

Configuration Errors

The number of system configuration related errors.

System Errors

Displays the number of system resource errors. These errors indicate a
system error on the I0-Link such as operating system errors or full
message queues. These errors typically occur when the PLC(s) are sending
messages to the IO-Link Master faster than the IO-Link Master can
process them.

PROFINET IO Frames The total number of transmitted PROFINET IO frames.
Transmitted
Eg%stNET IO Transmit The number of errors when transmitting PROFINET IO frames.

PROFINET IO Frames
Received

The total number of received PROFINET IO frames.

PROFINET IO Receive Errors

The number of errors when receiving PROFINET IO frames.

Record Reads

The total number of record read requests received.

Record Read Errors

The number of errors when handing record read requests.

Digital 10 Input Status
Changes

The number of times that the status of the all digital I/O pins have
changed.

The number of times that the status of the digital output pins have

Digital 10 Writes changed.
Digital IO Write Errors The number of errors when writing to digital output pins.
IP Assignment The current IP assignment method.

Ethernet Port 1 Link Status

Current link status of Ethernet Port 1.

Ethernet Port 2 Link Status

Current link status of Ethernet Port 2.

First Error String

Text description of the first error that occurred.

Last Error String

Text description of the last error that occurred.

PROFINET 10 Port Status

Application Relationship

The application relationship (1 or 2) that the IO-Link port belongs to.

PDI Reads

The number of PDI reads.

PDI Reads Truncated

The number of PDI reads that are truncated due to size.

PDI Read Errors

The number of errors when reading PDI.

PDO Writes

The number of PDI writes.

PDO Write Errors

The number of errors when reading PDO.

SIO Input Status Changes

The number of time the status of C/Q pin has changed when a port is in SIO
input mode.

SIO Output Writes

The number of time the status of C/Q pin has changed when a port is in SIO
output mode.

SIO Output Write Errors

The number of errors when writing to C/Q pin when a port is in SIO output
mode.
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PROFINET IO Diagnostics (Continued)

‘éﬁggigigy Input Status The number of time the status of auxiliary pin has changed.
Event Reads The number of IO-Link events.

Event Read Errors The number of errors when reading IO-Link events.

Get Port Mode Errors The number of errors when getting 10-Link port mode.

Set Port Mode Errors

The number of errors when setting I0-Link port mode.

ISDU Request Msgs From
PLC(s)

Displays the number of ISDU request messages received from the PLC(s) or
other controllers. These request messages may contain one or multiple
ISDU commands.

ISDU Invalid Requests

Displays the number of ISDU requests received over PROFINET IO with
one or more invalid commands.

Valid ISDU Responses From
Port

Displays the number of valid ISDU response messages returned from the
I0-Link port interface and available to the PLC(s). The response messages
contain results to the ISDU command(s) received in the request message.

ISDU Response Timeouts

Displays the number of ISDU requests that did not receive a response
within the configured ISDU Response Timeout.

Maximum ISDU Request Msg
Response Time

Displays the maximum time period required to process all commands
within an ISDU request message. The response is not available until all
ISDU command(s) contained in the request have been processed.

Average ISDU Request Msg
Response Time

Displays the average time period required to process the ISDU request
message(s). The response is not available until all ISDU command(s)
contained in the request have been processed.

Minimum ISDU Request Msg
Response Time

Displays the minimum time period required to process all commands
within an ISDU request message. The response is not available until all
ISDU command(s) contained in the request have been processed.

ISDU Read Commands

Displays the number of ISDU read commands received over PROFINET IO.

ISDU Read Failures

The number of errors when processing ISDU read commands.

ISDU Write Commands

Displays the number of ISDU write commands received over PROFINET
IO.

ISDU Write Failures

The number of errors when processing IDSU write commands.

Process Alarms

The number of process alarms sent to PLC.

Return of Submodule Alarms

The number of Return of Submodule alarms sent to PLC.

Channel Diagnostics Alarms
Added

The number of channel diagnostics alarms sent to PL.C.

Channel Diagnostics Alarms
Removed

The number of channel diagnostics alarms removed from PLC.

Alarm Errors

The number errors when handling PROFINET IO alarms.
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11.5. OPC UA Diagnostics Page

The OPC UA Diagnostics page displays status for OPC UA:
e  Whether the OPC UA feature is enabled or disabled
e  Number of TCP connections

ComTROL Home QSELLLEGISE Configuration Advanced Attached Devices Help Logout  ES

I0-LINK PROFINET IO MODBUS/TCP OPC UA

OPC UA Diagnostics [uppaTE| [sTOP LIVE UPDATES | [RESET STATISTICS
OPC UA GENERAL STATUS o
OPC UA Server Enable disable
Number of TCP connections L¥]

Welcome Admin © Copyright Comtrol Corp.

Note: Not all models support OPC UA.
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Chapter 12. PROFINET IO Reference Information

12.1. Sample 10-Link Master Gateway Configuration

This section demonstrates how to configure and use an 10-Link gateway.

4u = | (1] IOLMDRS

Slot ] Mol Ouder number | | addeess | O addiess | Diagnostic address; | Comment | Access
a FTOLMDRE g S Fuill
AF fraiace ST Fid
ATFT Fw' 7 ST i
AT 2 i/l Fulf
1 0Lk In 2 btes B...7 Ful
2 I0-Link /Dt 2 byites B..9 2.3 Ful

3 SI0 Digital In 10 Ful
4 Il S10 Digital Dut 4 Ful
5

6

7

8

g | Digital 10 5 1 Ful
10 ] |0Link Status 1.4 Ful
1

STEP 7 V5.5 - Comtrol IOLM gateway Configuration Example

J Device overview

'ﬂ' Module Rack slot | address | Q address | Type
* [OLMDRS ] ] DR-8-PMIC
b Interface 0 0x1 IOLMDRS
I0-Link In 2 bytes_1 i 1 6.7 I0-Link In 2 bytes
IO-Link InfOut 2 bytes_1 o 2 8.9 2.3 IO-Link InfOut 2 bytes
S0 Digital In_1 o 3 10 S0 Digital In
SI0 Digital Dut_1 o 4 4 510 Digital Out
0 5
0 6
] 7
0 8
Digital fo_1 o 9 b 1 Digital 11O
I0-Link Status_1 ] 10 1.4 I0-Link Status
0 11

TIA Portal V13 - Comtrol IOLM gateway Configuration Example
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| Sample I0-Link Master Gateway Configuration | |

e The first IO-Link device, which supported 2 bytes of PDI data, was connected to IO-Link Port 1. The PDI
data were mapped into the process image at address IW 6 of the IO controller, as shown in the figure
above. The IO controller could read the current PDI data from the IO-Link device at IW 6.

¢ The second IO-Link device, which supported 2 bytes of PDI data and 2 bytes of PDO data, was connected
to IO-Link Port 2. The PDI data were mapped into the process image at address IW 8. The PDO data were
mapped into process image at address QW 2. The IO controller could access PDI and PDO via the two
memory locations.

¢ JO-Link Port 3 and Port 4 were configured as SIO Digital In and SIO Digital Out. The IO controller could
read the input status of the C/Q pin of Port 3 at IB 10, and set the output C/Q pin value of Port 4 by
writing to QB 4. I0-Link port status was reported through the module in Slot 10. The 4-byte port status
was available at IB 1 to IB 4.

¢ A Digital I/O module was plugged in Slot 9. DIO 2 and 4 were configured as digital outputs. The IO
controller could reads digital input status at IB 5 and set digital output at QB 1.

Using a variable table, as shown in the following, we monitored and modified the IO data directly.

,‘g Addre:sl Symbol I Display fn'rma1l Status value I Modify value |
1 B 1 | “Status Active" BN 2#0000_1111
2] |8 2 | “Status PDIVaid” BIN . 2%0000_1111
(2] B 3 | -Status Auxliarylnputt (BN @ | 2#0011_1101 |
(4| |B 4 | “Status_Error BN 2#0000_0000 |
s | W & | "P1_iOLinkinZbytes" HEX  W#1620789
6| | W & | P2 OLinkinZbytes HEX WS1620000 |
7 B 10 |"P3_SOnput HEX | BE16#01
8| a8 & | "P4_siOOutput” HEX B#16201 | Bsis20
9] '8 5 | DO_hput BN ~ 2#0000_0000 |
[10] {o8 1 | DIo_outpur BIN | 280000_1010  230000_1010

i Mame Address Display form.. | Monitor value | Modify value
1 "Status_Active” %lB1 Bin 2#0000_1111
2 “Status_PDIValid” %lB2 Bin 2#0000_1111
3 "Status_Auxiliandnput” %IB3 Bin 2§0000_1101
4 “Status_Error" %IB4 Bin 2#0000_0000
5 *P1_lOLinkin2bytes" FalWWG Hex 1680780
6 "P2_lOLinkin2bytes" SalVE Hex 1650000
7 "P2_lOLinkOut2bytes®  %OQW2 Hex 16#0000
8 "P3_SIOInput” FWIET10 Hex 16#01
5 *P4_SIOOutput” QB4 Hex 168501 16501
10 "DIO_Input” FlBS Bin 2#0000_1111
11 "DI0_Output” OB Bin 2#0000_1010 Z£0000_1010

TIA Portal V13 - Monitoring and Modifying IO Data

IB 1-4 were input data from I0-Link Status module (Slot 10). IB 1 was 10-Link Active, IB 2 was PDI Valid, IB
3 was Auxiliary Input, and IB 4 was IO-Link Error. According to the current value of IB 1, Ports 1-4 were
active. IB 2 showed the PDI data of Ports 1-4 were valid. IB 3 showed that the auxiliary input pins of Ports 1,
3, and 4 were high. No errors were detected so IB 4 was zero.

The PDI data of Port 1 was shown in IW 6. The PDI data of Port 2 was shown in IW 8.

In this example, we connected the C/Q pin, auxiliary input pin of Port 3 and Port 4 together, creating a testing
loopback. Then we modified QB 4 to 0x01, which turned the C/Q Pin of Port 4 to high. IB 10 showed the status
of the C/Q pin of Port 3 was high (0x01) as a result. The high status of auxiliary input pins of Ports 3 and 4
was reflected in IB 3.

To test the digital I/O ports, we created testing loopbacks by connecting DIO 1 to 2, and DIO 3 to 4 with wires.
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| Read PDI Data as Record Data | |

Then we changed QB 1 to 2#0000_1010, which set the DIO 2 and DIO 4 to high. IB 5 showed the input status
of DIO 1-4 were high (2#0000_1111).

Slot 5-8 (Port 5-8) and Slot 11 were open. They could be used by another IO controller via a second application
relationship.

12.2. Read PDI Data as Record Data

For IO modules that have input data, the Port Qualifier and PDI data can also be read by using the SFB52
RDREC (read record). The following table shows the available record read indexes for the I0-Link Master.

Available Record Read Index for IOLM 4-PNIO

Index Description

100..131 1-32 byte of PDI data from an IO-Link Port module in Slot 1
200..231 1-32 byte of PDI data from an IO-Link Port module in Slot 2
300..331 1-32 byte of PDI data from an IO-Link Port module in Slot 3
400..431 1-32 byte of PDI data from an IO-Link Port module in Slot 4
500 1-4 byte of PDI data from a Port Status module in Slot 11
600 1-4 byte of PDI data from a Port Status module in Slot 12

Available Record Read Index for IOLM 8-PNIO and I0OLM 8-PNIO-L

Index Description

100..131 1-32 byte of PDI data from an I0-Link Port module in Slot 1
200..231 1-32 byte of PDI data from an IO-Link Port module in Slot 2
300..331 1-32 byte of PDI data from an IO-Link Port module in Slot 3
400..431 1-32 byte of PDI data from an I0-Link Port module in Slot 4
500..531 1-32 byte of PDI data from an IO-Link Port module in Slot 5
600..631 1-32 byte of PDI data from an IO-Link Port module in Slot 6
700..731 1-32 byte of PDI data from an IO-Link Port module in Slot 7
800..831 1-32 byte of PDI data from an I0-Link Port module in Slot 8

900 1-4 byte of PDI data from a Port Status module in Slot 9

1000 1-4 byte of PDI data from a Port Status module in Slot 10
1100 1-4 byte of PDI data from a Port Status module in Slot 11
1200 1-4 byte of PDI data from a Port Status module in Slot 12

Available Record Read Index for IOLM DR-8-PNIO, IOLM DR-8-PNIO-P, and IOLM DR-8-PNIO-T

Index Description
100..131 1-32 byte of PDI data from an IO-Link Port module in Slot 1
200..231 1-32 byte of PDI data from an I0-Link Port module in Slot 2
300..331 1-32 byte of PDI data from an IO-Link Port module in Slot 3
400..431 1-32 byte of PDI data from an I0-Link Port module in Slot 4
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Index Description

500..531 1-32 byte of PDI data from an IO-Link Port module in Slot 5
600..631 1-32 byte of PDI data from an IO-Link Port module in Slot 6
700..731 1-32 byte of PDI data from an I0-Link Port module in Slot 7
800..831 1-32 byte of PDI data from an IO-Link Port module in Slot 8

900 1-4 byte of PDI data from a Port Status module in Slot 9
1000 1-4 byte of PDI data from a Port Status module in Slot 10
1100 1-4 byte of PDI data from a Port Status module in Slot 11

Using the same example in 12.1. Sample I0-Link Master Gateway Configuration on Page 167; a record read
request of 2-bytes at index 100 would return the current PDI data of the IO-Link device attached to Port 1. A
record read request of 1-byte at Index 900 would return the current I0-Link port active status.

Reading partial PDI data via record read request is supported. For an instance, an IO-Link device that
supports 32-bytes PDI data is connected to IO-Link Port 5. A record read request of 32-bytes at Index 500
returns the whole 32-bytes of PDI data. Another record read request of 4-bytes at Index 529 returns the last
4-bytes of the PDI data. This provides flexibility in being able to get only the interested data from a large PDI
data block.

If a record read requests more data than the IO module or I0-Link device supports, IO-Link Master returns
the available PDI data and fills the remaining data with zeros. Again using the same example in 12.1. Sample
10-Link Master Gateway Configuration on Page 167; a record read request of 4-bytes at Index 100 returned
0x09 0x0E 0x00 0x00, where 0x09 and 0xOE were the actual PDI data.

IO-Link Master returns an error if a record read request contains an invalid index.

Writing PDO Data to an IO-Link device via data record write service is not supported. This is because that
the new PDO data written by a record write will only last for one update cycle. The next cycle the 10
controller overwrites the new PDO data with the old cyclic data from the process image.
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12.3. Using the SFB52 RDREC

To use the SFB52 RDREC, specify the index of the requested module in INDEX. Specify the maximum number
of bytes you want to read in MLEN. The selected length of the target area RECORD should have at least the
length of MLEN bytes.

TRUE on output parameter VALID verifies that the data record has been successfully transferred into the
target area RECORD. In this case, the output parameter LEN contains the length of the fetched data in bytes.

The output parameter ERROR indicates if a data record transmission error has occurred. In this case, the
output parameter STATUS contains the error information.

CEZ
5FBGZ
"RDREC™
EN ENO
Ma0_0 MaD_1
"RdRecReg” | REQ "RdRecVali
VALID (—d4d"
DWElegTFL —ID
Man_Z
ME4z "BEdRecBusy
"AdRecInde BUSY —"
x" - INDEX
M40 _3
M44 "BEdRecErro
"AdRecMLen ERRCE "
" | MLEN
M4 8
EfDB]1 .DBEZ "RdRecStat
3z_.0 STATUS —us"
record ME4G
DB1. LEN [—"RdRecLen™
BdRecData |RECORD

SFB52 Read a Process Data Record
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12.4. Read and Write ISDU with the FB I0L_CALL

The function block IOL_CALL represents the conversion of the communication standardized for the I0-Link
technology to and from 10-Link devices. The 10-Link Master supports the IOL_CALL function block. It can be
used to access an ISDU of an I0-Link device.

The IOL_CALL function block and the library description are available at: http:/
support.automation.siemens.com/WW/view/en/82981502

To use IOL_CALL function block, do the following:

DB4
1. Set CAP to 255. i
2. Specify PORT to be the IO-Link port number (1to 8) at ————— ¢ ENO
which the IO-Link device is connected. — —
3. Set IOL_INDEX and IOL_SUBINDEX to be the index "IOL_Reg” —|REQ DONE | "IOL_
and subindex of the requested ISDU. VALID [~Valid"
RECORD_IOL_DATA requires the full specification of HDaz
the DB parameters, i.e. PADB1.DBX0.0 byte 232. EOLL T LR e
BUSY [~"IOL_Busy"
The target area RECORD_IOL_DATA must have enough 255 —{car
available bytes to hold the requested ISDU block up to MB0_4
232 bytes. MBO0.1 "I0L_
. . "IGL RdWr" |20 Wa2 ZRROR |-Error”
4. Set RD_WR to O for read and 1 for write. For write, also - -
specify the length of the data to be written in LEN. A MES0 MD34
positive edge on REQ starts the IOL_CALL request. "IOL Port™ — BORT "IOL
BUSY is set to 1 when the IOL_CALL request is in progress. — S e
Once completed, DONE_VALID is set to 1 if there was no Ll R
error. Otherwise, ERROR is set and STATUS and Index” —| IOL_INDEX oL | "IoL_
IOL_STATUS contain the error information. For the STATUS [~5tatusz™
remainder of the IOL_CALL function block parameters and ME102
complete error information, refer to the IOL_CALL library "ICL_ |IOL_ ME3Z
description. Subindex" — SUBINDEX "IOL_
RD LEN —RdLen™
Parameter Description "1 é-}_._Len" —1EH
CAP Access point of the IOL_CALL
function. Use 255.
10-Link port number at which the -
I0-Link device is operated, port DE1.
PORT number 1 through 8. IOLCallDat |RECORD_
All other values: not supported. Pl
Address parameter INDEX (I0-Link IOL_CALL Function Block

IOL_INDEX device).
0 - 32767: index of ISDU

Address parameter SUBINDEX (IO-
Link device).

¢ 0: not support
e 1-255: subindex of ISDU

IOL_SUBINDEX

The IOL_CALL function block has a 20 seconds timeout value. If the request takes longer than 20 seconds,
the process is aborted and a timeout error is returned. The IOLM also has a timeout value for IOL_CALL
request. The default timeout value is 20 seconds. It can be changed through the web page (Configuration |
PROFINET I0).
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12.4.1. Using the I10-Link Library In the TIA Portal

Use the following procedure to use the 10-Link library in the TIA Portal.

1. Download the I0-Link library from Siemens: http:/support.automation.siemens.com/WW/view/en/
82981502.

For TIA Portal V13, download the Archive 10_LINK CALL.zip archive.
For STEP 7 V5.5 and V14, download 82981502 10 LINK Library V3.1.

2. Unzip the library to a working directory.
3. Configure the TIA Portal project.
a. Create a new or open an existing TTIA Portal project.
b. Configure the PLC, Comtrol IOLM gateway and all the IO0-Link ports.
c. Compile and download the project.

d. Make sure that everything is working as expected.
4. Take a note of the hardware identifier of the I0-Link module, which will be used to access I0-Link device

ISDU.

Inputs

Module parameters
MO addresses
Hardware identifier

Hardware identifier

[ Topoiomani sl ek
d+ [iouoes - B3P |&H" 4 | | Device overview |
Eal
¥ Meduie Reck  |Slot  laddress G
— * |OLMDRE o o
P _Interiace a ox1
| 1odinkin 2 bytes_1 | o 1 68,69
o 2
o 3
= ; ] 4
o 7
o a
10-Link Status_1 o L] 1-4
o 10
o 1
v|
L * | 100 - MeSprrr, v -] L3 L
| & Properties Etl.,',lnh:r jJ-[:E:
[ General | 10 tags i“_ﬁyﬂnnhcnn.r.tan.h [ Texts
b General

Hardware identifier

|
o=
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5. Open the 10-Link library.
a. In TIA Portal, click the Open global library button on the Libraries tab.
b. Navigate to the above working directory, where the I0-Link library was unzipped.
c. Select the IO_LINK V13.al13 and click Open. Depending on the version of TIA Portal, the library may
need to be upgraded.
d. After opened, there should be an 82981502 IO _LINK xxx library. IO_LINK CALL_1200 V 2.2.0 is the
one that will be used.

sauelqr] &

~ | Global libraries

2w v EHEK
» || Buttens-and-Switches
» Ll Long Functions
» LUl Menitering-and-centrol-cbjects
» Ll Documentation templates
b L] winac_ P
= ||| 82981502_|O_LINK_W13_V13_5F1_1
- | 5] Types
“L'Add new type
b |Ez| 57-300/400/MInAC
w t:| 57-1200V2.2
4 |0 LINK CALL_1200
n'm
b [f:z] 57-1200 V40
b [t=| 57-1500
w | | Master copies
v (L} Common data
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6. Create tags and data block by going to PLC tags, create some tags that will be used as the parameters of
I0_LINK CALL.

10_Link_Library Demo » PLC_1[CPU 1212C ACUDCRIy] » PLCtags *» Default tag table [38]

¥ ¥ B T
Default tag table

MName Data type Address Retain  Visibl... Acces... | Comment
1 4@ PReg | Bool %MO.0 [+] ¥ ]
2 4@ D Hw_lo NNZ [+ ¥
3 <@ Rdwr Eool MO 1 [ [+
4 |40 IOLPort Uint CAv I [+ ¥
5 |l I10oUndex Ulnt NG = [+
6 4@ |OLSubindex Ulnt FWNVIS ] ]
7 @@ Len Ulnt EAT I [+ [+
E 4@ Donevalid Bool %002 ] ]|
9 4@ Busy Eool %03 = ]
10 4@ Error Bool %004 ] ]
11 @@  Status DWord %MD 12 [+ ¥
12 4@ 10LStatus DWiord %MD 16 ] [
13 <@ RdLen Uint HNIEZ0 [+ ¥

7. Add a new data block and create a 232-byte array, which will be used to store the ISDU data.

10_Link_Library_Demo » PLC_1 [CPU 1212C ACUDCRIy] » Program blocks » Data_block 1 [DB2]

=

F=F L RecoadER T

Data_block_1
Narne Data type Start value Retain Accessiblef.. Visiblein .
1 40 v Static
2 <@ = » IOLData Array[0..231] of Byte (| = =]
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a.

b.

Insert I0_LINK_CALL.

Open the Main block.

From the Global libraries, select 82981502 I0_LINK_xxx | Types | S7-1200V2.2 | I0_LINK_CALL_1200 |

V2.2.0 and insert it into a new network.

Enter the parameters using the above tags. Enter 255 for the parameter CAP.

Compile and download the project.

%DEB1
"IO_LINK_CALL_
1200_DB"
YFB50001
"O_LINK_CALL_1200"
EN END
%MD _0 %0 2
"Req” — REQ DONE_VALID = "DoneValid®

TRWD %0 3

“ID* — |p BUSY =i "Busy”

255 — CAP WO 4

%0 1 ERROR =i "Erraor”
"RdWr" — RD_WR %WMD12
AW STATUS "Status”
*|OLPort” — PORT WMD16

o— |OL_STATUS — "10LStatus”
"IOLIndex” — |OL_INDEX TMW20
Y- RD_LEN "RdLen”
"IOLSubindex” 10L_SUBINDEX
EMWI0
‘Len” — LEN

"Data_block_ RECORD_IOL_
1" 10LData DATA
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9. Test I0_ LINK CALL.
a. Create a new watch table and enter the parameters of I0_LINK CALL.
b. Click the Monitor all button to start monitoring all tags.
c. Enter the hardware identifier of the I0-Link module as the modify value of tag ID.
d

Enter the I0-Link port number (1 based), index, subindex, and length of the requested ISDU as the
modify value of the corresponding tags.

e. Finally set the Req tag to be true and click the Modify once button.

¥ hL|AR 2R

i Name Address Display format Manitor value Medify value 7
1 *Req" [i)] %m0.0 Bool [+ m wue TRUE ]
2 "Ip* LMWZ DEC 278 278 M 3
3 “RWwr* %01 Bool FALSE
4 *IOLPort" LAY TS DEC 1 1 M 1
5 *|OLIndex" SLAMG DEC 16 16 ~ I
[ *IOLS ubindex” %AW DEC 0
7 Len” S%LAW10 DEC 32 3z M 1
8 *DoneValid® %02 Bool (=) TRUE
9 "Busy” %h0.3 Bool FALSE
10 “Error” %004 Bool [&] FALSE
11 "Status” %MD 2 Hex 16£0000_0000
12 "IOLStatus" %MD16 Hex 1620000_0000
13 *RdLen” %AWZ0 DEC 8

14 Add new:=

10. The I0_LINK_ CALL is trigged on the positive edge of parameter REQ.

Once completed, check the value of tag DoneValid, Busy, Error, Status, IOLStatus, and RdLen. If the ISDU
request was completed successfully, the DoneValid should be true. The RdLen contains the number of bytes
returned. The actual data is stored in Data_block_1.I0LData.

L Reobbd=E fi’ﬂfi

Data_block_1
Mame Data type Start value  Monitor value Retain Accessiblef.. |/

1 ) T Static

2 4] s ¥ |OLData Array]0..231] of Byte = ¥l
3 @ = |oLData[0] Byte 650 16553 [w]
4 @ = IOLData[1] Byte 1649 W]
5 4@ =  IOLDataf2] Byte 64t 16243 v
E 4@ = I0LData[3] Byte 650 16848 [w]
7 @ = IOLData[4] Byte 680 16820 ]
B @ = IOLData[5] Byte 620 16841 ¥
9 @ = IOLData[6) Byte 16847 (v]
10 @ lOLData(7] Byte 650 16200 [v]
mq@ = IOLData[8] Byte 16£00 ¥
12 43 = IOLData (9] Byte BE( 16200 W
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12.5. Diagnostic Alarm

Events from I0-Link Master and IO-Link devices are mapped to PROFINET alarms and channel diagnostics
according to the I0-Link on PROFINET Working Document Version 13.4.2015 with some modifications.

12.5.1. I0-Link Event Mapping Overview

I0-Link events are mapped into PROFINET Alarms and Channel Diagnostics using the following table. Each

appearing 10-Link event (mode Coming) results in adding channel diagnostics. Each disappearing 10-Link
event (mode Going) results in removing channel diagnostics. I0-Link events that have mode Single will be

mapped to PROFINET process alarm.

I0-Link Event Mapping

I0-Link Event Mode |PROFINET

Single Process alarm

Coming Add channel diagnostics
Going Remove channel diagnostics

In addition, only I0-Link events that have the type of Error or Warning are mapped to PROFINET channel
diagnostics. Type Message 10-Link events are not mapped.

12.5.2. 10-Link EventCode Mapping

IO-Link events that are generated by I0-Link devices (remote events) are mapped to PROFINET diagnostics
using ChannelErrorType 0x500 and0x501.

e For an EventCode that is between 0x0000 and Ox7FFF, ChannelErrorType 0x500 is used. The EventCode is
directly mapped to ExtChannelErrorType.

e For an EventCode that is between 0x8000-OxFFFF, ChannelErrorType 0x501 is used. The EventCode is
mapped to ExtChannelErrorType with the MSB set to 0.

¢ For IO-Link events that are generated by I0-Link Master (local events), ChannelErrorType 0x502 is used.
EventCode is directly mapped to ExtChannelErrorType.

The following table summaries how I0-Link EventCode is mapped to PROFINET diagnostics.

I0-Link EventCode Mapping
Source EventCode ChanTl;eI:Error I%}?S)l:"all‘l;ggl Comment
10-Link Direct mapping of EventCode to
Device |0x0000-0x7FFFF |0x500 0x0000-0x7FFFF Eiéﬁgi“wnffﬁfé"&pﬁeﬁ%' EventCode
(remote) ExtChannelErrorType 0x6321)
10-Link Mapping of EventCode to
Device |0x8000-0xFFFF |0x501 0x0000-0x7FFFF gg‘vfn';%':)‘aﬂ)'zg"gT{ePeg St Mo k8005
(remote) | ExtChannelErrorType 0x0005
I10-Link . .
Master |0x0000-0x7FFFF |0x502 0x0000-0x7FFFF E;ﬁgﬁfgﬁggﬁg;fyﬁfal EventCode to
(local)
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The following table lists some of the EventCode that the Comtrol I0-Link Master generates.

I0-Link EventCode |ExtChannelErrorType Description
0x0001 0x0001 Slave PDU Flow
0x0002 0x0002 Master PDU checksum error
0x0003 0x0003 Slave illegal PDU
0x0004 0x0004 Master illegal PDU
0x0005 0x0005 Slave PDU buffer
0x0006 0x0006 Slave PD INKR
0x0007 0x0007 Slave PD length
0x0008 0x0008 Slave no PDI
0x0009 0x0009 Slave no PDO
0x000A 0x000A Slave channel
0x000B 0x000B Master event
0x000C 0x000C Application message
0x000D 0x000D Application warning
0x000E 0x000E Application device
0x000F 0x000F Application parameter
0x0010 0x0010 Slave device lost
0x0012 0x0012 Slave DESINA
0x001A 0x001A Slave wrong sensor
0x001B 0x001B Slave retry
0x001E 0x001E Power short circuit
0x001F 0x001F Power sensor
0x0020 0x0020 Power actuator
0x0021 0x0021 Power fault
0x0022 0x0022 Power reset
0x0023 0x0023 Slave fallback
0x0024 0x0024 Master preoperate
0x0028 0x0028 Data storage ready
0x0029 0x0029 Data storage identity fault
0x002A 0x002A Data storage size fault
0x002B 0x002B Data storage upload fault
0x002C 0x002C Data storage download fault
0x002F 0x002F Data storage device locked fault
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The following images show a Slave device lost event that was available in the diagnostics when an I10-Link

device was disconnected from an I0-Link port. In the figure, Slot 2

means that the device was connected to

I0-Link Port 2. The event will be removed from the diagnostics when the device is reconnected to the same

I0-Link port.

¥ Module Information - IOLMDRS

Standard diagnostics:

Path: |in|m-pniomanualﬂtample\5II'U'IATIC 0] Operating mede of the CPU: @ RUMN
Status: #3# Emor
Network Connection | Statistics | Identification |
General IO Device Diagnostics Communication Diagnostics I Interface
10 controller: prio
Manufacturer's description  Comtrol Corporation Device ID: 168 0010
Hex. Format...

(=]l ® ]

Channel-specific diagnostics:

Channel ... | Emor

Help on selected diagnostic row:

[D-Link master event (00000 7FFF) / Slave device lost

Close Update

Help

STEP 7 V5.5: 10-Link Events Through PROFINET Channel Diagnostics

Onlne sccess 5
Diagnostics buffer

- Diagnostics

anein} Events
Diagnostic sTatws
B Ry [l Dizplay CPU Time Stamps in PGIFC focal time
Cycle tme
Memarny Ho. Date ond time Event
» FROFINETinterface [X1] 2M13/2018 11:17:05.143. x Hew VO acc
¥ FuncHans 23018 11705140 ]

23018 111450417,
SNIZOTE 119450414
2302018 11:14:46,130.

Faollow-on operating mode
Follow-on operating mode
Follow-on cperating mode

=B
e =
-CFU ;h;nge: from STARTUF 1o RUN mode I [ ]
-CMU changes from STOP 1o STRRTUP mode [ @
- CPU changes fram STOP Gnitaliztien) to . [T @

5 image update

change
change
change

232018 11:14:45.5090_
232018 11:14:45.590.
222018 3:46:16.015

Pewer on - CPU changes fram NO POWER 1o STOP (initialimtion) made EHO
Pewer off - CPU changes frarm RUN 1o NO POWER mode i ]
0-Link master event (DaDO00-007 FFF) - Slave device lost _',' ~

Al B e i R

I
fomEmad sl

LK

r Details on event

I Details on event E ] afsa |
Description:
IOLMORS [ 10-Link In 2 bytes_1

Error: I0-Link mazter event ((x0000-0x7FFF) - Slave device loston 1

Event|D: | 163

TIA Portal V13: I0-Link Events Through PROFINET Channel Diagnostics
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Chapter 13. Modbus/TCP Interface

The IOLM provides a slave-mode Modbus/T'CP interface that provides:

¢ Read access to the Process Data Input (PDI) and Process Data Output (PDO) data blocks for each I0-Link

port
e  Write access to the PDO data block for each IO-Link port
e Write access to send ISDU requests to each I0-Link port
¢ Read access to ISDU responses from each 10-Link port
¢ Read access to the Port Information Block for each I0-Link port
The Modbus interface is disabled by default. To enable Modbus/TCP:
1. Click Configuration | Modbus/TCP.
2. Click the EDIT button in the Modbus/TCP Configuration table.
3. Select enable in the Modbus Enable drop box.
4. Click the SAVE button.

10-Link

Master \
Ethernet Netwark --l—| E
- 10-Link
Modbus/TCP ' Modbus/ TGP Modbus/ TGP . Devices

Master(s)

OPC Server oLk

Mote: |0-Link Masler
supports up to 64
Modbus/TCP connections

HMI/SCADA

Modbus/TCP to 10-Link

Refer to Chapter 14. Functionality Descriptions on Page 189 for detailed information about process data block

descriptions, event handing, and ISDU handling.

e 14.1.1.1. Input Process Data Block-8 Bit Data Format on Page 191

e 14.1.1.2. Input Process Data Block-16 Bit Data Format on Page 191

e 14.1.1.3. Input Process Data Block-32 Bit Data Format on Page 191

e 14.1.2.1. Output Process Data Block-8 Bit (SINT) Data Format on Page 192
o 14.1.2.2. Output Process Data Block-16 Bit (INT) Data Format on Page 193

e 14.1.2.3. Output Process Data Block-32 Bit (DINT) Data Format on Page 194

e 14.2. Event Handling on Page 195
e 14.3. ISDU Handling on Page 199
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13.1. Modbus Function Codes

This table shows the supported Modbus function codes.

Message Type Function Code Maximum Message Size
Read Holding Registers 3 250 Bytes (125 Words)
Write Single Register 6 2 bytes (1 Word)
Write Multiple Registers 16 (10 hex) 246 Bytes (123 Words)
Write: 242 bytes (121 Words
Read/Write Holding Registers 23 (17 hex)
Read: 246 bytes (123 Words)

13.2. Modbus Address Definitions

The address definitions for the Modbus/TCP interface are shown in the following tables.

IO-Linlk Port IO-Li112k Port IO-LiI‘;}k Port IO-Lir:lk Port Access Length
Multiple
Port PDI 999 (Base 0) | 1999 (Base 0) | 2999 (Base 0) | 3999 (Base 0) Read- Configurable
Data | 10900 (Base 1) | 2000 (Base 1) | 3000 (Base 1) | 4000 (Base1) | Only | perport(s)
Block(s)
Port
Specific 1000 (Base 0) | 2000 (Base 0) | 3000 (Base 0) | 4000 (Base 0) Read- Configurable
P%II Dla{ta 1001 (Base 1) | 2001 (Base1) | 3001 (Base1) | 4001 (Base1) | Only per port
oc
Multiple
Port PDO 1049 (Base 0) | 2049 (Base 0) | 3049 (Base 0) | 4049 (Base 0) Read/ Configurable
Data 1 1050 (Base 1) | 2050 (Base 1) | 3050 (Base 1) | 4050 (Base1) | “Write | perport(s)
Block(s)
Port
Specific 1050 (Base 0) | 2050 (Base 0) | 3050 (Base 0) | 4050 (Base 0) Read/ Configurable
PDB? Dljta 1051 (Base 1) | 2051 (Base 1) | 3051 (Base1) | 4051 (Base1) | VWrite per port
oc
Receive
1100 (Base 0) 2100 (Base 0) | 3100 (Base 0) | 4100 (Base 0) Read- £ to 195 Word
ISDU 1101 (Base 1) Only ° oras
R 2101 (Base 1) | 3101 (Base 1) | 4101 (Base 1)
esponse
Transmit | 1300 (Base 0) | 2300 (Base 0) | 3300 (Base 0) | 4300 (Base 0) | wyite-
ISDU Onl 4 to 123 Words
Request 1301 (Base 1) | 2301 (Base1l) | 3301 (Base1l) | 4301 (Base 1) nly
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I0-Link Port | I0-Link Port | I0-Link Port | I0-Link Port Access Length
1 2 3 4
Port Information Block (Continuous Block) 232 Words
Vendor 1500 (Base 0) | 2500 (Base 0) | 3500 (Base 0) | 4500 (Base 0) Read- 64 Chars
Name | 1501 (Base 1) | 2501 (Base 1) | 3501 (Base 1) | 4501 (Base 1) | OBl 32 Words
Vendor 1532 (Base 0) | 2532 (Base 0) | 3532 (Base 0) | 4532 (Base 0) Read- 64 Chars
Text 1533 (Base 1) | 2533 (Base 1) | 3533 (Base 1) | 4533 (Base1) | OnlY 32 Words
Product 1564 (Base 0) | 2564 (Base 0) | 3564 (Base 0) | 4564 (Base 0) Read- 64 Chars
Name | 1565 (Base 1) | 2565 (Base 1) | 3565 (Base 1) | 4565 (Base1) | Only 32 Words
1596 (Base 0) | 2596 (Base 0) | 3596 (Base 0) | 4596 (Base 0) Read- 64 Chars
Product Id Onl
1597 (Base 1) | 2597 (Base 1) | 3597 (Base 1) | 4597 (Base 1) nly 32 Words
Product 1628 (Base 0) | 2628 (Base 0) | 3628 (Base 0) | 4628 (Base 0) Read- 64 Chars
Text 1629 (Base 1) | 2629 (Base 1) | 3629 (Base 1) | 4629 (Base 1) | Only 32 Words
Serial 1660 (Base 0) | 2660 (Base 0) | 3660 (Base 0) | 4660 (Base 0) Read- 16 Chars
Number | 1661 (Base 1) | 2661 (Base 1) | 3661 (Base 1) | 4661 (Base 1) | OnlY 8 Words
Hardware | 1668 (Base 0) | 2668 (Base 0) | 3668 (Base 0) | 4668 (Base 0) Read- 64 Chars
Revision | 1669 (Base 1) | 2669 (Base 1) | 3669 (Base 1) | 4669 (Base 1) Only 32 Words
Firmware | 1700 (Base 0) | 2700 (Base 0) | 3700 (Base 0) | 4700 (Base 0) Read- 64 Chars
Revision | 1701 (Base 1) | 2701 (Base 1) | 3701 (Base 1) | 4701 (Base 1) | 9P | 32 Words
Device PDI | 1732 (Base 0) | 2732 (Base 0) | 3732 (Base 0) | 4732 (Base 0) Read- | Word
Length | 1733 (Base 1) | 2733 (Base 1) | 3733 (Base 1) | 4733 (Base 1) | OV
Device 1733 (Base 0) | 2733 (Base 0) | 3733 (Base 0) | 4733 (Base 0) | Reqad-
PDO Onl 1 Word
Length | 1734 (Base1) | 2734 (Base 1) | 3734 (Base 1) | 4734 (Base 1) nly
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13.2.1.8-Port Models

IO-Lin5k Port IO-Lirz;k Port IO-Li1’17k Port IO-Li118k Port Access Length
Multiple
Port PDI | 4999 (Base 0) | 5999 (Base 0) | 6999 (Base 0) | 7999 (Base 0) Read- Configurable
Data 5000 (Base 1) | 6000 (Base 1) | 7000 (Base 1) | 8000 (Base1) | ©Only per port (s)
Block(s)
Port
Specific 5000 (Base 0) | 6000 (Base 0) | 7000 (Base 0) | 8000 (Base 0) Read- Configurable
P]%II Dla{ta 5001 (Base 1) | 6001 (Base1) | 7001 (Base 1) | 8001 (Base1) | OBl per port
ocC.
Multiple
Port PDO 5049 (Base 0) | 6049 (Base 0) | 7049 (Base 0) | 8049 (Base 0) Read/ Configurable
Data 5050 (Base 1) | 6050 (Base 1) | 7050 (Base 1) | 8050 (Base 1) | ‘write per port(s)
Block(s)
Port
Specific 5050 (Base 0) | 6050 (Base 0) | 7050 (Base 0) | 8050 (Base 0) Read/ Configurable
PDBCI’ Dljta 5051 (Base 1) | 6051 (Base1) | 7051 (Base 1) | 8051 (Base 1) | ‘write per port
0oC
Receive 5100 (Base 0) | 6100 (Base 0) | 7100 (Base 0) | 8100 (Base 0) | goaq.
ISDU | 5101 (Base 1) Only |* o125 Words
6101 (Base 1) 7101 (Base 1) 8101 (Base 1)
Response
Transmit | 5300 (Base 0) | 6300 (Base 0) | 7300 (Base 0) | 8300 (Base 0) Write-
ISDU Onl 4 to 123 Words
Request | 5301 (Base 1) | 6301 (Base 1) | 7301 (Base 1) | 8301 (Base 1) nly
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I0-Link Port | I0-Link Port | I0-Link Port | I0-Link Port Access Length
5 6 7 8
Port Information Block (Continuous Block) 232 Words
Vendor 5500 (Base 0) | 6500 (Base 0) | 7500 (Base 0) | 8500 (Base 0) Read- 64 Chars
Name | 5501 (Base 1) | 6501 (Base 1) | 7501 (Base 1) | 8501 (Base 1) | OBl 32 Words
Vendor 5532 (Base 0) | 6532 (Base 0) 7532 (Base 0) | 8532 (Base 0) Read- 64 Chars
Text | 5533 (Base 1) | 6533 (Base 1) | 7533 (Base 1) | 8533 (Base1) | Only 32 Words
Product 5564 (Base 0) | 6564 (Base 0) 7564 (Base 0) | 8564 (Base 0) Read- 64 Chars
Name | 5565 (Base 1) | 6565 (Base 1) | 7565 (Base 1) | 8565 (Base 1) | OnlY 32 Words
5596 (Base 0) | 6596 (Base 0) | 7596 (Base 0) | 8596 (Base 0) Read- 64 Chars
Product Id Onl
5597 (Base 1) | 6597 (Base 1) | 7597 (Base 1) | 8597 (Base 1) nly 32 Words
Product | 9628 (Base 0) | 6628 (Base 0) | 7628 (Base 0) | 8628 (Base 0) Read- 64 Chars
Text | 5629 (Base1) | 6629 (Base 1) | 7629 (Base 1) | 8629 (Base1) | OBl 32 Words
Serial 5660 (Base 0) | 6660 (Base 0) | 7660 (Base 0) | 8660 (Base 0) Read- 16 Chars
Number | 5661 (Base 1) | 6661 (Base 1) | 7661 (Base 1) | 8661 (Base 1) | OnlY 8 Words
Hardware | 2668 (Base 0) | 6668 (Base 0) | 7668 (Base 0) | 8668 (Base 0) Read- 64 Chars
Revision | 5669 (Base 1) | 6669 (Base 1) | 7669 (Base 1) | 8669 (Base 1) | Only 32 Words
Firmware | 2700 (Base 0) | 6700 (Base 0) | 7700 (Base 0) | 8700 (Base 0) Read- 64 Chars
Revision | 5701 (Base 1) | 6701 (Base 1) | 7701 (Base 1) | 8701 (Base1) | 9P | 32 Words
Device PDI | 2732 (Base 0) | 6732 (Base 0) | 7732 (Base 0) | 8732 (Base 0) Read- | Word
Length | 5733 (Base 1) | 6733 (Base 1) | 7733 (Base 1) | 8733 (Base 1) | OV
Device 5733 (Base 0) | 6733 (Base 0) | 7733 (Base 0) | 8733 (Base 0) | Roaqd-
PDO Onl 1 Word
Length | 5734 (Base1) | 6734 (Base 1) | 7734 (Base 1) | 8734 (Base 1) nly
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13.3. Multiple Port Process Data (PDI/PDO) Access via Modbus/TCP

The process data has been grouped together in order to minimize the number of Modbus messages required to
interface to the I0-Link master. The PDI and PDO data for multiple ports can be received or transmitted by
one message.

Modbus Controller Controller Controller Controller
Holding Port 1 Access Port 2 Access Port 3 Access Port 4 Access
Register
Address | Read Write Read Write Read Write Read Write
(Base 1) | (Input) | (Output) | (Input) | (Output) | Input) | (Output) | Input) | (Output)
1000
(Port 1)
2000
Read
(Input) (Port 2)
Process
Data 3000
Input
(Port 3)
4000
(Port 4)
1050
(Port 1)
2050
Read
(Input) | (Port 2)
Process
Data 3050
Output
(Port 3)
4050
(Port 4)
1050
(Port 1)
2050
Write
(Output) | (Port 2)
Process
Data 3050
Output
(Port 3)
4050
(Port 4)
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Modbus Controller Controller Controller Controller
Holding Port 5 Access Port 6 Access Port 7Access Port 8 Access
Register
Address | Read Write Read Write Read Write Read Write
(Base 1) | (Input) | (Output) | (Input) | (Output) | Input) | (Output) | Input) | (Output)
5000
(Port 5)
6000
Read
(Input) (Port 6)
Process
Data 7000
Input
(Port 7)
8000
(Port 8)
5050
(Port 5)
6050
Read
(Input) (Port 6)
Process
Data 7050
Output
(Port 7)
8050
(Port 8)
5050
(Port 5)
6050
Write
(Output) | (Port 6)
Process
Data 7050
Output
(Port 7)
8050
(Port 8)

To receive and transmit process data for eight ports, it may be necessary to adjust the size of the PDI/PDO
data blocks.

Modbus Read/Write Access where:

All PDI data can be read with one Modbus Read Holding Registers message.

All PDO data can be read with one Modbus Read Holding Registers read message.
All PDO data can be written with one Modbus Write Holding Registers message.
Controller Read access:
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- The PDI data from one or more ports may be read with one message. (i.e.: If addressing port 1, at
address 1000, ports one to four may be read in one message.)

- The PDO data from one or more ports may be read with one message. (i.e.: If addressing port 1, at
address 1050, ports one to four may be read in one message.)

- Partial PDI and PDO data reads are allowed.

- The length of the Read message can range from 1 to the total, configured PDI or PDO length for all
ports starting at the addressed port.

¢ Controller Write (Output) access:
- Only PDO data may be written.
- The PDO data for one or more ports may be written with one Write Holding Registers message.
- Partial PDO data writes are not allowed.

- The length of the Write message must be equal to the total of the configured PDO lengths for all ports
to be written. The one exception is that the data length of the last port to be written must be equal to
or greater than the device PDO length for that port.
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Chapter 14. Functionality Descriptions

This chapter discusses the following for Modbus/T'CP:
e Process Data Block Descriptions

e Event Handling on Page 195

e ISDU Handling on Page 199

14.1. Process Data Block Descriptions

This subsection discusses the following:
e Input Process Data Block Description
®  Qutput Process Data Block Description on Page 192

14.1.1. Input Process Data Block Description

The Input Process Data Block format is dependent on the configured PDI Data Format. The following tables
describe the Input Process Data Block in the possible formats.

Parameter Name | Data Type Description

The status of the I0-Link device.
Bit 0 (0x01):

0 = IO-Link port communication initialization process is inactive
1 = IO-Link port communication initialization process is active

Bit 1 (0x02):

0 = IO-Link port communication is not operational
1 = IO-Link port communication is operational

Bit 2 (0x04):

0 = I0-Link input process data is not valid.
1 = IO-Link input process data is valid.
Bit 3 (0x08):
Port Status BYTE 0= No fault detected
1= Fault detected
¢ A minor communication fault is indicated by the Operational

status bit being set to 1. A minor communication fault results
from:

- A temporary loss of communication to the I0-Link device.
- A recoverable IOLM software or hardware fault.

¢ A major communication fault is indicated by the Operational bit
being set to 0.

- Anunrecoverable loss of communication to the IO-Link device.
- An unrecoverable IOLM software or hardware fault.
Bits 4-7: Reserved (0)
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Parameter Name

Data Type

Description

The auxiliary bit on the I0-Link port is:
e Pin 2 on the IOLM 4-PNIO, 8-PNIO, and 8-PNIO-L

] e N
g O .f‘“-.\z
"y L |

s L
) 5 (Y !

L el

¢ DI (labeled as 3 on the device) on the IOLM DR-8-PNIO, IOLM DR-8-
PNIO-P, and IOLM DR-8-PNIO-T

Auxiliary I/O BYTE . ]
Bit 0 (0x01): The status of the auxiliary bit.
0 = off
1=o0n
Bits 1-3: Reserved (0)
If Include Digital I/O in PDI Data Block is disabled:
Bits 4-7: Reserved (0)
IOLM DR-8-PNIO - Dedicated DIO Ports Only
If Include Digital I/O in PDI Data Block is enabled:
Bits 4-7:
Bit 4 (0x10) — D1 = DI status
Bit 5 (0x20) — D2 = DIO status
Bit 6 (0x40) — D3 = D2 status
Bit 7 (0x80) — D4 = DIO status
Event Code INT 16-bit event code received from the IO-Link device.
PDI Data Array of up | The PDI data as received from the IO-Link device. May contain from 0 to
Default Length = | t0 32 32 bytes of PDI data. The definition of the PDI data is device dependent.
32 bytes BYTEs Note: Length is configurable using the web page interface.
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14.1.1.1. Input Process Data Block-8 Bit Data Format

The following table provides detailed information about the Input Process Data Block-8 Bit data format.

14.1.1.2. Input Process Data Block-16 Bit Data Format

Byte |Bit 7 Bit 0
0 Port Status
1 Auxiliary I/O
2 Event Code LSB
3 Event Code MSB
4 PDI Data Byte 0
5 PDI Data Byte 1
N+3 PDI Data Byte (N-1)

The following table provides detailed information about the Input Process Data Block-16 data format.

14.1.1.3. Input Process Data Block-32 Bit Data Format

Word |Bit 15 Bit 8 |Bit 7 Bit 0
0 Port Status Auxiliary I/0
1 Event Code
2 PDI Data Word 0
3 PDI Data Word 1
N+1 PDI Data Word (N-1)

The following table provides detailed information about the Input Process Data Block-32 Bit data format.

Long \p;i31  Bit24|Bit23  Bit 16|Bit 15 Bit 0
Word

0 Port Status Auxiliary I/0O Event Code

2 PDI Data Long Word 0

3 PDI Data Long Word 1

N PDI Data Long Word (N-1)
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14.1.2. Output Process Data Block Description

The contents of the Output Process Data Block are configurable.

Default Length = 32 bytes

Parameter Name Data Description

Clear Event Code in PDO

Block INT If included, allows clearing of 16-bit event code received in

(Configurable option) the PDI data block via the PDU data block.

Default: Not included

Include Digital Output

HIIICPI]I)S D;gga 211310;11{ put(s) INT If included, allows setting the Digital Output Pins D2 and
D4.

Default: Not included
The PDO data written to the IO-Link device. May contain

PDO Data Array of up |from 0 to 32 bytes of PDO data. The definition and length

to 32 BYTEs | of the PDO data is device dependent.

Note: Length is configurable via web page interface.

14.1.2.1. Output Process Data Block-8 Bit (SINT) Data Format

Without either the Clear Event Code in PDO Block or Include Digital Output(s) in PDO Data Block options

selected:

With the Clear Event Code in PDO Block opt

Block option selected:

Byte |Bit 7 Bit 0
0 PDO Data Byte 0

1 PDO Data Byte 1

N-1 PDO Data Byte (N-1)

ion selected and without the Include Digital Output(s) in PDO Data

Byte |Bit 7 Bit 0
0 Event Code LSB

1 Event Code MSB

2 PDO Data Byte 0

3 PDO Data Byte 1

N+1

PDO Data Byte (N-1)
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With both the Clear Event Code in PDO Block and Include Digital Output(s) in PDO Data Block options selected:

Byte Bit 7 Bit 0
0 Event code LSB
1 Event code MSB
Digital Output Settings:
2 Bit 1 (0x02) - DI setting
Bit 3 (0x08) - C/Q setting
3 0 (Unused)
PDO Data Byte 0
5 PDO Data Byte 1
N+3 PDO Data Byte (N-1)

14.1.2.2. Output Process Data Block-16 Bit (INT) Data Format

Without either the Clear Event Code in PDO Block or Include Digital Output(s) in PDO Data Block options

selected:

With the Clear Event Code in PDO Block opt

Block option selected:

Word |Bit 15 Bit 0
0 PDO Data Word 0
1 PDO Data Word 1

N-1 PDO Data Word (N-1)

ion selected and without the Include Digital Output(s) in PDO Data

Word | Bit 15 Bit 0
0 Event Code

1 PDO Data Word 0

2 PDO Data Word 1

N PDO Data Word (N-1)
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With both the Clear Event Code in PDO Block and Include Digital Output(s) in PCO Data Block options selected:

Word |Bit 15 Bit 0
0 Event Code

Digital Output Settings:
1 Bit 1 (0x02) - DI setting

Bit 3 (0x08) - C/Q setting
PDO Data Word 0
3 PDO Data Word 1

N+1 PDO Data Word (N-1)

14.1.2.3. Output Process Data Block-32 Bit (DINT) Data Format

Without either the Clear Event Code in PDO Block or Include Digital Output(s) in PDO Data Block options
selected:

Long Word | Bit 31 Bit 0
0 PDO Data Long Word 0

1 PDO Data Long Word 1

N-1 PDO Data Long Word (N-1)

With the Clear Event Code in PDO Block option selected and without the Include Digital Output(s) in PDO Data
Block option selected:

Long Word | Bit 31 Bit 16 |Bit 15 Bit 0
0 0 Event Code

1 PDO Data Long Word 0

2 PDO Data Long Word 1

N-1 PDO Data Long Word (N-1)

194 - Chapter 14. Functionality Descriptions IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E



| Event Handling | Output Process Data Block Description |

With both the Clear Event Code in PDO Block and Include Digital Output(s) in PDO Data Block options selected:

Long Word Bit 31 Bit 16 Bit 15 Bit 0
Digital Output Settings:

0 Bit 17 (0x2000) — DI setting Event Code
Bit 19 (0x8000) — C/Q setting

1 PDO Data Long Word 0

2 PDO Data Long Word 1

N-1 PDO Data Long Word (N-1)

14.2. Event Handling

The IOLM event handling is designed to provide real-time updates of event codes received directly from the
IO-Link device. The IO-Link event code:

¢ Isincluded in the second 16-bit word of the Input Process Data (PDI) block.
- An active event is indicated by a non-zero value.
- Inactive or no event is indicated by a zero value.

¢ Two methods are provided to clear an event:
- Enable the Clear Event After Hold Time option.

¢ The IOLM keeps, or holds, the active event code in the PDI block until the configured Active Event Hold
Time has passed.

e The IOLM then clears the event code in the PDI block and waits until the Clear Event Hold Time has
passed before including another event code in the PDI block.

- Enable the Clear Event In PDO Block option.
¢ The IOLM monitors the PDO block received from the PLC.
¢ The IOLM expects the first entry of the PDO block to indicate an event code to be cleared.

e Ifthere is an active event code in the PDI block and the PDO block both contain the same event
code, the event code is cleared in the PDI block.

e The IOLM then clears event code in the PDI block and waits until the Clear Event Hold Time has
passed before including another event code in the PDI block.

¢ The two methods can be used separately or together to control clearing of events.

The next subsections illustrate the event clearing process for the various event configurations.
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14.2.1. Clear Event After Hold Time Process

This illustrates clearing the event after the hold time process.

PLC

I

Event code included in PDI block

I

Event code cleared in PDI block

ot T
Next event code can now be
included in PDI block.
Event code cleared until next
event.

10-Link Master 10-Link Device

Device Reports Event

Active Event Hold Time

Clear Event Hold Time

Clear Event Code After Hold Time
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14.2.2. Clear Event in PDO Block Process

This illustrates clearing the event in the PDO block process.

PLC 10-Link Master 10-Link Device

Device Reports Event

Event code included in PDI block
ﬂ_'\_\_‘_‘—m—\-
—_—

Event code included in PDO block

-

Ewvent code cleared in PDI block

Event code cleared in PDO block Clear Event Hold Time

|- —
Next event code can now be
included in PDI block.
Event code cleared until next
avent.

Clear Event Code In PDO Block

IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E Chapter 14. Functionality Descriptions - 197



| Event Handling | Clear Event Code in PDO Block and Clear Event After Hold Time Process-PDO Block First |

14.2.3. Clear Event Code in PDO Block and Clear Event After Hold Time Process-
PDO Block First

This illustrates clearing the event code in the PDO block and clearing the event after the hold time process

with the PDO block first.
PLC 10-Link Master 10-Link Devicel

3

Device Reports Event

Event code included in PDI block

Active Event Hold Time

- T

Event code included in PDO block

Event code cleared in PDI block

Event code cleared in PDO block ™| i EvSneHC s

.“— — —
Next event code can now be
included in PDI block.
Event code cleared until next
aevent.

Clear Event Code In PDO Block and
Clear Event After Hold Time
- PDO Block Clears Event First
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14.2.4. Clear Event Code in PDO Block and Clear Event After Hold Time Process-
Hold Time Expires

This illustrates clearing the event code in the PDO block and clearing the event after the hold time process
with the hold time expired.

PLC 10-Link Master 10-Link Device|

> .

Device Reports Event

Event code included in PDI block

Active Event Hold Time
Event code cleared in PDI block

PDO Event Code Event code included in PDO block Clear Event Hold Time
Was Late or —_

Never Sent

Event code cleared in PDO block
l— — T
Next event code can now be
included in PDI block.
Event code cleared until next
event.

Clear Event Code In PDO Block and
Clear Event After Hold Time
- Hold Time Expires and Clears Event

14.3. ISDU Handling

The IOLM provides a very flexible ISDU interface that is used by all supported industrial protocols. The
ISDU interface contains the following:

¢ An ISDU request may contain one or multiple individual ISDU read and/or write commands.
¢ Individual ISDU command based byte swapping capabilities.
e Variable sized command structures to allow access to wide range of ISDU block sizes.

¢ A single ISDU request may contain as many ISDU read and/or write commands as allowed by the
industrial protocol payload. For example, if an industrial protocol provides up to 500 byte read/write
payloads, then an ISDU request may contain multiple commands of various lengths that can total up to
500 bytes in length.

¢ For the ControlLogix family of EtherNet/IP PLCs, both blocking and non-blocking ISDU request methods
are provided.

- The IOLM implements blocking ISDU requests by not responding to an ISDU request message until
all commands have been processed.

- The IOLM implements non-blocking ISDU requests by:

¢ Responding to an ISDU request message immediately after receiving and verifying the ISDU
request.

¢ Requiring the PLC to monitor the ISDU request status with read messages. The IOLM will not
return a completed status until all of the ISDU commands have been processed.
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14.3.1.ISDU Request/Response Structure

ISDU requests may contain a single command or multiple, nested commands. This subsection discusses the

following:
e Single ISDU Command Request

e Multiple ISDU Command Structure on Page 201

14.3.1.1. Single ISDU Command Request

This illustrates a single ISDU command request.

1SDU Command Header
- ByteSwap, Type, Control,
Index, Subindex, Data Length

130U Request
Data

ISDU Request

Request and response
have same length

Single Command ISDU Request/Response

1SDU Command Header
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

ISDU Response
Data

ISDU Response
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14.3.1.2. Multiple ISDU Command Structure

ISDU requests with multiple commands may consist of commands of the same data size or commands with
different data sizes. The following are two examples of multiple ISDU commands.

e ISDU commands of same data size (Page 201)
e ISDU commands of different data sizes (Page 202)
Multiple Command ISDU Request/Response of Same Data Area Length

ISDU Command Header 1
- ByteSwap, Type, Control,
Index, Subindex, Data Length

1SDU Request
Data 1 (4 byte data area)

ISDU Command Header 2
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data 2 (4 byte data area)

ISDU Command Header 3
- ByteSwap, Type. Control,
Index, Subindex, Data Length

|1SDU Request
Data 3 (4 byte dala area)

ISOU Command Header 4
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data 4 (4 byte dala area)

ISDU Command Header 5
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data & (4 byte dala area)

ISDU Command Header &
- ByteSwap, Type. Control,
Index, Subindex, Data Length

1SDU Request
Data & (4 byte dala area)

ISDU Command Header 7
- ByteSwap, Type, Contral,
Index, Subindex, Data Length

1SDU Request
Data 7 (4 byte dala area)

ISDU Request with
Nested Commands

Request and response
must have same
length and format

I1SDU Response Header 1
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1DU Response
Data 1 (4 byte data area)

15DU Response Header 2
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

|1SDU Response
Data 2 (4 byte data area)

150U Response Header 3
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

|1SDU Response
Data 3 (4 byte data area)

150U Response Header 4
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 4 (4 byte data area)

15DU Response Header 5
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 5 (4 byte data area)

ISDU Response Header 6
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 6 (4 byte data area)

ISDU Response Header 7
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 7 (4 byte data area)

ISDU Response with
Nested Responses

Example - Multiple Command ISDU Request/Response
of Same Data Area Length
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Multiple Command ISDU Request/Response of Different Data Lengths

150U Command Header 1

- ByteSwap, Type, Control,
Index, Subindex, Data Length

ISDU Request
Data 1
{8 byte data area)

150U Command Header 2
- ByteSwap, Type, Control,
Index, Subindex, Data Length

1SDU Request
Data 2
{16 byte data area)

ISDU Command Header 3
- ByteSwap, Type, Control,
Index, Subindex, Data Length

150U Request
Data 3 (4 byte dala area)

ISDU Command Header 4
- ByteSwap, Type, Control,
Index, Subindex, Data Length

ISDU Request
Diata 4
{32 byte data area)

ISDU Request with
Nested Commands

Request and response
must have same
length and format

1SDU Response Header 1
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

1SDU Response
Data 1
(8 byte data area)

1SDU Response Header 2
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

ISDU Response
Data 2
(16 byte data area)

1SDU Response Header 3
- Status, ByteSwap, Type,
Contral, Index, Subindex, Data
Length

150U Response
Data 3 (4 byte data area)

1SDU Response Header 4
- Status, ByteSwap, Type,
Control, Index, Subindex, Data
Length

ISDU Response
Diata 4
(32 byte data area)

ISDU Response with
Nested Responses

Example - Multiple Command ISDU Request/Response
of Different Data Area Lengths
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14.3.2.ISDU Request Message Format-From PLC to IOLM

Write and read ISDU commands have the same message data format. Each ISDU request message is
comprised of one or more commands. The command(s) can consist of either a series of nested commands or a

single read command.

Note: A list of nested ISDU commands is terminated with either a control field of 0, (single/last operation), or
the end of the message data.

14.3.2.1. Standard ISDU Request Command Format

This table displays a standard ISDU request command format with ControlLogix PLCs.

Name Data Type Parameter Descriptions
Bits 0-3:
0= No byte swapping.
. 1= 16-bit (INT) byte swapping of ISDU data.
Byte Swapping USINT 2= 32-bit (DINT) byte swapping of ISDU data.
Bits 4-7:
Set to zero. Unused.
Provides the control and type of ISDU command.
Bits 0-3, Type Field:
0 = NOP (No operation)
1 = Read operation
2 = Write operation
3 = Read/Write “OR”
4 = Read/Write “AND”
RdWrControlType USINT Bits 4-7, Control Field:
0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command - fixed 4 byte data area
2 = Nested batch command — fixed 8 byte data area
3 = Nested batch command — fixed 16 byte data area
4 = Nested batch command — fixed 32 byte data area
5 = Nested batch command — fixed 64 byte data area
6 = Nested batch command — fixed 128 byte data area
7 = Nested batch command — fixed 232 byte data area
Index UINT The parameter address of the data object in the IO-Link device.
. The data element address of a structured parameter of the data
Subindex UINT object in the I0-Link device.
Length of data to read or write.
Datalength UINT For nested batch commands, the data length can vary from 1 to the
fixed data area size.
Array of Size of array is determined by the Control field in
D USINTs, RdWrControlType.
ata UINTS, or
UDINTS. Note: Data is valid only for write commands.
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14.3.2.2. Integer (16-Bit Word) ISDU Request Command Format

This table shows an integer (16 bit word) ISDU request command format with a SLC, MicroLogix, PLC-5, or

Modbus/TCP.
Name Data Type Parameter Description
Provides the control, type and byte swapping of ISDU command
Bits 0-3, Type Field:
0 = NOP (No operation)
1 = Read operation
2 = Write operation
3 = Read/Write “OR”
4 = Read/Write “AND”
Bits 4-7, Control Field:
0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command — fixed 4 byte data area
Byte Swapping / UINT 2 = Nested batch command — fixed 8 byte data area
RdWrControlType 3 = Nested batch command — fixed 16 byte data area
4 = Nested batch command — fixed 32 byte data area
5 = Nested batch command — fixed 64 byte data area
6 = Nested batch command — fixed 128 byte data area
7 = Nested batch command — fixed 232 byte data area
Bits 8-11:
0= No byte swapping.
1= 16-bit (INT) byte swapping of ISDU data.
2= 32-bit (DINT) byte swapping of ISDU data.
Bits 12-15:
Set to zero. Unused.
Index UINT The parameter address of the data object in the I0-Link device.
. The data element address of a structured parameter of the data
Subindex UINT object in the IO-Link device.
Length of data to read or write.
Datalength UINT For nested batch commands, the data length can vary from 1 to the
fixed data area size.
Array of Size of array is determined by the Control field in
D USINTs, RdWrControlType.
ata UINTS, or
UDINTS. Note: Data is valid only for write commands.
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14.3.3.ISDU Response Message Format

The ISDU responses have the same data format as requests with the only exception being the returned
command status. Each ISDU response message is comprised of one or more responses to the single and/or
nested command(s) received in the request.

14.3.3.1. Standard ISDU Response Command Format

The following table show the standard ISDU response command format with ControlLogix PLCs.

Name Data Type Parameter Description

Indicates the byte alignment and status of the command response.
Byte swapping, bits 0-3:

0= No byte swapping.
1= 16-bit (INT) byte swapping of TX/RX ISDU data.
2= 32-bit (DINT) byte swapping of TX/RX ISDU data.

Status, bits 4-7:

0 = NOP (No operation)

1 = In process (Only valid for non-blocking requests)
2 = Success

3 = Failure: I0-Link device rejected the request.

4 = Timed out: 10-Link device did not respond

Provides the control and type of ISDU request
Bits 0-3, Type Field:

0 = NOP (No operation)
1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

RdWrControlType |USINT Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command — fixed 4 byte data area

2 = Nested batch command — fixed 8 byte data area

3 = Nested batch command — fixed 16 byte data area

4 = Nested batch command — fixed 32 byte data area

5 = Nested batch command — fixed 64 byte data area

6 = Nested batch command — fixed 128 byte data area

7 = Nested batch command — fixed 232 byte data area

Index UINT The parameter address of the data object in the IO-Link device.

. The data element address of a structured parameter of the data
Subindex UINT object in the I0-Link device.

Length of data that was read or written.

Datalength UINT For nested batch commands, the data length can vary from 1 to
fixed data area size.

Status USINT

Data required for read commands. Optionally can return the data

Array of of a write command.

Data USINTS, The size of the array is determined by the Control field in the
UINTs, or RAWrC IT
UDINTS. rControllype.

Note: Data field not required for single NOP commands.
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14.3.3.2. Integer (16-Bit Word) ISDU Response Command Format

The following table shows an integer (16-bit word) ISDU response command format with SLC, MicroLogix,
PLC-5, or Modbus/TCP.

Name Data Type Parameter Descriptions

Indicates the control, type, byte swapping and status of the
ISDU command.

Bits 0-3, Type Field:

0 = NOP (No operation)

1 = Read operation

2 = Write operation

3 = Read/Write “OR”

4 = Read/Write “AND”

Bits 4-7, Control Field:

0 = Single/Last Operation (length can vary from to 1 to 232)
1 = Nested batch command — fixed 4 byte data area

2 = Nested batch command — fixed 8 byte data area

3 = Nested batch command — fixed 16 byte data area

Isatig-lg’wa in UINT 4 = Nested batch command — fixed 32 byte data area
R§WrConI1?II')ol'lg’ o 5 = Nested batch command — fixed 64 byte data area
yp 6 = Nested batch command — fixed 128 byte data area
7 = Nested batch command — fixed 232 byte data area
Byte swapping, bits 8-11:
0= No byte swapping.
1= 16-bit (INT) byte swapping of TX/RX ISDU data.
2= 32-bit (DINT) byte swapping of TX/RX ISDU data.
Status, bits 12-15:
0 = NOP (No operation)
1 = In process (Only valid for non-blocking requests)
2 = Success
3 = Failure: IO-Link device rejected the request.
4 = Timed out: 10-Link device did not respond
Index UINT The parameter address of the data object in the I0-Link device
Subindex UINT The data element address of a structured parameter of the data

object in the I0-Link device.
Length of data that was read or written.

Datalength UINT For nested batch commands, the data length can vary from 1 to
fixed data area size.

Data returned for read commands. Contains the data of a write

Array of command.

Data USINTS, The size of the array is determined by the Control field in
UINTs, or RAWEC
UDINTs rControlType.

Note: Data field not required for single NOP commands.
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14.3.4.ISDU Blocking and Non-Blocking Methods

The IOLM supports both blocking and non-blocking ISDU requests. The following diagrams demonstrate how
each mode works.

14.3.4.1. Single Command Blocking

The following illustrates the single command blocking method.

PLC 10-Link Master 10-Link Device

&

ISDU Request Message

> ISDU Read/Write Command

ISDU Response

Response time up to 2
seconds

ISDU Response Message
Cmd Response =
Success/Failure/Timeout

Single Command ISDU Blocking Process
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14.3.4.2. Multiple Command Blocking

This illustrates the multiple command blocking method.

PLC 10-Link Master 10-Link Device

5

ISDU Request Message :
ISDU Read/Write Command 1

ISDU Response 1

ISDU Read/Write Command 2

—_—

ISDU Response 2

1SDU Read/Write Command N

—_—

--— - . ISDU Response N
ISDU Response Message
Cmd Responses =
Success/Failure/Timeout

Multiple Command ISDU Blocking Process
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14.3.4.3. Single Command Non-Blocking

This illustrates the single command non-blocking method.

PLC 10-Link Master 10-Link Device

ISDU R/W Request Message
ISDU Read/Write Command

A

Response = Request valid status

Get ISDU Response Message

A

Response = In-Process

Get ISDU Response Message

A

Response = In-Process

Get ISDU Response Message

ISDU Response

Y

1SDU Response
Cmd Responses =
Success/Failure/Timeout

Single Command ISDU Non-Blocking Process
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14.3.4.4. Multiple Command Non-Blocking

This illustrates the multiple command non-blocking method.

PLC 10-Link Master 10-Link Device

ISDU R/W Request Message
ISDU Read/Write Command 1

A

Response = Request valid status
ISDU Response 1

Get ISDU Response Message
s ISDU Read/Write Command 2

Response = In-Process e

1SDU Response 2

A

Get ISDU Response Message

A

Response = In-Process -
ISDU Read/Write Command N

—_—

Get ISDU Response Message
ISDU Response N

Y

1SDU Response
Cmd Responses =
Success/Failure/Timeout

Multiple Command ISDU Non-Blocking Process
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Chapter 15. Troubleshooting and Technical Support

This chapter provides the following information:
e  Troubleshooting

e JOLM LEDs on Page 212

e Contacting Technical Support on Page 221

e Using Log Files on Page 222

15.1. Troubleshooting

Before contacting Technical Support, you may want to try the following:
¢ Check to make sure LEDs are not reporting an issue using IOLM LEDs on Page 212.

e Verify that the network IP address, subnet mask, and gateway are correct and appropriate for the
network. Make sure that the IP address programmed into the I0-Link Master matches the unique
reserved IP configured address assigned by the system administrator.

- Ifusing DHCP, the host system needs to provide the subnet mask. The gateway is optional and is not
required for a purely local network.

- Remember that if the rotary switches on the IOLM 4-PNIO, 8-PNIO, and 8-PNIO-L are set to a non-
default position, the rotary switches override the lower 3 digits (8 bits) of the static IP address
configured in the Network page.

- Verify that the Ethernet hub and any other network devices between the system and the IO-Link
Master are powered up and operating.

e Verify that you are using the correct types of cables on the correct connectors and that all cables are
connected securely.

¢ Disconnect and re-connect the I0-Link device, or optionally, use the Configuration | IO-Link page to Reset
the port, and then set the Port Mode back to IOLink.

¢ Reboot or power cycle the IOLM. Use the Advanced | Software page to reboot the IOLM.

e Verify that the Port Mode matches the device, for example: I0-Link, Digital In, Digital Out, or Reset (port
is disabled).

e Ifyou are receiving an error that indicates a hardware fault, check the Configuration | IO-Link page for the
port experiencing the fault.

- Check the settings for the Automatic Upload Enable and Automatic Download Enable options. If the
Vendor ID or Device ID of the attached device does not match, a hardware fault is generated.

- Make sure if the port contains data storage that the Vendor ID and Device ID match the device
attached to the port. If it does not, CLEAR the data storage or move the device to another port.

- Check the Device Validation and Data Validation settings. If the attached device does not meet these
settings, a hardware fault is issued.

¢  Open the I0-Link Master web interface and review the following pages to see if you can locate a problem:
- I0-Link Diagnostics
- Digital I/O Diagnostics IOLM DR-8-PNIO)
- Modbus/TCP Diagnostics
- OPC UA Diagnostics
- PROFINET IO
e Ifyou have a spare IO-Link Master, try replacing the IO0-Link Master.

IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E Chapter 15. Troubleshooting and Technical Support - 211



| IOLM LEDs |

15.2. IOLM LEDs

The following tables provide LED descriptions.

e JOLM 4-PNIO LEDs on Page 212

e JOLM 8-PNIO LEDs on Page 214

e JOLM 8-PNIO-L LEDs on Page 215

e JOLM DR-8-PNIO LEDs on Page 217

e JOLM DR-8-PNIO-P LEDs on Page 219
e JOLM DR-8-PNIO-T LEDs on Page 220

15.2.1.I0LM 4-PNIO LEDs

The IOLM 4-PNIO (4-port IP67 model) provides these LEDs.

LED Activity During Power On Sequence - IOLM 4-PNIO

uBoot Bootloader v1.00 through v1.23

uBoot Bootloader v1.24 or higher

1. The PWR LED lights.

The PWR LED lights.

The ETH LED lights on the connected port.

The I0-Link LEDs flash (if no IO-Link device
attached) or are lit if an IO-Link device is
attached.

The ETH LED lights on the connected port.
The MOD and NET LEDs are lit.

The IO-Link LEDs flash (if no IO-Link device
attached) or are lit if an I10-Link device is

W

attached.
If a PLC is connected: NET LED is lit and green.

If a PLC is connected: NET LED is lit and green.

IOLM 4-PNIO LEDs

PWR A lit green PWR LED indicates that the I0-Link Master is powered.
The MOD LED provides the following information:
¢ Off = No errors or there is no PLC connection
MOD ¢ Red flashing
(Module - One or more errors detected when NET is off
Status)
- Fatal error when NET is also flashing
¢ Red solid = Maintenance required or demanded
The NET LED provides the following information:
NET e Off = No PLC connection
(Network . . .
Status) ¢ Green solid = PLC connection established
¢ Red flashing = Fatal error when MOD is also flashing
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IOLM 4-PNIO LEDs (Continued)

This LED provides the following information about the IO-Link port.

e Off = SIO mode - signal is low or disconnected.

¢  Yellow = SIO mode - signal is high.

¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
1.4 port do not conflict with the device that is attached:

- Automatic Upload and/or Download is enabled and it is not the same device.
e - Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

¢ Red solid = PDI of the attached IO-Link device is invalid.

® Green solid= An IO-Link device is connected and communicating.

¢ Green flashing = Searching for I0-Link devices.

The DI LED indicates digital input on DI (Pin 2).
Ports 1-4 . . .
DI e Off = DI signal is low or disconnected

¢ Yellow = DI signal is high
ETH 1 The EIP LEDs provide the following information:

¢ Green flashing = Activity
ETH 2 . . .

e Green solid = Link established
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15.2.2.I0LM 8-PNIO LEDs

The IOLM 8-PNIO (8-port IP67 model with a T-coded power connector) provides these LEDs. See 15.2.3.
IOLM 8-PNIO-L LEDs on Page 215 if the 8-port IP67 contains an L-coded power connector.

LED Activity During Power On Sequence - IOLM 8-PNIO

uBoot Bootloader v1.00 through v1.23

uBoot Bootloader v1.24 or higher

1. The US LED lights.

attached) or are lit if an I0-Link device is
attached.

If a PLC is connected, the NS LED is lit and
green.

. The ETH LED lights on the connected port.
3. The IO-Link LEDs flash (if no IO-Link device

The US LED lights.
The ETH LED lights on the connected port.
The MS and NS LEDs are lit.

The IO-Link LEDs flash (if no IO-Link device
attached) or are lit if an 10-Link device is
attached.

If a PLC is connected, the NS LED is lit and
green.

S

IOLM 8-PNIO LEDs

US o

The US LED provides the following information:

Green solid = The IO0-Link Master is powered.
Red solid = Power input voltage below 18VDC.

The UA LED provides the following information:

UA ¢ Green solid = The I0-Link Master is powered.
¢ Red solid = Power input voltage below 18VDC.
The MS LED provides the following information:
e Off = No errors or there is no PL.C connection
¢ Green and red flashing = Self-test
¢ Green flashing = Standby — not configured

gats (Module |, Green solid = Operational

atus)

¢ Red flashing:
- One or more errors detected when NS is off
- Fatal error when NS is also flashing
¢ Red solid = Maintenance required or demanded
The NS LED provides the following information:
e Off = No PLC connection
¢ Green and red flashing = Self-test
NS (Network) | e
e Green solid = PLC connection established

Green flashing = An IP address is configured, but no connections are established

¢ Red flashing = Fatal error when MS is also flashing

¢ Red solid = Duplicate IP address on network
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IOLM 8-PNIO LEDs (Continued)
This LED provides the following information about the IO-Link port.
e Off = SIO mode - signal is low or disabled
¢  Yellow = SIO mode - signal is high
¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
18 port do not conflict with the device that is attached:
- Automatic Upload and/or Download is enabled and it is not the same device.
e - Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.
¢ Solid red = PDI of the attached IO-Link device is invalid.
¢ Green solid = An I0-Link device is connected and communicating
¢ Green flashing = Searching for IO-Link devices
Port 1.4 The DI LED indicates digital input on DI (Pin 2).
DI e Of = DI signal is low or disconnected
¢ Yellow = DI signal is high
ETH 1 The ETH LEDs provide the following information:
¢ Green solid = Link
ETH 2 . ..
¢ Green flashing = Activity

15.2.3.I0LM 8-PNIO-L LEDs

The IOLM 8-PNIO-L (8-port IP67 model with an L-coded power connector) provides these LEDs.

LED Activity During Power On Sequence - IOLM 8-PNIO-L

The US LED lights.
The ETHI/ETH2 LED lights on the connected port.
The MOD and NET LEDs are lit.

The 10-Link LEDs flash (if no IO-Link device attached) or are lit if
an I0-Link device is attached.

If a PLC is connected, the NET LED is lit and green.

L

IOLM 8-PNIO-L LEDs

The US LED provides the following information:

US ¢ Green solid = The I0-Link Master is powered.
¢ Red solid = Power input voltage below 18VDC.
The UA LED provides the following information:

UA ¢ Green solid = The I0-Link Master is powered.

¢ Red solid = Power input voltage below 18VDC.
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IOLM 8-PNIO-L LEDs (Continued)
The MOD LED provides the following information:
e Off = No errors or there is no PLC connection
¢ Green and red flashing = Self-test

e Green flashing = Standby — not configured
MOD (Module

Status) e Green solid = Operational

¢ Red flashing:
- One or more errors detected when NET is off
- Fatal error when NET is also flashing
¢ Red solid = Maintenance required or demanded
The NET LED provides the following information:
e Off = No PLC connection

¢ Green and red flashing = Self-test

g\Ingork) e Green flashing = An IP address is configured, but no connections are established
e Green solid = PLC connection established
¢ Red flashing = Fatal error when MOD is also flashing
¢ Red solid = Duplicate IP address on network
This LED provides the following information about the IO-Link port.
e Off = SIO mode - signal is low or disabled
¢ Yellow = SIO mode - signal is high
¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
1.8 port do not conflict with the device that is attached:
- Automatic Upload and/or Download is enabled and it is not the same device.
e - Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.
® Solid red = PDI of the attached IO-Link device is invalid.
¢ Green solid = An IO-Link device is connected and communicating
e Green flashing = Searching for IO-Link devices
Port 1.4 The DI LED indicates digital input on DI (Pin 2).
DI e Of=DI signal is low or disconnected

¢ Yellow = DI signal is high
The ETH1/ETH2 LEDs provide the following information:
ETH1/ETH2 |e Green solid = Link

e Green flashing = Activity
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15.2.4.I0LM DR-8-PNIO LEDs

The IOLM DR-8-PNIO (8-port IP20 DIN rail model with 2 dedicated DIO ports) provides these LEDs.

LED Activity During Power On Sequence - IOLM DR-8-PNIO

uBoot Bootloader v1.00 through v1.23 uBoot Bootloader v1.24 or higher

1. The PWR LED lights. 1. The PWR LED lights.
. The ETH LED lights on the connected port. |2. The ETH LED lights on the connected port.
3. The I0-Link LEDs flash (if no IO-Link device [3. The MS and NS LEDs are lit.
attached) or are lit if an 10-Link device is |4 he 10-Link LEDs flash (if no I0-Link device
: attached) or are lit if an IO-Link device is
If a PLC is connected, the NS LED is lit and attached.
green.

If a PLC is connected, the NS LED is lit and
green.

IOLM DR-8-PNIO LEDs

PWR

A lit green PWR LED indicates that the I0-Link Master is powered.

MS
(Module
Status)

The MS LED provides the following information:

Off = No errors or there is no PLC connection
Green and red flashing = Self-test

Green flashing = Standby — not configured
Green solid = Operational

Red flashing:

- One or more errors detected when NS is off
- Fatal error when NS is also flashing red

Red solid = Maintenance required or demanded

NS (
Network
Status)

The NS LED provides the following information:

Off = No PLC connection

Green and red flashing = Self-test

Green flashing = An IP address is configured, but no connections are established
Green solid = PLC connection established

Red flashing = Fatal error when MS is also flashing

Red solid = Duplicate IP address on network

Port 1-8

This LED provides the following information about the IO-Link port.

Of = SIO mode - signal is low or disabled
Yellow = SIO mode - signal is high

Red flashing = Hardware fault - make sure that configured I0-Link settings on the
port do not conflict with the device that is attached:

- Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.

- Data Validation Mode is enabled but there is an error.

Red solid = PDI of the attached 10-Link device is invalid.

Green solid = An 10-Link device is connected and communicating

Green flashing = Searching for I0-Link devices
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IOLM DR-8-PNIO LEDs (Continued)

The D1 - D4 LEDs indicates digital input.
D1-4 e Off = DI signal is low or disconnected
¢ On = DI signal is high
Dual The Ethernet LEDs provide the following information:
Ethernet ¢ Green solid = Link
Ports ¢  Yellow solid = Activity
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15.2.5.I0LM DR-8-PNIO-P LEDs

The IOLM DR-8-PNIO-P (8-port IP20 DIN rail model with pluggable, removable connectors) provides these
LEDs.

LED Activity During Power On Sequence - IOLM DR-8-PNIO-P

1. The E1/E2 LED lights on the connected port.
The MOD and NET LEDs are lit.

3. The IO-Link LEDs flash (if no I0-Link device attached) or are lit if an IO-
Link device is attached.

If a PLC is connected, the NET LED is lit and green.

IOLM DR-8-PNIO-P LEDs
The MOD LED provides the following information:
e Off = No errors or there is no PLC connection

¢ Green and red flashing = Self-test

MOD ¢ Green flashing = Standby — not configured
(Module ¢ Green solid = Operational
Status)

¢ Red flashing:
- One or more errors detected when NET is off
- Fatal error when NET is also flashing red
¢ Red solid = Maintenance required or demanded
The NET LED provides the following information:
e Off = No PLC connection

NET ( ¢ Green and red flashing = Self-test
Network ¢ Green flashing = An IP address is configured, but no connections are established
Status)

¢ Green solid = PLC connection established

¢ Red flashing = Fatal error when MOD is also flashing

¢ Red solid = Duplicate IP address on network

This LED provides the following information about the I0-Link port.
e Of = SIO mode - signal is low or disabled

¢ Yellow = SIO mode - signal is high

¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
port do not conflict with the device that is attached:

Port 1-8 - Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

¢ Red solid = PDI of the attached IO-Link device is invalid.

¢ Green solid = An IO-Link device is connected and communicating

¢ Green flashing = Searching for I0-Link devices

Dual The Ethernet LEDs provide the following information:
Ethernet e Green solid = Link
Ports

¢  Yellow solid = Activity
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15.2.6.I0LM DR-8-PNIO-T LEDs

The IOLM DR-8-PNIO-T (8-port IP20 DIN rail model with pluggable, removable connectors) provides these
LEDs.

LED Activity During Power On Sequence - IOLM DR-8-PNIO-T

1. The E1/E2 LED lights on the connected port.
The MOD and NET LEDs are lit.

3. The IO-Link LEDs flash (if no IO-Link device attached) or are lit if an 10-
Link device is attached.

The MOD LED is solid green, the IO-Link Master is ready for operation.If a
PLC is connected, the NET LED is lit and green.

IOLM DR-8-PNIO-T LEDs
The MOD LED provides the following information:
e Off = No errors or there is no PL.C connection
¢ Green and red flashing = Self-test

MOD ¢ Green flashing = Standby — not configured
(Module ® Green solid = Operational
Status)

¢ Red flashing:
- One or more errors detected when NET is off
- Fatal error when NET is also flashing red
¢ Red solid = Maintenance required or demanded
The NET LED provides the following information:
e Off = No PLC connection

NET ( ¢ Green and red flashing = Self-test
Network ¢ Green flashing = An IP address is configured, but no connections are established
Status)

¢ Green solid = PLC connection established

¢ Red flashing = Fatal error when MOD is also flashing

¢ Red solid = Duplicate IP address on network

This LED provides the following information about the IO-Link port.
e Of =SIO mode - signal is low or disabled

¢ Yellow = SIO mode - signal is high

¢ Red flashing = Hardware fault - make sure that configured I0-Link settings on the
port do not conflict with the device that is attached:

Port 1-8 - Automatic Upload and/or Download is enabled and it is not the same device.
- Device Validation Mode is enabled and it is not the correct device.
- Data Validation Mode is enabled but there is an error.

¢ Red solid = PDI of the attached IO-Link device is invalid.

¢ Green solid = An I0-Link device is connected and communicating

¢ Green flashing = Searching for I0-Link devices

Dual The Ethernet LEDs provide the following information:
Ethernet e Green solid = Link
Ports

e  Yellow solid = Activity
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15.3. Contacting Technical Support

You may want to access the Help/SUPPORT page when you call Technical Support, as they may request the
information displayed on the SUPPORT page.

ComTrROL Home Diagnostics Configuration Advanced Attached Devices [QEEIR] Logout | BB

HELP SUPPORT CONTACT

Support

Hest Name IOLM 4-PNIO =1
Serial Number 9575-065525

Model Name 10-Link Master 4-PNIO
Hardware Version 99575-3 rev A

Switch Position 0co

MAC Address 00:c0:4e:55:f:f5

1P Address 192.168.11.185
Subnet Mask 255.255.0.0

Gateway Address 192,168.0.253

IP Typs static

APPLICATION BASE

=pplication-manzger 1.4.0.0
configuration-manager 1.4.0.2
discovery-protocol 1.4.0.1
event-log 1.4.0.0
inlink-driver 1.4.2.7
iclink-manager 1.4.2.2
prefinetic 1.4.1.10
web-help 1.4.0.7
web-user-interface 1.4.1.5
U-Boot 118
FPGA 1.00
ulmage-Primary 1.19
ulmage-Backup 1.18
Applications 1.4.25

Do you want to open or save supportinfo.txt from 192.168.11.1857

Open Save |™ Cancel

Comtrol Technical Support is available from 8:00AM to 6:00PM (CST), Monday through Friday, excluding
major USA holidays.

Contact Information
Phone 763.957.6000
ftp://ftp.comtrol.com/html/default.htm
Downloads
http://downloads.comtrol.com/html/default.htm
Web Site http://www.comtrol.com
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15.4. Using Log Files

The I0-Link Master provides five different log files that you can view, export, or clear:

e Syslog (system log) displays line-by-line activity records.

¢ dmesg displays Linux kernel messages.

e top displays which programs are using most of the memory and CPU.

e psdisplays the running programs

¢ pnio displays PROFINET IO activity

e All log files start up automatically during the startup cycle. Each log file has a size limit of 100KB.
Note: Typically, log files are intended to be used by Technical Support in the event there is a problem.
You can use the following procedures to:

e View a Log File

e (Clear a Log File on Page 224

e Export a Log File on Page 223

15.4.1. View a Log File

Use this procedure to view a log file.

1. Open your browser and enter the IP address of the I0-Link Master.
Click Advanced and then LOG FILES.

Select the log file type from the drop-list.

Optionally, click the REFRESH button to get the latest information.
Optionally, export the log file.

ComTROL Home Diagnostics Configuration ERRELLELE Attached Devices Help logout BB

SOFTWARE ACCOUNTS LOGFILES LICENSES

AN

Log Files @ select log file

£ Copyright Comtrol Corp.
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15.4.2. Export a Log File

Use the following procedure to export a log file.

1. Open your browser and enter the IP address of the I0-Link Master.

2. Click Advanced and then LOG FILES.

3. Select the log file type from the drop-list.
4. Click the EXPORT button.
5

. Click the Save button drop-list and click Save to save it to your user folder or Save as to browse to or create

a new folder in which to place the log file.

ComTROL Home Diagnostics Configuration EENELLELE Attached Devices Help
SOFTWARE ACCOUNTS LOG FILES LICENSES
Log Files @ select log file REFRESH | [cLEAR| [ExPORT

nfo ioclinkd: P

info ioclinkd: Port

iolinkd:
mon.info iolinkd: Port
o iolinkd:

info iolinkd:
linkd:

Fort

nfo iclinkd: Port

nfo iclinkd: Port

nfo ioclinkd: Port S

Fort 5
Port 5

clinkconfigd:

iclinkconfigd:

vent:

vent:

: inst=DL m

: inst=DL mode=3

: inst=DL mode=3I

: inst=DL mode=3

: inst=DL mode=3

: inst=DL mode=3

inst=0L mode=3

: inst=DL mode=3I

inst=DL m

tab, config_table, &
iolink_config'

type=ERRCR PD= D local=ff co

ERRCR PD=INW

=]

ype=ERRCR PD=

type=ERRCR PD=

/pe=EBRCR ED=

starting
/pe=MESIAGE E

type=MESSAGE PD=

Do you want to open or save syslog_1970_01_4_2202.txt from 192.168.11.1947

Open

a1=f£f co
££ code=
Cancel v
a1=£f eo
Save
Save as

Save and open

6. Depending on your browser, you may need to close the pop-up window.

IOLM PNIO and Modbus/TCP User Guide: 2000605 Rev. E

Chapter 15. Troubleshooting and Technical Support - 223



| Using Log Files |

15.4.3. Clear a Log File

Use this procedure to clear a log file.

1. Open your browser and enter the IP address of the I0-Link Master.
Click Advanced and then LOG FILES.

Optionally, export the log file.

Select the log file type from the drop-list.

Click the CLEAR button.

ComTROL Home Diagnostics Configuration ERRELLELE Attached Devices Help logout BB

SOFTWARE ACCOUNTS LOGFILES LICENSES

ANl

Log Files @ select log file [sysiog | ' CUfFaR | EXPORT
[ =y=log’' cleared successfully. ]

£ Copyright Comtrol Corp.

The log file automatically starts logging the latest information.
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